Appendix
1. Examples of the Phishing mails 
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B. The Ransomware Message in three languages
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C. Ransomware Screen
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image1.jpeg
New message from: ld1928g0 (158,076 )
Dear fiend,

How are you doing today? | hope everything goes el
Thank you so much for your purchase from our store. | am writing to you because we are
wondering whether you have received your order or not

If you have received it could you leave a positive feedback for us?

Ifthe item still doesn't arrive there, please don't worry, you can track on the website
http/Isignin-ebay com/

or contact us through this letter. Our Customer Service Department will check your order and
solve the problem well soon

Have a nice day!

led1928g0

Reply
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Linked .

The power of your profile
Seehow wellyou profie sands ot fom hecomd

Aprofileview from the right
person s a step closerto
your next career move.
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ourimportant fles are being encrypled.
10 30 minutes, the encrypion process wil be completed, and your fles vill 10 longer be accessible.
Nobody can recover your fles without our decryption service

Submit the payment and purchase the decrypton key.

1. Send 5200 worth of itcoin f the folowing address: 12Mg40YuiS693KIehL L9621 4mNA2S29r4X22235
2. Send your Bicoin waliet ID and personal installation key to email List53@posteo Jnet.

Ifyou already purchased your key, please enter it below.
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