Improving Physician Preparedness for and Awareness of Cybersecurity Attacks Through a High-Fidelity Simulation Supplemental 1 (Full Simulation Guide)
 
“Intensive Care Unit during Ransomware Attack”
 
Main Objective of Simulation:
 
The aim of this simulation is to depict the critical importance of technological infrastructure on the diagnosis and treatment of emergent time-sensitive medical conditions in critically ill patients in an ICU setting, and to highlight the clinical challenges that arise when these tools are not available.
 
Overview:
 
An ICU physician comes onto a shift at a busy community hospital with a mixed medical and surgical ICU. A sign out between the outgoing and incoming physicians occurs. During morning rounds, the clinician is informed via overhead announcement that the hospital is in an unexpected state of network downtime.  In reality, the hospital has experienced a ransomware attack that has affected its electronic medical records, laboratory tests, medical imaging, internal communication systems, and all other resources that rely on the hospital’s network. The physician will be tasked with providing care to multiple patients experiencing various degrees of decompensation while lacking many of the systems and resources they are accustomed to using.
 
The scenario will involve care of four critically ill patients:
 
1. Postop Patient: A patient with perforated diverticulitis status post exploratory laparotomy and partial colectomy with onset of hemodynamic instability
2. Dialysis Patient: A dialysis-dependent end-stage renal disease (ESRD) patient requiring hemodialysis for volume overload in the setting of hyperkalemia
3. DKA Patient: A patient in DKA requiring titration of fluid repletion and insulin
4. Covid Patient: A rapidly deteriorating COVID pneumonia patient who must be intubated (located in separate isolation room)
 
The physician will need to find alternative solutions for a wide spectrum of time-sensitive tasks without access to any networked resources.
 
Setting:
 
Intensive Care Unit (one room with patients 2-4, one room with patient 1 in isolation)
 
Scenario Props:
 
1. Postop Patient:
1. Hospital Bed
2. Pt name sign, baseball cap, glasses
3. Vitals display, control laptop
4. Abdominal JP drains x2
5. Drugs: Fluids (NS bag & “blood” bag), pain meds, pressors and other resuscitation drugs if needed
6. 20mL syringe of “blood”
7. On standby: Bed set up with CVC model, PIV model, & airway model, ultrasound and printout showing intraperitoneal free fluid
2. Dialysis Patient:
1. Hospital Bed
2. Pt name sign, oxygen face mask on
3. Dialysis machine or complex standing device
4. Vitals display, control laptop
5. Drugs: None
3. DKA Patient:
1. Hospital Bed
2. Pt name sign, bandana
3. IV pole, bag, & Infusion pump
4. Vitals display, control laptop
5. POC BG device
6. On standby: Crash cart, potassium bag, POC electrolytes test, intubation roll with BVM
7. Drugs: Fluids, electrolytes (potassium, calcium), insulin
4. Covid Patient:
1. Hospital Bed
2. Pt name sign, wearing a wig
3. Manikin- adult manikin with airway, access, and compression capabilities
4. Intubation roll with BVM
5. HFNC with access to wall O2
6. Full PPE (gown, N95, gloves, face shield)
7. Vitals display, control laptop
8. Drugs: RSI
 
Personnel:
 
Roles (multiple rolls filled by single simulation runner):
1. Postop Patient – Mannikin
2. Dialysis Patient 
3. DKA Patient
4. Covid Patient – (Manikin) on high flow, all patient info given by “Nurse 2”
5. Primary physician – Simulation runner, critical care trained
6. Previous-shift physician – Provides handoff, played by a clinical director. Provides vitals for patients throughout rest of case
7. Nurse 1– Assists physicians in procedures & administers medications, medical trained. Simultaneously plays role of simulation director.
8. Nurse 2 – Communicates that resources is unavailable if physician asks for them & acts as runner for primary physician, nurse or MS trained
9. Surgical consult – Consults primary physician about postop patient and takes them back to OR if requested
10. Blood bank consult – Attempts to facilitate any requests for blood primary physician has
11. Vitals controller
12. Vitals Director
13. CPR Tech        
 
Management:
1. Simulation director – Manager of simulation flow, execution of scenario. Confederate in scenario to redirect primary physician as needed. Plays the role of Nurse 1 in the scenario.
2. Clinical directors – Provide any needed real-time information from physiology/technology standpoint above and beyond this document in response to participant action.
3. Technical managers – Responsible for ensuring flawless real-time operation of manikin and monitors.
4. Personnel manager – Responsible for intra-simulation direction of roles and technical support.
5. AV manager – Responsible for managing AV casting and recording systems.
6. Presenter – Responsible for explaining events of simulation to the audience in basic terms and emphasizing the key takeaways.
 
Facilities:
1. Primary hospital room – Simulated hospital room containing 3 patients in beds separated by dividers. Has an adjacent control room for AV management.
2. Acute care hospital room – Simulated hospital room containing single COVID patient. Has an adjacent control room for AV management.
3. Auditorium – Simulation from both rooms is streamed to the auditorium, where the presenter discusses scenarios.
 
Communication:
1. Case is broken into scenes interrupted by pause steps in which the participants leave the room.
2. Presenter pacing the event, using Signal to text the personnel manager downstairs when to move on to the next scene.
3. Personnel manager tells participant and players which scene to progress to.
 
=======================================================================
                                                        	Case Script
=======================================================================
 
Scenario intro:
 
[1] You are an ICU physician onto a shift at Kranz Hospital, a busy community hospital with a mixed medical and surgical ICU. You are about to receive a handoff from the last intensivist as you start your three-day rotation.
 
=======================================================================
 
Handoff:[1] 
 
[2] Handoff occurs in the unit in front of the patients in the model of “table rounds.” The two physicians are accompanied by the nurse (Nurse 1) responsible for the three patients.
 
Mr.Guts (Postop Patient):
-    	54 year old male with past medical history of diverticulitis who underwent exlap yesterday night for a colonic perf, ultimately resulting in a partial colectomy.
-    	Procedure was complicated and required 4L PRBC transfusion.
-    	Postop abdominal pain is not yet fully controlled.
-    	He’s borderline hypotensive to 102/72mmHg, 92bpm.
-    	Currently on: Morphine 4mg Q4, Hydromorphone 0.5mg IV Q4H PRN
-    	Needs improved pain management and monitoring of vitals given his borderline hypotension
 
Mr. Kidney (Dialysis Pt):
-    	55 year old male with past medical history of CHF and ESRD on dialysis admitted for volume overload and hyperkalemia
-    	Doesn’t produce urine on his own. Last admission with similar presentation 9 months ago.
-    	Mild SOB, minor fatigue and bloating, minor abdominal pain, improving limb stiffness.
-    	133/90 mmHg, 95bpm, RR 22
-    	Metabolic acidosis and K of 7.0
-    	Volume up with abdominal fluid wave and 3+ pitting edema
-    	Received calcium, sodium bicarb, D50, and insulin for hyperkalemia (7.0 in ED)
-    	Just awaiting dialysis.
 
Mr. Sugar (DKA Pt):
-    	32 year old male with past medical history of type 1 diabetes admitted to the ICU from the ED an hour ago for DKA
-    	Persistent abdominal pain. Not stuporous.
-    	Slightly tachycardic and breathing fast, but vitals otherwise within normal limits
-    	On PE he still looks volume down
-    	First pH 7.1, BMP showed glucose 340, anion gap 22, potassium 3.5
-    	Receiving IV fluid repletion (250 cc/hr LR), IV Insulin (on protocol), & morphine 4mg Q4 PRN
-    	Improving, continue to monitor
 
[3] Upon completion of the handoff and answering any questions (using the first visit patient presentations below) the overnight attending will depart. When they do, Nurse 1 will ask the participant “which patient do you want to see first?”
 
[4] Overnight attending will move to control room and act as a voice actor.
 
======================================================================
 
Choosing first patient:
 
[5] The participant should choose to see the postop patient first. If they do not, nurse 1 should mention that the postop patient’s blood pressure has dropped to 98/69mmHg and ask if they can see that patient first.
 
======================================================================
 
Postop patient 1st visit:
 
[6] Scene: Patient (manikin) is lying in bed, making uncomfortable sounds, but politely addresses the approaching physician.
 
HPI:
-    	Pain 6/10 right after meds, 8/10 when meds are wearing off
-    	Anxious about the pain, and fatigued, but feeling better than immediately post-op
-    	No bowel movement or urination yet
-    	Endorses anxiety, slight dizziness when moving head, dry mouth
Vitals:
-    	97.8F, 98/69mmHg, 101bpm, 20rpm, 99% on RA
Exam:
-    	Gen: Pale, moving slowly & grimacing in pain with movement, but conversational
-    	HENT: Flat JV, dry mouth
-    	Heart: Flat JV, sinus tachycardia w/o murmurs
-    	Lungs: CTAB with normal WOB
-    	Abd: Large midline incision covered by clean surgical dressing, diffusely TTP, surgical drain bulb full of sanguineous fluid (50mL)
-    	Extremities: 1+ cap refill, normal temperature extremities, BLE/BUE pulses equal bilaterally
-    	Neuro: AAOx3, no focal neurologic deficits
Labs:
-    	CBC: Collected but no results yet
-    	BMP: Collected but no results yet
Meds:
-    	Scheduled pain: Morphine 4mg Q4
-    	PRN pain: Hydromorphone 0.5mg IV Q4H PRN
-    	Infection ppx: Cefazolin 2g 1x post-op
 
[7] Post-exam patient questions (choose 2, or improvise):
-    	“How am I doing doc?”
-    	“Can I have something more to help with this pain?”
-    	“Is it normal for me to feel so tired after surgery?”
-    	“What’s the plan?”
 
 [8] Scene outcome: Participant should recognize that the patient has uncontrolled pain and is volume down but appears to be stable post-op. The patient should be started on increased analgesia and fluids, while monitoring for pain improvement and a bowl movement. An example management would be to increase IV opioids & hang 1L NS at 0.5L/hr, but the specific plan is not relevant. If the goal is not reached, suggested interventions include:
-    	Nurse 1 asking what pain regiment to change the patient to
-    	Nurse 1 asking whether they can hang 1L NS and then asking the rate
-    	Nurse 1 asking how frequently the participant would like updates on the patient
 
[9] Scene transition: Upon completion of the previous scene, the participant should be asked by nurse 1 if they can see the dialysis patient next, as he has several questions he’d like to ask and is pestering the nursing staff to talk to a doctor.
 
======================================================================
 
Dialysis patient 1st visit part 1:
 
[10] Scene: Patient is sitting up in hospital bed reading a book. He puts it down as the participant walks into the room and pulls down his oxygen mask, shifting uncomfortably as he does so.
 
HPI:
-    	Stiffness is improving
-    	Mild SOB is most irritating sx, so hoping to start dialysis soon
-    	Fatigue, bloating sensation, abdominal discomfort 3/10, and improving limb stiffness
Vitals:
-    	133/90 mmHg, 95bpm, RR 22, 95% on 2L
Exam:
-    	Gen: Comfortable at rest, uncomfortable with movement but conversational
-    	HENT: Facial edema, full JVP
-    	Heart:  Sinus tachycardia w/o murmurs
-    	Lungs: Faint coarse crackles in lower greater than upper lung fields
-    	Abd: Distended w/ minor fluid wave, minor diffuse TTP
-    	Extremities: 3+ cap refill, palpable equal pulses
-    	Neuro: AAOx3, no MSK or neuro sx.
Labs (recent)::
-    	ABG: pH 7.23, PaCO2 34mmHg, PaO2 99mmHg, Bicarb 19
-    	BMP: Na 132, K 7.0, BUN 27, Cr 3.8, Gluc 111, Ca 10.4, Bicarb 19
Meds:
-    	4g Ca gluconate over 4H (recently finished)
-    	2g Na Bicarb BID (first dose given)
-    	10U IV normal insulin + 25g dextrose as D50
-    	Awaiting a message from nephrology to confirm protocol before having nurse start dialysis.
 
[11] Scene outcome: Participant should complete an examination of the patient, concluding that the patient is volume up and requiring dialysis. As the participant is starting to speak with the patient, an overhead announcement begins. Nurse 1 will signal when to initiate the downtime with a hand gesture.
 
======================================================================
 
IT downtime announcement:
 
[12] Announcement over loudspeaker: “All medical staff, please be aware that we are experiencing unexpected network downtime until further notice. Please initiate downtime procedures. IT staff members have been distributed throughout the hospital to provide more information and assistance.”
 
[13] A minute after the announcement, Nurse 2 walks in the room and ask to have a brief conversation (aside, using 4th camera in room) with the participant including the following information:
-    	The hospital is in unanticipated downtime. The network is down.
-    	There is not yet an estimated time for the situation being fixed.
-    	They are unsure of the total impact. Rumors indicate Labs & Imaging are unavailable.
-    	The hospital’s EMR (Saga) is inaccessible
-    	Consult paging is inaccessible
-    	Nurse 2 has been assigned to assist the participant performing their duties throughout the downtime and will be intermittently coming in throughout the case
 
======================================================================
 
Dialysis patient 1st visit part 2:
 
Scene: Patient appears notably more concerned than when the physician stepped out of the room. They are sitting up, with wide eyes, and immediately start asking the participant questions.
 
[14] Patient questions:
-    	What did that overhead announcement mean?
-    	How does this downtime affect my care?
-    	When am I going to get my dialysis?
 
[15] Scene outcome: Participants should demonstrate what information should and should not be shared with patients about this downtime that has limited hospital functionality (there are no strict right or wrong answers). Additionally, while not as crucial, participant may be aware that a standard dialysis protocol could be used and start the patient’s dialysis utilizing the standard protocol while administering a small amount of potassium. If the participant does not know a standard dialysis protocol, Nurse 2 can be instructed to get in contact with nephrology team when possible.
 
======================================================================
 
DKA patient 1st visit:
 
[16] Scene: Patient is lying in bed appearing moderately ill. A 3/4 empty 1L NS IV bag hangs next to the patient along with an empty bag of insulin.
 
HPI:
-    	Abdominal pain is improving (4/10), feeling less nauseous, but still fatigued
-    	Still feel thirsty and hasn’t urinated since admission
-    	Comments he’d like to get out of bed because staying in it is making him feel stiff (a disguised sx of hypokalemia)
-    	Denies tremors, palpitations, or peripheral neuropathy
Vitals:
-    	97.4F, 102/72mmHg, 97bpm, 22rpm, 99% on RA, sinus tach on 1-lead ECG
Exam:
-    	Gen: Sunken eyes, tired behavior and slow moving, but not visibly uncomfortable.
-    	HENT: Oral mucosa dry, breath not fruity
-    	Heart: Sinus tachycardia w/o murmurs. Rare PVCs on monitor. No U waves visible.
-    	Lungs: CTAB
-    	Abd: No visible abnormalities, diffusely TTP
-    	MSK/extremities:  Decreased skin turgor, strength 5/5 in all extremities
-    	Neuro: AAOx4, normal mentation
Labs:
-    	POCG 178 (if taken by Nurse 1 in-room)
-    	ABG, anion gap, CMP unavailable.
Meds:
-    	1L/hr NS, 2L total given
-    	Insulin (on protocol) 5U/hr
-    	Morphine 4mg Q4 IV PRN
 
Patient questions:
-    	N/A (interrupted by COVID patient as soon as exam is over)
 
[17] Scene outcome: Participant should recognize that the only available lab is a POCG, and use it in combination with the physical exam to recognize that the patient requires further fluid repletion to treat his DKA. The participant should order another liter of fluid (ideally at <0.5L/hr), another bag of insulin (hung ideally at <5U/hr) and regular POCG labs (ideally </1hr). Specific infusion rates are not essential, as the patient will become hypokalemic regardless. The participant may also order potassium be hung but, if they do, it never arrives.
 
[18] Scene transition: As the participant finishes their interview with the DKA patient, Nurse 2 comes into the room and immediately flags the participant down. They have a rapidly decompensating COVID patient in a nearby room that is having worsening respiratory distress and they have been searching the floor for 20 minutes for a doctor. Paging and phone systems are not working to call for respiratory therapy either. They need the participant’s assistance immediately. The participant follows Nurse 2 to a nearby room with the COVID patient, dons the appropriate PPE, and enters the room.
 
======================================================================
 
Covid patient interruption:
 
[19] Scene: Inside the room they find a visibly sick and distressed patient wearing a HFNC sitting up in bed, in clear respiratory distress, not noticing the care providers when they enter. The patient is too short of breath to answer questions and relies on Nurse 2 to answer questions.
 
HPI:
-    	Judith Resnik, 63F, PMH asthma, presented to ED 3d ago with fatigue, SOB, and cough, found to have COVID pneumonia.
-    	SOB progressively worsening, dizziness, headache, and muscle aches as of this morning.
-    	Oxygen saturation started slowly dropping this morning despite increased flow rate
-    	She has repeatedly been told intubation may be necessary and was precautionarily consented earlier this morning
-    	She was placed on HFNC about 30 minutes ago but is still desaturating and we can’t send any messages to the primary team. Thank you for helping us.
ROS:
-    	Nods yes to cough, fatigue, muscle aches, headaches, dizziness, severe SOB
Vitals:
-    	102.4F on acetaminophen, 110/75mmHg, 91bpm, 11rpm, 79% sat on 45L/min 100% O2
Exam:
-    	Gen: Visibly sick & distressed patient, labored breathing, blue lips & fingertips
-    	HENT: Forehead sweat, wearing HFNC
-    	Heart: RRR, no murmurs
-    	Lungs: Diffuse bilateral rhonchi & rales, increased WOB, breathing with accessory muscles, intermittent cough
-    	Abd: No significant findings
-    	Extremities: Cyanotic fingertips
-    	Neuro: AAOx3 but intermittently disoriented
 
Meds:
-    	Acetaminophen 1000mg Q6h, Lovenox 40mg QD, Remdesivir
 
[20] RSI: This patient needs RSI and has precautionarily consented to the process yesterday. The attending should perform the following steps, with Nurse 1 reminding the participant of any skipped steps. The required resources will already be in the room. The patient will be induced with a hypnotic and paralytic and intubated. Nurse 2 will stay and bag the patient until an RT can be found. All tasks will be performed on high-fidelity manikin serving as patient.
 
Scene outcome: Participant should recognize that this patient needs RSI, and then perform the procedure. At completion of the case, Nurse 1 will request the participant see the postop patient.
 
======================================================================
 
Postop patient 2nd visit:
 
[21] Scene: Patient is lying flat in bed, with a pained look on his face. He does not address the participant when they walk in the room. Nurse 2 will enter shortly after the encounter starts.
 
Exam changes:
-    	Pain 9/10 despite pain medication
-    	More fatigued, extremely dizzy, and having trouble concentrating
-    	98.8F, 81/59mmHg, 109bpm, 22rpm, 99% on RA
-    	Surgical dressing seeping blood, surgical drain again full of blood, cool extremities, blue lips, weak pulses bilaterally
Labs:
-    	None available
Imaging:
-    	No CT or CTA available
-    	If specifically requested, bedside ultrasound available. Upon performing ultrasound, if appropriate view is obtained, printout of intraperitoneal free fluid placed on ultrasound screen by Nurse 1. If not requested and not leaning towards takeback, US use will be prompted by Nurse 1.
Meds:
-    	Fluids: Per previous scene
-    	Scheduled pain: Per previous scene
-    	PRN pain: Per previous scene
 
[22] Scene outcome: The patient is rapidly decompensating due to internal bleeding. He needs RBC hung and the operating surgery team must be contacted immediately. The participant should dispatch Nurse 2 to obtain the surgeon’s phone number and call the blood bank to obtain RBCs urgently (Nurse 1 mentions they have the number). If this outcome is not being reached, the following interventions can be taken:
-    	Nurse 1 asking what is causing the patient’s hypotension
-    	Nurse 1 asking how to prep the patient for surgery
-    	Nurse 1 pushing participant to use ultrasound and then assessing it as bleeding
 
Optional stalls: If the participant is moving too quickly through the simulation the following procedures can be requested by the simulation director to extend the interaction. Tasks will be performed on an airway head, and CVC head which are on a roll-in bed on standby:
-    	Place central line
-    	Replace failed PIV
 
======================================================================
 
Blood bank phone call:
 
[23] Scene: Nurse 1 provides their phone as a means of calling the blood bank. They just happen to have the number. Through the overhead speaker a phone call with the blood bank plays out.
 
Conversation: The blood bank is attempting to follow its standard protocols. They will state that they are required to ask for are type, screen, and crossmatch. When those are indicated as unavailable, they will ask for an emergency release for O blood. The blood bank will push back against the request at first because no electronic emergency release can be completed and then because too many people throughout the hospital are asking for O blood right now and they are going to run out quickly.
 
[24] Scene outcome: The participant convinces the blood bank to provide O negative blood to the patient and that they will dispatch someone with it shortly.
 
======================================================================
 
Postop patient consult phone call:
 
[25] Scene: Immediately as phone call concludes, nurse 2 holding their phone with the surgeon actively on the phone. A phone conversation over the overhead speaker plays out.
 
Conversation: The surgeon is skeptical about needing to return to the hospital and requires the participant to convince them. They will believe that the operation ended well and are skeptical that there is internal bleeding. They will want a CT ordered first, and will want to be sure the participant has ruled out other possible causes. Once convinced, the surgeon will be irritated about having to figure out how they are going to get in contact with the appropriate teams to reserve, prepare, and staff an OR.
 
[26] Scene outcome: The participant will ultimately convince the surgeon that, given the lack of other resources, the patient should be returned to the OR.
 
======================================================================
 
Postop patient consult follow-up:
 
[27] Scene & scene outcome: Surgeon who performed the patient’s case yesterday walks in the room carrying a bag of blood, quickly examines the patient, thanks the participant for calling them, and then rolls the patient out of the room.
 
======================================================================
 
DKA patient code:
 
[26] Scene: Immediately after the surgeon rolls out, Nurse 1 prompts re-evaluation of patient after noticing intermittent non-specific arrhythmias on telemetry. Patient is unresponsive in bed. New bags of fluid and insulin are currently up.
 
Exam changes:
-    	Patient is obtunded with agonal breathing
-    	Sat 85%, EKG shows Torsades des Pointes
-    	Pulseless (immediately discovered by participant or by Nurse 1 if there is a delay)
 
[27] Code play-by-play:
-    	Code called by participant or Nurse 1 (yelled out the room, nobody comes)
-    	Nurse 2 begins chest compressions
-    	Nurse 1 runs to hallway to retrieve crash cart and start applying pads
-    	Participant directs ACLS, administering meds (epi, lido, amiodarone, Mg, Ca, K, etc.)
-    	Rhythm check shows non-shockable rhythm – CPR continues
-    	Participant runs through Hs and Ts (or prompted by Nurse 1 to do so) – Nurse 1 has most recent peri-arrest gas (pH 6.9, PO2 50, PCO2 75, Na 132, K 2.0, Cl 110, HCO3 12)
-    	Participant will perform RSI
-    	If not performed yet, Nurse 1 will suggest participant should administer K (and if applicable state last bag never arrived)
 
[28] Code endpoint:
-    	Approximately 30 sec after repleting K, patient achieves ROSC, with Nurse 2 performing post-arrest care.
 
Scene outcome: Participant should immediately recognize the patient has become pulseless and requires ACLS. Additionally, they should surmise that in the setting of DKA treatment, and with torsades, a likely cause is hypokalemia. With ACLS the patient will have ROSC.
 
======================================================================
EPILOGUE (abbreviated slides displayed by powerpoint on loop)
======================================================================
 
[29] Dialysis patient: Dialysis was uneventful and successful, patient was discharged 2 days later. The patient’s volume and electrolyte abnormalities were normalized and they continue to receive chronic care for their CKD, and their condition seems to have since stabilized.
 
DKA patient: After their hypokalemia was normalized, they were able to be de-intubated later that same day. With continued care and acquisition of a handful of point-of-care potassium tests, the patient’s gap was closed, and they were discharged 3 days later.
 
Postop patient: They were taken back to the operating room within 30 minutes. The surgery team found that a cauterized sub-branch of the IMA had ruptured and was easily repaired. After 5 days of precautionary observation with stable vitals throughout, the patient was discharged.
 
Covid patient: Remained intubated for 72h but was progressively weaned off of oxygen, and then downgraded to a non-ICU ward after 1 week and discharged after 2 weeks.
 
Hospital infrastructure: Some of the hospital’s infrastructure, like the paging system, was restored by the end of the first day. After the initial shock, creative solutions by faculty and staff compensated for much of the rest. For example, through having medical students and residents retrieve printed lab documents, the lab was functioning at half speed by the end of the first week. However, it would take over a month for the EMR to go back online. Even then, all medical records made the week prior to the hack were not backed up remotely and therefore never recovered.
 
======================================================================
 
Participant debrief
 
[30] Scene: Participant moves upstairs to auditorium and has debrief with presenter on stage.


