Table 1 – Various risks associated with industry 5.0 technologies
	Category
	Risk
	Reference

	Cybersecurity Risks
	Data breaches
	(Alharthi , et al., 2017) (Shamsi & Khojaye, 2018)

	
	Ransomware Attacks
	(Abouelmehdi, et al., 2018) (Weaver, 2021)

	
	Man-in-the-Middle (MitM) Attacks
	(Abouelmehdi, et al., 2018) (Alvarez, et al., 2021)

	
	Insider Threats
	(Shamsi & Khojaye, 2018) (Pandey & Farik, 2015)

	
	Supply Chain Attacks
	(Kumar & Mallipeddi, 2022)

	
	Insecure APIs
	(Pandey & Farik, 2015)

	
	IoT Security
	(Hwang , 2015)

	
	Artificial Intelligence and Machine Learning Attacks
	(FINLAYSON, et al., 2019)

	
	Outdated Systems and Lack of Patching
	(Cernauskas & Kumiega, 2022)

	
	Physical Security Breaches
	(Shamsi & Khojaye, 2018)

	
	Misconfigurations
	( O'Meara & Lennon, 2020)

	Data Privacy Concerns
	Data Misuse
	(Alharthi , et al., 2017) (Shamsi & Khojaye, 2018)

	
	Surveillance and Tracking
	(Shamsi & Khojaye, 2018)

	
	Lack of Transparency
	(Alharthi , et al., 2017) (Shamsi & Khojaye, 2018)

	
	Inference and Profiling
	(Wachter & Mittelstadt, 2019)

	
	Data Retention
	(Shamsi & Khojaye, 2018)

	
	Cross-Border Data Transfers
	(Tehrani, et al., 2018)

	
	Third-Party Data Sharing
	(Alharthi , et al., 2017)

	
	Weak Consent Mechanisms
	(Tehrani, et al., 2018)

	
	Loss of Data
	(Namasudra, 2018)

	Workforce Displacement
	Job Displacement
	(Aaronson & Housinger, 1999)

	
	Skill Mismatch
	(Humbert, 2007)

	
	Income Inequality
	(Aaronson & Housinger, 1999)

	
	Economic Dislocation
	(Humbert, 2007)

	
	Social Inequality
	(Berchick, et al., 2012)

	
	Increased Stress and Mental Health Issues
	(Brand, 2015)

	
	Lack of Social Interaction
	(Brand, 2015)

	
	Ethical and Legal Implications
	(De Stefano, 2019)

	Skills Gap and Training Needs
	Obsolescence of Existing Skills
	(Alharthi , et al., 2017)

	
	Lack of Training Infrastructure
	(Maddikunta, et al., 2022)

	
	Unequal Access to Training
	( Morandini, et al., 2023)

	
	Rapid Technological Change
	( Morandini, et al., 2023)

	
	Inadequate Training effectiveness
	(Maddikunta, et al., 2022)

	
	Difficulty in retaining Talent
	(Alharthi , et al., 2017)

	Ethical and Social Implications
	Increased unwanted Surveillance
	(Shamsi & Khojaye, 2018)

	
	Job Displacement and Inequality
	(De Stefano, 2019)

	
	Ethics of AI Decision-Making
	(Utkina, et al., 2023) ( Andraško, et al., 2020)

	
	Human Dignity and Autonomy
	(Kralj & Aralica, 2022)

	
	Security and Safety
	(Shamsi & Khojaye, 2018)

	
	Data privacy
	(Alharthi , et al., 2017)

	
	Social Isolation
	(Ghobakhloo, et al., 2022)

	
	Access and Digital Divide
	(Ghobakhloo, et al., 2022)

	System Failures and Downtime
	Interconnected System Failures
	(Théron & Bologna, 2013)

	
	Reliance on Internet Connectivity
	( Dorfman, 2022)

	
	Cyber-attacks
	(Shamsi & Khojaye, 2018)

	
	Software Bugs and Glitches
	(Théron & Bologna, 2013)

	
	Hardware Failures
	(Théron & Bologna, 2013)

	
	AI and Machine Learning Errors
	(CABRERA, et al., 2021)

	
	Lack of Redundancies
	(Zimmerman, 2010)

	
	Lack of Maintenance
	

	
	Capacity Overloads
	(Théron & Bologna, 2013)

	Regulatory and Legal Challenges

	Data Protection and Privacy Laws - challenges in complying
	(Alharthi , et al., 2017) (Wachter & Mittelstadt, 2019)

	
	Employment Laws-status and rights of workers displaced by automation.	
	(De Stefano, 2019)

	
	Intellectual Property Rights – questions about ownership of creation
	(Utkina, et al., 2023)

	
	Liability and Accountability - difficulty in determining responsibility
	( Andraško, et al., 2020)

	
	Safety and Quality Regulations - Ensuring that automated systems comply with regulations
	( Andraško, et al., 2020)

	
	Cybersecurity Regulations – non-compliance of regulations due to complexity
	( Andraško, et al., 2020)

	
	Cross-Border Data Transfers – challenges due to difference in data protection laws
	( Andraško, et al., 2020)

	
	Ethical Guidelines – development and compliance of ethical guidelines for AI
	( Andraško, et al., 2020)

	
	Environment, Health, and Safety (EHS) Regulations – compliance issues due to increased reliance on digital infrastructure
	( Andraško, et al., 2020)

	Dependency on Technology
	Wide impact of Single Point of Failure
	(Atlam, et al., 2018)

	
	Technology Obsolescence
	(Weaver, 2021)

	
	Vendor Lock-in - Potential operational and financial risks due to proprietary technologies from specific vendors
	(Opara-Martins, et al., 2014)

	
	Lack of Technological Expertise leading to operational risks
	(Scandizzo, 2005)

	
	Disruptions in Internet connectivity
	(Colakoviˇc & Hadžialic, 2018)

	
	Data Corruption
	(Gries, et al., 2017)

	
	Interoperability Issues among different technologies
	(Opara-Martins, et al., 2014)

	
	Infrastructural, operational and financial risks from damages due to Disasters
	(Colakoviˇc & Hadžialic, 2018) (Théron & Bologna, 2013)

	Cost and ROI Considerations
	Uncertain ROI
	(Karnatak, 2023)

	
	Reskilling Costs due to technology obsolescence
	(Weaver, 2021)

	Environmental Impact
	High energy consumption
	(Baldini, et al., 2023)

	
	Resource Depletion – rare earth metals
	( Kirkpatrick, 2020)

	
	Environmental Footprint of Manufacturing
	(Baldini, et al., 2023) ( Kirkpatrick, 2020)

	
	Increased Demand for Power - increased use of fossil fuels if renewable sources are not sufficient
	(Baldini, et al., 2023)

	
	Improper disposal of toxic waste from manufacturing devices
	(Baldini, et al., 2023) (Fathi , et al., 2022)

	
	Improper disposal of batteries used in IoT devices
	(Lu, et al., 2021) (Baldini, et al., 2023) (Fathi , et al., 2022)




Table 2 – Risks prioritised on the basis of RPN
	Risk
	RPN

	Employment Laws-status and rights of workers displaced by automation. 
	70.5

	Technology Obsolescence
	49.6

	Data Misuse
	46.4

	Social Inequality
	46.2

	Security and Safety
	45.1

	Difficulty in retaining Talent
	45.0

	Wide impact of Single Point of Failure
	44.5

	Environmental Footprint of Manufacturing
	44.1

	Job Displacement
	43.8

	Improper disposal of harmful chemicals from manufacturing devices
	42.9

	Safety and Quality Regulations - Ensuring that automated systems comply with regulations
	42.3

	Vendor Lock-in - Potential operational and financial risks due to proprietary technologies from specific vendors
	42.2

	High energy consumption
	41.0

	Surveillance and Tracking
	40.6

	Data Corruption
	40.6

	Social Isolation
	40.0

	Resource Depletion – rare earth metals
	39.9

	Liability and Accountability - difficulty in determining responsibility
	39.7

	Data Protection and Privacy Laws - challenges in complying
	39.3

	Third-Party Data Sharing
	38.6

	Intellectual Property Rights – questions about ownership of creation
	38.3

	Increased Stress and Mental Health Issues
	38.0

	Cross-Border Data Transfers – challenges due to difference in data protection laws
	37.8

	Cyber-attacks
	37.6

	Hardware Failures
	37.5

	Insider Threats
	37.4

	Improper disposal of batteries used in IoT devices
	37.4

	Data privacy
	37.2

	Interconnected System Failures
	37.2

	Lack of Technological Expertise leading to operational risks
	37.1

	Environment, Health, and Safety (EHS) Regulations – compliance issues due to increased reliance on digital infrastructure
	37.0

	Increased Demand for Power - increased use of fossil fuels if renewable sources are not sufficient
	36.9

	Weak Consent Mechanisms
	36.4

	Data breaches
	36.3

	Supply Chain Attacks
	36.3

	Skill Mismatch
	36.3

	Ethical and Legal Implications
	36.3

	AI and Machine Learning Errors
	36.3

	Ransomware Attacks
	36.2

	Disruptions in Internet connectivity
	36.0

	Cross-Border Data Transfers
	35.8

	Rapid Technological Change
	35.7

	Job Displacement and Inequality
	35.6

	Income Inequality
	35.5

	Lack of Transparency
	35.0

	Lack of Social Interaction
	34.8

	Inadequate Training effectiveness
	34.7

	Ethical Guidelines – development and compliance of ethical guidelines for AI
	34.1

	Cybersecurity Regulations – non-compliance of regulations due to complexity
	33.6

	Insecure APIs
	33.1

	Data Retention
	32.8

	Access and Digital Divide
	32.6

	Capacity Overloads
	32.6

	Man-in-the-Middle (MitM) Attacks
	32.5

	Interoperability Issues among different technologies
	32.5

	Reliance on Internet Connectivity
	32.4

	Physical Security Breaches
	32.1

	Reskilling Costs due to technology obsolescence
	31.2

	Outdated Systems and Lack of Patching
	30.9

	Lack of Redundancies
	30.6

	Economic Dislocation
	30.5

	Uncertain ROI
	30.4

	Human Dignity and Autonomy
	29.7

	Infrastructural, operational and financial risks from damages due to Disasters
	29.3

	Artificial Intelligence and Machine Learning Attacks
	29.1

	Software Bugs and Glitches
	29.0

	Lack of Maintenance
	28.9

	Ethics of AI Decision-Making
	28.8

	Unequal Access to Training
	28.5

	Increased unwanted Surveillance
	28.4

	Inference and Profiling
	28.3

	Loss of Data
	28.0

	Lack of Training Infrastructure
	27.6

	Obsolescence of Existing Skills
	27.2

	Internet of Things Security
	26.7

	Misconfigurations
	26.2





