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Abstract

Blockchain technology has gained significant attention in recent years due to its decentralized and secure
nature. Ethereum a popular blockchain platform supports the execution of smart contracts and enables
the storage of data on the blockchain. However Ethereum's public nature may not be suitable for
scenarios where sensitive or private data needs to be stored and accessed securely. In this paper we
present GANACHE an efficient private Ethereum blockchain tool that addresses the confidentiality and
security concerns associated with data storage. GANACHE leverages various cryptographic techniques
such as encryption and zero-knowledge proofs to ensure the privacy of stored data while maintaining the
benefits of blockchain technology.

l. Introduction

1.1 Overview

Blockchain technology has gained significant traction in recent years for its potential to revolutionize
various industries [1]. One of the most well-known blockchain platforms is Ethereum which supports the
development and execution of smart contracts. While Ethereum's public blockchain offers decentralized
security and transparency there are situations where private blockchains are preferred.

Private blockchains provide organizations with more control over their data and network governance.
However storing data securely on private blockchains can be a challenging task [2]. In many cases
traditional storage solutions may not provide adequate security or efficiency when it comes to large-scale
data storage. To address these challenges a robust framework called Ganache has been developed for
efficient and secure storage of data on private Ethereum blockchains.

Ganache leverages various features and techniques to enhance the security and efficiency of data
storage. One of its key components is the implementation of advanced encryption algorithms to ensure
the confidentiality and integrity of stored data. By encrypting the data before it is stored on the blockchain
Ganache protects sensitive information from unauthorized access..

This innovation can be employed in securing DNA data [3,4], prescriptions for pharmaceuticals with
supply-chain management, pregnancy, and sensitive data that must be regulated, data sharing, and
managing a survey trail of therapeutic activities. Additional healthcare services zones that can benefit
from blockchain technology advancement include provider authorizations, clinical charging, contracting,
medical record exchange, clinical basics, and so on [5,6].

Medical systems are currently undergoing transformations to accommodate a patient-centered approach.
Personal data security may be established through the use of blockchain technology in the healthcare
sector; patients can now own their medical records and preserve them without interference from any
central body. Another difficulty in the healthcare system is the storage and movement of sensitive patient
data through the internet, which is highly vulnerable to many forms of attacks.
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The problem can be solved by implementing a blockchain architecture within the healthcare system, as
blockchain can render data illegible. Patients can now safely access their data from any location at any
time. Application of Blockchain Technology in Medicine and Healthcare, challenges faced in using them,
and their future perspectives can be seen in figure 1.

1.2 Background Details

Ganache is a powerful and efficient private Ethereum blockchain tool that is specifically designed for
implementing and securing the storage of data. It provides developers and organizations with a secure
and customizable environment to build test and deploy smart contracts and decentralized applications
(dApps) on a private blockchain network.One of the key advantages of using Ganache is its ability to
work seamlessly with the Ethereum Virtual Machine (EVM allowing developers to leverage all the features
and functionalities offered by the Ethereum platform. This includes utilizing the Solidity programming
language Ethereum's native currency (Ether and the extensive range of Ethereum-based smart contracts
and dApps [24].

Ganache offers various features that make it an ideal choice for implementing and securing the storage
of data. Firstly it provides a local development network which allows developers to test their smart
contracts and applications in an isolated environment. This eliminates the need for connecting to the
main Ethereum network reducing the risk of exposing sensitive data during the development phase.
Furthermore Ganache allows developers to simulate different network conditions such as latency and
network congestion enabling them to accurately test the performance and scalability of their
applications.

This is crucial for ensuring that the storage and retrieval of data remain efficient and secure even under
real-world conditions. In terms of security Ganache offers several built-in features that protect the storage
of data. It provides a secure key management system that allows developers to generate and manage
private keys for accounts ensuring that only authorized parties have access to the data stored on the
blockchain. Additionally Ganache supports the integration of various security protocols such as
encryption and multi-factor authentication to further enhance the protection of stored data.

Ganache also offers comprehensive documentation and a user-friendly interface making it easy for
developers to set up and manage their private Ethereum blockchain networks. It provides detailed logs
and debugging tools allowing developers to quickly identify and resolve any issues related to data
storage and retrieval.

Overall Ganache is an efficient and reliable tool for implementing and securing the storage of data on a
private Ethereum blockchain network. Its features and capabilities empower developers to build robust
and scalable decentralized applications while ensuring the confidentiality and integrity of stored data. By
leveraging Ganache organizations can effectively harness the power of blockchain technology to
transform their data storage processes and enhance the security of sensitive information.

Page 3/17



Il. Data management issues and solution in the healthcare industry

Blockchain technology has a wide variety of uses in the healthcare industry. It can be used to safely
communicate patient medical records, manage the pharmaceutical supply chain, and might be very
beneficial to genetic code decoding studies in the medical field. From dealing with the resurgence of
dangerous diseases to securely encrypting patient records, blockchain technology is already gaining
prominence [7].

Given that security is a major concern in the healthcare sector, the most well-known blockchain
application for medical services today is to safeguard our important clinical data. Over 176 million
patient records were found in information leaks between the years 2009 and 2017.

2.1 Problem:

Blockchain is a technology that is ripe with security applications since it can keep patient data
unchangeable, decentralized, and transparent. Additionally, the blockchain has a contradictory quality in
that it can be both transparent and private. Here, complex and secure codes that can guarantee the
security of healthcare data are used to conceal the identity of each individual. Patients, specialists, and
medical service providers may all access the same data quickly and securely because of this
technology's decentralized design [8]. The following are a few concerns with data security in healthcare.

Issue 1: Assurance of Clinical Trials' Information Security

Clinical trials are used to evaluate the effectiveness of a specific medicine or to approve or reject the
usage of a particular drug. Researchers are constantly interested in gathering and recording data
regarding test findings, quality analyses, etc. Monitoring everyone is challenging due to the detailed study
that each researcher is subjected to. The outcome of the research might then easily be changed by
changing this information, or it could be concealed.

Issue 2: Management of Patient Data

The Health Insurance Portability and Accountability Act (HIPAA) strictly controls patient data privacy and
demands that PHI be kept in the most secure possible manner. Nevertheless, there is a second problem
with PHI that has been noted: individuals occasionally have to provide third parties access to their clinical
records (for example with drug stores when they have to purchase explicit meds). So how does
blockchain manage to preserve data while allowing limited access?

2.2 A possible solution for the problems with healthcare data security

Everyone may now verify the accuracy of any report that has been stored on a device thanks to this
technology. It offers proof-of-existence by adding records to the transaction's form, and blockchain-based
healthcare information exchange platforms for the security of healthcare data validate the data by all
system nodes. Blockchain stores immutable data, as was already said [10,11]. Clinical trial data can be
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rendered immutable by this feature, which also makes it challenging to alter. To understand how
blockchain can provide clinical preliminary assessments with existing evidence, two experts from
Cambridge University conducted research in 2016. They determined whether or not data had been
modified by comparing the code created by the system with the original code. Because of this special
property of SHA 256, each time the information is altered, a new hash is created. Blockchain creates a
hash and patient ID for each PHI block. Every entity can obtain the crucial information they need by using
an APl without knowing a patient's identity. Additionally, a patient can decide to whom to grant access
and whether this entrance would be fully or partially open. Additionally, if the patient was unsure about
what he or she was doing, they might choose explicit third parties who would have to agree to the sharing
of PHI. Along with healthcare, blockchain has excellent potential for use in a variety of other sectors.

lll. Implementation

GANACHE implements a comprehensive data storage mechanism that maintains the confidentiality of
the stored data. This mechanism includes encryption of data at rest and in transit ensuring that only
authorized parties can decrypt and access the information [9]. GANACHE also supports access control
policies enabling fine-grained permissions to regulate data access based on user roles and privileges. We
conducted extensive performance evaluations to assess GANACHE's efficiency and scalability. The
results demonstrate that GANACHE maintains a high level of performance even when dealing with large
amounts of data and concurrent access requests. The overhead incurred by the privacy-preserving
techniques is minimal making GANACHE suitable for practical deployment.

The software used to implement the architecture is described in this section. The Ethereum Blockchain is
simulated using the tool named"Ganache." Due to its benefits, such as the accessibility of the blocks or
transactions, a graphical user interface is implemented. Additionally, the implementation of writing,
compiling, and migrating Smart Contracts in the programming language "Solidity" uses the "Truffle Suite
Framework" plugin for "Node.js." In addition to "Solidity," the script that executes the component's primary
functions is created using the "Python" programming language. Additionally, to communicate with an
Ethereum blockchain, Python's "web3.py" package is necessary.

3.1 Installing Dependencies

It is necessary to install and set up a few dependencies before the application-building process can
continue. The dataset is stored using the GANACHE private blockchain technology in this work. This
private blockchain enables the quickest Ethereum-based application development. This tool aids in both
the creation and the deployment of our dApps in a highly secure setting [12]. We get 100 free accounts on
our personal Ethereum blockchain as a result.

The private blockchain is constructed with smart contracts using the solidity programming language. The
following dependencies must be installed before developing smart contracts:
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1. NPM : NPM, or node package management, is a component of Node.js and is installed by typing $
node -V.

2. Truffle: For creating Ethereum smart contracts [13,14], the Truffle Framework is a crucial tool. Smart
contracts are created using the Solidity programming language. Truffle is the most important
dependency used for developing decentralized ethereum blockchain applications. It can be installed
using the command $ npm install —g truffle.

3. GANACHE: GANACHE is a personal blockchain, which is a local development blockchain that may be
utilised as a public blockchain. It is used for smart contract deployment and testing [15]. It provides
us with 100 free accounts on our private ethereum blockchain. It can be installed from the truffle
website.

4. Metamask: The plugin used with Google Chrome, and Metamask is another dependency. Before
using the Ethereum blockchain, we must install it from the Google Chrome Web Store, it is installable.
It is important to add metamask extension to google chrome because current browsers doesn't
support connecting to blockchain networks. The browser becomes a blockchain browser when the
Metamask addon is added [16]. We may deploy our project by logging into our Ganache accounts
through Metamask. As a means of connecting to the blockchain and for transactional purposes,
MetaMask is also used to manage user accounts. We can access the distributed web in your browser
by using the extension or plugin known as MetaMask. Without running a full Ethereum blockchain, it
enables you to run Ethereum Decentralized applications directly in your browser [17]. A secure
identity vault is a feature of MetaMask that offers a user interface for managing your online
personas and signing blockchain transactions. The MetaMask add-on is available for Chrome,
Firefox, and Opera.

3.2 Smart Contracts based on the Blockchain

This section of the paper covers the most important part, which includes what version of compiler to be
used and it can be better identified from first line of code. Keeping track of the records of exchanged data
is the Smart Contract's most crucial task [18]. As a result, this is accomplished. The two variables are
"time" for the time stamp and "temp" for the temporary variable expected by the function. With the
method "push,’ these are added at the end of the corresponding arrays "timeStamp" and "only temp."
Before this, it is determined that the originator of the transaction must be the holder of the Smart Contract
using the function "require." Before the values are transmitted, the following function from the Smart
Contract that is defined must be invoked. In this case, the owner is set to be the transaction's sender. The
Smart Contract's code 1 is where specific getter functions are defined. These can be used to query the
specific data arrays, their overall length, or the number of readings that have been saved in the
blockchain.
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Code 1: Displays the use of oet” function in Smart Contract

Pragma Solidity>=0.4.18<68.6.0;
getTimeData()
( -sender == owner);

timeStamp;
getTempData()

.sender == owner); onlyTemp;

onlyTemp.length;

Pragma Solidity>=0.4.18<06.6.0
Function addData( time,

I
L

( .SEHdEP::DwnEP);
onlyTemp.push(temp);
J I" r ¥

}

Function addData(ui time,

Require( .sender==owner); ti

onlyTemp.push(temp);
1

Once the solidity smart contract is created using remix IDE. This contract can be deloyed using Ganache.
Figure 2 illustrates how blocks are created in the GANACHE, here each block has its cryptographic hash
value to refer to its predecessor. The produced hash value of the data, the block's source address, the
block's creation time (i.e., the time it was mined), and other information are all fully disclosed in each
block.

Each block contains the total number of ether used in its creation in terms of gas value used. Figure 3
shows specifics on the gas value used, the gas limit specified, the time taken to create a block, and the
block 1 hash value.

3.3 Python-based Integration of an Ethereum Blockchain
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The system required the installation of the web3.py module to connect with an Ethereum blockchain
using Python. Numerous essential functionalities are offered by this library. The blockchain's IP address
needs to be entered first. The Web3 HTTP Provider function Object() { [native code] } is used for this, and
you must enter the address and port there before Ganache will utilize these in its settings. The first
account in Ganache is then designated as the default account, and this is where all transactions are
carried out. The Smart Contract needs to be initialized at the start. The Smart Contract cannot be called
until that time. The function "transact()" must be expanded with the option "gas" if Ganache is not run
with the option "automine."

The transaction is then checked to see if it was successful using the function
"waitForTransactionReceipt()." Among other things, this is used to verify the evaluation tests. The
following function, "waitForTransactionReceipt," is used to determine the time when a block was created.
The variable "blocktime" contains information about the block addressed by "confirm.blockNumber." The
"blockzeit.timestamp” command, among other things, provides access to the block's creation time.

3.4 Workflow

In the proposed approach, a user uploads data or any other file to the blockchain. In the beginning,
Ganache's private local blockchain is configured, and it is integrated with a web browser via the
Metamask plugin.

As was already mentioned, the user first needs a local blockchain network, which Ganache offers. For
transactional purposes, Ganache's accounts are added to Metamask. A particular amount of Gas in the
form of Ether is required for each transaction. The cryptocurrency token known as ether powers the
blockchain network. Ten accounts, each with 100Eth that can be used for transactions, are provided by
Ganache. On a private Ethereum blockchain, we may use these accounts to perform tests, send
commands, inspect state, and manage chain operations. Any one of these 10 accounts may be used to
log in to Metamask using the private key made available by that account in Ganache.

Now that our Web browser supports the blockchain network, we can upload the files using an interface
we created ourselves (Ul). When a file is chosen for uploading, Metamask creates a window to confirm
the transaction. The ETH is taken from our account when we confirm the transaction, but we also have
the option to refuse it. The previously acquired hash value, which is generated when the file is uploaded,
is necessary for the process of getting the file back.

IV. Result Analysis

A secure peer-to-peer and decentralized system is advised for usage by all healthcare practitioners and
patients for the maintenance and management of complicated healthcare data. The proposed system
has a cryptographic POS consensus mechanism as its core[19]. The main argument in favor of

Blockchain adoption is that it cannot be changed. With the help of Hyperledger, healthcare data can be
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exchanged between parties in a way that protects data privacy by isolating transactions and consuming
less power and processing power [20].

Medical data can be securely exchanged across several network nodes because of the network's
decentralized architecture. The suggested framework frequently resists mistakes and data loss. The
nodes that are included in the proposed framework construct a ledger of the previous transaction using
the Blockchain hashing technique and the SHA 256 cryptographic hash function [21]. To keep the hashes
of each transaction, both earlier and later, the nodes require appropriate disc space. The decentralized
blockchain technology makes use of a secure hashing algorithm.

4.1 Algorithm:

A modular exponential method was used to calculate the hash values displayed in Figure 6. This
approach finds the remainder of an integer base value and the exponent (e) of power nth by dividing the
modulus of a non-negative integer (n) by its exponent (e) (b).

Equation (1) describes the idea of trapdoor one-way functions, that have been defined between two
distinct sets like X and Y. The hash value is also produced using Equation (1).

F:ab, (M
where F(a)=F(b)

Where Equation (2) specifies the operation of hashing and f is a trapdoor function that hides some
concealed information.

h(m)=m with h:M0,1n 2

Algorithm 1 transforms the message into binary codes using the ASCII code. The padding of the code
with zeros yields the proper block size i.e 512 bits [22]. The words in each group are denoted by w, and the
block is then split into 16 groups, starting with My-M; 5.

1: Increase the number of zero 0 bits in the data input until it reaches 448 bits, then add a 64-bit length to
the supplied data until it reaches 512 bits.

2: After the 512-bit data has been combined, divide it into 16 groups. Mo-M15
3. Configure the vectors Ko-K63 and ho-h7.

4: Assume that the initial values for A, B, C, D, E, F, G, and H are ho-h7.
Computation

5. After setting t to loop from 0 to 63, update as follows: Bt+1=At.
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6: Ct+1 = Bt, Dt+1 = Ct, Ft+1 = Et, G t+1 = Ft, Ht+1 = Gt, At+1 = Ht+X1(E1)+ Ch(Et, Ft, Gt) + Kt + Wt + Z0o(At)
+ Maij(At, Bt, Ct), Et+1+ Ht + Z1(Et)+ Ch(Et, Ft, Gt) + Kt + Wt + D1,

7: Let ho= ho +A63, h1 = h1+B63, h2+C63, h3=h3+D63, h4 = h4+E63, h5 = h5+F63, h6=h6+ G63, h7=h7+
H63 ho-h7.

8: 21(Et), Z0(At), Maj(At, Bt, Ct) and Ch(Et, Ft, Gt) are logical functions, and Wt, is updated according to:

Mo, 0<t=<15,
Wi= {61 (Wt—2)+Wt—7 + o0 (Wt—15)
+Wt—16, 16 =t < 63

In order to combine recent transactions B with older transaction blocks B, the blockchain's mining
algorithm 2 uses block hashing. Maintaining a record of previous transactions makes it easier to
calculate and validate future transactions using this method.

1. P: The hash of the previously mined block
2. B: A block of transaction
3. H: A hash function
4. D: Difficult level
5. 0 Retrieve P
6. Modify B
7.1F H (P, B, Some Random Number) >= D End
8.GOTO 1

For hash verification, the elliptic curve technique, which is based on the Weierstrass Equation, is used (3).
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y2=x3+ax+b (3)

Blockchain makes use of ECDSA to validate user- or participant-entered ledger data. The cryptographic method
ECDSA ensures that data is only transferred among authorized nodes because it depends on the hash value [23][24].
The hashes of the prior and subsequent blocks have been combined using Equation (4). The terms in the equations
stand in for hash blocks containing private information.

b=(x2—-vy2)/(x1—vl)mod

Mt1l = b2 — y1 — x1modM

t2 =b(yl —tl) —x2modM ........cccevvvvvvne. (4)

Metamask asks the user to pay when a request is made to create a transaction on the blockchain. Gas is required for
transactions written to Ethereum, and the transaction cost { Tcost) is determined using the formula below:

Tcost = gasLimit X gasPrice
where miners decide and control the gasLimit and gasPrice values, which change with each block. It is less
expensive to store the compressed files on the blockchain than it is to store the actual. The amount of storage needed

to store the hash values (Sh) is represented by the following equation:
SUI) _ H+Hash size XN

P TR ()

Where T is the native size of each transaction, HashSize is the size of the hash for each transaction, N represents the
number of transactions or hashes kept in the blockchain, and I spans from 1 to N. The method for uploading and
storing documents on the blockchain is described in Algorithm 1.

Document storing algorithm in Blockchain:
Function upload (File)
For each file do
Retrieve file
Buffer transforms text file to a binary stream
Send binary stream to SHA 256
SHA 256 assigns the hash value to it
Hash value is returned
Hash value is sent to the Blockchain for storage
Function Storage (Hash)
For each Hash do
Smart contracts are instantiated by Web3
Ganache displays transaction request

Transaction is approved, Hash is stored on Ethereum
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4.2 Analysis:

Ganache first needs to be started and set up before running the general tests. Then, using the relevant
console command, the Smart Contract may be moved. The incoming transactions and the subsequent
blocks are both listed in the ganache at the same time. Following the test run, the first account's TX
COUNT in Ganache displays the total number of transactions that were carried out. As was previously
said, after calling the function and transferring the value to the blockchain, the Python script waits for a
transaction hash to confirm the transfer. Since no hash is transmitted if the transaction fails, this is for
function checks. Querying the data records saved in the blockchain after the test run is another option.
The time required to execute a smart contract climbs linearly and can take up to 9500 seconds or 3,4
hours. The use of the PoW algorithm within the Ethereum blockchain provides a clear explanation for this
growing duration.

V. Conclusion and future scope

GANACHE offers a comprehensive and efficient approach for implementing and securing the storage of
data on private Ethereum blockchains. By incorporating cryptographic techniques and access control
mechanisms GANACHE addresses the privacy concerns associated with public blockchain platforms.
The results of our performance evaluations and use case scenarios confirm the efficacy and practicality
of GANACHE as a powerful tool for private data storage on the Ethereum blockchain. The suggested
system involves a user who wishes to upload data or any other file to the blockchain. Ganache provides
private local blockchain configuration, and the Metamask plugin is used to integrate it into the web
browser. Compressed files are kept on the blockchain to reduce the expenses associated with storing
huge amounts of data there. The findings indicate that there is a cost difference between compressed
and uncompressed files, and that cost will rise as more transactions are made on the blockchain.
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Figure 2

Preview of ethereum exchanges
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Figure 5. Uploading file

Figure 5

Figure 6.Hash computation
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