Appendix 

Table 13 Interview Protocol
	Criteria
	Reference
	Original Question
	Question adapted to our model

	Limited scope of IPCM for online consumers
	[12]	To what extent were the InfoPrivacy CBK domains covered? 
•the stakeholders 
•the infringements against privacy
•the strategies enhancing
individual’s information
privacy
•the organizations’ practices
•the legislative framework
	 To what extent were the information privacy competencies covered in the IPCM for online consumers?
•Knowledge
•Digital privacy skills
•Privacy Behavior
•Social Role
•Traits
•Self- image
•Motives

	
	(Beecham et al., 2005)
	How complete is the R-CMM framework?
	How complete is the IPCM for online consumers?

	
	(Beecham et al., 2005)	How well do questions [the five RE phases] cover all the key activities involved in the requirement stage of
software development?
	How well do proposed information privacy competencies questions cover all the necessary competencies which lead to privacy protective behavior in online shopping activities?  

	Limited scope of IPCM for users of mobile applications.
	Questions used for the Limited scope of IPCM for users of mobile applications were the same as those used for the Limited scope of IPCM for online consumers.

	Consistency
	(Beecham et al., 2005)
	How consistent is the level of detail given within the RCMM?
	How consistent is the level of detail given within the IPCM?

	
	(Beecham et al., 2005)
	All Key processes are
represented (at a baseline
level).
	All key competencies are
represented (at a baseline
level).

	
	(Beecham et al., 2005)
	The guidelines are at the same level of granularity.
	The description of the elements is at the same level of granularity.

	
	(Beecham et al., 2005)
	All processes listed are at a similar level of abstraction.
	All competencies listed are at a similar level of abstraction.

	Understandable
	(Beecham et al., 2005)	How easy is it to understand the path
from initial goal, to question, to final
process?
	How easy is it to understand the path from initial visible competencies to hidden privacy competencies?

	
	(Beecham et al., 2005)	Each individual process is easy to
understand (i.e. they are clearly defined
and unambiguous)
	Each information privacy competency is easy to understand (i.e. they are clearly defined and unambiguous).

	
	(Beecham et al., 2005)	How clear is this presentation of the
Model?
	How clear is this presentation of the model?

	
	[12]	InfoPrivacy CBK aspects that need improvement
	IPCM aspects that need improvement?
· Level of analysis
· Terminology
· Updating
· IPCM for online consumers is compete. No changes are required.
· Enrichment of existing competencies
· Additions of new competencies
· Appearance


	Ease of use
	(Beecham et al., 2005)	How much previous knowledge of the
SW-CMM do you think you need to be
able to interpret this framework?
	How much previous knowledge of privacy competencies do you think you need to be able to interpret this framework?

	Verifiability
	(Beecham et al., 2005)	Has the level of detail provided by this
questionnaire allowed you to give a fair
assessment of the strengths and weaknesses of
the new R-CMM?
	Has the level of detail provided by this questionnaire allowed you to give a fair assessment of the strengths and weaknesses of IPCM?




 
 Open-ended questions
[bookmark: _Hlk129358214]-Please provide your general impression of IPCM for online consumers.
- Please provide your general impression of IPCM for users of mobile apps.
- Please note any deficiencies of the IPCM.
[bookmark: _Hlk141698294]-Is there another type of competency model that would be more appropriate that the Iceberg model?
-Would you be available for a brief discussion on the proposed models?


[bookmark: _Hlk143174299]Appendix Revised Version of IPCM for online consumers
For the revised indicative Pre – Purchase Privacy Competencies for online consumers, see Table 9. 

Table 14 Revised indicative Purchase Privacy Competencies for online consumers
	Indicative Action
	Interacting in the digital marketplace to buy and sell.

	Privacy Competencies
	Indicative Purchase Competencies

	Declarative knowledge
	Consumers should know that, when interacting in the digital marketplace, privacy terms of use, privacy policies, or privacy rights may vary from country to country (EU versus non-EU countries).


	Procedural
knowledge
	Consumers should know each time how to find, read and understand the privacy policy as well as to identify possible violations of the privacy policy.

	Privacy Preventive behavior
	Consumers should be able to configure actions for the decrease of the chance of disclosing data to the global marketplace, such as installation of privacy preference tools (Privacy Bird), reading of privacy policies.

	Privacy Confronting behavior
	Consumers should be able to exercise their own data protection rights, such as the right to erasure personal data.

	Skills
	Consumers should have the ability to read and understand the privacy policy of each website they visit; to identify possible privacy policy violations of privacy policies; to install browser add-on services (Privacy Badge), privacy preference tools (Privacy Bird); to exercise data protection rights.

	Social Role
	· Consumers should express high privacy concerns about the collection of information on behalf of different vendors/countries (e.g., EU versus non-EU countries).
· Consumers should highly consider anonymity as valuable regarding the protection of their information privacy when interacting in the digital marketplace and thus, use relevant tools such as Tor Browser.

	Traits
	· Low Agreeableness; Consumers should express high distrust in service providers about the collection of their data, as different terms may apply (EU versus non-EU countries). 
· Low openness; Consumers should be less extrovert and restrict the number of online vendors they visit.

	Self - image
	Non applicable.

	Motives
	· Accurate perceived severity; Consumers should have the ability to implicitly understand of the potential privacy risks when buying or selling to the global marketplace e.g. different terms of privacy (EU versus non-EU countries).
· Perceived vulnerability; Consumers should have the ability to assess the privacy risks that exist when interacting to the global marketplace e.g. different terms of privacy.
· Response efficacy; Consumers should trust on the effectiveness of protection tools against privacy risks when interacting to the global marketplace, e.g. InPrivate browsing
· Low response costs; Consumers should assess low overhead of adopting preventing response such as the time of reading privacy policy 






Table 15  Revised indicative Post - Purchase Privacy Competencies for online consumers
	Indicative action
	Sharing information with other consumers in the digital marketplace.

	Privacy Competencies
	Post - Purchase Competencies

	Declarative knowledge
	Consumers should know that, when sharing reviews and experiences in the digital marketplace, specific personal information is disclosed, such as IP address.

	Procedural knowledge
	Consumers should know how to act in order to protect their personal information, such as anonymous sharing.

	Privacy Preventive behavior
	Consumers should be able to take actions for decrease of the chance of disclosing data when sharing information with other consumers in the digital marketplace, such as use of anonymous tools.

	Privacy Confronting behavior
	Consumers should be able to exercise their own data protection rights, such as the right to erasure.

	Skills
	Consumers should have the ability to use anonymous sharing orders as well as adopt tools such as Tor Browser or InPrivate browsing.

	Social Role
	· Consumers should express high privacy concerns about the collection about the collection of their personal information. 
· Consumers should highly consider anonymity as valuable regarding the protection of their information privacy when sharing reviews.

	Traits
	· Low Agreeableness; Consumers should express high distrust about the collection of their data when sharing reviews.
· Neuroticism; Consumers should express low level of emotional instability, meaning that they are not looking for others’ acceptance.

	Self - image
	Consumers should hold a high level of self-esteem, so as to be more protective regarding their online privacy, as users with low level of self-esteem tend to disclose more personal information looking for others’ approval.

	Motives
	· Accurate perceived severity; Consumers should have the ability to implicitly understand of the potential privacy disclosure that arise from visiting websites in order to find or share reviews.
· Perceived vulnerability; Consumers should have the ability to assess the privacy risks that exist when looking for online reviews or experiences, such as digital footprint.
· Response efficacy; Consumers should trust on the effectiveness of protection tools against privacy risks when sharing reviews, such as InPrivate browsing or anonymous sharing
· Low response costs; Consumers should assess low overhead of adopting preventing response such as the time of reading privacy policy.
· Low self-representation level; Consumers should be cautious regarding the sharing of personal information as a means to create more likeable self -image in sharing reviews communities.



Appendix Revised Version of IPCM for mobile-apps
Table 14 Revised indicative Pre – installation Privacy competencies for users of mobile – apps.  
	Indicative Action
	Action 1; Using the Play Store app and finding an app.
	Action 2; Checking that the app is reliable.

	Declarative knowledge
	Users should know that Play store app saves personal data which are collected with unique identifiers related to their device.
	Users should know that privacy policy of each app is different.

	Procedural knowledge
	Users should know how to operate privacy control e.g.  adjustment of privacy settings.
	Users should know how to read/ understand the privacy policy of each app and identify possible violations of the privacy policy.

	Privacy Preventive
behavior
	Users should be able to apply preventive actions such as adjustment of privacy settings/reading of privacy policies.
	Users should be able to apply preventive actions, such as reading an app’s privacy policy.

	Privacy Confronting behavior
	Users should be able to apply confronting actions such as communication with the data protection officer using Play Store app’s contact form.
	Users should be able to apply confronting actions such to exercise own data protection rights e.g., data deletion request.

	Digital Privacy Skills
	Users should have the ability to accurately judge the extent of their own self-disclosure; Ability to understand privacy policy; Ability to exercise their own privacy rights.
	Users should have the ability to read and understand the privacy policy of each app; Ability to communicate with the communication manager about privacy issues.

	Social Role
	· Users should express high privacy concerns about the collection of information on behalf of the Play Store app.
· Anonymity/ freedom; Users should highly consider anonymity and freedom as important; e.g., they do not use their google account.
	· Users should express high privacy concerns about the collection of information on behalf of different apps. 
· High confidence; Users should be critical towards the promotion of apps.

	Traits
	· Conscientiousness; Users should be high - organizing, focusing on actions towards privacy protection (e.g., reading app’s  privacy policy). 
· Low Agreeableness; Users should express higher distrust regarding their data processing on behalf of Play Store app.
	· Conscientiousness; Users should be high - organizing, focusing on protective actions(e.g., reading of privacy policy). 
· Neuroticism; Users should use their distressing emotions as means to carefully read privacy policies.
· Low Agreeableness; Users should be skeptical regarding the collection of their data on behalf of apps. 


	Self - image
	Non applicable.
	Non applicable.

	Motives
	· Accurate perceived severity; Users should have the ability to implicitly understand that when they use the Play Store app, specific information is disclosed.
· Perceived vulnerability; Users should have the ability to assess the privacy risks that exist when using the Play store app, such as disclosure of specific personal information.
· Self – efficacy; Users should have the ability to assess their capability of using privacy protection techniques, such as reading of Play store app’s privacy policy.
· Response efficacy; Users should trust on effectiveness of privacy protection techniques such as adjustment of  Google app’s privacy settings.

	· Accurate perceived severity; Users should have the ability to implicitly understand that specific personal information is disclosed when using an app.
· Perceived vulnerability; Users should have the ability to assess the privacy risks that exist when using a specific app.
· Response efficacy; Users should trust on the effectiveness of reading the privacy policy of each app.






Table 17 Indicative installation Privacy Competencies for users of mobile apps
	Action
	Grant permissions

	Declarative knowledge
	Users should know that by granting permissions to an app, specific information is disclosed.

	Procedural knowledge
	Users should know how to manage Android app permissions, e.g. using a security tool.

	Privacy preventive behavior
	Users should be able to apply preventive actions such as checking app permissions in the Google Play store before downloading an app.

	Privacy confronting behavior
	Users should be able to apply confronting actions, such as modifying Android app permissions.

	Digital Privacy Skills
	Users should have the ability to find and check app’s permissions before the installation; to manage permissions;

	Social Role
	Users should express high privacy concerns about what a particular app can access on their phone.

	Traits
	•	Conscientiousness; Users should be high - organizing, focusing on actions towards privacy protection (e.g modifying Android app permissions.). 
•	Low Agreeableness; Users should express higher distrust regarding granting permissions request.

	Self - image
	Non applicable.

	Motives
	•	Accurate perceived severity; Users should have the ability to implicitly understand that specific personal information is disclosed when granting permissions.
•	Perceived vulnerability; Users should have the ability to assess the privacy risks involved when granting permissions.
•	Response efficacy; Users should trust on the effectiveness of using tools for managing app permissions.






Table 18 Revised indicative Post- installation Privacy Competencies for users of mobile apps.
	Indicative action
	Registration
	Establishing and managing digital identity in the app’s environment

	Declarative knowledge
	Users should know that during registration process, the app collects specific personal information, such as IP address. 
	Users should know that personal information that they provide, form their digital identity, which is used for advertising.

	Procedural
knowledge
	Users should know how to adjust app’s privacy settings.
	Users should know which personal information form their digital identity.

	Privacy Preventive 
behavior
	Users should have the ability to find and evaluate privacy policies.
	Users should be able to apply privacy protective actions, such as adjustment of privacy settings.

	Privacy  Confronting
behavior
	Users should have the ability to communicate with app’s data protection manager.
	Users should have the ability to fill a complaint with the national data protection authority.

	Digital Privacy Skills
	Users should have the ability to accurately judge the extent of their own self-disclosure when registering to an app; Ability to apply protective actions e.g., reading of privacy policies
	Users should have the ability to 
ability to accurately judge the extent of their own self-disclosure when using an app;
 to apply protective actions e.g.,
adjustment of privacy settings.

	Social Role
	Users should have high privacy concerns about the collection of information on behalf of the app.
	Users should have high privacy concerns;
 High confidence; Users should be critical towards the use of their data (e.g., adjusting privacy settings).

	Traits
	· Conscientiousness; Users should be high – organizing, focusing on protective actions (e.g., reading of privacy policy). 
· Neuroticism; Users should use their distressing emotions as means to carefully read privacy policies.
· Low Agreeableness; Users should be skeptical regarding the collection of their data during registration.
	· Conscientiousness; Focus on protective (e.g., adjustment of privacy settings).
· Neuroticism; Users should use their distressing emotions as means to adjust privacy settings. 
· Low Agreeableness; Users should show high level of distrust in others. 
· Low extraversion; Users should be less chatty so as not to reveal too much personal information.

	Self- image
	Non applicable.
	Users should hold a high level of self-esteem, so as to be more protective regarding their online privacy and not disclosing more personal information looking for others’ approval.

	Motives
	· Accurate perceived severity; Users should have the ability to implicitly understand that when they register to an app, specific information is disclosed.
· Perceived vulnerability; Users should have the ability to assess the privacy risks that exist when they register to an app, such as disclosure of specific personal information
· Response efficacy; Users should trust on the effectiveness of reading the privacy policy.
· Low response costs; Users should assess low overhead of adopting preventing response such as the time of reading privacy policy

	· Accurate perceived severity; Users implicitly understand the potential privacy risks involved in the use of app, such as third-party information sharing.
· Coping self-efficacy; Users should be able to assess their actual ability to apply protective behaviors, such as adjustment of privacy settings.
· Low self- representation; Users should not intentionally regulate their personal image in the eyes of others, disclosing more personal information.





