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Appendix: Model for Maximum Provider Involvement
In the model shown in Teble 5, essential and core tasks are outsourced to the external provider.
Table 5. Maximum external involvement model.
	External 
Provider 
Involvement
	SOC Main Task

	
	Intelligence
	SIEM
	Baseline 
Security
	Forensics
	Pentests

	Abbreviation
	V KM/RA
	V Mo/Da/S
	V Vu/CS
	V DA/In/CR
	V Pl/Ex

	Category
	A Analog
	0,3 IE/IE
	0,3 I/IE/IE
	0,3 IE/I
	0,5 IE/EI/EI
	N/A

	
	B Infra
	0,9 E/EI
	0,9 E/E/EI
	0,7 E/EI
	0,7 E/EI/EI
	0,9 EI/E

	
	C Sec
	0,7 EI/EI
	0,9 E/E/EI
	0,7 E/EI
	0,7 E/EI/EI
	0,9 EI/E

	
	D Serv
	0,9 E/EI
	0,9 E/E/EI
	0,7 E/EI
	0,7 E/EI/EI
	0,9 EI/E

	
	E Op
	0,7 EI/EI
	0,7 EI/E/EI
	0,5 EI/IE
	0,7 E/EI/EI
	0,9 EI/E


The organization becomes largely dependent on external service providers in this model, as can be seen in the evaluation rationales:
Intelligence: In the areas of predominant competence (infrastructure, core security, and application services), the service provider plays the leading role and may report directly to management. The internal SOC only plays a more than marginal role where special access to internal functions applications is necessary.
The external SIEM provider has tools allowing autonomous collection of data and monitoring of all core elements of the IT landscape, including the essential cloud services. Additionally, the provider plays a leading role in the SEM by alerting and also specifying (and as far as possible implementing) the reactions to security incidents. The role of the external provider is only limited by access to internal systems. 
Baseline Security: The service provider is able to carry out compliance scans with own tools and has competence on current vulnerabilities of all core systems. For fixing (patching) vulnerabilities, the internal SOC may still play a minor role.
In forensics, an external service provider regularly has a leading role, conducting all investigations independently, with the internal SOC only acting as the client (except for the analog world for which internal staff may need to assist with data acquisition).
For pentesting, service providers are leading both planning and implementation. They extensively use their knowledge of the organization's IT from their involvement in the other SOC tasks (esp. SIEM and baseline security). To carry out independent pentests, a planning provider would, if necessary, commission another actor. The internal SOC accepts test results and initiates corresponding activities.


