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Abstract

Privacy protection is an essential section of information security. The use of shared resources demands
more privacy and security protection, especially in cloud computing environments. The aim of side-
channel attacks is to extract secrets from systems. This can be through measurement and analysis of
physical parameters. Execution time, electromagnetic emission, and supply current are some examples of
such parameters. A side-channel attack does not target a program or its code directly. Instead, a side-
channel attack attempts to gather information or influence the program execution of a system by
measuring or exploiting the indirect effects of the system or its hardware. Put simply, a side-channel
attack breaks cryptography by exploiting information inadvertently leaked by a system. The modules with
integrated cryptographic systems pose a serious threat to these attacks. It has been observed that many
robust algorithmic cryptographic operations have been broken successfully by side-channel analysis
techniques. In this paper, the aim is to present a comparative review of the various side channel attacks
possible and their countermeasures. Also, a new approach is proposed to prevent side-channel attacks
and enhance the security of the entire network. The primary objective of this survey is to provide
researchers in the field of side-channel attack a comprehensive summary of the progress achieved so far
and to facilitate them to identify a few challenging future research areas.

Introduction

The process of taking preventative measures to protect the network that is underlying the infrastructure
from unauthorised access, malfunction, destruction, improper disclosure, misuse or modification is
defined as network security by SANS Institute. Implementing these measures allows computers, users
and programs to perform their permitted critical functions within a secure environment. Securing a
network requires a complex combination of hardware devices, such as routers, firewalls, and anti-
malware software applications. Government agencies and businesses employ highly skilled information
security analysts to implement security plans and constantly monitor the efficacy of these plans.

Computers and other devices connected to unsecured networks are highly vulnerable to external threats
such as malware, ransomware, and spyware attacks. A single attack can bring down the entire computer
system of an organization and compromise our personal information. By assuring the security of the
network — typically with the assistance of a network security specialist — we can stay away from such
expensive threats.

No matter whether we are an organization or an individual, our identity is valuable. If we log into an
unsecured network, our identity can become visible to third parties. To avoid such a situation, we should
secure our network. Such an approach becomes mandatory if we are a business that deals with client
information.

When it comes to a business, special precautions should be taken to protect shared data. And, network
security is one of the best ways to do so. Network security can be applied with different restrictions on

Page 2/18



different computers depending on the types of files they handle.

In an unrestricted, unprotected network, network activity can become too heavy. Intense traffic can lead to
an unstable computer network. Eventually, the complete network will become vulnerable to various
external attacks.

Apart from the direct threat to the data in terms of security there lies another threat that is indirect and is
termed as Side-channel attacks (SCAs). A side-channel attack does not target a program or its code
directly. Instead, a side-channel attack attempts to gather information or influence the program execution
of a system by measuring or exploiting indirect effects of the system or its hardware. A side-channel
attack breaks cryptography by exploiting information inadvertently leaked by a system.

Although side-channel attacks are historically difficult to do, they are now more common because of
several factors. The increasing sensitivity of measuring equipment has made it possible to gather
extremely detailed data about a system while it is running. In addition, greater computing power and
machine learning enable attackers to better understand the raw data they extract. This deeper
understanding of targeted systems enables attackers to better exploit subtle changes in a system.
Attackers can also go after high-value targets, such as secure processors, Trusted Platform Module
(TPM) chips, and cryptographic keys. Even having only partial information can assist a traditional attack
vector, such as a brute-force attack, to have a greater chance of success. Side-channel attacks can be
tricky to defend against. They are difficult to detect in action, often do not leave any trace, and may not
alter a system while it's running. Side-channel attacks can even prove effective against air-gapped
systems that have been physically segregated from other computers or networks. Additionally, they may
also be used against virtual machines (VMs) and in cloud computing environments where an attacker
and target share the same physical hardware. Side Channel Attacks can be broadly classified into various
types mentioned below:

Electromagnetic: An attacker measures the electromagnetic radiation, or radio waves, given off by a
target device to reconstruct the internal signals of that device. The earliest side-channel attacks were
electromagnetic. van Eck phreaking and the National Security Agency’s (NSA) Tempest system could
reconstruct the entirety of a computer's screen. Attackers focus modern side-channel attacks on
measuring the cryptographic operations of a system to try and derive secret keys. Software-defined radio
(SDR) devices have lowered the barrier of entry for electromagnetic attackers, which can be performed
through walls and without any contact with the target device.

Power: A hacker measures or influences the power consumption of a device or subsystem. By
monitoring the amount and timing of power used by a system or one of its subcomponents, an attacker
can infer the activity of that system. Some attacks may cut or lower power to cause a system to behave
in a way beneficial to the attacker, similar to Plundervolt attacks.

Timing: Analyses the time a system spends executing cryptographic algorithms. A bad actor uses the
length of time an operation takes to gain information. The total time can provide data about the state of
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a system or the type of process it is running.

Here, the attacker can compare the length of time of a known system to the victim system to make
accurate predictions.

Memory Cache: An attacker abuses memory caching to gain additional access. Modern systems use
data caching and pre-fetching to improve performance. An attacker can abuse these systems to access
information that should be blocked. The Spectre and Meltdown vulnerabilities that primarily affected Intel
processors exploited this channel.

Acoustic: The attacker measures the sounds produced by a device. Proof-of-concept (POC) attacks have
been performed that can reconstruct a user's keystrokes from an audio recording of the user typing.
Hackers can obtain some information by listening to the sounds emitted by electronic components as
well.

Optical: An attacker uses visual cues to gain information about a system. Although rarely used against
computers, some POC attacks have been performed where audio can be reconstructed from a video
recording of an object vibrating in relation to sounds. Simple shoulder surfing attacks may also fall into
this category.

Hardware Weakness: Hackers can use physical characteristics of a system to induce behaviour, cause a
fault or exploit data remanence, which is data that persists after deletion. Row hammering attacks
happen when an attacker causes a change in a restricted area of memory by quickly flipping, or
hammering, another area of memory located close by on the physical random-access memory (RAM)
chip. Error correction code (ECC) memory can help prevent this attack. In a cold boot attack, the attacker
quickly lowers the temperature of RAM, causing some of the information to be retained after power is
removed so the attacker can read it back.

Organizations can implement a few best practice mitigations that may be good countermeasures for
side-channel attacks. These attacks usually require specific detailed knowledge of a system to execute;
therefore, a business should keep details related to implementation and vendors as a trade secret.

Address space layout randomization (ASLR) can prevent some memory- or cache-based attacks. Using
business-grade equipment can also help to prevent systems from being exploited. Physical access to
systems should be restricted as well. Businesses can also keep sensitive systems in shielded Faraday
cages, and power conditioning equipment can shield against power attacks.

As extreme mitigations, increasing the amount of noise in a system will make it more difficult for an
attacker to gain useful information. This paper provides a brief study of the various side-channel attacks.
Further, it aims at proposing a way to prevent the side channel attack and thus, enhance network security.
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Proposed Work

Let, P1 and P2 are two processes running on the same CPU core. Both are using some function from a
shared library. So, the physical memory frame of the function Fs is shared by both P1 and P2.

Now let's say P1 starts executing. It fetches a lot of garbage instructions from the memory which
replaced all the cache lines with garbage. At this point, P1 is certain that Fs are not in the cache.

Now it's time for P2 to execute. If P2 needs Fs it will face a cache miss. So, the frame Fs will be brought
back to the cache for execution. After executing for some time context switch happens again.

Now P1 comes online. This time P1 tries to fetch Fs and monitors the timing. If P2 has used Fs in the
previous cycle, then P1 will have a cache hit, taking a lower time to execute instructions in Fs. Otherwise,
P1 will face a cache miss, which takes relatively longer. So by analysing the timing information, P1 can
determine if P2 has used Fs or not.

This is a kind of cache-side channel attack. The side channel here is time. There are small variations in
this information retrieval algorithm, but the gist is the same.

Now it is not always a problem. It does not matter if another process knows my process is using the
rendering library, or some maths library etc. It can't do any harm or alter the execution of my process from
that information. But it becomes a serious issue when someone can recover secret cryptographic keys
using this technique. Let us see an example,

Recovering cryptographic key-
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Montgomery — Ladder(d, P)
1: d represents as binary d,,d,,—1...dy
2: Rp=0
3: Ry =P
4: for i = m downto 0 do
5: if d; = 0 then
6: Ry = add(Ry, R))
7 Ro = double(Ry)

8 else

9 Ro = add(Ry, Ry)
10 Ry = double(Ry)
11: Return Ry

The above figure (1) is an example of a RSA algorithm implementation. The d; s are digits of the secret

key that must be private to the program executing this algorithm. These kinds of algorithms are widely
used by millions of programs. So, generally OS'’s have a shared library containing the instructions of the
algorithm. That way all the programs using this do not need to have a copy of the instructions, thus
reducing memory usage of the overall system.

Here the above figure (1) is our SL. Suppose, P1 is executing the algorithm using it's own secret d;s. Let's
see how P2 can recover values of d|s -

e P1 executes for some time.

¢ Context switch.

e P2 flushes the cache or loads some random useless data to the cache so that the cache does not
contain memory blocks corresponding to the line numbers 6 & 7 of figure 1.

e P2 starts waiting for some time - context switch.

e P1 starts executing. Now here are two possibilities.

o |f the current value of d;is ‘0" then P1 will fetch the memory blocks of lines 6 & 7 from RAM to
cache and execute.
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o If the current value of d;is ‘1’ then P1 will execute lines 9 & 10. So, lines 6 & 7 are still absent in
the cache.

e Context switch happens.
e P2 loads the instructions on lines 6 & 7.
o If the instructions run relatively fast (faster from a predefined threshold), then it can be said that

it is a cache hit. So, in the previous cycle, P1 must have used those instructions. So, the value of
d;in the previous cycle was ‘0'.

o If the instructions run relatively slow, then it's a cache miss. So, in the previous cycle P1 did not
use those instructions. So, d;was ‘1".

Following this above procedure, P2 can get the secret key of P1.

We have simulated this attacking process virtually in a ¢ program. Here one function (simulating victim
process, vetm_proc) generates a 16-bit key in its personal block. The key is never passed to anyone.
Despite that, another function (simulating the attacker, atkr_proc) is able to retrieve the key from timing
analysis. The output is something like this,

# Data source = 'vm-no-personal-func
# Initializing the cache
# Generating the key

Generated Key - 1011100101010111
letrieved Key - 1011100101010111

In practical computing environments, due to background noises (multi-core CPU, multi-level cache, other
running processes, and 0S itself), the execution of timing-based side-channel attacks is more
complicated than that. The attacker needs to analyze timing data statistically over many execution
cycles. But the basic principle is the same.

Here we have taken the situation most suitable for the attacker. So the attacker can retrieve the key in
only one attempt. Our argument is that, if we can prevent attackers from retrieving keys in the most
favorable situation, the key is safe in all other possible scenarios.

So how do we do it?

Let's first analyze where the problem begins. If the execution of a block of code in the shared library does
not depend on the value of the key, then the attacker will not be able to gain any extra information other
than the victim process using that library, which is not a problem here. But when there is a conditional
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execution of a block of code in the shared library whose condition depends on the value of the key, then
the attacker is able to gain extra information.

Here two terms are important, key dependent block, and key independent block.

Now our solution is simply “avoid sharing the key dependent block between processes.” Provide copies of
the dependent block in separate physical locations for each process.

In static libraries, the libraries are copied to the programs using them in compile time which takes a lot of
memory. On the other hand, shared libraries pose the aforementioned security loopholes in some cases.
So we have chosen a middle round.

Programmer’s perspective-

It is kept in the hand of the programmers of the shared library to decide which parts/functions of the
library may reveal secrets and which parts are okay when shared. The parts that should not be shared are
marked using a keyword, say, “personal” before the function name. It will look like this,

d represents as binary d,.d-1 ...do
Ry=0
R, =P
for : = m downto O do
encrypt ( di, Ry, R )
Return Ry
personal function encrypt ( d;, Ro, R1) {
if d; = 0 then
Ry =add ( Ry, R,)
Ry = double ( Ry)
: else
Ry =add ( Ry, R:)
R, = double ( R:)

© ® NPV A WN

T
B W N = O
S’
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Now the programs that uses this library does not get any copy of the library code at compilation time. So,
unless the program is executed, there is no memory overhead.

When a program is loaded into the memory for execution, during that time, the instructions in the
personal functions in the shared library have to be copied in a separate memory block and mapped to the
virtual memory of the process by manipulating the page table of the process. This job has to be done by
the loader with the help of the kernel.

A similar simulation using the personal function method shows the effectiveness of this technique,
Data source = 'vm-personal-func'

Initializing the cache
Generating the key

Generated Key - 1011100101010111
Retrieved Key - 1111111111111111

Memory overhead-

Let a shared library has N instructions, of them m portion is defined as personal functions. So total
number of shared instructions is, N*m

Let there be P programs using a shared library in a computer. Among those, the p portion is currently
being executed. So the total number of copies of those personal functions is, P * p

So total memory being used by the library is,

P-p-N-m+ N-(1—m) instruction length

For comparison purposes, using only static libraries will take up space,
Ptot * N instruction length (put m=1 and p =1 in prev expression)

And for using only a shared library without personal functions will take,
N instruction length (put p =0 and m =0 in the prev expression)

Here is how they compare graphically,

Here X axis is P and Y axis is memory used.
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The Red is using static library,

Blue is using shared library, without personal functions.

Green is using shared libraries with personal functions.

Now, if there are total n libraries in a system, we have memory consumption

Y Pi * pi * Ni * mi+Ni * (1 -mi), foralli=1:1:n

Implementation Method

The job of implementing personal functions must be handled by the dynamic linking loader. During the
compilation of the shared object from the source to object file, all the personal functions should be under
a separate section that exists in a physically separate block (minimum allocatable memory in RAM) of
memory. When the library is called by a process, the loader will load the shared code of the library as well
as the personal functions to the ram. If the library is already in the ram, then only the personal functions
are copied. Then the codes are linked.

But here is a catch, how the shared part of the code will be able to call the same personal functions from
different locations depending on the process. To achieve this, we can use page tables. While execution,
the relative addresses of the whole library are the same for all the processes using that library. For the
shared part, the virtual address will point to the same physical address but for personal functions, this
will point to different physical memory locations for different processes. For this reason, the shared and
the personal part of the library must lie in separate pages in the virtual memory space as well as separate
frames in the physical memory space. All of these can be done by the dynamic linking loader.

Conclusion

Keeping the need for network security in mind this paper provides a well-explained study of one of the
major concerning fields for any network security person, i.e., side-channel attack. This paper presents a
countermeasure of the Cache Side channel attack by proposing a comprehensive way of designing the
cache memory usage. This would ultimately serve the purpose of security. The system model that is
being used in this paper, is considered ideal for the attacker to steal data. Our vision was to make secret
data leak through timing-based cache side-channel attack theoretically impossible. If one cannot steal
data from the most suitable system for the side channel attack, the attack will evidently fail in more
complex real-world cases. Following this perspective, we will be able to make the shared libraries
ecosystem more robust and secure without compromising memory efficiency a lot.
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The Attacker (P1) request a lot of garbage data to make sure Fs is deleted from the Cache
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If P2 have used Fs, P1 will have cache hit in a request to Fs
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Figure 5

Memory model of a normal shared library
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Figure 6

Memory model of a shared library with personal functions
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