Highlights
The primary objectives of this paper are drafted as follows,
The main features of the proposed lightweight cipher are:
· The cipher contains one extra 64-bit (8X8) Matrix unit (except LFSR and NFSR) which helps to generate two pseudo-random sequences simultaneously. One for generating key stream and another for authentication bits.
· The keystream generating function and authentication bit generation function are independent of each other.
· Total of 320 clock cycles are involved to initialize all registers belonging to the Key functional unit as well as key-reintroduction.
· The Key functional unit output depends not only on LFSR and NFSR but also on the 8X8 Matrix M8X8) which increases the length of the internal state and makes the cipher almost unbreakable.
· Moreover, this large internal state (2320) makes this cipher unbreakable.
· The cipher re-introduces the key to the internal state of LFSR and NFSR before the initialization of the Authentication unit to avoid key information leakage.
· The cipher uses dynamic or variable length associated data and a masking scheme for encrypting a message.
· It generates 64-bit MACwhich is the NIST standardized value for lightweight security.
· The AEAD mode helps to authenticate data. It ensures the data is not accidentally altered or maliciously tampered with at the time of transmission and storage.
· The LFSR and NFSR are defined over the Galois field.
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