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S1. Metasurface design
[bookmark: _Hlk94105771]The desired fully-polarized light field is firstly decomposed under circular polarization eigenstates considering the powerful ability of metasurface for manipulating spin states and can be expressed as

.  (S1)
[bookmark: _Hlk90555587][bookmark: _Hlk68088417]Where, |R and |L represent the right- (RCP) and left-hand circular polarization (LCP), and AR, φR and AL, φL are the amplitude and phase distributions of RCP and LCP, respectively.
Based on effective medium theory, each individual meta-atom behaves as a birefringent wave plate, which exhibits different amplitude and phase responses on the components polarized along its ordinary and extraordinary axes, respectively. The modulation effect can be described with Jones matrices as

.  (S2)
[bookmark: _Hlk55899417][bookmark: _Hlk59095785]Where, R(θ) is the rotation matrix, and (To, Te) and (φo, φe) are the transmission amplitudes and phases along the ordinary and extraordinary axes, respectively, as shown in Fig. 2A. Generally, the transmitted amplitudes are considered uniform, i.e. To=Te=T, therefore the Jones matrix can be simplified to

,  (S3)
[bookmark: OLE_LINK12][bookmark: OLE_LINK90][bookmark: OLE_LINK91][bookmark: OLE_LINK88][bookmark: OLE_LINK89][bookmark: OLE_LINK76][bookmark: OLE_LINK77]where δ=(φo−φe) and φ0=(φo+φe)/2 depict the phase retardation between ordinary and extraordinary components and propagation phase for circular polarization, respectively.
For circularly polarized incident beams Ein = [1 ±i]T, the output fields can be derived as

.  (S4)
The output fields naturally consist of two components with orthogonal polarizations, namely, the co- and cross-polarized components. When the meta-atom behaves as a half-wave plate, i.e., δ=π, the co-polarized component is eliminated. Therefore, for a linearly polarized incident beam, the output field can be expressed as

.  (S5)
Clearly, the two independent phase distributions φ0+2θ (φ+) and φ0−2θ (φ−) can be imposed on orthogonal circular polarizations. Because the geometric phase and the propagation phase are both needed, the meta-atom requires varying geometrical size and rotation angle, which can be related to the phase distribution as

.  (S6)
[bookmark: _Hlk84139474]Further, to realize the simultaneously modulation of amplitude and phase, the polarization dependent interference is introduced through the tetratomic macropixel arrangement. Each macropixel comprises four types of rectangular nanostructures denoted as meta-atoms M1, M2, M3, M4, which can be regarded as different interference sources. For linearly polarized light beam incidence, each meta-atoms yield two components with orthogonal circular polarizations:

,  (S7)
where, |R and |L represent RCP and LCP, and i=M1, M2, M3, M4. The output components with the same polarization state will overlap and experience constructive or destructive interference to construct the dual-channel output fields:

.  (S8)
If we set the preestablished phase distributions as

,  (S9)
the dual-channel output fields thus can be described as

.  (S10)
[bookmark: _Hlk93838641]As these parameters in Eq. S9 are independent, the simultaneous and independent modulation of both amplitude and phase on orthogonal circular polarizations can be achieved. Consequently, complete decoupled modulation of amplitude, phase, and polarization can be realized to construct fully-polarized field in the far-field.

S2. Stokes vector encryption
[bookmark: _Hlk91603624][bookmark: _Hlk90548858][bookmark: _Hlk90562833][bookmark: _Hlk90562715][bookmark: OLE_LINK5][bookmark: _Hlk90561311][bookmark: _Hlk91604047]Two special types of information encryption are simultaneously exhibited in two channels, i.e., encrypting arbitrary three grayscale images and a RGB colour image into respective Stokes vectors (S1 S2 S3)T, as shown in Fig. S1. In channel-1, three different grayscale images shown in Fig. S1A are encrypted into three Stokes parameters S1, S2, S3 as secret images, respectively. To decrypt the information, we use intensity measurement method to determine the Stokes vector (S1 S2 S3)T through Eq. 3. Figure S1B shows the measured total intensity and the intensity distribution of each component. The decrypted information is shown in Fig. S1C. In channel-2, the RGB components of a colour image (Fig. S1D) are encrypted into S1, S2, and S3, respectively. The experiment results and decrypted colour image are shown in Figs. S1E and S1F. The simulation results are shown in Fig. S2. 
.[image: ]
[bookmark: _Hlk90561381][bookmark: _Hlk91605999]Fig. S1. Stokes vector encryption. (A), (D): Two types of information encryption in two channels, which exemplify the encryptions of arbitrary three grayscale images (upper panel) and a RGB colour image (lower panel). SI: secret image. (B), (E): the measured intensity distributions of different polarization components. (C), (F): the decrypted secret images and recovered RGB image. It is obvious that no secret image can be directly acquired from direct polarization observation.
[image: ]
Fig. S2. Simulation results of the ciphertext patterns (total intensity IT) and the intensity distributions of different polarization components for different channels in Stokes vector encryption.

S3. Mueller matrix encryption
[bookmark: _Hlk90562410]In Mueller matrix encryption, the Mueller matrix is chosen as a cascade of a quarter-wave plate and a half-wave plate, of which the characterical angle distributions of fast axes are described by 5×5 pixeled martrices. Figure S3 shows the process of Mueller matrix encryption, in which the secret images are mapped into Stokes vector (S1 S2 S3)T, and modulated by Mueller matrices M1 and M2. The middle panel of Fig. S3 shows the intensity distributions of different polarization components, and the corresponding simulation results are shown in Fig. S4. To decrypt, the measured Stokes vector need to be multiplied by the inverse of the Muller matrix, i.e., [M2M1]−1.
[image: ]
[bookmark: _Hlk90560040]Fig. S3. Simulation and experiment results of Mueller matrix encryption process in different channels. SI: secret image.
[image: ]
Fig. S4. Simulation results of the ciphertext patterns (total intensity IT) and the intensity distributions of different polarization components for different channels in Mueller matrix encryption.

S4. Angular vector encryption on Poincaré sphere
[image: ]
[bookmark: OLE_LINK4]Fig. S5. Simulation and supplementary experiment results corresponding to the experiment results shown in Fig. 4A in the main text. (A), (C) Secret images for azimuth and elliptical angle encryption with uniform total intensity distribution. (B), (D) Measured and simulated intensity distributions of different polarization components.

[image: ]
[bookmark: _Hlk90635064]Fig. S6. Simulation and supplementary experiment results corresponding to the experiment results shown in Fig. 4B in the main text. (A) Secret images for azimuth and elliptical angle encryption with ununiform total intensity distribution. (B), (C) Measured and simulated intensity distributions of different polarization components. The random intensity distributions are spatially divided into 10×10 (B) and 50×50 (C), respectively.
[image: ]
[bookmark: _Hlk90631217]Fig. S7. (A), (C), (E) Secret images and decrypted azimuth and elliptical angle. (B), (D), (F) Measured intensity distributions of different polarization components. In (A)-(D), the two images are encypted into azimuth, ellipticity and ellipticity, azimuth, respectively. The random intensity distributions are spatially divided into 10×10. In (E), (F), the secret images have pixels of 50×50, and the random intensity distributions are spatially divided into 50×50.

S4. Asymmetric encryption
Figure S8 shows the switch relationship between the normal and redefined Poincaré sphere under the |H-|V, |A-|D eigenstate. It can be seen directly from the figure that the rotation relationships are 

,  (S11)
where ŝ1, ŝ2, ŝ3 stand for the unit vector n of the rotation axis, and ϕ depicts the rotation angle, which are obtained from the Jones matrix U:

[bookmark: OLE_LINK1],  (S12)
where,

.  (S13)
[bookmark: _Hlk97217384]In decryption process, due to the special rotation symmetry of Poincaré sphere, the measured Stokes vector Sm=(Sm1, Sm2, Sm3)T needs undergoing an identical rotation process, i.e., S=R(U)Sm, to decrypt the secret images masked in original Stokes vector S=(S1, S2, S3)T, the decryption process and the relationship between Sm and S can be expressed as

.  (S14)
Figure S9 and S10 show the simulation results of original Stokes vector (S1, S2, S3)T and measured Stokes vector (Sm1, Sm2, Sm3)T, which consistent with the relationship obtained in Eq. S14.
[image: ]
Fig. S8. Switch relationship between the normal (A), (C) and redefined Poincaré sphere under the |H-|V (B), |A-|D (D) eigenstates. 
[image: ]
Fig. S9. Secret images encrypted on azimuth and ellipticity and the original Stokes vector (S1 S2 S3)T under normal Poincaré sphere.
[image: ]
Fig. S10. Simulation results of Stokes vector (Sm1 Sm2 Sm3)T, azimuth (ψm), elliptical angle (χm), and decrypted azimuth (ψd,), elliptical angle (χd) based on the Poincaré sphere under different eigenstate. (A) |H-|V. (B) |A-|D. (C) |α1-|β1. (D) |α2-|β2. The coordinates of |α1 and |α2 are (π/3, π/2) and (0, π/3), respectively. Corresponding to the experiment results shown in Figs. 5B-D in the main text.
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