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Abstract

Machine learning detectors for cybersecurity are usually tested by splitting one dataset at random, so the attacks in the
test set closely resemble the attacks seen in training. Real attackers change technique. This paper asks whether three
kinds of machine learning security detectors still work when they meet an attack technique they have never seen, using
one shared, leakage free evaluation protocol. Study A builds a corpus of 4,955 real Al agent instruction files and Model
Context Protocol tool descriptions from GitHub, plants harmless hidden instructions with nine hiding techniques used in
2026 prompt injection campaigns, and tests five detectors. Study B tests malicious npm and PyPI package detection on
13,317 packages, training on samples published before 2026 and testing on the 2026 attack waves. Study C revisits
network intrusion detection on CICIDS2017, CICIDS2018 and UNSW NB15 with duplicate removal, time ordered splits,
unseen attack families and cross dataset transfer. On standard random splits, almost every detector scores a ROC AUC
between 0.95 and 1.00. Against hiding techniques never seen in training, a feature based detector of hidden instructions
falls from 0.87 to 0.04 recall at a one percent false alarm rate, while a canonicalising character model keeps 0.89 and a
fine tuned DistilRoBERTa keeps 0.98. A malicious package model built on static features falls from 0.90 to 0.41 recall
on 2026 packages once its size shortcut is removed. An intrusion detector trained on earlier days of CICIDS2018 scores a
ROC AUC of 0.49 on later days and finds 10 percent of unseen attack families. Small open language models (Qwen2.5
Instruct, 1.5B to 7B parameters) obeyed hidden instructions in up to 67 percent of poisoned files, larger models obeyed
more often, and removing invisible characters made zero width attacks more effective. Our Study A detector, trained
only on synthetic poisoning, found 80 percent of 202 real malicious Al agent skills. We release the scripts and give a
short checklist for testing security detectors against new attacks.

Keywords: prompt injection detection, Al coding agents, Model Context Protocol, malicious package detection, software
supply chain security, npm, PyPI, network intrusion detection, CICIDS2017, UNSW NB15, concept drift, data leakage,
shortcut learning, adaptive attacks, machine learning security evaluation

The year 2026 gives a sharp reason to look again.
Ransomware groups posted 5,505 victims in six months,
the highest total in Trellix data [41]. Self propagating
worms spread through npm and PyPI and moved their
malicious code into build files to get around the common
advice to disable install scripts [32]. Attackers also began
to target Al coding assistants directly. They hid
instructions  inside filess such as CLAUDE.md,
AGENTS.md and .cursorrules, which assistants
load automatically, using invisible Unicode characters that
a human reviewer does not see [9]. Each of these is a

1 Introduction

Machine learning is now part of everyday security work.
Detectors classify network flows, scan packages before
they enter a build, and are starting to screen the
instructions that Al coding assistants read from a
repository. Published results for these detectors are often
close to perfect. A random forest that reaches a ROC AUC
0f 0.999 on an intrusion dataset, or a package scanner that
finds 99 percent of malicious uploads, gives the
impression that the problem is largely solved.

Most of those results come from one kind of test. A

dataset is shuffled, a share is held out, and the model is
scored on the held out part. When the attacks in that part
are drawn from the same campaigns, the same tools and
often the same days as the training data, the score
measures how well the model recognises what it has
already seen. It says much less about the attack that
arrives next month. Several authors have warned about
this for more than a decade [3, 30, 39], yet random splits
remain the default in applied work.

change in technique, which is exactly the situation that
random split evaluations do not test.

This paper studies that situation across three layers of the
attack surface with one protocol. Study A concerns hidden
instructions in Al agent instruction files and Model
Context Protocol (MCP) tool descriptions. Study B
concerns malicious packages in npm and PyPI. Study C
concerns network intrusion detection on three widely used
benchmarks. In every study we remove duplicates before
splitting, compare a random split with a split that forces
the detector to face something new, look for shortcut



features, and report results at a fixed false alarm rate of
one percent.

We ask four research questions.

1. How much do detection scores fall when the test
attacks use a technique, a time period or a dataset
that the detector never saw in training?

2. Which design choices make a detector hold up
under that change, and which make it collapse?

3. Do small open language models actually follow
hidden instructions in agent files, and do simple
defences reduce that?

4. Does a detector trained on synthetic poisoning
transfer to real attacks written by real attackers?

The contributions are as follows.

1. A shared evaluation protocol that combines
duplicate removal, new attack splits, shortcut
audits and a fixed false alarm rate, applied to
three different security tasks with public data.

2. A new corpus of 4,955 public Al agent
instruction files and MCP tool descriptions, a
poisoning procedure with nine hiding techniques
and harmless canary payloads, and the first leave
one technique out evaluation of hidden
instruction detectors that we are aware of.

3. Evidence that a simple canonicalisation step,
which decodes hidden characters before
detection, separates detectors that survive new
hiding techniques from those that fail.

4. A measurement of how often Qwen2.5 Instruct
models of three sizes follow hidden instructions,
showing that removing invisible characters can
make one class of attack more effective.

5. A time ordered evaluation of malicious package
detection on 2026 attack waves and a size
shortcut that inflates static feature models.

6. A reanalysis of CICIDS2017, CICIDS2018 and
UNSW NBI5 showing duplicate rates of 8 to 40
percent, thousands of feature vectors with
conflicting labels, and near chance performance
on later days of CICIDS2018.

7.  Atest of the Study A detector on 202 real
malicious Al agent skills, which links the
synthetic study to real attacks.

Section 2 reviews related work. Section 3 states the threat
model and Section 4 the shared protocol. Sections 5, 6 and
7 report Studies A, B and C. Section 8 compares the three
studies, Section 9 discusses implications and limitations,
and Section 10 concludes.

2 Literature Review

2.1 Prompt injection against language model
applications and agents

Prompt injection occurs when text that an application
treats as data is read by a language model as an
instruction. Perez and Ribeiro showed early that simple
phrases such as requests to ignore earlier instructions
could redirect GPT based applications [31]. Abdelnabi,
Greshake and colleagues introduced indirect prompt
injection, in which the attacker never talks to the model
directly but plants instructions in content that the
application later retrieves, such as web pages or emails
[1]. They demonstrated data theft, spreading behaviour
and manipulation of answers in real integrated
applications. Liu and colleagues gave a formal framework
for prompt injection attacks and defences and
benchmarked combinations of them across several models
and tasks [24].

Agents that call tools raise the stakes, because a followed
instruction can turn into an action. InjecAgent measured
how often tool using agents follow injected instructions
found in tool outputs and reported that even strong models
were vulnerable in a large share of cases [44]. AgentDojo
built a dynamic environment with realistic tasks and
attacks to evaluate both agents and defences [11]. The
Model Context Protocol, now a common way to connect
assistants to outside tools, adds another entry point. Hou
and colleagues surveyed its security and described a broad
set of threat scenarios across its lifecycle [18]. A 2026
whitepaper from the Cloud Security Alliance noted that
MCP clients are not required to check tool descriptions
and that most do not warn users when a description
changes [9].

Many defences have been proposed. Spotlighting marks or
encodes untrusted text so the model can tell it apart from
instructions [17]. StruQ separates instructions and data
into structured queries and trains the model to follow only
the instruction channel [7]. Detection based defences train
a classifier to flag injected text before it reaches the
model. The record on adaptive attackers is poor. Zhan and
colleagues bypassed all eight indirect prompt injection
defences they tested with adaptive attacks, each time
reaching attack success rates above 50 percent [43]. Nasr
and colleagues defeated twelve recent defences against
jailbreaks and prompt injections, most of which had
originally reported near zero attack success [27]. These
results motivate our use of new technique splits and an
adaptive attacker when we evaluate detectors.

2.2 Invisible and confusable text

Unicode contains characters that render as nothing,
characters that change the display order of text, and
characters that look the same as others. Boucher and
colleagues showed that such characters can fool natural
language processing systems while leaving text
unchanged to a human reader, and called the attacks
imperceptible [5]. Trojan Source used bidirectional
control characters to make source code display differently
from how compilers read it, and led to warnings in major
compilers and code hosts [4]. The Unicode Consortium
documents confusable characters and security mechanisms



for identifiers in Technical Standard 39 [42]. In 2026
these ideas reached Al agent files. Attackers used Unicode
tag characters and zero width characters to hide
instructions in files that coding assistants read
automatically [9]. To our knowledge no prior work has
measured how detectors of such files behave on hiding
techniques they did not see in training.

2.3 Malicious packages in open source registries
Package registries are an attractive target because one
upload can reach many developers. Zimmermann and
colleagues showed that a small number of maintainer
accounts could reach a large part of the npm ecosystem
[45]. Ohm and colleagues collected 174 malicious
packages and described how they were injected and
triggered [28]. Ladisa and colleagues built a taxonomy of
attacks on open source supply chains [22], and Duan and
colleagues built a pipeline that found hundreds of
malicious packages across npm, PyPlI and RubyGems
[13]. On the detection side, Amalfi combined a classifier
on package features with reproducibility and clone checks,
and found malicious npm packages that existing tools
missed [37]. Datadog Security Labs maintains a public
dataset of malicious npm and PyPI packages, stored as
encrypted archives with discovery dates [10]. In 2026,
campaigns spread through compromised maintainer
tokens, moved code into build steps and planted files
aimed at Al coding assistants [32]. Few detection studies
have tested models trained on earlier campaigns against
these newer ones.

24 Network intrusion detection datasets and
their limits
CICIDS2017 [38], the 2018 dataset from the

Communications Security Establishment and the Canadian
Institute for Cybersecurity (CICIDS2018 in this paper),
and UNSW NBI15 [26] are among the most used
benchmarks for intrusion detection. Ring and colleagues
surveyed such datasets and their properties [34]. Their
quality has been questioned. Engelen, Rimmer and Joosen
found errors in the feature extraction and labelling of
CICIDS2017 and released a corrected version [15]. Liu
and colleagues found many unreported mistakes in both
CICIDS2017 and CICIDS2018 [23]. Sarhan, Layeghy and
Portmann argued for a standard feature set because
different datasets use incompatible features, which blocks
cross dataset evaluation [36]. D’hooge and colleagues

trained on one dataset and tested on another and found
that models that look strong within a dataset often fail
across datasets [12]. In October 2026 Tantaroudas,
Karachalios and McCracken showed that a single flow
feature, the initial TCP window size, lets a shallow tree
match complex models on web attacks in CICIDS2017,
which points to a dataset shortcut [40].

2.5 Leakage, drift and shortcut learning

Leakage occurs when information that would not be
available at prediction time influences training [21].
Kapoor and Narayanan found it to be a common cause of
irreproducible machine learning results across many
fields, including duplicates shared by training and test sets
and preprocessing on the full dataset [20]. Allamanis
showed that duplicated code inflates the results of
machine learning models of source code [2]. In security,
Arp and colleagues listed ten pitfalls, among them
sampling bias, data snooping and spurious correlations,
and found them in most of the papers they reviewed [3].
Pendlebury and colleagues showed that malware
classifiers lose much of their accuracy when training and
test data are ordered in time, and proposed time aware
evaluation [30]. Jordaney and colleagues proposed
methods to detect concept drift in malware classifiers [19].
Geirhos and colleagues described shortcut learning, in
which a model solves a benchmark with simple cues that
do not carry over to the real task [16]. Sommer and
Paxson had earlier argued that intrusion detection differs
from other machine learning tasks because attacks are
adversarial and new attacks are, by definition, not in the
training data [39].

2.6 Research gap

Table 1 summarises the prior work closest to each of our
three studies, the kind of evaluation it used, and what
remains open. Prior work has studied each of these
problems inside one task. Hidden instruction detection has
not been evaluated against unseen hiding techniques.
Package detectors have rarely been tested on a later attack
wave. Intrusion detection critiques usually examine one
dataset at a time. We are not aware of work that applies
the same leakage free, new attack protocol to all three
tasks and compares the results. This paper fills that gap
and adds a link between synthetic and real attacks through
the Al agent skills in the Datadog dataset.



Table 1. Prior work closest to the three studies and the question this paper adds

Work Area Main finding Open question addressed here
Abdelnabi, Greshake et al. [1] indirect prompt instructions planted in retrieved content take over ~ how detectors of such content behave on unseen
injection integrated applications hiding techniques

InjecAgent [44], AgentDojo
[11]

Zhan et al. [43], Nasr et al. defences under
[27] adaptive attack
Boucher et al. [4, 5]

tool using agents

invisible Unicode
review

Amalfi [37], Duan et al. [13] malicious packages
uploads
drift in malware

detection

Pendlebury et al. [30],

Jordaney et al. [19]

Engelen et al. [15], Liu et al.  intrusion dataset

[23] quality

D’hooge et al. [12]
detection

agents follow injected instructions in tool outputs
published defences fall to adaptive attackers
invisible characters fool NLP models and code
learned and rule based checks find malicious
time ordered evaluation reveals large drops
labelling and extraction errors in CIC datasets

cross dataset intrusion models fail when moved to another dataset

how often small open models follow instructions
hidden in project files

how text and feature detectors compare under the
same query budget

whether decoding hidden text before detection
restores detection

how such detectors age against the 2026 attack
waves

whether the same holds for package detectors and
for agent file detectors

how much duplicates and errors change measured
performance

how cross dataset failure compares with unseen
family and later day failure

Arp etal. [3] pitfalls in security ML common pitfalls in most reviewed papers one protocol that tests several pitfalls across three
tasks at once
3 Threat Model and Scope Remove duplicates before any split. Exact duplicates are

We consider a defender who trains a detector on attacks
known at training time and then deploys it. The attacker
knows that detectors exist and changes technique over
time. In Study A the attacker can write to files that an Al
coding assistant reads, for example through a pull request,
a compromised dependency or a shared template, and
wants the assistant to follow an instruction that the human
user did not give. In Study B the attacker publishes or
compromises a package on npm or PyPI. In Study C the
attacker sends network traffic to a monitored network.

We use three kinds of change. A new technique means a
hiding method or attack family that is absent from the
training data. A new period means attacks from a later
time than all training data. A new dataset means traffic
captured in a different environment. In Study A we also
model an adaptive attacker who can query the detector and
keep the variant with the lowest score.

All payloads in Study A are harmless. They ask the
assistant to print a random marker such as ZQX4821, to
reply only with that marker, to echo it in a terminal
command, or to mention a link on example.com. No real
secret is targeted. In Study B we only read the static
content of packages and never run any code.

4 Shared Evaluation Protocol

All three studies follow the same six rules, summarised in
Table 2.
Table 2. The three studies under the shared protocol

removed in every study. Studies A and B also remove or
group near duplicates with MinHash signatures [6], since
copied files and cloned malware campaigns are common.

Compare a standard split with a new attack split. The
standard split is the random split used in most published
work. The new attack split holds out a technique, a period
or a dataset.

Group related samples. In Study A, files from the same
repository stay on one side of a split. In Study B, packages
from the same near duplicate cluster stay together.

Fix the false alarm rate. A detector that flags too much is
unusable. For every model we choose the decision
threshold on held out legitimate samples from the training
side so that one percent of them are flagged, then apply
that threshold unchanged to the test set. We report recall at
this threshold together with ROC AUC.

Audit shortcuts. We train a depth three decision tree on
each single feature and record its ROC AUC. Features that
alone separate the classes are candidate shortcuts, and we
retrain without them.

Report uncertainty. Where a split is repeated with
different seeds, we report the mean and a 95 percent t
interval. For single splits we report bootstrap intervals
[14] where they are informative.

Study A: agent instruction files

Study B: malicious packages

Study C: network intrusion

Data 4,955 GitHub files and MCP tool descriptions
Attacks
Duplicates
Standard split
New attack split leave one technique out, leave one goal out
Shortcut audit
Models

Extra tests

9 hiding techniques, 4 harmless goals
exact and near duplicates removed
random rows, then by repository

raw text versus canonical text
rules, char LR (2), feature GBM, DistilRoBERTa
adaptive attacker, obedience of 3 LLMs

Run on Kaggle, 2 T4 GPUs, 137 minutes

9,885 malicious, 3,432 legitimate packages
Datadog dataset, 2024 to 2026

near duplicate clusters grouped

random packages

train before 2026, test 2026

size and file count features

LR on code tokens, XGBoost on features
real malicious Al skills

Windows desktop, 83 minutes

CICIDS2017, CICIDS2018, UNSW NB15
7 to 9 attack families per dataset

exact duplicates counted and removed
random flows

later days, unseen family, other dataset
single feature trees

LR, XGBoost, MLP

cross dataset transfer

Kaggle CPU, 55 minutes

The models were implemented with scikit learn [29],
XGBoost [8] and the Hugging Face transformers library.
All random processes used the seed 42. Table 3 lists the
settings of every model. We did not tune hyperparameters
on the test data of any split; the settings were fixed before

the experiments and kept the same for the standard and the
new attack splits, so that any change in score comes from
the split and not from the model.



Table 3. Model settings used in all three studies

Model Settings

Char LR (A) TF IDF character 2 to 5 grams, 200,000 features, C =4

Feature GBM (A)  histogram gradient boosting, 300 iterations, 18 features

DistilRoBERTa (A) 2 epochs, learning rate 0.00003, batch 16, 512 tokens,
half precision

Qwen2.5 Instruct 1.5B, 3B, 7B; greedy decoding, 96 new tokens

line, half of the payloads were appended to an existing
line instead of a new one.

Table 5. Hiding techniques used in Study A

Technique How the payload is written

Plain text visible sentence in the file

HTML comment inside an HTML comment, hidden when rendered

(A) Markdown inside an empty markdown link reference, hidden when
LR on tokens (B)  hashed TF IDF, 262,144 buckets, C = 4, balanced reference rendered
classes Unicode tags every character mapped to the invisible Unicode tag block
XGBoost (B) 300 trees, depth 6, learning rate 0.08, 34 features Zero width a zero width space after every character
LR (C) C =1, balanced classes, 300 iterations Homoglyph about 60 percent of Latin letters replaced by Cyrillic
XGBoost (C) 200 trees, depth 6, learning rate 0.1, row and column lookalikes
sampling 0.8 Base64 encoded, with a request to decode and follow it
MLP (C) hidden layers 64 and 32, early stopping, at most 40 Bidirectional reversed and wrapped in right to left override characters
iterations Off screen pushed to the right by 250 to 400 spaces
5 Study A: Hidden Instructions in AI 5.3 Detectors
Agent Files We compared five detectors. The rule scanner adds
weighted points for tag characters, bidirectional controls,
5.1 Corpus zero width characters, words with mixed scripts, HTML

We collected public agent instruction files from GitHub
with the code search interface. The file types were
CLAUDE.md, AGENTS.md, .cursorrules, the
GitHub Copilot instructions file, GEMINI.md and
SKILL.md. We also collected MCP tool descriptions by
parsing the source code of public MCP servers written in
Python and TypeScript, taking the docstrings or
description strings attached to each tool. We kept files
between 120 and 20,000 characters.

We then removed 661 exact duplicates and 442 near
duplicates found with MinHash signatures over word
shingles. We also set aside 17 files that already contained
invisible characters before we touched them. Section 5.6
examines these files. Table 4 shows the final corpus of
4,955 documents from more than 3,600 repositories. MCP
tool descriptions are short, with a median of 133
characters, and come from fewer repositories, because one
server often defines many tools.

Table 4. Study A corpus after duplicate removal

File type Documents Repositories Median characters
CLAUDE.md 665 664 838
AGENTS.md 654 628 542
.cursorrules 633 613 478
GEMINLmd 600 585 453
Copilot instructions 555 538 525
SKILL.md 432 405 728
MCP tool description 1,416 175 133
Total 4,955

5.2 Poisoning

For every legitimate document we created one poisoned
copy, which gives a balanced set of 9,910 documents.
Each poisoned copy received one payload, hidden with
one of nine techniques chosen at random (Table 5). The
payload carried one of four goals: print a canary marker,
override the user’s request and reply only with the marker,
run a terminal command that echoes the marker, or
recommend a link on example.com that contains the
marker. Each goal had five written templates in different
styles, from plain imperatives to notes addressed to Al
assistants. The insertion point was the start, the middle or
the end of the file. For techniques that hide text inside a

comments, hidden markdown references, long base64
runs, long runs of spaces and imperative words. It needs
no training. The character model is a logistic regression on
TF IDF weighted character n grams of length two to five,
with 200,000 features. We trained it on two inputs: the
raw text, and a canonical form described below. The
feature model is a gradient boosted tree ensemble on 18
engineered features such as counts of hidden characters,
comment counts, base64 run lengths, imperative words,
links and the share of non ASCII characters. The last
detector is DistilRoBERTa [25, 35], fine tuned for two
epochs on the canonical text with a learning rate of
0.00003, a batch size of 16 and a maximum length of 512
tokens.

The canonical form is our proposed defence. It applies
Unicode NFKC normalisation, decodes Unicode tag
characters back to the ASCII text they encode and wraps
that text in a visible marker, removes zero width
characters but records that they were present, marks
bidirectional controls, maps common Cyrillic and Greek
lookalikes back to Latin with a marker, replaces long runs
of spaces with a marker, and decodes base64 runs of at
least 24 characters that decode to printable text. The goal
is to show the detector what the language model will read,
not what a human sees on screen. Table 6 lists each step
with the marker it leaves in the text. The markers matter
because they keep the information that something was
hidden, even after the hidden content itself has been made
readable.

Table 6. Canonicalisation steps applied before detection

Input pattern Action Marker
Compatibility forms NFKC normalisation none

Unicode tag characters decoded to ASCII TAG

Zero width characters removed ZW_PRESENT
Bidirectional controls kept, marked BIDI

Cyrillic or Greek lookalikes mapped to Latin H

Runs of many spaces replaced LONG_SPACE

Base64 runs of 24 or more decoded if printable B64

5.4 Splits

We used four splits. E1 splits rows at random, so the
legitimate file and its poisoned copy can fall on different



sides. In E1, 69 percent of test documents had their twin in
the training set. E2 splits by repository so that no source
file appears on both sides. E1 and E2 were repeated three
times. E3 holds out one hiding technique at a time: the
detector trains on poisoned files that use the other eight
techniques and is tested on legitimate files and on
poisoned files that use only the held out technique. As a
reference, the same test set is also scored by a detector
trained on all nine techniques. E4 does the same with the
four payload goals. E3 and E4 use the repository split, so
no source file is shared either.

For the adaptive attacker we took 300 poisoned test files
and allowed 25 queries to each detector per file. Each
query generated a new variant from the same legitimate
file and goal: a random technique and template, in 40
percent of cases a payload split into two halves hidden
with different techniques, and in 30 percent of cases extra
padding copied from the file itself. The attacker kept the
variant with the lowest detector score. We report the share
of files still detected at the one percent threshold.

5.5 Do language models obey hidden
instructions?

A detector only matters if the hidden text changes what an
assistant does. We gave three open models, Qwen2.5
Instruct with 1.5, 3 and 7 billion parameters [33], a system
prompt that described them as coding assistants working
inside a repository, followed by a project file and a user

request for a two sentence summary of the project. For
each technique we sampled 30 test files of at most 5,000
characters and poisoned each with a random goal, and we
also included 30 legitimate files. Generation was greedy
with at most 96 new tokens. We counted an attack as
successful when the canary marker appeared in the reply
and the reply did not warn about a hidden or suspicious
instruction.

Each file was run twice: as written, and after a simple
sanitiser that removes invisible characters, HTML
comments and hidden markdown references, and collapses
long runs of spaces. We also recorded whether the
canonical character detector, at its one percent threshold,
would have blocked the file before the model saw it.

5.6 Results

Standard splits look excellent. Table 7 shows that on
random and repository splits all learned detectors reach a
ROC AUC between 0.97 and 1.00. The two character
models catch almost every poisoned file at one percent
false alarms, DistilIRoBERTa catches 97 to 98 percent,
and the feature model catches 87 percent. The rule scanner
reaches a ROC AUC of 0.95 but catches only 62 to 63
percent at the strict threshold, mostly because plain text
payloads contain nothing unusual. The random split and
the repository split give almost the same results. Duplicate
removal had already taken out the copies that would
otherwise leak across the split.

Table 7. Study A results. Each cell gives ROC AUC and, after the slash, recall at one percent false alarms. E1 and E2 are means of
three repeats; E3 and E4 are means over the held out techniques or goals.

Split Rule scanner Char LR, raw text Char LR, canonical text Feature GBM DistilRoBERTa
El random rows 0.955/0.618 1.000/0.998 1.000/0.999 0.973/0.866 0.998/0.979
E2 by repository 0.952/0.631 1.000 / 1.000 1.000/0.999 0.971/0.866 0.999/0.974
E3 technique seen in training 0.957/0.618 1.000/ 0.999 1.000/0.999 0.971/0.863 0.999/0.978
E3 technique never seen 0.957/0.618 0.798 / 0.545 0.983/0.890 0.609 /0.037 0.999/0.979
E4 goal never seen 0.960/0.627 0.995/0.862 0.994/0.870 0.965/0.852 0.999/0.982

New hiding techniques separate the detectors. When
the held out technique was absent from training, the
feature model fell from 0.863 to 0.037 recall, which
means it missed 96 percent of attacks that use a trick it
had not seen. The raw character model fell from 0.999 to
0.545. The canonical character model kept 0.890, and
DistilRoBERTa did not lose anything, with 0.979 recall
on unseen techniques against 0.978 on seen ones. The rule
scanner does not train, so its seen and unseen rows are the
same by construction.

Figure 1 and Table 8 show where the failures come from.
The raw character model misses almost all unseen
Unicode tag, zero width, base64 and bidirectional
payloads, with recall between 0.000 and 0.012, because

those payloads share no visible character patterns with the
techniques it was trained on. Once the canonical form
decodes the hidden text, the same model finds every
unseen tag, zero width, homoglyph and base64 payload.
The feature model fails on every unseen technique, with
recall at most 0.142. Its features count each trick
separately, so a poisoned file with an unseen trick looks
like a normal file. The canonical character model has one
clear weakness, the bidirectional technique, where it
caught only 0.031 of unseen payloads. The marker for
bidirectional controls appeared only in that technique
during training, and the reversed payload text matches
nothing else. DistilRoBERTa caught 0.988 of the same
payloads.
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Figure 1. Recall at one percent false alarms for each hiding technique, when the technique was seen in training (circle) and when it
was held out (square).

Table 8. Recall on hiding techniques never seen in training, at
one percent false alarms

LR LR

Technique Rules raw canon. GBM DistilRoBERTa
Plain text 0.019 1.000 0.994 0.013 0.981
HTML comment 0.443 1.000 0.994 0.142 0.989
Markdown 0.447 0994 0.994 0.081 0.969
reference

Unicode tags 1.000 0.012  1.000  0.024 0.976
Zero width 1.000 0.010  1.000  0.026 0.979
Homoglyph 1.000 0.886 1.000  0.027 0.989
Base64 0.246 0.011  1.000 0.011 0.961
Bidirectional 1.000 0.000 0.031  0.006 0.988
Off screen 0.405 0.988  0.994  0.000 0.976

Unseen goals matter less. Holding out a payload goal
lowered recall for the character models from about 1.00 to
0.86 and 0.87, and the feature model kept 0.85.
DistilRoBERTa kept 0.98. Table 9 shows the results per
goal. The link goal was the hardest for the rule scanner, at
0.564, because a sentence that recommends a web page
contains few imperative words. The command goal was
the hardest for the character models, at 0.835 and 0.824,
since the terminal command template uses wording that
the other goals do not. Changing what the attacker asks for
is easier for these detectors to handle than changing how it
is hidden.

Table 9. Recall at one percent false alarms when one payload
goal is held out of training

LR LR
Held out goal Rules raw canon. GBM DistiiRoBERTa
Canary marker 0.669  0.889 0.894 0.891 0.985
Override reply 0.666 0.866 0.873 0.837 0.973
Terminal 0.608 0.835 0.824 0.849 0.992
command
Link to a page 0.564 0.860 0.888 0.831 0.977

Adaptive attackers defeat simple detectors. Figure 2
shows detection before and after 25 adaptive queries. The
rule scanner fell from 0.700 to 0.083 and the feature
model from 0.853 to 0.060. Both rely on a small set of
signals that the attacker can avoid by choosing a technique
they score low on. The text models held up better: the raw
character model fell from 0.997 to 0.890, the canonical
character model from 1.000 to 0.910, and DistilRoBERTa
from 0.923 to 0.817. Our attacker is weak compared with

the optimisation attacks in recent work [27], so these
numbers are upper bounds on what each detector would
achieve against a determined adversary. Table 10 gives
the same numbers as relative losses. The rule scanner and
the feature model lost 88 and 93 percent of their
detections, while the three text models lost between 9 and
12 percent.

Table 10. Adaptive attacker with 25 queries on 300 poisoned
files: share still detected at one percent false alarms

Detector Before After Relative loss
Rule scanner 0.700  0.083 88%
Char LR, raw text 0.997  0.890 11%
Char LR, canonical text 1.000 0910 9%
Feature GBM 0.853  0.060 93%
DistilRoBERTa 0.923 0.817 12%
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Figure 2. Detection of 300 poisoned test files before and after an
adaptive attacker with 25 queries per file.

Models obey hidden instructions, and larger models
obey more. Table 11 and Figure 3 report the obedience
test. No legitimate file ever produced a canary. With plain
text payloads, the 1.5B model complied in 20 percent of
files, the 3B model in 53 percent and the 7B model in 63
percent. Hidden techniques also worked. The 7B model
complied with 67 percent of homoglyph payloads, 63
percent of off screen payloads, 50 percent of zero width
payloads and 50 percent of HTML comment payloads.
Three techniques never worked on these models: Unicode
tags, base64 and bidirectional text. These small models do
not decode tag characters or base64 on their own, so the
payload reaches them as noise. The 2026 attacks targeted



larger commercial assistants, which are reported to read
tag characters [9], so the zero rates here should not be read
as safety for those systems.

Table 11. Share of 30 poisoned files in which each Qwen2.5
Instruct model followed the hidden instruction, for the file as
written and after sanitising (7B only)

Technique 1.5B 3B 7B 7B sanitised

Plain text 020 0.53 0.63 0.63

HTML comment 0.10 033 0.50 0.00

Markdown reference 0.00 0.13 0.40 0.00

Unicode tags 0.00 0.00 0.00 0.00

Zero width 027 023 0.50 0.57

Homoglyph 023 023 0.67 0.67

Base64 0.00 0.00 0.00 0.00

Bidirectional 0.00 0.00 0.00 0.00

Off screen 020 033 0.63 0.60

Legitimate file 0.00 0.00 0.00 0.00
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Figure 3. Share of files in which each model followed the hidden instruction, for the file as written and after sanitising.

Sanitising helps against some techniques and backfires
against one. Removing comments and hidden references
took HTML comment and markdown reference attacks to
zero for every model. It had no effect on plain text,
homoglyph and off screen payloads, which do not depend
on hidden characters. For zero width payloads it made
things worse. Success rose from 0.23 to 0.43 for the 3B
model and from 0.50 to 0.57 for the 7B model. The zero
width characters break the payload into fragments;
removing them joins the fragments back into a clean
sentence that the model reads more easily. A sanitiser that
only deletes invisible characters therefore repairs this class
of attack instead of stopping it. Blocking files flagged by
the canonical character detector stopped every attack: all
270 poisoned files in the test were flagged, and none of
the 30 legitimate files was.

Real malicious skills. To check whether a detector trained
only on our synthetic poisoning recognises real attacks,
we scored the 202 malicious Al agent skills in the
Datadog dataset [10] against 120 legitimate SKILL.md
files that were held out from training. The skills were read
in memory from their encrypted archives in Study B. The
canonical character detector reached a ROC AUC of 0.933
and, at the threshold fixed in Study A, flagged 80.2
percent of the malicious skills. The false alarm rate on
legitimate skills was 7.5 percent, higher than the one
percent set on the training data. Real malicious skills often
contain plain, openly harmful instructions instead of
hidden ones, and our detector still found most of them.
The rise in false alarms shows that a threshold chosen on

one population of files does not carry over exactly to
another and should be recalibrated before deployment.

5.7

Seventeen of the collected files already contained invisible
characters. We opened each one. Fifteen contained a
single byte order mark at the very start of the file, which
many Windows editors add automatically and which is
harmless. The other two were deliberate attack samples
kept in the test suites of two security tools, one with four
zero width characters in front of an instruction to read
credentials and one with zero width spaces inside a
command that downloads a script. We found no attack in
the wild among the files we collected. The byte order
marks are still useful to know about, because a scanner
that flags every invisible character will raise false alarms
on legitimate files saved by common editors.

6 Study B: Malicious npm and PyPI
Packages

6.1 Data

The Datadog dataset stores each malicious package as a
password protected archive whose file name begins with
the date of discovery [10]. We listed the repository
through the GitHub interface, selected up to 3,000 npm
samples with malicious intent per year for 2024, 2025 and
2026, up to 3,000 compromised legitimate libraries, and
up to 3,000 PyPI samples, and kept archives of at most 2
MB. Of the 10,100 selected archives, 10,090 downloaded
and 9,885 could be read. Legitimate packages were

Hidden characters in public files



downloaded from the public npm and PyPI registries. For
npm we searched the registry with a list of common
keywords at both high and low popularity weighting; for
PyPI we sampled names at random from the full package
index. For each package we chose one version published
between 2024 and 2026 and applied the same 2 MB limit.
Packages named in the malicious dataset were excluded.
The npm search produced 2,232 usable packages instead

of the planned 3,000. Table 12 shows the final
composition of 13,317 packages.

Table 12. Study B packages by ecosystem and year

Ecosystem Label 2024 2025 2026
npm malicious 3,007 3,411 3,467
npm legitimate 729 586 917
PyPI legitimate 284 334 582

The year limit cut the PyPI malicious samples, which in
this dataset are mostly from earlier years, so all malicious
packages in the final set come from npm. Legitimate
packages come from both registries. We return to this in
the limitations.

Safety. The archives stay encrypted on disk. The script
opens each one in memory, reads only text files up to 400
KB each and 2 MB per package, extracts numbers, and
keeps only those numbers. No malicious code is written to
disk in readable form and none is executed.

6.2 Features and models

We built two detectors. The first is a logistic regression on
code tokens. Identifiers from the package manifest’s
install hooks and from up to 60,000 characters of each text
file were hashed into 262,144 buckets and weighted with
sublinear TF IDF. The second is XGBoost on 34 static
features. These cover counts of files, total size, JavaScript
and Python files, binary files and dependencies; the
presence of install hooks, a binding.gyp build file, a

Visual Studio Code tasks file or Al agent configuration
files; and counts of patterns for process execution, eval,
base64, network calls, environment access, home
directory files, webhooks, shell tools, IP addresses, crypto
wallets, obfuscation, Python install hooks, dynamic
imports, file writes, persistence and CI tokens, together
with maximum line length, code entropy and invisible
characters.

To group clones we computed MinHash signatures with
64 permutations over shingles of five code tokens and
joined packages that matched in any of 16 bands of four
rows. This produced 7,909 clusters. The difference
between classes is large: 54.3 percent of malicious
packages are near copies of another package in the set,
against 1.3 percent of legitimate ones. Attack campaigns
publish many slight variants of the same code.

6.3 Splits

El splits packages at random, repeated five times. On
average 45 percent of test packages belonged to a cluster
that also appeared in training. E2 sends whole clusters to
the test side, so no near copy of a test package is seen in
training. E3 trains on everything dated before 1 January
2026 (6,680 packages) and tests on 2026 (4,966 packages,
3,467 of them malicious). We also report E3 for 2026
packages whose cluster never appeared before 2026. E5S
audits shortcuts and retrains the feature model without the
seven size and count features. In every split the threshold
is chosen on 20 percent of the training side.

6.4 Results

Table 13 and Figure 4 give the results. On random splits
both detectors look strong: the token model reaches a
ROC AUC of 0.999 and 0.990 recall, and the feature
model 0.995 and 0.896 recall.

Table 13. Study B results. Mean with 95 percent interval over five repeats for E1 and E2; single split otherwise.

Split Model ROC AUC Recall False alarms F1
El random LR, code tokens 0.999 0.990 0.009 0.993
(0.999, 1.000) (0.986, 0.993) (0.005, 0.013) (0.992, 0.994)
E1 random XGBoost, static features 0.995 0.896 0.013 0.943
(0.994, 0.996) (0.862, 0.931) (0.007, 0.018) (0.925, 0.961)
E2 by clone cluster LR, code tokens 0.998 0.979 0.013 0.984
(0.998, 0.999) (0.969, 0.988) (0.006, 0.020) (0.981, 0.988)
E2 by clone cluster XGBoost, static features 0.993 0.864 0.014 0.921
(0.991, 0.994) (0.831, 0.896) (0.007, 0.022) (0.905, 0.938)
E3 all 2026 packages LR, code tokens 0.982 0.924 0.011 0.958
E3 all 2026 packages XGBoost, static features 0.979 0.769 0.030 0.863
E3 2026, new clusters only LR, code tokens 0.981 0919 0.011 0.955
E3 2026, new clusters only XGBoost, static features 0.978 0.759 0.030 0.856
ES random, no size features XGBoost, static features 0.935 0.520 0.015 0.679

ES5 2026, no size features XGBoost, static features

0.888 0.410 0.023 0.578
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Figure 4. Recall at one percent false alarms for the two package
detectors under each split.

Clone grouping changed little. Moving whole clusters to
the test side lowered recall by about one point for the
token model and three points for the feature model. Even
though more than half of the malicious packages are
clones, the remaining unique packages are varied enough
that the models do not depend only on memorising copies.

The 2026 waves are harder. Trained before 2026, the
token model caught 92.4 percent of 2026 malicious
packages and the feature model 76.9 percent. The feature
model’s false alarm rate also tripled to 3.0 percent,
because legitimate packages published in 2026 differ from
those used to set the threshold. Restricting the test to
clusters never seen before 2026 changed the results by less
than one point, so the drop is not explained by the share of
new clusters alone.

The feature model leans on package size. The single
feature audit ranked the number of files first, with a ROC
AUC of 0.829 on its own, followed by total size (0.785)
and the number of dependencies (0.734), as Table 14
shows. Behaviour features such as webhooks, home
directory access and process execution only reach between
0.60 and 0.64 on their own, which means that no single
malicious behaviour is present in most malicious
packages.

Table 14. Study B single feature audit: ROC AUC of a depth
three tree trained on one feature

unaffected. A detector that mainly recognises small
packages would fail as soon as an attacker pads a package
or compromises a large legitimate library.

Some 2026 techniques are hard for both models.
Figure 5 and Table 15 break the 2026 results down. Both
models found fewer than 60 percent of the 467
compromised legitimate libraries, where malicious code is
added to a real project with real structure. Packages that
contain Al agent configuration files were also hard, with
0.415 and 0.472 recall. The 124 packages with install
hooks were all caught by the token model but only 55
percent by the feature model, which suggests that the
feature model learned from earlier waves that install
hooks are common in legitimate packages too. Packages
with a binding. gyp build file, a technique that avoids
install hooks, were caught at 0.861 and 0.944. These slices
are small, so the numbers are indicative.

Table 15. Detection of 2026 malicious packages by technique
slice, at one percent false alarms

Slice Packages LR tokens XGBoost
All 2026 malicious 3,467 0924 0.769
Cluster never seen before 3,231 0.919 0.759
No install hook 3,343 0921 0.777
Uses install hook 124 1.000 0.548
binding.gyp present 36 0.861 0.944
Compromised legitimate library 467 0574 0.580
Al agent configuration files 106  0.415 0.472

Feature Kind Single AUC
Number of files size 0.829
Total size in KB size 0.785
Number of dependencies size 0.734
Mean code entropy content 0.716
Maximum line length content 0.705
Number of JavaScript files size 0.703
Ecosystem is npm source 0.672
Number of Python files size 0.667
Shell tool names behaviour 0.637
Webhook addresses behaviour 0.611
Home directory files behaviour 0.604
Process execution behaviour 0.600

Malicious packages are usually small. Without the seven
size and count features, the feature model’s recall fell to
0.520 on a random split and to 0.410 on 2026 packages.
The token model does not use these features and was
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Figure 5. Detection of 2026 malicious packages by technique
slice for both models.

7 Study C: Network Intrusion Detection

7.1 Data and preparation

We used the machine learning versions of CICIDS2017
(eight daily files), CICIDS2018 (ten daily files) and the
official training and test files of UNSW NBI15. To keep
memory within Kaggle limits we sampled up to 120,000
rows from each file. We removed identifiers such as flow
IDs, IP addresses, source ports and timestamps, dropped
rows with missing or infinite values and dropped constant
columns. Labels were grouped into attack families: brute
force, DoS, DDoS, web attacks, reconnaissance, botnet
and infiltration for the CIC datasets, and the official
categories for UNSW NBI15. Table 16 summarises the
data.



Table 16. Study C data after sampling, with exact duplicate
counts

training and test split, which contains the same families on
both sides. Table 17 summarises the time splits.

Table 17. Time ordered splits in Study C

UNSW
CICIDS2017  CICIDS2018 NBI15
Rows used 959,186 1,193,591 257.673 Dataset Training period Test period Families new in test
Features 70 70 42 CICIDS2017 %ondzy to Tf};ursday . ?(?itDJSoS, N
ursday afternoon an nfiltration, Recon
Attack sha.r.eA 19.2% 24.0% 63.9% mormning Friday
Attack families 7 6 9 CICIDS2018  14t021 22 February to 2 Bot, Infiltration, Web
Duplicate rows 76,615 253,996 104,208 February March
Duplicate share 8.0% 21.3% 40.4% UNSW NBI15  official training official test file ~ none
Vectors with both labels 160 8,711 414 file
. E3 holds out one attack family at a time; the detector
7.2 Models and splits Y ;

We trained logistic regression with balanced class
weights, XGBoost with 200 trees of depth six, and a
multilayer perceptron with two hidden layers of 64 and 32
units and early stopping. Features were transformed with
log(1 + x) and standardised on the training data. Training
sets were capped at 150,000 rows and test sets at 100,000.

El compares five random splits with duplicates kept and
five after duplicates were removed. E2 orders the capture
days in time. For CICIDS2017 the model trains on
Monday to Thursday morning and is tested on Thursday
afternoon and Friday, which contain the botnet, DDoS,
reconnaissance and infiltration families for the first time.
For CICIDS2018 it trains on 14 to 21 February and is
tested on 22 February to 2 March, which brings new
botnet, infiltration and web attack families. UNSW NB15
has no day labels in its standard files, so we use its official

trains on benign traffic and all other families and is tested
on held out benign traffic and the held out family. E4
trains on one CIC dataset and tests on the other, using the
67 features that both datasets share. E5 is the shortcut
audit.

7.3 Results

Duplicates are common, but they are not the main
problem. Between 8 and 40 percent of rows are exact
duplicates (Table 16). CICIDS2018 contains 8,711 feature
vectors that appear with both a benign and an attack label,
which supports earlier reports of labelling errors [23].
Removing duplicates lowered XGBoost’s ROC AUC by
at most 0.01 (Table 18). Recall dropped more on UNSW
NB15, from 0.892 to 0.765, because many duplicated
rows there are easy attack flows.

Table 18. Study C results for XGBoost and logistic regression. ROC AUC, then recall at one percent false alarms after the slash.
Random splits are means of five repeats; E3 values are means over held out families.

CICIDS2017 CICIDS2018 UNSW NB15
Split XGBoost LR XGBoost LR XGBoost LR
E1 random, duplicates 1.000 / 1.000 0.995/0.931 0.974/0.870 0.937/0.684 0.991/0.892 0.975/
kept 0.674
E1 random, duplicates 1.000/ 1.000 0.995/0.934 0.967/0.816 0.921/0.620 0.981/0.765 0.955/
removed 0.427
E2 later days (official 0.849/0.586 0.698 /0.383 0.492/0.010 0.427/0.011 0.972/0.660 0.959/
split for UNSW NB15) 0.398
E3 family seen in 0.999/0.998 0.939/0.544 0.970/0.845 0.921/0.494 0.977/0.791 0.951/
training 0.358
E3 family never seen 0.933/0.486 0.736/0.159 0.781/0.103 0.836/0.190 0.965/0.693 0.938/
0.320

Later days break the detectors on the CIC datasets. On
CICIDS2017, training on earlier days dropped XGBoost
from a ROC AUC of 1.000 to 0.849 and recall from 1.000
to 0.586. On CICIDS2018 the result was close to chance:
a ROC AUC of 0.492 for XGBoost, 0.427 for logistic
regression and 0.546 for the MLP, with recall near one
percent. Figure 6 shows the ROC curves. The 2018 time
split curve lies near or below the diagonal for most of its
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length. Per family results explain why. XGBoost found 99
percent of the unseen DDoS flows in CICIDS2017, which
resemble the DoS flows it had trained on, but only 3.8
percent of unseen reconnaissance and none of the botnet
flows. In CICIDS2018 it found none of the botnet flows
and 1.5 percent of infiltration. UNSW NB15 stayed stable
at 0.972, but its official split does not introduce any new
family, so it does not test this question.
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Figure 6. ROC curves of XGBoost on a random split and on the later days split. Left to right: CICIDS2017, CICIDS2018, UNSW
NBI1S5 (official split).

Unseen attack families are mostly missed. Averaged
over held out families, XGBoost’s recall at one percent
false alarms fell from 0.998 to 0.486 on CICIDS2017,
from 0.845 to 0.103 on CICIDS2018, and from 0.791 to
0.693 on UNSW NBI15 (Figure 7 and Table 19). The
family results follow a clear pattern. A held out family is
still found when a similar family remains in training:
unseen DoS in CICIDS2017 was found at 0.936 because

DDoS stayed in training, and unseen web attacks at 0.924.
A family with no close relative in training is missed:
botnet traffic in both CIC datasets and reconnaissance in
CICIDS2017 were found at 0.031 or less. In UNSW NB15
most families lose little when held out, because its
families share many low level traffic properties, but
reconnaissance falls from 0.962 to 0.520 and fuzzers are
hard in both settings.

Table 19. XGBoost recall at one percent false alarms per attack family, when the family is held out of training (unseen) and when it is

included (seen). n is the number of test flows of that family.

CICIDS2017 CICIDS2018 UNSW NB15
Family n Unseen Seen Family n Unseen Seen Family n Unseen Seen
Bot 553 0.000 0.989 Bot 6,757 0.001 0.993 Analysis 801 0.509 0.524
Brute force 1,207 0.395 1.000 Brute force 4,394 0.430 1.000 Backdoor 556 0.926 0.935
DDoS 23,802 0.632 1.000 DDoS 16,939 0.000 0.999 DoS 4,123 0.896 0.900
DoS 13,532 0.936 1.000 DoS 14,118 0.065 1.000 Exploits 25,773 0.865 0.926
Recon 18,421 0.031 1.000 Infiltration 13,221 0.017 0.233 Fuzzers 19,196 0.097 0.294
Web 698 0.924 0.997 Generic 7,303 0.954 0.987
Recon 8,619 0.520 0.962
Shellcode 1,453 0.777 0.799
In the time split, the'per family picture is the same. o familyseenintraining W family neverseen
Table 20 lists the families that appear only in the later ]
days. Every model missed all botnet flows in both CIC CICIDS2017: Bot M ¢
CICIDS2017: BruteFarce | L ]
datasets, and found at most 2.5 percent of CICIDS2018 CICIDS2017: DDoS | °
infiltration. CICIDS2017: DoS e
CICIDS2017: Recon 4| W ®
Table 20. Recall at one percent false alarms on attack families CICIDS2017: Web - e
that appear only in the later days CICIDS2018: Bot -® o
CICIDS2018: BruteForce — L} ®
Dataset Family n LR XGBoost MLP A 1 ¢
CICIDS2018: DoS | M @
CICIDS2017  DDoS 15495 0.651 0991  0.826 v il | R
CICIDS2017 Recon 11,155 0.020 0.038 0.028 UNSW NB15: Analysis — m
CICIDS2017  Bot 270 0.000  0.000  0.000 USWINB25s Packdoar:- =
UNSW NB15: DoS - ]
CICIDS2018  Bot 3,541 0.000  0.000  0.000 NS, BN .
CICIDS2018 Infiltration 7,490 0.015 0.015 0.025 UNSW NB15: Fuzzers [ ] 2
CICIDS2018 Web 20 0.150 0.250 0.050 UNSW NB15: Generic - me
- - UNSW NB15: Recon L] ®
ROC AUC hides much of this. On CICIDS2017 the UNSW NB15: Shellcode - e
1 1 1 T T T T T T
unseen family AUC was still 0.933, which looks s = o 5 5 .

acceptable, yet at a usable false alarm rate the detector
missed half the attacks. In CICIDS2018, unseen DDoS
was detected at 0.000 and unseen DoS at 0.065, against
0.999 and 1.000 when they were seen. Infiltration in
CICIDS2018 was hard even when seen, at 0.233, which
matches its reputation as traffic that looks like normal
browsing.
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Detection rate at 1% false alarms (XGBoost)

Figure 7. Detection rate per attack family at one percent false
alarms when the family was seen in training and when it was
held out (XGBoost).

Cross dataset transfer fails, and unevenly. Table 21
shows that a model trained on CICIDS2017 and tested on
CICIDS2018 reached a ROC AUC between 0.70 and 0.76,
against 0.93 to 0.97 within CICIDS2018 using the same
shared features. In the other direction, a model trained on



CICIDS2018 scored between 041 and 0.62 on
CICIDS2017, and logistic regression raised false alarms to
45 percent. The two datasets come from the same research
group and the same flow extraction tool, so a production
network would likely differ even more.

Table 21. Cross dataset ROC AUC (95 percent bootstrap

interval) on 67 shared features, with the score inside the target
dataset for comparison

Direction Model Cross dataset Within target

2017 t0 2018 LR 0.701 0.931
(0.692,0.711)

2017 t0 2018 XGBoost 0.727 0.970
(0.716, 0.733)

2017 t0 2018 MLP 0.755 0.958
(0.746, 0.763)

2018 t0 2017 LR 0.405 0.995
(0.387, 0.404)

2018 t0 2017 XGBoost 0.622 1.000
(0.613, 0.631)

2018 to 2017 MLP 0.549 1.000
(0.538, 0.555)

Removing shortcuts does not fix generalisation. The
single feature audit found packet length features for
CICIDS2017 (average packet size, 0.945 alone),
destination port, initial forward window size and forward
header length for CICIDS2018, and the TTL related
features ct_state_ttl and sttl with round trip time
for UNSW NBI15 (Table 22). The window size feature is
the same one that Tantaroudas and colleagues identified as
a shortcut [40]. Removing the top three features changed
random split results by at most 0.01 in ROC AUC, and
changed unseen family recall only slightly in either
direction (from 0.486 to 0.469 on CICIDS2017 and from
0.103 to 0.072 on CICIDS2018). The models simply
moved to other correlated features. Shortcut removal
alone is not a remedy when the underlying problem is that
new attacks look different.

Table 22. Top single feature ROC AUC per dataset and the

effect of removing the top three features on XGBoost recall for
unseen families

Dataset Top features (single AUC) Before After

CICIDS2017 average packet size (0.945), 0.486  0.469
backward length (0.943)

CICIDS2018 destination port (0.849), 0.103  0.072
forward window bytes (0.825)

UNSW NB15  ct_state ttl (0.854), sttl (0.843) 0.693  0.667

W random, duplicates kept
B random, duplicates removed

time split (official split for UNSW NB15)
unseen attack family, mean

1.0 +
0.9 +
0.8

0.7 4

0.6

ROC AUC, XGBoost

E———

0.5 4

04 -

CICIDS2017 CICIDs2018 UNSW NB15

Figure 8. XGBoost ROC AUC under each split for the three
intrusion datasets.
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Figure 8 summarises Study C. The gap between the first
two bars, which reflect duplicates, is small. The gap to the
third and fourth bars, which reflect new attacks, is large
on both CIC datasets.

8 Comparison Across the Three Studies

Figure 9 places the main results side by side. In each study
the detectors reach between 0.97 and 1.00 ROC AUC on
the standard split, and in each study at least one widely
used design loses most of its recall when the attacks
change. The size of the loss depends on what the detector
reads.

@® standard split B new attack split

A Feature GBM -
A Char LR, raw text - |
A DistilRoBERTa
B XGBoost, static features — | |

B XGBoost, no size features ] @

B LR, code tokens

C CICIDS2017, XGBoost i

C CICIDS2018, XGBoost - ] ®

C UNSW NB15, XGBoost - " e

T T T
0.2 0.4 0.6 0.8

Recall at 1% false alarms

0.0 1.0

Figure 9. Recall at one percent false alarms on the standard split
and on the new attack split for representative detectors from
each study.

Three patterns hold across the studies. First, detectors that
read the content of an attack held up better than detectors
built on summary features. In Study A the feature model
collapsed while the text models kept most of their recall;
in Study B the token model lost 7 points on 2026 packages
while the feature model lost 13, and 49 once its size
features were removed. In Study C all models use
summary flow features and all of them failed on unseen
families in the CIC datasets.

Second, preprocessing that exposes what the target system
actually sees made the largest single difference.
Canonicalisation raised unseen technique recall for the
same character model from 0.545 to 0.890. No
comparable step exists for network flows, where the
information is already summarised by the flow extraction
tool before any model sees it.

Third, removing duplicates and grouping clones mattered
less than we expected. Study A’s random and repository
splits agreed, Study B’s clone split moved recall by at
most three points, and duplicate removal in Study C
changed ROC AUC by at most 0.01. Duplicate removal is
still necessary for honest numbers, but in these datasets it
was not the main source of inflated scores. The main
source was the assumption that the next attack will look
like the last one.

9

9.1 ‘What this means for practitioners

Test against something new before trusting a score. A
random split answered the question "can the detector

Discussion



recognise attacks it has seen" in all three studies, and the
answer was always yes. The useful question is whether it
recognises the next technique. A leave one technique out
split, a time ordered split or a cross dataset test answers
that question and costs little extra work.

Report recall at a fixed false alarm rate. ROC AUC
stayed above 0.93 in several settings where recall at one
percent false alarms was below 0.5. Operators work at a
fixed alert budget, so recall at that budget is the number
that matters.

For Al coding assistants, decode before you detect. Our
results suggest a simple design for screening agent
instruction files and MCP tool descriptions. First
canonicalise the text so that hidden content becomes
visible. Then apply a learned text detector. Then block
flagged files instead of only cleaning them. Deleting
invisible characters alone repaired zero width attacks in
our test. Scanners should also ignore a single byte order
mark at the start of a file, which is common and harmless.

For package registries, watch compromised libraries
and agent files. Both package detectors missed more than
40 percent of compromised legitimate libraries and more
than half of packages with Al agent configuration files in
2026. These are the techniques that grew in 2026 [32], and
models trained on earlier waves are weakest exactly there.
Size based features should be treated with suspicion
because attackers can change size freely.

For intrusion detection research, stop treating random
splits on CIC data as evidence. On CICIDS2018 a
detector with a random split ROC AUC of 0.97 was no
better than chance on the next week of traffic. Results on
these datasets should at least include a time ordered split
and, where possible, a cross dataset test, as earlier work
has recommended [3, 12].

9.2
stops
The raw character model and the canonical character
model are the same algorithm with the same settings. The
only difference is the input. On the raw text, a payload
hidden with Unicode tags is a run of code points that the
model has never seen, so it has no weight to give them.
After canonicalisation the same payload becomes readable
English inside a marker, and English instructions to an
assistant look alike whichever technique hid them. The
model therefore learns the content of the attack once and
reuses it for every technique that canonicalisation can
undo. This explains why recall on unseen tag, zero width,
homoglyph and base64 payloads rose from at most 0.886
to 1.000.

The bidirectional technique shows the limit. Our canonical
form marks bidirectional controls but does not reverse the
text between them, so the payload stays reversed and
shares nothing with the training payloads. A canonicaliser
can only help with the transformations it knows about.
Any new encoding, such as a different alphabet of
lookalikes, a cipher or an image, will pass through it
unchanged. A learned model on top of the canonical form
is still needed, and DistilRoBERTa, which caught 0.988 of
the reversed payloads, shows that such a model can learn
from what remains around the payload: the markers, the

Why canonicalisation works, and where it
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unusual structure and the position of the hidden block in
the file.

The feature model failed for the opposite reason. Each of
its features measures one trick. When a trick is absent
from training, its feature never takes a high value on a
poisoned training file, so the model gives it no weight.
Adding more features does not solve this, because the next
trick will again have no feature. The same reasoning
applies to the static feature package detector in Study B
and to all flow based intrusion detectors in Study C, which
also rely on fixed summaries chosen in advance.

9.3 Cost of the protocol

The protocol does not need special hardware. Study C ran
on the free CPU tier of Kaggle in 55 minutes, Study B ran
on an ordinary Windows desktop in 83 minutes, and Study
A, which includes fine tuning DistilRoBERTa and
running three language models, finished in 137 minutes on
two free T4 GPUs. The new attack splits reuse the same
models and data as the standard split and add only the
extra training runs. For most published detectors this is a

small fraction of the effort already spent on
hyperparameter search.
94 A checklist for evaluating security detectors

1.  Remove exact and near duplicates before
splitting, and keep related samples together.

Add at least one new attack split: a held out
technique, a later period or another dataset.

3. Choose the threshold on training data for a fixed
false alarm rate and report recall at that rate.

Audit single feature shortcuts and report what
happens without them.

5. Test against an attacker who can query the
detector.

Where possible, test on real attacks that were not
used to design the method.

9.5

Our study has several limitations. In Study A the poisoned
files are synthetic, written by us with harmless payloads,
and the obedience test used three small open models with
30 files per technique, which gives intervals of roughly 15
percentage points on each rate. Larger commercial
assistants may behave differently, and they are known to
read tag characters that our models ignored.
DistilRoBERTa was trained on canonical text, so part of
its resistance to unseen techniques may come from
canonicalisation and not from the model itself. The
adaptive attacker made random edits; optimisation based
attacks would be stronger [27]. In Study B all malicious
samples are from npm while legitimate samples include
PyPI, which leaves a possible ecosystem shortcut; the
ecosystem feature had a single feature AUC of 0.672. The
npm legitimate set is smaller than planned, and legitimate
packages were sampled from registry searches and may
differ from the libraries an organisation actually uses. In
Study C we sampled rows from each file, used the original

Limitations



versions of the CIC datasets instead of the corrected ones
[15, 23], and could not run a time split on UNSW NB15.
Time ordered splits in the CIC datasets also mix new
periods with new attack families, so the two effects cannot
be separated there. Finally, every study used a single run
of each new attack split, so those results carry more
uncertainty than the repeated random splits.

9.6 Ethics

All data in this study is public. Study A payloads are
harmless markers and links to example.com, and we do
not release any working exploit. The two security test files
we found are published as samples by their authors. Study
B never executed any package and never wrote malicious
code to disk in readable form; we only release numeric
features and results. Study C uses public benchmark
datasets.

10 Conclusion

We tested machine learning security detectors in three
areas, hidden instructions in Al agent files, malicious npm
and PyPI packages, and network intrusion detection, with
one leakage free protocol. On standard random splits
nearly every detector looked close to perfect. When the
attacks changed, a feature based hidden instruction
detector missed 96 percent of attacks, a size dependent
package detector missed most 2026 packages once its
shortcut was removed, and an intrusion detector on
CICIDS2018 performed at chance on later days. Detectors
that read the content of an attack, especially after
canonicalisation that exposes hidden text, held up far
better, and a detector trained only on synthetic poisoning
found 80 percent of real malicious Al agent skills. Small
open language models followed hidden instructions in up
to two thirds of poisoned files, and the most obvious
defence, deleting invisible characters, made one technique
more effective. We encourage researchers and vendors to
report new attack splits and recall at a fixed false alarm
rate as standard practice. Future work should repeat the
obedience test on larger assistants, add optimisation based
adaptive attackers, and build a time ordered intrusion
dataset from a production network.

Data and Code Availability

All three experiments are produced by single Python
scripts with fixed seeds: two run in one Kaggle notebook
cell each and one runs on a desktop computer. The scripts,
result tables and figures are available from the authors.
The datasets are public: agent instruction files from public
GitHub repositories, the Datadog malicious software
packages dataset [10], the npm and PyPI registries, and
the CICIDS2017, CICIDS2018 and UNSW NBI15
benchmarks.
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