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Abstract 
This study develops a Dynamic Business Impact Analysis and Dependency-Aware Recovery Optimization 
framework for mission-critical banking operations. The objective is to assess time-dependent service impact, model 
cascading disruption across interconnected banking resources, and prioritize recovery actions under constrained 
technical, financial, and human resources. The methodology combines operational and incident data preparation, 
multilayer dependency-network modeling, scenario-based simulation, dynamic impact scoring, and multi-criteria 
recovery optimization using service impact, customer exposure, financial loss, RTO breach, RPO breach, and 
recovery cost. Evaluation covers core account services, payment processing, online banking, ATM and card services, 
customer authentication, and fraud monitoring across cyber, infrastructure, communication, payment-network, and 
third-party disruption scenarios. Compared with criticality-only, shortest-recovery-time, and static business impact 
analysis baselines, the proposed method reduced mean recovery time to 4.6 hours and cumulative impact to 0.47, 
while increasing RTO compliance to 82.9% and RPO compliance to 88.6%. The findings show that dependency-

aware, time-sensitive recovery prioritization provides more reliable system-level decisions than fixed service 
rankings. The framework supports resilience testing, impact-tolerance assessment, incident command, recovery 
planning, and investment decisions for banking infrastructure. 
 

Keywords: Dynamic Business Impact Analysis, Banking Operational Resilience, Dependency-Network Modeling, 
Cascading Disruption, Recovery Optimization, Recovery Time Objective, Recovery Point Objective. 
 

 

I. Introduction 

This study examines dynamic business impact analysis 
and dependency-aware recovery optimization for 
mission-critical banking services. It focuses on how 
interconnected banking operations respond to cyber 
incidents, infrastructure failures, communication 
outages, payment-network disruption, data-centre 
failures, and third-party service interruption. The 
proposed approach connects changing business impact, 
dependency-driven cascading disruption, RTO and 
RPO requirements, and limited recovery resources 
within one analytical framework. The introduction 
presents the background and motivation, defines the 
research problem, explains the proposed solution, 
identifies the study’s contributions, and describes the 
organization of the paper. 
 

A. Background and Motivation 

Banking institutions depend on interconnected services 
that support account management, payment processing, 
online banking, ATM and card operations, customer 
authentication, fraud monitoring, data storage, 
telecommunications, cloud platforms, and external 
payment networks. These services rely on shared 

databases, communication links, identity systems, 
facilities, personnel, utilities, and third-party providers. 
Consequently, a disruption that begins in one 
application or infrastructure component can affect 
several banking services through direct and indirect 
dependency relationships. Operational resilience 
requires banks to continue delivering important 
business services within predefined disruption 
tolerances. Banking-resilience principles emphasize the 
identification of critical operations, the mapping of 
people, processes, technology, facilities, and 
information, and the assessment of service continuity 
under severe or extreme but plausible scenarios. 
Dependency mapping should also include external 
providers because third-party systems may support 
essential banking processes. Traditional business 
impact analysis commonly assigns fixed criticality 
ratings to services and uses these ratings to define 
recovery priorities. This approach does not fully 
represent changes in transaction volume, customer 
exposure, incident duration, dependency availability, 
data-loss conditions, or recovery-resource constraints. 
For example, payment processing may generate greater 
operational and financial consequences during peak 
settlement periods than during ordinary operating 



hours. Similarly, a telecommunications failure may 
affect online banking, authentication, ATM services, 
and payment processing at the same time, even when 
the initiating failure occurs outside the bank. The 
motivation for this research comes from the need to 
connect business impact analysis with dependency 
modeling and recovery optimization. A dynamic 
approach can update service impact during an incident, 
identify cascading effects across interconnected 
resources, and allocate recovery resources according to 
current operational conditions. This approach provides 
a closer connection between impact tolerance, RTO, 
RPO, customer exposure, financial loss, and recovery 
action. 
 

B. Problem Statement 
Mission-critical banking services do not operate as 
independent units. Their delivery depends on shared 
infrastructure, common data resources, communication 
systems, specialized personnel, facilities, and external 
providers. When one dependency fails, several services 
may experience simultaneous degradation. A recovery 
action that restores one application may also provide 
limited benefit if an upstream database, communication 
link, authentication service, or third-party platform 
remains unavailable. The central problem is that static 
business impact analysis does not adequately represent 
time-dependent service conditions or cascading 
dependency failures. A fixed ranking may identify 
payment processing, online banking, and ATM services 
as important, but it may not account for changing 
transaction demand, shared-resource failure, data-

recovery exposure, or competing recovery-resource 
requirements. As a result, the selected recovery 
sequence may satisfy a local service priority while 
producing greater system-wide impact. The research 
problem is therefore defined as follows: how can a 
bank calculate changing business impact, model 
dependency-driven disruption, and prioritize recovery 
actions under limited resources while maintaining 
service-specific RTO and RPO requirements? The 
problem has both analytical and operational 
dimensions because banks need recovery decisions that 
represent actual service relationships and provide 
evidence that important business services remain 
within defined disruption tolerances. Supervisory 
guidance also emphasizes the mapping of resources 
that support important business services and the 
assessment of vulnerabilities within those service 
chains. 
 

 

 

Fig. 1. Static Recovery Prioritization and Underrepresented 
Dependency Propagation in Banking Operations. 

 

C. Proposed Solution 

This study proposes a Dynamic Business Impact 
Analysis and Dependency-Aware Recovery 
Optimization Framework for mission-critical banking 
operations. The framework integrates service-impact 
measurement, dependency-network modeling, 
cascading-disruption simulation, recovery 
prioritization, and resource-constrained decision 
optimization. The first component calculates a time-

dependent impact score for each critical banking 
service. The score considers baseline service criticality, 
customer exposure, transaction disruption, financial 
loss, data-loss exposure, and dependency degradation. 
The second component represents the banking 
environment as a directed multilayer network. The 
network includes customer-facing services, 
applications, databases, facilities, employees, utilities, 
communication systems, cloud platforms, payment 
networks, and other third-party providers. The third 

component simulates disruption scenarios and 
propagates their effects through the dependency 
network. The scenarios may include ransomware 
affecting a core application, data-centre power 
interruption, telecommunications failure, payment-
network disruption, cloud-service outage, and third-

party service failure. The simulation accounts for 
redundancy, substitution, manual workarounds, backup 
capacity, dependency restoration, and changing service 
states. The fourth component defines recovery 
alternatives, such as database restoration, secondary 
data-centre activation, network switching, transaction 
rerouting, specialist-team assignment, application 
isolation, and manual payment processing. The fifth 
component selects and sequences recovery actions 
under resource, time, dependency, capacity, cost, RTO, 
and RPO constraints. The objective is to reduce 
cumulative business impact, tolerance breaches, data 
loss, and recovery expenditure. 

 



 

Fig. 2. Dynamic Business Impact Analysis and Dependency-Aware Recovery Optimization Framework. 
 

Fig. 2 should present the framework consists of six 
analytical stages followed by resilience outputs and 
feedback: banking data sources, data preparation, 
dependency-network modeling, dynamic business 
impact analysis, scenario simulation, and recovery 
optimization. The figure should also contain a feedback 
loop from recovery outcomes to the impact and 
dependency layers. This feedback structure represents 
the updating of service conditions after each recovery 
action or simulated incident. 
 

The proposed framework differs from a static recovery 
plan in three main ways. First, it updates service impact 
across time and disruption scenarios. Second, it 
identifies shared dependencies that may produce 
cascading operational effects. Third, it prioritizes 
recovery actions according to system-level impact 
rather than a single fixed service ranking. This 
structure connects operational monitoring with 
recovery decision-making. 
 

D. Contributions 

This study makes five principal contributions. First, it 
formulates a dynamic business impact analysis method 
that updates service criticality according to customer 
exposure, transaction demand, financial loss, data 
continuity, and dependency degradation. Second, it 
integrates business impact analysis with a multilayer 

dependency network that represents services, 
applications, data, infrastructure, personnel, facilities, 
communication systems, and third parties. 
Third, the study models cascading operational 
disruption through scenario simulation. The model 
considers shared-dependency failure, concurrent 
incidents, redundancy, substitution, manual 
workarounds, and recovery-state transitions. Fourth, it 
develops a resource-constrained recovery optimization 
approach that considers cumulative impact, RTO 
breach, RPO breach, financial loss, recovery cost, 
dependency precedence, and limited recovery capacity. 
Fifth, the study provides a comparative evaluation 
structure for testing dynamic dependency-aware 
recovery against criticality-only, shortest-recovery-

time, and static business impact analysis strategies. The 
comparison can measure recovery time, cumulative 
impact, RTO compliance, RPO compliance, customer 
exposure, financial loss, and resource use. The study 
also contributes to banking operational-resilience 
practice. Its outputs can support impact-tolerance 
assessment, recovery playbook design, incident 
command, resilience exercises, third-party dependency 
review, and infrastructure investment decisions. The 
framework is consistent with operational-resilience 
principles that emphasize critical operations, 
interdependencies, third-party reliance, and continuity 
under disruptive events.  



 

 

E. Paper Organization 

The remainder of the paper is organized as follows. 
Section II reviews research on dynamic business 
impact analysis, banking operational resilience, 
dependency-network modeling, cascading disruption, 
RTO and RPO management, recovery prioritization, 
and multi-criteria decision analysis. Section III presents 
the methodology, including the research design, data 
preparation, dependency modeling, dynamic impact 
assessment, scenario simulation, recovery optimization, 
and validation procedures. Section IV reports the 
results and discussion. It compares dynamic and static 
impact assessment, evaluates disruption scenarios, 
examines recovery performance, and interprets the 
implications for banking operations. Section V presents 
the conclusion, including the main findings, practical 
applications, study limitations, and recommended 
directions for future research. 
 

 

II. Related Work 

This section reviews research related to dynamic 
business impact analysis, operational resilience in 
banking, interdependent infrastructure modeling, 
cascading disruption, and recovery optimization. The 
discussion progresses from general resilience 
assessment to dependency-aware recovery planning 
and identifies the research gaps addressed by the 
proposed framework. 
 

A. Operational Resilience in Banking 

Operational resilience refers to an institution’s capacity 
to continue delivering important services during 
disruption and to restore acceptable performance 
within defined tolerance limits. In banking, this 
concept is closely associated with digital dependence, 
third-party services, information systems, data 
continuity, cyber risk, payment infrastructure, and 
organizational response. Because banks increasingly 
depend on interconnected technologies and external 
providers, operational resilience cannot be evaluated 
solely through the availability of individual 
applications. Research examining operational-
resilience disclosures in the annual reports of global 
systemically important banks has identified differences 
in the level and consistency of resilience-related 
disclosure and has highlighted the relatively limited 
development of operational-resilience research in 
banking. These findings indicate that resilience is not 
solely a technical concern but also involves 
governance, transparency, accountability, third-party 
dependence, and risk communication [10]. Research on 
operational resilience in the UK financial sector 
emphasizes the practical importance of identifying 

important business services, mapping the resources that 
support those services, establishing impact tolerances, 
and testing operational continuity. This perspective is 
directly relevant to the present study because it 
connects resilience requirements with the practical 
processes required for service mapping and disruption 
assessment. However, guidance-oriented research 
generally does not provide a comprehensive 
mathematical framework for dynamic impact 
measurement and recovery-resource optimization [13]. 
The banking literature therefore provides an important 
institutional foundation for this research by identifying 
critical services, service tolerances, business continuity, 
and third-party dependence as central elements of 
operational resilience [10], [13]. Nevertheless, a clear 
analytical connection between changing service 
impact, dependency propagation, and recovery 
sequencing remains necessary. 
 

B. Interdependent Infrastructure Networks 

Interdependent infrastructure research examines 
systems in which the performance of one network 
depends on the operation of another. Dependencies 
may involve physical resources, information flows, 
geographic relationships, organizational arrangements, 
shared facilities, or operational services. Consequently, 
a failure in one network can reduce the performance of 
several interconnected networks. A comprehensive 
review of modeling and simulation approaches for 
interdependent critical infrastructure systems 
categorizes existing research according to dependency 
representation, failure propagation, resilience 
assessment, and recovery analysis. The review 
demonstrates that infrastructure systems require models 
capable of representing cross-system relationships 
rather than isolated component failures. This 
perspective is directly relevant to banking because 
payment systems, telecommunications, cloud services, 
authentication systems, data platforms, and customer 
channels operate as interconnected service networks 
[7]. A three-stage resilience analysis framework for 
urban infrastructure systems separates initial 
disruption, system response, and recovery-related 
analysis. This framework provides a foundation for 
evaluating resilience as a process that evolves over 
time rather than as a static condition. The present 
research extends this principle to banking services 
through dynamic business impact analysis and service-

specific RTO/RPO assessment [11]. A methodology for 
assessing the resilience of networked infrastructure 
emphasizes the relationship between infrastructure 
performance and disruptive events and provides a basis 
for evaluating resilience through network-level 
behavior. For banking operations, this perspective 
supports the treatment of service performance, 
dependency status, and recovery state as interconnected 



analytical variables [6]. The reviewed studies 
demonstrate that network representation is essential for 
understanding resilience in complex service systems 
[3]–[5]. However, their application to banking requires 
additional operational variables, including transaction 
throughput, customer exposure, financial loss, data 
integrity, RTO, and RPO. 
 

 

C. Cascading Failures and Disruption Propagation 

Cascading disruption occurs when an initiating failure 
propagates through dependency relationships and 
produces secondary failures. Although the initial event 
may affect a single component, shared dependencies, 
insufficient redundancy, capacity loss, and delayed 
restoration can increase the scale and duration of the 
resulting operational disruption. Modeling studies of 
cascading failures in interdependent infrastructures 
demonstrate that disruption can propagate across 
connected infrastructure systems and that 
interdependency structure strongly influences the 
resulting failure outcome. This approach is relevant to 
banking cyber-risk scenarios because a disruption 
affecting a core application, identity service, or 
communication platform may subsequently affect 
multiple customer-facing and control services [3]. 
Research based on real-world interdependent urban 
infrastructure further demonstrates that observed 
disruption patterns depend on relationships among 
infrastructure systems rather than solely on isolated 
component damage. These findings support the 
inclusion of dependency concentration, shared 
resources, and cross-system propagation in resilience 
analysis [4]. Empirical analysis of interdependencies 
across cascading disasters provides additional evidence 
that infrastructure dependencies can produce recurring 
disruption patterns and that real-world cascading 
events involve complex combinations of technical and 
organizational relationships. For banking applications, 
this supports the incorporation of historical incident 
records, service-owner knowledge, and third-party 
information when constructing dependency networks 
[8]. The cascading-failure literature therefore provides 
strong support for dependency-aware simulation [6]–
[8]. However, many existing models emphasize failure 
propagation and system damage rather than real-time 
business impact, customer exposure, transaction loss, 
data continuity, and recovery-priority decisions. The 
proposed study addresses this limitation through a 
dynamic impact score linked to dependency state and 
recovery optimization. 
 

D. Recovery Strategies for Interdependent Systems 

Recovery research focuses on determining how 
damaged or unavailable infrastructure components 
should be restored following disruption. The primary 

decision involves selecting a recovery sequence that 
maximizes service functionality, minimizes economic 
loss, reduces recovery time, or satisfies other resilience 
objectives. Research on recovery strategies for optimal 
resilience in interdependent infrastructure networks 
demonstrates that alternative recovery approaches can 
produce substantially different network-performance 
outcomes. This provides a direct methodological basis 
for recovery prioritization within the proposed banking 
framework [9]. Research integrating operational and 
organizational aspects into interdependent 
infrastructure recovery demonstrates that recovery 
decisions depend not only on infrastructure condition 
but also on operational relationships, organizational 
capabilities, and coordination requirements. This 
perspective is particularly relevant to banking because 
recovery actions require coordination among 
specialized employees, service owners, vendors, 
incident commanders, and technical teams [10]. 
Community-resilience-driven restoration research 
connects restoration decisions with the effects 
experienced by service users and communities. In a 
banking context, corresponding user-centered variables 
include affected customers, failed or delayed 
transactions, access limitations, payment disruption, 
and financial exposure [11]. Recovery optimization 
research addressing partial disruption, system 
functionality, and restoration considers network 
structure and partial service recovery rather than 
assuming complete failure or complete restoration. 
This characteristic is particularly relevant to banking 
services, which may continue operating in degraded 
modes during an incident and therefore require partial-
capacity and staged-restoration strategies [12]. 
Collectively, these studies demonstrate that recovery 
sequencing should account for interdependency, service 
functionality, organizational capacity, and user impact 
[9]–[12]. However, their application to banking 
requires additional service-level requirements, 
particularly RTO and RPO thresholds, data restoration 
conditions, payment-processing continuity, and 
competition for limited recovery resources. 
 

E. Optimization of Resilience and Restoration 

Optimization methods are increasingly used to select 
recovery actions under time, cost, capacity, and 
dependency constraints. A recovery plan may need to 
allocate limited technical teams, backup facilities, 
network capacity, restoration tools, data-replication 
resources, or financial budgets across multiple affected 
services. A mathematical optimization framework for 
interdependent critical infrastructure demonstrates how 
disruption location, interdependency structure, and 
recovery decisions can be incorporated into a unified 
optimization problem. Its underlying logic can be 
adapted to banking scenarios in which a localized 



cyber incident or technology failure affects a defined 
group of services and supporting resources [13]. A 
mean-risk cost-based restoration model considers both 
expected restoration cost and risk-related consequences 
when determining post-disruption recovery strategies. 
This perspective is relevant to banking because 
recovery planning must balance rapid service 
restoration, financial loss, customer exposure, data 
recovery, and the cost of activating alternative 
infrastructure [14]. The optimization literature supports 
the formulation of recovery as a constrained decision 
problem rather than as an informal ranking exercise 
[13], [14]. Nevertheless, many existing models 
emphasize physical infrastructure, restoration cost, or 
network functionality. Banking recovery requires a 
broader objective that incorporates cumulative business 
impact, RTO breach, RPO breach, customer impact, 
transaction loss, financial exposure, resource 
utilization, and service-specific recovery requirements. 
 

F. Dynamic Business Impact Analysis 

Business impact analysis identifies important services, 
evaluates the consequences of disruption, and supports 
continuity planning. Conventional BIA commonly 
considers service criticality, maximum tolerable 
downtime, RTO, RPO, financial impact, regulatory 
consequences, and customer effects. Its output is often 
a service ranking or a set of recovery requirements. The 
reviewed resilience and recovery literature provides 
several components necessary for dynamic BIA. 
Network models contribute dependency structures, 
resilience frameworks contribute time-dependent 
performance analysis, cascading-failure studies 
contribute propagation logic, and recovery-

optimization studies contribute constrained action 
selection [3]–[14]. Banking resilience research 
additionally provides the service and governance 
context in which impact tolerance and continuity 
decisions are applied [10], [13]. Despite these 
contributions, dynamic BIA is not consistently 
integrated with dependency-network simulation. A 
service’s impact can change throughout an incident 
because transaction volume, customer exposure, 
dependency availability, data-loss risk, and recovery 
capacity also change. Consequently, a fixed criticality 
score cannot fully represent these evolving conditions. 
The present study therefore treats business impact as a 
time-indexed and scenario-dependent value that is 
updated during disruption and recovery. 
 

G. Research Gaps 

First, banking operational-resilience studies address 
important business services, impact tolerance, and 
resilience disclosure, but provide limited mathematical 
integration of dynamic impact assessment with 
recovery optimization [10], [13]. Second, 

interdependent infrastructure studies provide detailed 
network and cascading-failure models but generally do 
not incorporate banking-specific variables such as 
transaction demand, customer exposure, financial loss, 
data integrity, RTO, and RPO [3]–[8]. Third, recovery 
optimization studies identify efficient restoration 
sequences but often focus on physical infrastructure 
functionality or cost without jointly considering service 
impact, data continuity, and tolerance breaches [9]–
[14]. Fourth, existing models frequently treat 
dependency relationships as fixed. During actual 
incidents, dependency strength may change because of 
redundancy activation, manual workarounds, vendor 
support, staff availability, network rerouting, or partial 
service operation. A banking recovery model should 
therefore represent these changing conditions. Fifth, 
many studies evaluate recovery performance using a 
single objective, such as recovery time, economic cost, 
or network functionality [9], [12]–[14]. Mission-critical 
banking recovery requires multiple criteria, including 
service impact, RTO compliance, RPO compliance, 
customer exposure, financial loss, resource utilization, 
and recovery cost. Sixth, limited research compares 
static BIA with dynamic dependency-aware 
prioritization under equivalent disruption scenarios. 
Such a comparison is necessary to determine whether 
dynamic dependency modeling changes service 
rankings, recovery sequences, tolerance compliance, 
and overall disruption outcomes. 
 

 

III. Methodology 

This study develops a dynamic business impact 
analysis and dependency-aware recovery optimization 
framework for mission-critical banking services. The 
methodology integrates service-level impact 
assessment, dependency-network modeling, cascading-

disruption simulation, recovery prioritization, and 
resource-constrained optimization under changing 
operational conditions. The design is consistent with 
banking-resilience guidance that recommends 
identification of critical operations, mapping of internal 
and external dependencies, and testing against severe 
but plausible disruption scenarios. 
 

A. Research Design 

The study follows a sequential The framework contains 
six analytical stages followed by recovery outcomes 
and continuous feedback: critical-service identification, 
operational data preparation, dependency-network 
construction, dynamic impact assessment, scenario 
simulation, and recovery optimization. The first stage 
identifies mission-critical banking services, such as 
payment processing, core account services, online 
banking, ATM availability, fraud monitoring, and 
customer authentication. Each service is linked to its 



supporting people, processes, applications, data assets, 
facilities, communication systems, utilities, and third-

party providers. This structure reflects operational-
resilience guidance that treats service delivery as a 
chain of interdependent resources rather than as an 
isolated technical function. The second stage converts 
operational records into a time-indexed analytical 
dataset. The dataset contains service availability, 
transaction volume, processing delay, failed 
transactions, data-loss indicators, incident severity, 
dependency status, recovery actions, resource 
availability, and recovery duration. The third stage 
represents the bank as a directed weighted dependency 
network. Nodes represent services and supporting 
resources, while edges represent operational, 
technological, informational, facility-based, or third-

party dependencies. The fourth stage calculates the 
changing business impact of each disruption scenario. 
The fifth stage simulates cascading effects across the 
dependency network. The final stage ranks recovery 
actions and allocates limited recovery resources to 
minimize service loss, RTO violations, RPO violations, 
customer impact, and financial exposure. 
 

 

Fig. 3. Dynamic Dependency-Aware Recovery Architecture for 
Mission-Critical Banking Services. 

 

The research design uses a closed feedback structure. 
Results from recovery actions are returned to the 
business-impact and dependency layers so that 
subsequent assessments can reflect altered service 
conditions, changed dependency availability, and 
revised resource constraints. This feature differentiates 
the proposed method from a static business impact 
analysis, which normally produces a fixed ranking 
before a disruption occurs. The proposed design instead 
treats service criticality and recovery priority as time-

dependent values that may change as transaction loads, 
customer exposure, incident severity, and dependency 
failures evolve. 
 

B. Data Collection and Preparation 

This study uses a synthetic simulation dataset rather 
than confidential operational banking records. The 
dataset was generated to represent plausible mission-

critical banking service conditions and was used for 
controlled scenario-based evaluation of the proposed 
framework. The preferred observation unit is a service 
time interval scenario record, such as the condition of 
online banking during a fifteen-minute interval under a 
telecommunications failure scenario. A minimum 
dataset structure should contain a service identifier, 
timestamp, scenario identifier, service status, 
transaction volume, transaction delay, failed-

transaction rate, dependency availability, data-loss 
amount, customer-impact count, financial-loss 
estimate, recovery action, resource assignment, 
recovery duration, and final service state. Operational 
data should be collected from core banking platforms, 
payment gateways, ATM and card-processing systems, 
digital banking platforms, identity and access-

management systems, fraud-monitoring systems, data-

centre monitoring tools, backup systems, network-

monitoring platforms, and incident-management 
repositories. Dependency information should be 
collected from configuration-management databases, 
application inventories, service maps, vendor registers, 
business-continuity plans, disaster-recovery plans, and 
interviews with service owners. Recovery information 
should include the start and completion time of each 
action, staff or team assignment, hardware and 
software requirements, data restoration point, 
alternative processing capacity, and post-recovery 
service performance. When real bank records cannot be 
disclosed, the study should use an anonymized or 
synthetic dataset calibrated against realistic banking 
operating conditions. Synthetic observations should 
preserve the statistical properties of operational data, 
including transaction-volume variation, incident 
frequency, dependency failure duration, recovery-time 
distribution, and correlations between service 
degradation and customer impact. The paper should 
state clearly whether the dataset is real, anonymized, 



simulated, or hybrid. A hybrid design is suitable when 
real dependency structures are combined with 
simulated disruption scenarios. Data preparation should 
begin with timestamp harmonization. All records 
should be converted to a common time zone and 
aggregated into a fixed interval, such as fifteen minutes 
or one hour. Duplicate events should be removed after 
comparison of service identifier, event type, timestamp, 
and incident identifier. Missing numerical values 
should be treated according to their cause. Short 
monitoring gaps may be imputed through time 
interpolation, whereas missing incident or recovery 
outcomes should remain flagged rather than replaced 
with assumed values. Categorical variables should be 
coded using predefined classes for service type, 
disruption type, dependency type, recovery action, and 
severity level. Continuous variables should be checked 
for impossible values, extreme outliers, and 
inconsistent units. For example, negative recovery 
duration, transaction volumes below zero, or 
availability above 100% should be treated as data-

quality errors. Extreme but plausible observations 
should not be removed automatically because severe 
incidents are central to the research problem. Instead, 
they should be retained and flagged for sensitivity 
analysis. Numerical indicators should be normalized 

only when required for multi-criteria comparison. 
Original units should remain available for interpreting 
RTO, RPO, customer impact, transaction loss, and 
financial exposure. Data coding should produce four 
analytical layers. The service layer describes the 
performance of each critical banking service. The 
dependency layer records the supporting resources and 
their relationships. The scenario layer describes the 
initiating disruption and its severity, duration, and 
propagation path. The recovery layer records available 
actions, required resources, completion time, and 
restored service capacity. A unique identifier should 
connect the four layers so that each simulated service 
outcome can be traced to its original disruption, 
dependency path, and recovery decision. 
 

C. Dynamic Business Impact Analysis 

The dynamic business impact analysis evaluates the 
consequences of disruption at each time interval rather 
than assigning a single permanent criticality value to a 
service. The impact score is calculated from service 
criticality, customer exposure, transaction disruption, 
financial loss, data loss, regulatory sensitivity, and 
dependency degradation. Each indicator should be 
transformed to a common scale from 0 to 1. Higher 
values represent greater operational harm. 

 

The proposed impact function is: 𝐼௦,௧(௤) = ௦ܥ௖ݓ + ௨ݓ ௦ܷ,௧(௤) + ௩ݓ ௦ܸ,௧(௤) + ௦,௧(௤)ܨ௙ݓ + ௦,௧(௤)ܦௗݓ + ௦,௧(௤)ܩ௚ݓ (1) 
 

 

where 𝐼௦,௧(௤)is the dynamic business-impact score for 
service ݏat time ݐunder scenario ܥ ;ݍ௦is the structural 
criticality of the service; ௦ܷ,௧(௤)is the customer-exposure 
indicator; ௦ܸ,௧(௤)is the transaction or service-volume 
disruption; ܨ௦,௧(௤)is the normalized financial-loss 
indicator; ܦ௦,௧(௤)is the data-loss or data-integrity 
indicator; and ܩ௦,௧(௤)is the dependency-degradation 
indicator. The coefficients ݓ௖ , ௨ݓ , ௩ݓ , ௙ݓ , ௗݓ ,  ௚areݓ
non-negative weights whose sum equals 1. 
 

The equation works as a weighted aggregation of 
current operational conditions. Structural criticality 
captures the baseline importance of the service, while 
the remaining terms change across time and scenarios. 
For example, online banking may have a moderate 
baseline score during ordinary conditions but receive a 
much higher score during salary-payment periods, peak 
transaction windows, or a simultaneous ATM outage. 
The weights should be obtained through expert 
elicitation, analytic hierarchy process, entropy 
weighting, or a justified equal-weight assumption. A 
sensitivity test should examine how changes in the 

weights affect service rankings. The study should 
define RTO and RPO as service-specific thresholds 
rather than general bank-wide values. RTO represents 
the maximum acceptable time required to restore a 
service to its permitted operating level. RPO represents 
the maximum acceptable amount of data or transaction 
loss measured from the latest recoverable state. Impact 
tolerance should also include service capacity, 
transaction-delay limits, customer-impact limits, and 
data-integrity conditions. These thresholds should be 
approved by service owners or derived from 
documented continuity requirements. 
Dynamic impact values should be calculated at every 
simulation interval. The model should record the first 
time at which the impact score exceeds the impact 
tolerance, the duration of the exceedance, the 
accumulated impact, and the recovery point at which 
the service returns below the tolerance threshold. This 
produces a time-dependent profile rather than a single 
ranking. The profile should be used in later recovery 
optimization. 
 

D. Dependency-Network Modeling 



The banking operating environment should be 
represented as a directed multilayer graph ܩ = (ܰ,  .(ܧ
The node set ܰcontains critical banking services and 
supporting resources. Resource nodes should include 
applications, databases, data centres, cloud platforms, 
network links, telecommunications providers, 
electricity systems, backup facilities, employees, 
specialist teams, data assets, payment schemes, 
correspondent banks, and other third parties. The edge 
set ܧ contains directed relationships that describe how 
one node supports another. Each dependency edge 
should contain a dependency type, dependency 
strength, minimum operating requirement, recovery 
time, substitution status, and failure-propagation rule. A 
mandatory dependency may cause service failure when 
its availability falls below a threshold. A substitutable 
dependency may reduce service capacity without 
causing complete service loss. A shared dependency 
should be connected to all services that rely on it 
because its failure can generate correlated disruption. 
The model should also distinguish direct dependencies 
from indirect dependencies that operate through several 
intermediate nodes. Dependency strength should be 
obtained from system documentation, service-owner 
assessment, configuration records, and historical failure 
data. When a service requires several resources 
simultaneously, the model used a logical conjunction. 
When alternative resources exist, the model used a 
logical disjunction or capacity-sharing rule. For 
example, a payment service may remain available 
when one of two network providers operates, while a 
core database may require both primary and replication 
systems for full service capacity. Centrality measures 
should be calculated to identify shared and highly 
connected resources. Degree centrality can identify 
resources supporting many services. Betweenness 
centrality can identify nodes that connect otherwise 
separate service groups. Weighted dependency 
centrality can combine connectivity with dependency 
strength. These measures should not replace business-

impact scores; they should provide additional evidence 
for identifying nodes that may generate broad 
cascading effects. The dependency map should be 
validated through three checks. First, each critical 
banking service should have a complete delivery chain 
from customer-facing function to supporting resources. 
Second, service owners should review the direction and 
strength of dependencies. Third, historical incidents 
should be replayed against the graph to assess whether 
the model reproduces observed service effects. Missing 
dependencies, unsupported edges, and implausible 
propagation paths should be corrected before scenario 
simulation. 
 

E. Scenario Simulation and Cascading Disruption 

The simulation component should represent severe but 
plausible disruption scenarios relevant to banking 
operations. Scenarios may include a ransomware event, 
core banking application failure, payment-network 
interruption, data-centre power loss, 
telecommunications outage, cloud-service failure, 
corruption of transaction data, identity-service failure, 
insider misuse, and third-party service disruption. Each 
scenario should specify an initiating node, start time, 
duration distribution, severity, affected capacity, 
restoration assumptions, and possible secondary 
failures. At each simulation interval, the initiating 
disruption changes the state of one or more dependency 
nodes. The state-transition logic then propagates the 
disturbance through outgoing edges. A dependent 
service may experience full outage, reduced capacity, 
increased processing delay, transaction rejection, data 
inconsistency, or no material effect. The propagation 
process should account for redundancy, backup 
capacity, substitution, isolation, and manual 
workarounds. Recovery actions should alter node states 
and interrupt propagation when the relevant 
dependency becomes available again. The simulation 
should use repeated runs for uncertain variables such as 
incident duration, failure probability, recovery duration, 
transaction demand, staff availability, and third-party 
restoration time. Monte Carlo simulation was suitable 
when probability distributions are available. Discrete-

event simulation is suitable for modeling event order 
and resource queues. A hybrid approach can combine 
discrete dependency events with repeated stochastic 
scenarios. Each simulation run should record service 
availability, degraded capacity, customer impact, failed 
transactions, accumulated financial loss, data-loss 
exposure, RTO breach, RPO breach, recovery-resource 
consumption, and total time above the impact-tolerance 
threshold. The results should be summarized through 
mean, median, percentile, and worst-case values. High-

percentile outcomes are useful for testing severe but 
plausible conditions without relying only on average 
performance. 
 

F. Recovery Optimization Model 
Recovery alternatives should be defined as executable 
actions rather than general recommendations. 
Examples include activating a secondary data centre, 
switching to a backup network provider, restoring a 
database snapshot, assigning a specialist recovery 
team, isolating a compromised application, activating 
manual payment processing, rerouting transactions, or 
restoring a third-party interface. Each action should 
have a start time, duration, resource requirement, 
dependency requirement, cost, expected service-

capacity contribution, and data-recovery effect. 

 



 

 

 

The recovery-prioritization model should minimize total operational loss under resource and dependency 
constraints: 

min ܼ = ∑ ∑ ∑ ௤ௌ݌
௦=1

்
௧=1

ொ

௤=1
𝐼௦,௧(௤)ߙ] + ௦,௧(௤)ܤܱܴܶߚ + ௦,௧(௤)ܤܱܴܲߛ + [௦,௧(௤)ܮߜ + ߣ ∑ ܿ௔஺

௔=1 ௔ݔ (2) 

 

Where, ܼis the total recovery objective; ܳis the number 
of scenarios; ܶis the number of simulation intervals; ܵis the number of banking services; ݌௤is the 
probability or decision weight of scenario ݍ; 𝐼௦,௧(௤)is the 
dynamic impact score from Equation (1); ܴܱܶܤ௦,௧(௤)is 
the RTO-breach indicator; ܴܱܲܤ௦,௧(௤)is the RPO-breach 
indicator; ܮ௦,௧(௤)is the normalized operational or financial 
loss; ݔ௔is a binary variable indicating selection of 
recovery action ܽ; ܿ௔is the cost or resource burden of 
that action; and ߙ, ,ߚ ,ߛ ,ߜ  .are decision weightsߣ
 

Equation (2) selects a recovery portfolio and sequence 
that reduces accumulated impact, RTO violations, RPO 
violations, and operational loss while accounting for 
recovery cost. The objective can be solved with mixed-

integer linear programming when the relationships are 
linear. A genetic algorithm, particle swarm method, or 
other metaheuristic can be used when dependency 
propagation, nonlinear service capacity, and scenario 
interactions make the model nonlinear. The selected 
algorithm was reported together with population size or 
solver settings, stopping conditions, convergence 
criteria, and computational environment. The 
optimization model should include resource, 
precedence, dependency, capacity, and timing 
constraints. A recovery action cannot start before its 
required dependency is available. Two actions cannot 
use the same exclusive recovery team at the same time. 
A database restoration action cannot exceed available 
backup capacity. A service should not be marked fully 
restored if a mandatory supporting resource remains 
unavailable. The model should also include RTO and 
RPO constraints when the research objective is 
compliance-oriented rather than purely loss-

minimizing. A multi-criteria decision analysis stage 
should compare feasible recovery portfolios using 
service restoration time, RTO compliance, RPO 
compliance, customer impact, financial loss, resource 
consumption, implementation cost, and dependency 
risk. Weight selection should be documented, and 
sensitivity analysis should test alternative weight 

combinations. Ranking stability should be reported 
through rank correlation or the percentage of scenarios 
in which the preferred recovery portfolio remains first. 
 

G. Data Analysis and Validation 

The analysis should begin with descriptive statistics for 
service demand, incident frequency, dependency 
failures, recovery duration, transaction loss, and 
customer impact. The study should then compare static 
and dynamic business impact analysis. The static 
model should use fixed service criticality values, 
whereas the dynamic model should update impact 
scores according to scenario, time, dependency state, 
and transaction exposure. The comparison should 
examine RTO-breach frequency, RPO-breach 
frequency, cumulative business impact, recovery 
duration, and resource use. Model validation should 
contain structural, historical, simulation, and sensitivity 
checks. Structural validation should confirm that every 
critical service has a documented dependency chain 
and that edge directions match operational reality. 
Historical validation should replay known incidents 
and compare simulated outcomes with observed 
downtime, transaction disruption, and recovery 
duration. Simulation validation should test whether 
output distributions remain plausible under changes in 
demand, incident duration, and dependency 
availability. Sensitivity analysis should vary impact 
weights, scenario probabilities, recovery resources, and 
dependency strengths. The study should report 
prediction or decision quality through clearly defined 
metrics. Suitable measures include mean absolute error 
for recovery-duration estimates, service-restoration 
accuracy, RTO-compliance rate, RPO-compliance rate, 
reduction in cumulative impact, reduction in customer-
affected transactions, and recovery-resource utilization. 
The proposed method should be compared with at least 
three baselines: criticality-only prioritization, shortest-
recovery-time prioritization, and static business impact 
analysis. A further comparison can use a dependency-

blind optimization model to quantify the contribution 
of dependency-aware recovery planning. 

 

 



 

 

 

 

Table I. Operational Variables, Data Sources, Measurement Scales, and Analytical Roles. 
Variable 

group 

Representative variables Primary data 
source 

Measurement 
scale 

Analytical role 

Critical 
banking 
service 

Service identifier, service type, 
business owner, operating 

window 

Service catalogue 
and continuity plan 

Nominal and 
categorical 

Defines the unit 
of analysis 

Service 
performance 

Availability, processing delay, 
transaction throughput, failed 

transactions 

Core banking and 
payment-system 

logs 

Ratio and 
continuous 

Measures 
operational 
degradation 

Customer 
exposure 

Affected customers, affected 
accounts, complaints, service-

region exposure 

Customer-service 
and transaction 

records 

Count and 
normalized ratio 

Represents 
customer-level 

impact 
Financial 
exposure 

Transaction value, revenue 
loss, penalty estimate, liquidity 

effect 

Finance, payment, 
and incident records 

Currency and 
normalized score 

Quantifies 
economic impact 

Data 
continuity 

Last recoverable point, 
transaction-loss volume, 

replication delay, integrity 
status 

Backup, replication, 
and database logs 

Time, count, 
binary, and ratio 

Measures RPO 
performance 

Recovery 
performance 

Recovery start, recovery 
completion, restoration 

duration, service-capacity 
recovery 

Incident and 
disaster-recovery 

records 

Time and ratio Measures RTO 
and restoration 

results 

Dependency 
condition 

Node availability, dependency 
strength, redundancy, 

substitution status 

Configuration 
records and service 

maps 

Binary, ordinal, 
and weighted score 

Represents 
dependency-

network state 

Disruption 
scenario 

Initiating event, severity, 
duration, affected node, 

propagation path 

Incident records and 
scenario design 

Categorical, 
ordinal, and time-

based 

Defines 
simulation 
conditions 

Recovery 
resources 

Staff, teams, backup capacity, 
facilities, network capacity, 

budget 

Resource register 
and continuity plans 

Count, capacity, 
and cost 

Defines 
optimization 
constraints 

Recovery 
action 

Action type, prerequisite, 
duration, cost, expected 

capacity 

Recovery playbooks 
and expert 
assessment 

Categorical, time, 
cost, and ratio 

Defines decision 
alternatives 

Impact 
tolerance 

Maximum downtime, delay 
limit, transaction-loss limit, 

data-loss limit 

Risk appetite and 
service-owner 

assessment 

Time, ratio, count, 
and threshold 

Determines 
acceptable 
disruption 

Validation 
outcome 

Observed recovery time, 
observed downtime, simulated 

recovery time 

Historical incident 
archive 

Time, ratio, and 
error metric 

Tests model 
validity 

 

H. Reproducibility and Ethical Controls 

The study should maintain a data dictionary containing 
variable definitions, units, coding rules, missing-value 
codes, transformation procedures, and source-system 
descriptions. The dependency graph should be stored in 
node and edge tables, while scenario assumptions 
should be stored in a separate scenario file. The 
simulation seed, optimization settings, model version, 
and software environment should be recorded so that 

the results can be reproduced. Banking data require 
strict confidentiality controls. Customer identifiers, 
account numbers, transaction references, employee 
identifiers, and vendor-sensitive information should be 
removed or replaced with irreversible pseudonyms 
before analysis. Results should be reported at 
aggregated service or scenario level. If synthetic data 
are used, the paper should disclose the generation 
procedure and calibration variables. Access to 



operational records should be restricted to authorized 
researchers, and all exported tables should undergo 
disclosure review. 
 

IV. Results and Discussion 

The results section reports the outcomes of the 
dynamic business impact analysis, dependency-

network assessment, scenario simulation, and recovery 
optimization model. The analysis focuses on service 
disruption, dependency concentration, RTO/RPO 
performance, recovery-resource use, and differences 
between static and dynamic prioritization. The results 
are interpreted in relation to banking operational 
resilience, where critical services must remain within 
predefined disruption tolerances under severe but 
plausible scenarios. Dependency mapping and scenario 
testing are central to this interpretation because service 
failure can originate outside the directly affected 
banking application. 
 

A. Results 

The results show that dynamic, dependency-aware 
analysis identified higher and more variable disruption 
impacts than static business impact analysis, 
particularly for payment processing, core account 
services, and services dependent on shared 
communication and database resources. The proposed 
recovery strategy reduced cumulative impact, 
improved RTO and RPO compliance, and produced 
better system-level recovery performance than 
criticality-only, shortest-recovery-time, and static 
prioritization methods. 
 

i. Data Analysis and General Findings 

The synthetic evaluation dataset contained 12,480 
service–time interval–scenario observations. These 
observations were generated across six mission-critical 

banking services, five primary disruption scenarios, 
and the defined simulation time intervals. Each 
observation records the affected service, disruption 
scenario, dependency condition, dynamic impact score, 
recovery state, RTO/RPO status, and associated 
operational-loss indicators. The dataset was generated 
programmatically under fixed parameter definitions to 
ensure reproducibility, core account services, payment 
processing, online banking, ATM and card services, 
customer authentication, and fraud monitoring. The 
observations represented normal operating conditions 
and five disruption scenarios: ransomware affecting a 
core application, data-centre power interruption, 
telecommunications failure, payment-network 
interruption, and third-party cloud-service failure. The 
data showed that disruption severity was not 
determined only by the initial failure. Dependency 
concentration, transaction demand, recovery-resource 
availability, and the duration of the initiating event 
influenced the final service impact. Payment 
processing and core account services produced the 
largest cumulative impact values because they 
supported a high volume of transactions and connected 
to several shared infrastructure nodes. Online banking 
recorded a high customer-exposure score, while fraud 
monitoring showed a lower immediate customer 
impact but a high secondary risk during prolonged 
disruption.  
 

Table II presents the principal service-level findings. 
The dynamic model generated higher impact values 
than the static model for services exposed to peak 
transaction demand or shared dependency failure. The 
difference was most pronounced for payment 
processing, which experienced a 41.7% increase in 
estimated impact under concurrent telecommunications 
and payment-network disruption. 

 

Table II. Service-Level Results from Dynamic Business Impact Analysis. 
Banking service Mean dynamic 

impact score 

Static 
impact 
score 

Impact 
increase 

Mean 
recovery time 

RTO-

breach rate 

RPO-

breach rate 

Core account 
services 

0.78 0.65 20.0% 4.8 h 31.4% 18.7% 

Payment processing 0.85 0.60 41.7% 6.2 h 46.8% 26.5% 

Online banking 0.72 0.58 24.1% 3.6 h 28.2% 11.9% 

ATM and card 
services 

0.69 0.55 25.5% 4.1 h 34.6% 14.3% 

Customer 
authentication 

0.67 0.52 28.8% 3.2 h 22.7% 9.6% 

Fraud monitoring 0.61 0.49 24.5% 5.4 h 19.5% 21.8% 

 

Values represent the modeled study dataset. Impact 
scores range from 0 to 1, with higher values indicating 
greater business impact. The results indicate that a 

static criticality ranking can underestimate disruption 
during periods of high demand and concurrent 
dependency failure. Payment processing had the 



highest dynamic impact score, the longest mean 
recovery time, and the highest RTO-breach rate. Fraud 
monitoring had a comparatively lower direct service-

impact score but a relatively high RPO-breach rate 
because its operation depended on continuously 
updated event and transaction data. 
 

ii. Recovery Performance Comparison 

The optimized recovery plan was compared with three 
baseline strategies: criticality-only prioritization, 
shortest-recovery-time prioritization, and static 
business impact analysis. The optimized strategy 

selected recovery actions according to impact, 
dependency position, RTO/RPO exposure, resource 
requirements, and scenario probability. The comparison 
showed that the proposed strategy reduced cumulative 
business impact and improved RTO compliance. It did 
not always produce the shortest individual restoration 
time because some actions were delayed while shared 
dependencies were repaired first. This result indicates 
that rapid restoration of one service may not produce 
the greatest system-level benefit if a common upstream 
dependency remains unavailable. 

 

Table III. Comparative Performance of Recovery Prioritization Strategies. 
Recovery strategy Mean 

recovery 
time 

RTO 
compliance 

RPO 
compliance 

Cumulative 
impact score 

Resource 
utilization 

Criticality-only 
prioritization 

5.7 h 61.8% 72.4% 0.74 86.2% 

Shortest-recovery-time 
prioritization 

4.9 h 65.1% 70.8% 0.69 91.5% 

Static business impact 
analysis 

5.2 h 68.7% 75.3% 0.63 88.4% 

Proposed dynamic 
dependency-aware 

model 

4.6 h 82.9% 88.6% 0.47 84.7% 

 

Lower values are preferable for recovery time and 
cumulative impact. Higher values are preferable for 
RTO and RPO compliance. The proposed model 
produced the lowest mean recovery time and 
cumulative impact score among the tested strategies. 
RTO compliance increased from 61.8% under 
criticality-only prioritization to 82.9% under the 
proposed model. RPO compliance reached 88.6%, 
indicating that the recovery plan placed greater priority 
on data restoration and replication status rather than 
focusing only on application availability. 
 

iii. Analysis of Recovery Strategies 

The bar graph compares the four recovery strategies 
across mean recovery time, cumulative impact, RTO 
compliance, and RPO compliance. Since these 
indicators use different units, each value should be 
normalized to a 0-100 performance scale before 
visualization. The proposed strategy records the 
strongest combined performance because it reduces 
recovery time and cumulative impact while increasing 
tolerance compliance. 
 

 

Fig. 4. Comparative Performance of Banking Recovery Prioritization 
Strategies. 

 

iv. Scenario Contribution to Total Impact 
The scenario results show that concurrent failures 
generated the largest operational effects. A 
telecommunications failure alone caused service 
degradation across online banking, ATM services, and 
authentication. A payment-network interruption 
produced a concentrated effect on payment processing. 
The combined telecommunications and payment-
network scenario generated the largest overall impact 
because it affected both transaction execution and 
customer access channels. Five primary single 
disruption scenarios and one concurrent 
telecommunications and payment network disruption 
scenario were evaluated. 
 



 

Fig. 5. Distribution of Total Simulated Business Impact by 
Disruption Scenario. 

 

The line graph presents the mean service-impact score 
over the recovery period. The dynamic model shows a 
mean Dynamic Business Impact Score, followed by a 
slower decline as shared dependencies become 
available. Payment processing remained above its 
impact-tolerance threshold for the longest period. 
Online banking recovered more quickly after 
authentication and telecommunications services were 
restored. 
 

 

Fig. 6. Mean Dynamic Business-Impact Trajectory During Simulated 
Recovery. 

 

“The trajectories start at a high disruption impact level 
and decline as recovery progresses. The initial fall in 
service performance was steepest for payment 
processing and core account services. The decline in 
impact after the fourth hour reflects restoration of 
network and database resources. Services connected to 
the restored dependencies improved together, whereas 
services with independent recovery actions followed 
separate trajectories. 
 

B. Discussion 

The findings indicate that business impact is a 
changing operational condition rather than a fixed 
attribute of a banking service. A service can appear 
moderately critical under ordinary demand but become 
highly exposed during peak transaction periods, 

concurrent incidents, or dependency failure. The 
difference between static and dynamic scores was 
particularly visible for payment processing, where 
transaction volume and shared network dependence 
increased the consequences of disruption. This result 
has a direct implication for business impact analysis. A 
single annual ranking may not provide enough 
information for real-time recovery decisions. The 
impact assessment should be updated as transaction 
demand, dependency status, customer exposure, and 
data-continuity conditions change. Such an approach is 
consistent with supervisory expectations that banks 
map interconnections and test critical services against 
severe but plausible scenarios. The dependency results 
show that shared infrastructure nodes can create 
correlated service failure. Telecommunications, 
authentication, databases, and cloud-hosting resources 
affected several customer-facing services at the same 
time. In these cases, restoring a downstream 
application before restoring the shared dependency 
generated limited operational benefit. The model 
therefore assigned higher recovery priority to resources 
with broad service reach and high weighted 
dependency centrality. The results also distinguish 
direct service criticality from network position. Fraud 
monitoring had a lower immediate service-impact 
score than payment processing but a high data-

continuity risk. A delayed fraud-monitoring function 
may not stop all customer transactions immediately, yet 
it can reduce control capacity and create secondary 
exposure. Recovery planning should therefore include 
control functions and monitoring services, not only 
high-volume transaction services. The recovery 
comparison shows that the proposed model produced 
better system-level outcomes than strategies based on 
criticality or restoration speed alone. The shortest-
recovery-time strategy achieved a lower restoration 
time than the criticality-only strategy, but its 
cumulative impact remained higher than that of the 
dynamic dependency-aware model. This difference 
occurred because rapid restoration of isolated services 
did not always reduce the wider dependency-driven 
disruption. The proposed objective function also made 
RTO and RPO violations explicit. A service that 
becomes available quickly but loses an unacceptable 
amount of transaction data is not fully recovered from a 
business-resilience perspective. The higher RPO 
compliance of the proposed strategy indicates that data 
restoration, replication, and transaction consistency 
received sufficient priority within the recovery 
sequence. The findings support five operational 
implications. First, banks should maintain time-

sensitive service criticality profiles rather than relying 
only on fixed rankings. Second, dependency maps 
should include people, information, technology, 
facilities, communication channels, and third-party 



providers because each can affect service delivery. 
Third, recovery exercises should include concurrent 
scenarios and changing transaction demand. Fourth, 
recovery-resource allocation should consider network 
position and dependency breadth. Fifth, RTO and RPO 
should be evaluated together with customer impact, 
transaction loss, financial exposure, and service-

capacity recovery. The framework can support a 
resilience dashboard for incident commanders. The 
dashboard can display current service impact, affected 
dependencies, predicted RTO breach, predicted RPO 
exposure, available recovery resources, and the next 
recommended recovery action. It can also provide 
scenario-specific recovery sequences for cyber 
incidents, power interruption, network failure, and 
third-party outages. 
 

C. Limitations and Future Work 

The results should be interpreted in light of several 
limitations. First, the numerical findings are based on a 
modeled dataset rather than confidential bank-wide 
operational records. The dataset reflects plausible 
banking conditions, but its distributions may not 
represent every institution, jurisdiction, or service 
architecture. Second, several impact weights and 
dependency strengths rely on expert assessment. 
Different experts may assign different values to 
customer impact, financial loss, data risk, or regulatory 
sensitivity. Third, the model assumes that dependency 
relationships remain sufficiently stable during the 
simulation period. In practice, incident conditions can 
create new dependencies, reduce staff availability, alter 
third-party performance, or change the effectiveness of 
manual workarounds. Fourth, the recovery 
optimization model treats several resource 
characteristics as known or estimated values. Actual 
recovery duration may vary because of fatigue, 
communication delays, incomplete documentation, 
vendor response, or simultaneous incidents. Future 
research should validate the framework with 
anonymized operational data from multiple banks and 
geographic regions. A digital-twin implementation 
could connect live service telemetry, dependency 
status, incident information, and recovery actions. 
Further work should incorporate adaptive learning so 
that impact weights, recovery durations, and 
propagation probabilities update after each exercise or 
incident. Research should also examine privacy-

preserving collaboration across banks, allowing 
institutions to compare disruption patterns without 
exchanging customer-level or institution-sensitive 
records. Future models should include adversarial 
cyber scenarios, staff unavailability, third-party 
concentration risk, liquidity effects, and cross-border 
payment dependencies. Multi-objective optimization 
could present a Pareto frontier among recovery speed, 

customer impact, cost, data loss, and resource 
consumption rather than producing a single ranking. 
Field validation should compare predicted and 
observed recovery trajectories through repeated 
resilience exercises. 
 

V. Conclusion 

This study developed a dynamic business impact 
analysis and dependency-aware recovery optimization 
framework for mission-critical banking services. The 
objective was to connect changing service impact, 
dependency-driven disruption, cascading failure, 
RTO/RPO exposure, and limited recovery resources 
within one analytical process. The results showed that 
dynamic assessment produced higher and more 
differentiated impact estimates than static 
prioritization, particularly for payment processing and 
services exposed to shared communication, 
authentication, database, and cloud dependencies. The 
combined telecommunications and payment-network 
scenario generated the largest cumulative impact. The 
dynamic dependency-aware recovery strategy reduced 
cumulative impact to 0.47, increased RTO compliance 
to 82.9%, increased RPO compliance to 88.6%, and 
achieved a mean recovery time of 4.6 hours in the 
modeled dataset. The principal implication is that 
banking recovery decisions should not rely only on 
service labels or shortest restoration time. Recovery 
priority should reflect current transaction demand, 
customer exposure, data-continuity risk, dependency 
position, scenario probability, and resource availability. 
The framework can support incident command, 
operational-resilience testing, recovery playbook 
design, impact-tolerance assessment, and investment 
planning for redundant infrastructure. Future 
applications should use institution-specific operational 
data, live dependency telemetry, concurrent disruption 
scenarios, privacy-preserving cross-bank analysis, and 
adaptive optimization. Validation against real incident 
records and controlled resilience exercises should 
precede operational deployment. 
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