Preprints are preliminary reports that have not undergone peer review.

6 Research Sq uare They should not be considered conclusive, used to inform clinical practice,

or referenced by the media as validated information.

Identifying Policy-Engine Semantics from 1
Distinguishing Probes: Sound Feasibility and
Graded Verification for Outcome-Level
Configuration Changes

Blessing Honmane

honmanehumbleorioclafomail . com

Safelinx Technology https://orcid.org/0009-0009-4362-321X

Research Article

Keywords: policy engines, firewall configuration, active identification, assurance, verification, intent-
based management

Posted Date: October 28th, 2026
DOI: https://doi.org/10.21203/rs.3.rs-11524043/v1

License: €© ® This work is licensed under a Creative Commons Attribution 4.0 International License.
Read Full License

Additional Declarations: The authors declare no competing interests.


https://doi.org/10.21203/rs.3.rs-11524043/v1
https://doi.org/10.21203/rs.3.rs-11524043/v1
https://orcid.org/0009-0009-4362-321X
https://doi.org/10.21203/rs.3.rs-11524043/v1
https://creativecommons.org/licenses/by/4.0/

Identifying Policy-Engine Semantics from
Distinguishing Probes: Sound Feasibility and Graded
Verification for Outcome-Level Configuration
Changes

Blessing Honmane Director, Safelinx Technology
Lagos, Nigeria
Email: blessing.honmane @safelinx.ng
ORCID: https://orcid.org/0009-0009-4362-321X

Abstract: An agent asked to realize an outcome, such as
permitting a set of flows, on an unfamiliar ordered-rule policy
engine must know how the engine resolves overlapping rules. We
ask how far sandbox probes can establish that when a finite class
of candidate semantics is declared in advance. Probes identify the
semantics exactly when they distinguish every pair of candidates,
an instance of known oracle-guided identification. Our main
finding is that identification does not show that the engine belongs
to the class: a suite that leaves any modeled probe unqueried
is blind to some out-of-class engine, and random probing needs
©(1/e) probes, up to a In k factor, to detect an engine that is e-far.
On real Linux netfilter, Linux routing, nginx and OpenBSD pf,
three or four probes identify in-class engines exactly, yet the same
suite accepted a wrong hypothesis on all six out-of-class engines
we built and on 123 more from a seeded generator. Structured
and random suites detect different deviations, and no suite found
the engines that deviate only at four rules. A plan can be checked
with one probe per cell instead of one per flow: on a space of
65,536 flows this took 3 to 39 probes instead of 131,072, with
the same verdicts. A sandbox that reuses connection-tracking
state answers from history, which defeats identification and plan
checks alike, and a control run catches it. AWS and Azure are
simulated, not measured.

Index Terms: policy engines, firewall configuration, active
identification, assurance, verification, intent-based management

I. INTRODUCTION

Outcome-level management interfaces let a client say what
it wants, for example “permit these flows”, and leave the
realization to an agent [1]. For ordered-rule policy engines the
realization step is not mechanical. Whether a new permit rule
takes effect depends on how the engine resolves overlapping
rules, and engines differ: some honor the first matching rule,
some the last, some an explicit priority, some the most specific
match. An agent that assumes the wrong convention produces
a configuration that looks correct and behaves incorrectly.

Example 1. Flows are the integers {0, 1,2,3}. The policy
has one rule, r; = ([1, 1], deny), and the default is deny. The
request is to permit M = [0, 2]. Under first-match semantics,
inserting ([0, 2], permit) at the top works. Under best-match
semantics (the most specific matching rule wins), r; is strictly
more specific than the new rule on flow 1, so no insertion

position makes flow 1 permitted. A planner that assumes first-
match returns a plan that is wrong on flow 1.

The agent therefore needs evidence about the engine’s
semantics and a clear statement of how far that evidence
reaches. We formalize both and prove what can and cannot be
established.

Contributions:

1) The price of class membership. A suite that leaves any
modeled probe unqueried cannot certify that a target
belongs to the declared class (Theorem 3), and random
probing detects e-far deviations with ©(1/¢) probes, up
to a In k factor (Theorem 4, Corollary 1).

2) Measurements on four real engine families (Sec-
tions VII-D, VII-E, VII-F and VII-H): Linux netfilter,
Linux routing, nginx and OpenBSD pf, driven with real
packets or requests. In-class engines are identified exactly
by suites of three or four probes. On six engines we built
outside the class, the identification suite accepts a wrong
hypothesis and only exhaustive or structured probing
refutes it. A seeded generator, fixed before the run, then
produced 123 further deviating engines, which test the
structured suite on engines it was not designed around.

3) Oracle fidelity can fail silently. On Linux netfilter with
the common established-connections accept, a sandbox
that reuses source ports answers from earlier probes,
which defeats both the model-based check and an apply-
and-diff check. A control run catches it, and fresh source
ports remove it (Section VII-G). A real-engine run on
a space of 65,536 flows compares the cell check with
enumeration (Section VII-A).

4) A hypothesis class drawn from vendor documentation,
with simulations of iptables, pf, AWS network ACLs and
Azure security groups, including a documented feature
(pf’s quick) whose omission from the class yields a
wrong plan, in simulation and on real OpenBSD pf
(Sections VII and VII-F).

5) An assurance calculus with a soundness theorem and
a fault-attribution corollary, which carries the identified
semantics and its stated assumptions into a feasibility
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verdict and graded verification (Sections V and VI).

Scope and novelty: A targeted literature check (Section II)
found precedent for each ingredient. Theorems 1 and 2 are an
instance of oracle-guided identification with distinguishing
inputs [2] and of classical identification experiments [3].
Assumption 2 plays the role of the fault-domain assumption
of conformance testing [4]. Elementary cells and exact dif-
ferencing of rule lists are standard in firewall analysis [5],
[6]. Choosing probes that separate every pair of candidates is
a set-cover problem, as in work on identifying a language
model behind a black-box interface [7]. The contribution
is narrower: applying identification to the conflict-resolution
semantics of a policy engine with configurations the agent
installs in a sandbox; the explicit price of class membership
(Theorems 3 and 4); and the way the identified semantics and
its stated assumptions flow into a feasibility verdict and graded
verification (Sections V and VI). The measurements cover four
real engine families (Sections VII-D, VII-E, VII-F and VII-H).
No commercial or cloud device is measured.

II. RELATED WORK

This survey is targeted, not exhaustive.

Outcome-level management and plans: Intent-based net-
working describes operators stating desired outcomes [1].
NETCONF and YANG give machine-readable configuration
interfaces [8], [9]. Applying a saved Terraform plan executes
only the operations recorded in the plan [10]; such tools rely
on per-vendor provider code.

Verification under a fixed semantics model: Header-
space analysis [11] and Batfish [12] derive the behavior
that would result from a configuration; Zelkova encodes the
semantics of the AWS policy language into SMT [13]. Firewall
decision diagrams convert an ordered rule sequence into an
equivalent conflict-free diagram [5], and diverse firewall design
computes functional discrepancies between designs with such
diagrams [6]. Policy-anomaly classification such as shadowing
is treated in [14]. These works fix the semantics model in
advance. Our Lemma 4 and Theorems 5 and 6 are standard in
spirit for first-match lists; the point here is to attach them to
an identified, assumption-labeled semantics.

Testing models and implementations by installed config-
urations: Metha generates configurations and compares the
output of network analysis tools with real router software to
find discrepancies in the tools’ models [15]. El-Atawy et al.
test firewall enforcement with randomly generated policies and
traffic [16]. These are closest to our probe model, in which the
prober chooses the installed configuration. They check a given
model for discrepancies; we select among candidate models
and attach an assurance level to what follows.

Inferring policies by probing: Samak et al. reconstruct
a fixed unknown firewall policy by active probing [17], [18],
Alhamwi et al. discover a firewall’s accept rules with a delay-
based probing technique [19], and Salah et al. probe for the last-
matching rules of a firewall [20]. Argyros et al. apply automata
learning to black-box filters [21] and use black-box differential
automata learning for evasion attacks and fingerprinting [22].
In these works the policy is fixed and the unknown is the policy

itself; here the prober installs policies and the unknown is the
engine’s conflict-resolution semantics, drawn from a declared
class. Iyer and Masoumzadeh learn the policy enforced by a
black-box access-control system from its responses [23]; there
too the unknown is the policy.

Authorization languages and combining algorithms:
Authorization languages usually fix their conflict resolution by
design. Cedar lets forbid policies override permit policies and
denies by default, and its semantics is formalized and tested
against a reference model [24], [25]. XACML defines combin-
ing algorithms such as deny-overrides and first-applicable, with
a formal semantics [26] and conditions under which pairs of
algorithms differ [27]; Margrave computes semantic differences
between XACML policies [28]. These works take the resolution
rule as given. The pairwise difference conditions are the kind
of fact a distinguishing probe relies on, and the combining
algorithms are natural members of a hypothesis class.

Validating models against real devices: CrystalNet runs
production switch software in an emulated network instead
of modeling it [29]. Krentsel et al. argue that hand-written
models of router control planes cannot stay faithful, and report
a configuration-ordering assumption in Batfish’s model that
disagreed with emulated routers [30]. This is evidence that
ordering semantics is a real unknown. These systems replace
the model by the device; they do not infer, select or certify a
semantics.

Model inference for network functions: Alembic [31]
infers behavioral models of black-box firewalls, NATs and load
balancers by installing configurations and learning, for each
rule type, a symbolic finite-state machine with an extension of
Angluin’s algorithm [32]. It takes the rule-processing semantics
(first-match in its implementation) from vendor documentation
as an input, and its evaluation concerns stateful TCP behavior.
We study the complementary stateless question: the conflict-
resolution semantics is the unknown, drawn from a declared
class, and we characterize what a probe suite can and cannot
establish about it. An identified semantics could serve as
Alembic’s processing-semantics input.

Identification theory: ldentifying a member of a finite
class from query answers is classical [3], [32]. In conformance
testing, finite test suites are justified only relative to a fault-
domain assumption [4], which corresponds to our Assump-
tion 2; Theorem 3 is a formal statement of why it cannot be
dropped. Oracle-guided synthesis keeps a set of candidates
consistent with oracle answers and asks for a distinguishing
input between non-equivalent candidates until one remains [2];
Theorems 1 and 2 and Algorithm 1 are an instance of that
scheme for a finite class. Das and Gupta formalize identification
of one of M candidate language models behind a black-box
interface and show that choosing probes so that every pair is
separated is exactly weighted set cover [7]; their responses are
probabilistic where ours are deterministic, and their candidates
are models rather than conflict-resolution rules, but the pairwise-
separation structure is the same.

Untrusted producer, trusted checker: Proof-carrying
code [33] and translation validation [34] separate an untrusted
producer from a small trusted checker; Section VI applies that
separation to proposals of semantics and plans.



Gap: Probing a network function with installed configura-
tions to infer a model is established [31]. To our knowledge, no
work treats the conflict-resolution semantics of a policy engine
as the unknown drawn from a declared class and combines (i)
its exact identification conditions, (ii) a quantified account of
what class membership costs, and (iii) the propagation of that
conditional into feasibility and verification claims. The nearest
works are black-box policy learning [23], which infers the
policy and not the semantics, and model-free verification [30],
which motivates the problem but does not select among
semantics.

ITI. MODEL

A. Flows, rules, policies

Let X; ={0,...,N; —1} for j =1,...,d and let the flow
space be F = X%+ -x X (finite). A boxis B = []7_, [a;, bj]
with 0 < a; < b; < Nj; write | B| for its cardinality. Decisions
are D = {0, 1}, with 1 = permit and 0 = deny.

A ruleis r = (B, a, ) with box B, action a € D and priority
m € N. A policy is P = (r1,...,7r,;0) with n > 0 rules and
default § € D; write r; = (B;,a;,m;) and [n] = {1,...,n}.
Let P be the set of all policies. The signature of a flow is

op(f)={ien]: feB;}.

B. Rule-list semantics
A semantics h is given by a winner map wy (P, S) € S for

each policy P and nonempty S C [n]. It defines the decision
function

ev(P, f) = {a“’“(P’””” if op(f) # 0.

6 otherwise.
Four semantics are used throughout:

wem (P, S) = min S, wim (P, S) = max S,
wpr(P,S) =min{i € S:m =7ng}, 7wg= max;,
j€
wem(P,S) =min{i € S: |B;| =vs}, vs= mi?|Bj|.
Jje

These are first-match, last-match, highest-priority (ties to the
earlier rule) and most-specific-match (smaller box wins, ties
to the earlier rule). They are stylized; real engines have
further features (zones, address translation, state, application
identification). Assumption 4 below makes that gap explicit.

Lemma 1 (Signature determinacy). For every semantics h as
above, if op(f) = op(f') then evy(P, ) = evp(P, f).

Proof. Immediate from the definition: evy (P, f) depends on
f only through op(f). O

C. Sandbox oracle and probes

Let P* C P be the class of policies the model can express,
and U* = P* x F the modeled domain. The target is a function
T :U* — D. A probe is a pair u = (P, f); the sandbox lets
the agent install P and query f. Let 4 C U* be the probe
universe the sandbox can execute. A finite hypothesis class H
with |H| = k is declared in advance. It is irredundant on U

TABLE I
ASSUMPTIONS USED BY EACH RESULT. O: ORACLE FIDELITY, C: CLASS
MEMBERSHIP, S: SIGNATURE DETERMINACY, M: MODELABILITY.
THEOREM 3 AND THE SOUNDNESS THEOREM USE NONE; THEOREM 4 USES
PROBES DRAWN INDEPENDENTLY OF THE TARGET.

Result O C S M
Thm. 1(a), identification X X

Thm. 3, blind targets

Thm. 4, detection X

Prop. 2, planning X X
Thm. 5, Q1 by cells X X X
Thm. 6, non-interference X X
Thm. 7, soundness

if for all h # A’ in H there is u € U with evy(u) # evps (u)
(observationally equal members are merged).

Assumption 1 (Oracle fidelity). For every u € U the sandbox
returns T'(u), deterministically.

Assumption 2 (Class membership). There exists h* € H with
T(u) = evp-(u) for all u € U*.

Assumption 3 (Signature determinacy). For every P € P*,
T(P,f) =T(P, f') whenever op(f) = op(f’).

Assumption 4 (Modelability). The production policy, and every
policy the agent proposes, lie in P*.

Assumption 2 implies Assumption 3 (by Lemma 1) but not
conversely. We keep them apart because Section V shows some
results need only the weaker one. Table I lists which result
uses which assumption.

IV. IDENTIFICATION BY DISTINGUISHING PROBES

Definition 1 (Suites, consistency). A finite set S C U is a
distinguishing suite for H if for all h % b’ in H there is u € S
with evy,(u) # evys (u). The consistent set of S for target T is

Cons(S,T)={heHH: Yues, evp(u)=T(u)}.

Theorem 1 (Identification). Let H be irredundant on U and
S C U finite.
(a) If S is distinguishing and T satisfies Assumption 2 with
witness h*, then Cons(S,T) = {h*}.
(b) If S is not distinguishing, there is a target satisfying
Assumption 2 with |Cons(S,T)| > 2.
Hence S identifies every in-class target if and only if S is
distinguishing.

Proof. (a) h* € Cons(S,T) because T = evy+ on U* D S.
Suppose h # h* lay in Cons(S,T). Then evy(u) = T'(u) =
evy»(u) for all u € S, contradicting that .S separates h and h*.
(b) Choose h # h' not separated by S and let T' = evy,. Then
T is in-class, and evy/(u) = evp(u) = T'(u) for all u € S, so
{h,h'} C Cons(S,T). O

Proposition 1 (Agreement). Assume Assumptions 1 and 2,
and let C = Cons(S,T) for any finite S C U (distinguishing
or not). If evp, (P, f) = evp/ (P, f) for all h,h' € C, then
T(P', f)=evp(P, f) for every h € C.



Algorithm 1 Deterministic greedy distinguishing suite
u N) g L{

Require: #; ordered probe pool (uq,...,
1S« (); I« {H}
2: while some class K € II has | K| > 1 do

3: t < least index such that w; splits some class of II
4 if no such ¢ exists then
5 return FAIL (two members are observationally

equal on the pool)
6: end if
7 append u; to S; refine II by the responses at u;
8: end while
9: return S

Proof. By Assumption 2 and T' = evp« on S, h* € C, and
T(P', f) = evp«(P', f) = evy(P', f) for every h € C by
agreement. O

Proposition 1 lets a conclusion about a specific policy
stand even when the suite leaves several hypotheses consistent,
provided they agree on that policy.

Theorem 2 (Size of distinguishing suites). Let |H| =k > 1
with ‘H irredundant on U.

(a) Every distinguishing suite has |S| > [logs k.

(b) A distinguishing suite with |S| < k — 1 exists, and
Algorithm 1 constructs one deterministically whenever
its probe pool separates every pair of hypotheses.

(c) For every k > 2 there exist classes attaining the lower
bound and classes attaining the upper bound.

Proof. (a) For a suite S define g : H — D° by pg(h) =
(evp(u))yes- S is distinguishing iff ¢g is injective. Therefore
k<205l

(b) Algorithm 1 maintains the partition II of # into classes
with equal response vectors on the current suite. Each iteration
adds a probe that splits at least one class, so |II| strictly
increases; it starts at 1 and cannot exceed k, so there are
at most k — 1 iterations. If some class has two members,
irredundance gives a probe in U/ separating them, so a splitting
probe exists and the algorithm does not fail. At termination
every class is a singleton, so ¢g is injective.

(c) Lower bound attained. Let m = [log, k]|, U =
{ui,...,un}, and let ho, ..., hy—1 be defined by evy, (u;) =
the j-th bit of the binary expansion of i. The k vectors are
distinct, so H is irredundant and S' = U is distinguishing with
|S| = m. Upper bound attained. Let U = {uy,...,up_1},
evy, = 0 and evy,(u;) = [¢ = j] for 4 > 1. Then ho and h;
differ only at u;, so every distinguishing suite contains every
u;, and the minimum size is k — 1. O

The output depends only on the ordered pool and 7, as a
deterministic checker requires. It is not minimum in general: a

minimum suite is a minimum set cover over pairs of hypotheses.

A. What class membership costs

Theorem 3 (Blind targets). Let S be a distinguishing suite for
H and u € U* \ S. For h € H define T""(x) = evy,(x) for
x # u and T (u) = 1 — evy(u). Then

(i) Cons(S,T"") = {h}, and
(ii) there is no h! € H with evy, = T"" on U*.

Proof. (i) T™* = ev;, on S since u ¢ S, so h € Cons. Any
h' # h in Cons would agree with ev;, on S, contradicting that
S is distinguishing. (ii) Suppose ev,, = T"" on U*. Since
ué¢ S, evy =evyonS,soh’ = hbecause S is distinguishing.
But then evy, (u) = T""(u) = 1—evy,(u), a contradiction. [

Theorem 3 says that every distinguishing suite that omits
some modeled probe identifies some out-of-class target as a
member of H, and that the identified member is wrong at
u. The probes therefore cannot discharge Assumption 2, and
any conclusion that depends on it must carry it explicitly.
The theorem concerns suites that leave some modeled probe
unqueried. If the modeled domain is finite and small enough
to query in full, as in the exhaustive sweeps of Section VII,
the whole domain is a suite and does certify membership for
that domain; with policies of unbounded length no finite suite
does. Detecting deviations is a separate, statistical question.

Theorem 4 (Detection by random probing). Let u be a proba-
bility distribution on a finite pool Uy CU* and T : Uy — D
any target. For h € H let d, = p{u : T'(u) # evp(u)} and
€ = minpey dp. Let S = (uq,...,uy,) be drawn i.i.d. from p,
independently of T. Then

(1—e)™ < Pr[Cons(S,T) # 0] < Z(l—dh)" < ke ",
heH

Proof. h € Cons(S,T) iff every u; avoids {u : T(u) #
evy,(u)}, which has probability (1 — dj,)™. The union bound
gives the middle inequality. For the lower bound take hy with
dp, = €: Pr[hg € Cons] = (1 — ¢)™. Finally (1 — dp)" <
(I—g)™ <eem O

Say that T is e-far from H when miny d;, > € and that
deviation is detected when Cons(S,T) = (.

Corollary 1 (Sample complexity). For 0 < e < land 0 < 6§ <
1: (i) n > e~ In(k/9) suffices for detection with probability at
least 1 — 6 against every e-far T; (ii) if some T has miny, dj, =
g, then detection with probability at least 1 — § requires n >
(1 —¢)e tIn(1/9).

Proof. (i) From Theorem 4, Pr[miss] < ke ™ < 4. (i) A
miss has probability at least (1 —¢)™, so we need (1—¢)™ < 4,
ie.n>In(1/8)/In2=, and In - < =, O

1—¢’ l—e — 1—¢

Remark 1 (Determinism and adversaries). Theorem 4 treats
T as fixed independently of the draw. A deterministic suite
generated from a fixed public seed carries this guarantee only
against targets whose deviations are independent of the seed.
Against a target that adapts to the suite, Theorem 3 applies:
no deterministic suite that omits a modeled probe detects
all deviations. An adversary who knows the suite, such as
a hook rule installed to answer the known probes correctly,
can therefore evade it. The bounds of Theorem 4 hold against
such an adversary only if the probes are drawn from a source
the adversary cannot see.

Remark 2 (Identification and detection are different costs).
Identification of an in-class target needs at most k — 1 probes,



a quantity independent of the target and of ¢/ (Theorem 2).
Detecting an e-far target by random probing needs on the order
of 1/e probes. Structured deviations may be found with fewer
probes by targeted tests; that is a design question for the probe
pool, not something these bounds exclude.

V. FROM IDENTIFICATION TO VERIFICATION

Throughout this section 7" is the target, P’ is the policy after
a proposed change, and M is the requested match set, a box.
The two postconditions are: (Q1) T'(P’, f) = permit for all
feM;(Q2T(P,f)=T(P,f) for all f ¢ M, where P is
the policy before the change.

A. The verdict depends on the semantics

Let P = (ry,...,7p, T, p41,...,7Tn;0) denote P with a
rule r inserted at position p € {0,...,n}; the new rule has
index p+ 1. Let ¢;, : [n] = [n+ 1] map i — ¢ for i < p
and ¢ — ¢ + 1 otherwise. A semantics h is insertion-stable if
wp (P, 1p(S)) = tp(wr (P, S)) for all nonempty S C [n], all
rules r and all positions p.

Lemma 2. FM, LM, PR, BM are insertion-stable.

Proof. Rule i of P is rule ¢, (i) of P’ with the same priority
and box, and ¢, is strictly increasing, hence preserves the index
order used in all four winner maps and in their tie-breaking. [

Lemma 3 (Locality). If h is insertion-stable and P’ is P with
r = (B, a, ) inserted, then evy (P, f) = evy(P, f) for every
f ¢ B.

Proof. For f ¢ B the new rule does not match, so op/(f) =
tp(op(f)). If this set is empty both decisions are ¢. Otherwise
insertion stability gives wp(P’,op(f)) = tp(wn(P,op(f))),
which is the same rule. O

Proposition 2 (Planning and semantic dependence). Let M
be a box and r = (M, permit, ).

(a) Under FM, inserting r at position 0 satisfies QI; under
LM, inserting at position n does; under PR, inserting at
any position with ™ > max; m; does.

(b) In each case Q2 holds as well.

(c) Under BM there exist P and M for which no insertion of
a rule with box M, at any position and priority, satisfies

ol.

Proof. (a) For f € M the new rule is in the signature. Under
FM at position 0 it has the least index; under LM at position n
the greatest; under PR it has strictly the greatest priority. In each
case it wins, and its action is permit. (b) Lemma 3 with B = M.
(c) Example 1: 1 = ([1,1],deny) has |B;| =1 < 3 = |M]|,
so 71 beats r at flow 1 for every position. Priorities are ignored
by BM. O

Proposition 2 shows the consequence of misidentification.
In Example 1 the plan “insert at position 0” is correct under
FM and false under BM. A checker that reports a feasible
plan on the basis of an unidentified semantics can therefore
report a false verdict, which is why identification evidence
must precede the feasibility verdict.

B. Verifying universal postconditions

Lemma 4 (Elementary cells). Let B be a set of m boxes in F.
There is a partition of F into at most (2m + 1)¢ boxes (cells)
such that every B € B either contains a cell or is disjoint from
it. In particular, op is constant on each cell when the rules of
P have boxes in B.

Proof. For each coordinate j let K; = {0} U{q;(B) : B €
B}U{b;(B)+1:Be€B, bj(B)+1< N;}; then |K;| <
2m+ 1. The points of K; cut X; into |K;| maximal segments
[s,t] with no cut point in (s, t]. For z,z + 1 in one segment,
z+1¢ K;,s0x+1%#a;(B)and z+1# b;(B)+ 1, hence
z+1 € [a;j(B),b;(B)] iff € [a;(B),b;(B)]: membership is
constant on a segment. A flow lies in B iff each coordinate
lies in the corresponding interval, so membership of B is
constant on every product of segments. There are at most
[1; 1K;| < (2m +1)¢ such products. O

Theorem 5 (Partition verification of Q1). Assume Assumption 3
and P’ € P* with n/ rules. Let C be the cells of Lemma 4 for
the boxes of P’ together with M, and let R contain one flow
from each cell contained in M. Then |R| < (2(n' + 1)+ 1)4,
and if T(P’, q) = permit for all ¢ € R then T(P’, f) = permit
for all f € M.

Proof. Since M is among the boxes, every cell is contained in
M or disjoint from it, and the cells contained in M cover M. By
Lemma 4, op/ is constant on each cell, so by Assumption 3
T(P’,-) is constant on each cell. The count follows from
Lemma 4 with m =n' + 1. O

Remark 3. Theorem 5 uses only signature determinacy, not the
identification of h*. Identification is needed for what comes
before and after: choosing where to insert (Proposition 2) and
predicting the effect on flows outside M without querying the
target (Theorem 6). If Assumption 3 is not available, probing
a cell representative establishes only that representative, and
the postcondition is verified partially.

Theorem 6 (Non-interference). Assume Assumptions 2 and 4,
with witness h* insertion-stable. Let P’ be P with r =
(B, permit, w) inserted, M C B a box, and A = {f :
evp (P, f) # evp«(P', f)}. Then:
(1) A C B; hence if B= M, Q2 holds.
(ii) In general Q2 holds iff A C M, and this is decidable
in time O(n (2n + 5)%), where n = |P|.

Proof. Under Assumption 2, T' = evy,- on UU*, and P, P’ € P*
by Assumption 4. (i) is Lemma 3. (ii) Q2 states A C M by
definition. Take the cells of Lemma 4 for the boxes of P’
together with M since the boxes of P are among those of
P’, both evp«(P,-) and evy-(P’,-) are constant on each cell
(Lemma 1). Hence A is a union of cells, and every cell is
inside M or disjoint from it. Q2 holds iff every cell disjoint
from M has equal decisions under P and P’. There are at
most (2(n + 2) + 1) = (2n + 5)¢ cells, and each evaluation
costs O(n). O

Remark 4 (Exact fidelity). Theorem 6(i) turns non-interference
into a binding obligation: the inserted rule’s box must equal the
requested match. If the native object resolves to a strictly larger



box (a “broader” realization), Q2 can fail, and (ii) computes
exactly where. The time bound is for direct enumeration of
cells; decision diagrams avoid it.

VI. AN ASSURANCE CALCULUS
A. Levels, evidence, rules

Let L = {U < A < S < E} (unknown, asserted, supported,
established), a chain with meet min. Let € be a set of worlds.
Each claim c has a truth set [c¢] C Q. A finite set .A of named
assumptions (for example Assumptions 1-4 and platform
assumptions such as the correctness of native authorization)
has truth sets [7] C Q; for A C Alet Qa4 =, c4[7].

An evidence item e has a claim c(e), a level A\(e) € L and
an assumption set a(e) C A. It is base-sound if A(e) = E
implies Q) C [c(e)].

A rule is p = (T, cp,mp, ap): premise claims I'y, conclu-
sion ¢,, cap m, € L, assumptions o, C A. It is E-sound if
m, = E implies

Qa, N ﬂ [v] <€ [eo]-

A derivation is a finite tree whose leaves are evidence
items and whose internal nodes apply rules to their children’s
conclusions. Node levels and assumption sets are defined by

min

)\ !
" child of v (v ))’

a(v) = ap UU, ehitd of » ¢(V')-

A(v) = min (m,,

Proposals from an untrusted source enter as leaves with level U
and are raised only by rules that consume independent evidence.

Theorem 7 (Soundness of established claims). If every evidence
item is base-sound and every rule is E-sound, then for every
derivation node v with A(v) = E and conclusion c,,

Qa(v) - [[Cvﬂ .

Proof. Induction on the tree. A leaf is base-sound. For an
internal node v with rule p and A(v) = E we have m, = E
and all children at E. By induction, Q,(,»y € [7] for each
child v" with conclusion v € T',,. Since a(v) 2 a, UlJ a(v'),
Qa(v) € Qa, NN, [7] € [¢,] by E-soundness. O

Proposition 3 (No laundering). For every node v, A(v) < A({)
for every leaf £ below v, and \(v) < m, for every rule p
applied at or below v.

Proof. Induction: A(v) is a minimum that includes m, and the
children’s levels. ]

Consequently a claim whose derivations all rest on a
declaration capped at A cannot be established, however many
rules are applied.

Corollary 2 (Fault attribution). Suppose a derivation node
v with \(v) = E and conclusion c,, built from base-sound
evidence and E-sound rules. If w € Q and w ¢ [c,], then
w & [7] for some T € a(v).

Proof. Contrapositive of Theorem 7. O

Corollary 2 is what makes a failure traceable: a wrongly
established claim is attributed to a named assumption in a(v)
(which the result discloses), or else to an unsound rule or base
item, which is a defect of the specification rather than of the
world.

B. Instantiating the calculus

Semantics identification: Let pgor have conclusion “T" =
evy, on U*”, premises the E-level observations T'(u) for u € S
(under Assumption 1), the decidable fact that .S is distinguishing
for H, and h the unique element of Cons(S,T'). Its assumption
set is { Assumption 1, Assumption 2}. By Theorem 1(a), psem iS
E-sound. Theorem 3 shows the assumption on class membership
cannot be dropped.

Universal verification: The partition rule has conclusion
QI, premises the probe responses on R and the cell con-
struction, and assumptions {Assumption 1, Assumption 3}.
It is E-sound by Theorem 5. The differencing rule for Q2
additionally needs Assumptions 2 and 4 and is E-sound by
Theorem 6. Without them the results are capped below E and
the reported verification status is partial.

Feasibility: A request is feasible at the stated model
version iff every precondition claim of the requested profile
has a derivation at E, the plan’s dependencies satisfy their
guards, and no unresolved conflict exists. Let A* be the union
of the derivations’ assumption sets. Under Corollary 2, every
precondition holds at assessment time in every world satisfying
A*. Feasible does not mean the change succeeds in the live
system: execution can fail, concurrent changes can intervene,
and verification can be partial.

A worked request: Take Example 1 with H
{FM,BM}. The suite is one probe u; = (Fp,2) with
Py = (([0, 3], permit), ([2, 2], deny)), which is distinguishing:
FM permits flow 2 and BM denies it. The plan inserts
r = ([0, 2], permit) at position 0, giving P’. By Theorem 5
the cells inside M = [0,2] are the flows 0,1,2, so QI is
checked by three probes of (P’,-). Since the box of r equals
M, Theorem 6(i) gives Q2 without further probes.

e In-class target, first-match. T'(u1) = permit, so Cons =
{FM}. The three probes return permit. Q1 is established
at E under Assumptions 1 and 3, and Q2 at E under
Assumptions 2 and 4 as well.

o Out-of-class target that is first-match except that (P, 1) is
denied (a hidden hook; this is TFM% of Theorem 3 with
u = (P',1) ¢ S). The identification suite still returns
{FM} and the plan is still chosen. The Q1 probe at flow 1
returns deny, so Q1 is not established and the change
is rejected. The calculus did not detect the deviation by
identification; the probe in the Q1 check did, because
Theorem 5 does not rely on class membership.

e Out-of-class target that is first-match except that (P’,3)
is permitted. Flow 3 is outside M. Q1 passes, and Q2
is reported at E because the model predicts no change
at flow 3. Q2 is false. Corollary 2 attributes the error to
Assumption 2, which is in the assumption set of the Q2
claim and was disclosed with it. Nothing in the procedure
detects it unless flow 3 is probed.



TABLE II
PROBES NEEDED TO CHECK A PLAN, N = 256, M = [64,191]%, ONE
FIXED RANDOM EXAMPLE PER ROW. “ENUMERATE” QUERIES EVERY FLOW,
“CELLS” ONE FLOW PER ELEMENTARY CELL OF P/ AND M, “Q1 CELLS”
ONLY THE CELLS INSIDE M.

d n  Enumerate  Cells QI cells
1 5 256 12 3
1 10 256 23 11
2 5 65,536 169 18
2 10 65,536 441 80
3 5 16,777,216 1,728 18
3 10 16,777,216 9,200 352

VII. COMPUTATIONAL CHECKS AND MEASUREMENTS

This section compares the cell check with enumeration,
simulates documented vendor behavior, and then measures real
engines in a sandbox. Computational checks of the theorems
on small instances are in the appendix.

A. A baseline: apply and diff

The obvious alternative to identification is to install the
planned policy in the sandbox and query every flow, before and
after. This needs no hypothesis class and no class assumption,
and it checks Q1 and Q2 on the real engine for that plan. Where
F can be enumerated it is the stronger test, and it would
have caught both out-of-class cases of the worked request
in Section VI. The cell check has an advantage only in cost.
Table II counts probes (script baseline_cost.py) for N =
256 values per dimension, a request box M = [64,191]¢ and
n random rules. Enumeration needs N¢ probes for Q1 and Q2,
while probing one flow per cell needs a number that depends
on n and d but not on N. Probing every cell of P’ and of
P checks Q1 and Q2 with Assumption 3 only, and it is the
comparison to make when F' is too large to enumerate. Using
the identified semantics to predict Q2 instead (Theorem 6)
leaves only the QI probes, at the price of Assumption 2. The

measurements here count probes only and do not time anything.

We also ran both checks on real nftables
with a flow space of 65,536 addresses (script
real_engine_experiment8_scale.py, kernel

6.18.44). Flow f is the destination address 10.98.(f >
8) . (f&255), one socket receives every datagram, and a plan
inserts a permit rule for a random box M of 8,000 to 30,000
addresses at position 0 of a random policy of 5 to 40 rules.
For each of eight plans we installed the old and the new policy
and queried all 65,536 flows under each (131,072 probes,
about 11 s per plan), then probed one flow per cell inside M
(3 to 39 probes). The verdicts for Q1 and Q2 agreed on all

eight plans, and the engine equalled first-match on every flow.

The cell check took a fraction of a second, but that time is
dominated by a fixed settling wait and the rule installation,
so we report probe counts rather than a speed-up. The cell
check relies on signature determinacy: a second table that
drops one address inside M, not at a cell boundary, passed the
cell check with one probe and failed enumeration. The cell
check is therefore exact for what it covers and silent about a
deviation inside a cell.

The gap grows with d because the cell count is bounded by
(2n+5)9 regardless of N. For one dimension and a few hundred
flows enumeration is simpler and safer, and we would use it.
The results of this paper therefore matter most when the flow
space is large, and when the agent needs the identified semantics
anyway to choose where to insert the rule (Proposition 2).

B. A hypothesis class from vendor documentation

Table III records, for four engines, the documented
conflict-resolution behavior and the member of the
class that models it. We take the class Hg =
{FM, LM, PRT, PR* BM, PO, DO, LMQ}. Here PR' and
PRY are priority with the higher or the lower value winning
(the direction is not uniform across engines), PO and DO are
permit-overrides and deny-overrides, and LMQ is last-match
in which a rule marked guick ends evaluation. BM, PO and
DO are included to test discrimination; no vendor claim is
made for them in this paper. Rules in Hg carry a quick flag
¢; € {0,1} that the other semantics ignore. With priorities
and tie-breaking as in Section III, the winner maps are
Wprt = WpR, Wpgt (P, S) = min{i € S : m; = minjeg 7},
wpo(P,S) = min{i € S : a; = 1} if that set is nonempty
and min S otherwise, wpo likewise with a; = 0, and
wimq (P, S) = min{i € S : ¢; = 1} if that set is nonempty
and max S otherwise.

Lemma 5. Every member of Hg is insertion-stable.

Proof. Each winner map picks an index from S by comparing
attributes of the rules (action, priority, quick flag, box size)
and breaking ties by the order of the indices, through min or
max. The map ¢, is strictly increasing, and rule ¢, (i) of P’
has the same attributes as rule ¢ of P. The comparisons and
the tie-breaks therefore select ¢, (wy (P, S)). The new rule has
index p+ 1 ¢ ¢,(S) and does not enter. O

Lemma 5 lets Theorem 6 and Proposition 2(b) apply to a
target in any member of Hg. We also checked it by brute
force (script check_insertion_stability.py) over
all policies of one or two rules, all inserted rules, positions
and index sets, which is 1.2 x 10® cases with no violation.

C. Identification on simulated engines

The script engine_experiments.py implements each
engine as a simulator of the documented behavior in Table III.
Nothing in this subsection is a measurement of a real device.
The probe pool has d = 1, N = 4, policies with one or two
rules, priorities in {0, 1,2}, quick flag, both defaults, and all
flows: 116,160 probes.

The class: Hg is irredundant on the pool (eight observa-
tional classes; 26 distinct response vectors). Exhaustive search
finds a minimum distinguishing suite of 3 = [log, 8] probes, so
the lower bound of Theorem 2(a) is attained again. Algorithm 1
returns 6 probes, within the bound k£ — 1 = 7 and above the
minimum, so the greedy suite is not minimum.



TABLE III
DOCUMENTED BEHAVIOR OF FOUR ENGINES AND THE MODELED SEMANTICS. ALL OF THEM HAVE FEATURES OUTSIDE THE MODEL (STATE, USER CHAINS,
DEFAULT RULES, ADMINISTRATOR OVERRIDES); ASSUMPTION 4 CONFINES THE RESULTS TO THE FRAGMENT IN THE LAST COLUMN.

Engine Documented conflict resolution Model Fragment (modelability)

iptables [35] Rules in a chain are examined in order; a matching rule’s FM, § =  Flat built-in chain with terminal targets only;
target (ACCEPT, DROP) decides; at the end of a built-in  chain pol- no user chains or non-terminating targets
chain the chain policy applies. icy

pf [36] Rules evaluated first to last; the last matching block or LMQ, § =  block and pass rules without state; match rules
pass rule decides; a rule with quick is the last matching  permit excluded
rule and ends evaluation; default is pass.

AWS network  Rules evaluated starting with the lowest number; the first PR (prior-  Unique rule numbers; the default deny entry

ACL [37] match applies regardless of higher-numbered rules. ity = rule is ¢

number)
Azure NSG [38] Priority 100 to 4096; lower numbers processed first; PRY Custom rules only; security admin rules and

processing stops at the first match.

default rules excluded

TABLE IV
IDENTIFICATION OF SIMULATED ENGINES WITH Hg. “GREEDY SUITE” IS
THE SIZE OF ALGORITHM 1°S SUITE SEPARATING THE OBSERVATIONAL
CLASSES OF THE ENGINE’S EXPRESSIBLE POOL.

Engine (simulated) Expressible probes Greedy suite Consistent set

iptables 3360 3 {FM, PRT PR}}
pf 13120 4 {LMQ}
AWS NACL 19680 4 {PRY}
Azure NSG 19680 4 {PRY}

Engines: Each engine can express only some probes (for
example, NACL and NSG priorities are unique, and neither has
a quick flag). Restricting the pool accordingly and grouping Hg
into observational classes (Table IV), pf, NACL and NSG are
identified uniquely. For iptables, FM, PR" and PR agree on
every expressible policy because iptables has no priorities, so

the consistent set is {FM, PRT, PR*} and Proposition 1 applies.

For an allow-only engine all eight hypotheses agree on every
expressible policy; no identification is possible and none is
needed for decisions on that fragment.

A documented feature outside the class: Take the smaller
class Hq = {FM, LM, PRT, BM} with no quick flag, and the
suite of Table X. Run against the pf simulator, the consistent set
is {LM}: the suite identifies pf as last-match, because none of
its probes uses quick. Let the production policy be one quick
deny rule on flow 1 with default pass, and let the request be to
permit M = [0,2]. A planner using FM inserts the new rule
at position 0, and one using LM at the end; each predicts QI.
Evaluated on the pf simulator, both plans leave flow 1 denied,
because the quick rule ends evaluation first. With LMQ in the
class and quick flags in the pool, the pf simulator is identified
as LMQ), the planner inserts a quick permit rule at position 0,
and Q1 holds on the simulator. This illustrates Theorem 3: a
documented feature missing from the class produced a wrong
identification, and widening the class removed the error. The
class should therefore be built from the documentation of the
engines at hand. Section VII-F repeats the plans on real pf.

An out-of-class engine: An engine that resolves priority
ties to the later rule is not in Hg. The consistent set of the
6-probe greedy suite is empty, so the deviation is detected. Its
uniform distance to the nearest member over the two-rule pool
is 0.043 (LM). Detection here depended on the suite containing

tied-priority probes; Theorem 3 says no finite deterministic
suite guarantees it.

D. Identification on real kernel engines

The probe oracle in this subsection is the Linux netfilter
implementation (kernel 6.18, iptables 1.8.10, nftables 1.0.9),
not a simulator. A policy is installed on the input hook of one
network namespace, one UDP datagram per flow is sent from
a second namespace over a virtual link, and a flow is permitted
iff the datagram reaches a bound socket. The scripts are
real_engine_experiment.py (one dimension, N =4
flows) and real_engine_experiment?2.py (the engines
of Table V and the two-dimensional grid of Table VI). The
class Hg and the suites are those of Section VII-C; only the
oracle differs. Before each sweep, controls (permit-all, deny-all,
one denied flow) passed, and re-probing a random subset of
policies in shuffled order gave no mismatches.

In-class engines: The pool is all one- and two-rule policies
with both defaults, probed exhaustively (840 policies, 3360
probes). iptables-legacy, iptables on the nf_tables back end,
and native nftables with one base chain agree with first-match
on every probe, and the three implementations agree with one
another on every probe. The consistent set is the observational
class {FM, PR", PR*} that the simulation predicted, and the
three-probe greedy suite returns exactly that class. Two further
in-class engines behave identically: iptables with the policy in
a user chain reached by a jump, and iptables with a second
table that only accepts one flow.

Engines outside the class: We built four engines that
deviate from Hg (Table V). The kernel evaluates every base
chain registered at a hook, so an accept in one chain does
not prevent a drop in another; the measurements below show
this. Two engines split the rule list over two base chains of
different priority (first rule and rest, first two rules and rest).
Two keep the whole policy in iptables and add a second table,
as when two tools manage one host, that drops one flow or two
flows. On all four, the three-probe identification suite returns
a non-empty consistent set. On the engine whose second table
drops flow 3 it returns {FM, PRT, PR*}, so the engine looks
in-class to the suite although that flow is never permitted. These
engines show Theorem 3 at work: identification does not certify
class membership.



A structured suite of 144 probes flags all four engines and
raises no alarm on the three in-class ones. It has one probe for
each interaction type of two rules (relation of the two boxes,
both actions, both defaults, and which boxes contain the flow)
and per-flow coverage under both defaults. We designed it
after seeing the first deviation, so this comparison is not blind,
and the suite is no smaller than the random suite that already
suffices here: n = 56 random probes miss every deviation with
probability at most 0.0063 by Theorem 4 (the bound k(1 —¢)"
with £k = 8 and € > 0.12); the measured miss rates in Table V
are at most 0.001. For the two-chain engine (first rule and
rest), € = 0.120 with nearest member DO. The empirical
miss rate of n = 1,2, 3, 5,8, 12 random probes (20000 draws)
was 0.880,0.773,0.679,0.524,0.361,0.212, against the lower
bound (1 — &)™ = 0.880,0.774,0.681,0.527,0.359,0.215 of
Theorem 4 (Monte Carlo standard error at most 0.0035),
and n > 56 suffices for § = 0.01 by Corollary 1. A plan
chosen under FM (insert a permit for flows [0, 2] before an
existing deny of flow 1) satisfies Q1 on the three in-class
engines and fails on the two-chain engine, where flow 1 stays
dropped. In practice, identification should be followed by a
separate detection phase before any claim that depends on class
membership.

Two dimensions, three to five rules: Flows are pairs
(destination port, source address) on a 5 x 3 grid (15 flows), a
rule box is a port range times a source-address range, and the
pool is 500 random policies of three to five rules (7500 probes
per engine). Priorities and the quick flag are not expressible, so
the hypotheses are FM, LM, BM, PO, DO. The three in-class
engines agree with FM on all 7500 probes, while the other
hypotheses disagree on 9.7% (LM), 4.3% (BM), 5.6% (PO)
and 5.3% (DO) of them. The decision is constant on every
elementary cell for all 500 policies on every engine, including
the two-chain engine, as Lemma 4 predicts since cells depend
on rule membership only; the mean is 12.0 cells for 15 flows,
so on this small grid cell compression saves only about a fifth
of the probes.

For non-interference (Theorem 6) we inserted a permit rule
at a random position of a random production policy of two
to four rules, in two variants of 200 trials each: the rule box
equals the requested match M (exact), or strictly contains it
by one cell (loose). On the in-class engines, no exact insertion
changed a flow outside M, a loose insertion did in 85 of 200
trials, and the real change set equalled the first-match prediction
in all 400 trials. On the two-chain engine, an exact insertion
changed a flow outside M in 5 of 200 trials where the model
predicts none, and the first-match model mispredicted whether
QI holds in 146 of 400 trials. Non-interference by exact fidelity
is therefore conditional on class membership, as the calculus
records.

These runs cover Linux netfilter only, stateless UDP on one
hook, at most 15 flows and at most five rules. The two-chain
engines are constructions and the second-table engines model
coexisting tools on one hook; neither is a claim about deployed
configurations. Connection tracking is measured separately
in Section VII-G. NAT, zones and other vendors were not
measured.

E. A second engine family: Linux routing and nginx

To test whether the pipeline is specific to firewalls, we
ran it on two other families with the same class Hg, the
same ev, Algorithm 1 and the same exhaustive-sweep protocol
(script real_engine_experiment3.py). Only the front
end and the pool of expressible rules change, as U, already did
for iptables. Routing: flow f is destination 10.99.0.(16+f), a
box must be an aligned prefix (seven boxes), permit is arrival at
a receiver in a second namespace, deny is a blackhole route or
rule; three engines: ip route (longest prefix, ties by metric
= rule index), the same with ties reversed (a deliberate out-
of-class control), and ip rule (priority = rule index). nginx
1.24: flow f is the URI /b1bg, a prefix location is an aligned
box, permit is return 200, deny is return 403, default
permit or deny is a present or absent static file; two nginx
pools: prefix locations only, and prefix plus exact (Location
=), where an exact location is a single-flow rule with ¢ = 1.
nginx rejects two locations with identical modifier and path,
so such policies are excluded from the pool (checked with
nginx -t). Controls passed and re-probing 25% of policies
gave no mismatches on every engine.

Table VII shows three things. In-class engines are identified
exactly with a three-probe suite on both new families, and the
observational-class structure matches the prediction. The blind-
target phenomenon recurs: the reversed-tie route table and nginx
with exact locations are each accepted by the identification
suite and refuted only by the exhaustive sweep, the nginx
deviation being small (¢ = .0043). Finally, nginx with exact
locations is outside Hg: its rule is exact match first, then longest
prefix. Adding that single hypothesis (QBM) to the class and
re-running the unchanged procedure identifies it exactly. So
the method transfers to these families, but the class did not
transfer without change.

Detection phase: We applied the structured suite of
Section VII-D to the new engines with its construction
rule unchanged: one probe per interaction type of two
rules (box relation, both actions, default, containment of the
flow) plus per-flow coverage, built from each pool (script
real_engine_experiment4.py). A suite detects an
engine when no hypothesis of the class agrees with it on
every suite probe. Table VIII gives the result. The suite raised
no alarm on the in-class engines (ip route, ip rule,
nginx with prefix locations) nor on nginx with exact locations
against the extended class Hg U {QBM}, and it detected both
out-of-class engines that the identification suite accepted. At
€ = .0043 random probing needs about 1,200 probes for
6 = .05 (Theorem 4); the structured suite used 112.

We designed the suite after seeing the netfilter deviations, so
this is not a blind test; it shows only that the same construction
carries over to two other families without redesign (a variant
that adds the exact-match flag to the interaction type, 256
probes, also detects the nginx deviation and is needed only if the
pool is richer). Both deviations are also two-rule interactions,
which is the level at which the suite is built. A deviation that
depends on three rules or on values inside a box would not be
covered, and Theorem 3 applies to this suite as to any finite
one.



TABLE V
DETECTION ON REAL NETFILTER ENGINES (ONE DIMENSION, 3360 PROBES, EXHAUSTIVE). € = miny, dj,. “3-PROBE” IS THE GREEDY IDENTIFICATION
SUITE, “144-PROBE” THE STRUCTURED SUITE, AND THE LAST COLUMN THE MONTE CARLO MISS PROBABILITY OF 56 RANDOM PROBES (N/A WHEN
e =0).

Engine

3-probe suite 144-probe suite  random n=>56

€
iptables (nf_tables back end) 0 in class no alarm n/a
iptables, policy in a user chain 0 in class no alarm n/a
iptables + second table accepting flow 2 0 in class no alarm n/a
iptables + second table dropping flow 3 125 accepts {FM, PRT, PR} detects .001
iptables + second table dropping flows 0-1  .250 accepts {DO} detects .000
nftables, two chains (first rule / rest) 120 accepts {DO} detects .001
nftables, two chains (first two rules / rest) 182 accepts {DO} detects .000

TABLE VI
TWO-DIMENSIONAL GRID, 500 POLICIES OF 3—5 RULES, REAL NETFILTER ENGINES. Q2 COLUMNS: TRIALS (OF 200) IN WHICH A FLOW OUTSIDE THE
REQUESTED MATCH CHANGED, REAL ENGINE / FIRST-MATCH MODEL. THE LAST TWO COLUMNS COUNT TRIALS (OF 400) IN WHICH THE REAL CHANGE
SET, RESPECTIVELY THE REAL TRUTH OF Q1, EQUALS THE FIRST-MATCH MODEL'S.

Engine dem Q2 exact Q2 loose A equals model QI equals model
iptables-legacy, iptables (nf_tables), nftables one chain (each) 0/0 851/85 400 400
nftables, two chains (first rule / rest) 157 570 31/85 205 254

TABLE VII
SECOND FAMILY, EXHAUSTIVE SWEEPS. ‘Ue| IS THE NUMBER OF PROBES.
“SUITE” IS THE GREEDY IDENTIFICATION SUITE OVER THE OBSERVATIONAL
CLASSES OF THE ENGINE’S POOL.

Engine |[Ue|  Suite  Result €

ip route 1680 3 BM, exact 0

ip rule 1680 3 FM class, exact 0

ip route, rev. ties 1680 3 LM accepted; refuted .0286

nginx, prefix only 1456 3 BM, exact 0

nginx, prefix+exact 3696 4 BM accepted; refuted  .0043
with QBM added 3696 5 QBM, exact 0

TABLE VIII

DETECTION ON OUT-OF-CLASS ENGINES. “IDENT.” IS THE IDENTIFICATION
SUITE (3 AND 4 PROBES), Scc THE STRUCTURED SUITE (112 PROBES). THE
LAST TWO COLUMNS GIVE THE MONTE CARLO PROBABILITY (4000
TRIALS) THAT n UNIFORMLY RANDOM PROBES MISS THE DEVIATION.

Engine 3 Ident. Sce n=56 n=200
ip route, rev. ties .0286  accepted detected .40 .005
nginx, prefix+exact .0043  accepted  detected .90 A7

These two further families, one kernel and one server, have
at most two rules, four flows and a single dimension. The
ties-by-metric convention for ip route and the exclusion of
regular-expression locations are adapter choices fixed before
the runs. Cedar, OPA and cloud IAM were not tested.

F. A second operating system: OpenBSD pf

Table III gives pf’s documented behavior as last-match with
a quick override. We checked it on OpenBSD 8.0 (GENERIC,
amd64, no syspatches installed), where pf is the system packet
filter (script real_engine_experiment6_pf.py). A
policy is loaded with pfct 1 with the ruleset optimizer off (—o
none), one UDP datagram per flow is sent to 127.0.0.1

over 100, and a flow is permitted iff it reaches a bound socket.

Rules are inbound UDP rules on 100 without state, so each

probe depends on rule evaluation only. The default permit is
pf’s own, and default deny is a leading non-quick block-all
rule. An IPv6 datagram to ::1, which the IPv4-only rules
always pass, is sent last, so a late IPv4 packet is not read as
a deny. The controls passed: permit-all, deny-all, one denied
flow, a quick deny before a permit, and a plain deny before a
permit.

The pool is the one of Section VII-C: 13,120 probes from
one- and two-rule policies with the quick flag, both defaults,
probed exhaustively. All 13,120 responses agree with LMQ,
and each of the other seven hypotheses disagrees on 6.3%
of probes. The four-probe greedy suite returns {LMQ}, the
same answer as the simulation, and re-probing 820 policies
in shuffled order gave no mismatches. For the plan example
of Section VII-C, the two-probe suite for the quick-free class
returns {LM}, plans chosen under FM and under LM both
leave flow 1 denied on the real filter, and the plan chosen
under LMQ, a quick permit at position 0, permits flows 0 to
2. The wrong plan therefore occurs on a real packet filter as
well as in the simulator.

The documented behavior is therefore right and the class
identifies it exactly, for loopback traffic, stateless rules, and
inbound rules on one interface and one release.

G. When oracle fidelity fails silently: connection tracking

Every engine so far was stateless or a construc-
tion of ours, and the sandbox was assumed faithful.
Real rule sets usually begin with an accept for estab-
lished connections (ct state established, related
accept), and connection-tracking entries outlive a rule
change. We measured what that does to a sandbox
(script real_engine_experiment7_state.py, kernel
6.18.44, nftables 1.0.9). The setup is the one of Section VII-D,
one input chain with the policy, the same 840 one- and two-
rule policies, probed in a shuffled order. The receiver echoes
each datagram, so the entry becomes established. We ran three
modes, each on fresh namespaces.



e plain: no connection-tracking rule. Every flow keeps one

source port.

o fresh: the accept rule is present and every probe uses a

new source port.

o stale: the accept rule is present and every flow keeps one

source port, as a sandbox that reuses its sockets does.

Plain and fresh are in class: the controls pass, € = 0, the three-
probe suite returns {FM, PR", PR*}, and re-probing 40 policies
gave no mismatch. In the stale mode the engine permitted 1,678
of 3,360 probes that the policy denies, and denied none that it
permits. Its disagreement with the members of Hg is between
4375 and .5613, so € = .4375, and the identification suite
returns {PO}, a wrong answer. The cause is that an entry
created while a flow was permitted keeps accepting it under
every later policy, so after a short warm-up the engine behaves
like permit-all on the flows seen before.

The plan check of Section VI's worked request shows the
consequence. We probed permit-all first, installed P, (deny
flow 1, default deny) and applied two plans. On the fresh
sandbox the plan chosen under last-match is correctly rejected:
the engine returns (1,0,1,0) and flow 1 stays denied. On the
stale sandbox the engine returns (1,1, 1,1) for both plans. The
check then reports Q1 as holding for the wrong plan, and
Q2 fails for flow 3, which the policy denies. A model-based
check and an apply-and-diff check are fooled in the same way,
because both rest on the sandbox answering as a function of
the policy and the flow. This is a failure of Assumption 1,
not of the class. It is a property of how the sandbox is driven
rather than of the rule engine, and that is the point: nothing in
the identification procedure reveals it. Replaying probes does
not help here, since the stale engine answers the same way
twice (0 mismatches in 160 re-probed responses). The control
run does: permit-all followed by deny-all returns (1,1,1,1)
on the stale sandbox, and a failed control is a cheap guard to
run before any identification. Fresh source ports, or flushing
connection-tracking state between probes, remove the effect.

The result is one engine and one idiom on one kernel, and
a model that omits state predicts the effect. What it adds is its
size, its invisibility to the identification suite, and the cheap
guard.

H. Deviations drawn by a fixed generator

The structured suite of Sections VII-D and VII-E was
designed after we had seen deviations, so its success says
little about engines it was not built around. We therefore ran a
second test (script real_engine_experiment5.py) in
which the deviating engines come from a seeded generator
written before any engine was run. The suites are the ones
already defined: the identification suite Siq (3 probes) and
the structured suite S.. (144 probes, built from policies of
at most two rules by the unchanged construction rule). We
added one suite, S3 (144 probes), which applies the same idea
to three-rule policies: one probe for each pattern of the three
actions, the default and which rules contain the flow. It was
fixed before the run, and its results are reported whatever they
are.

Every engine is real kernel behavior, installed with one nft
call per policy. The generator draws each engine from three

TABLE IX
ENGINES FROM THE FIXED GENERATOR, THREE SEEDS POOLED. ENTRIES
ARE ENGINES DETECTED OUT OF ENGINES IN THE GROUP; € IS THE
ESTIMATED DISTANCE TO g UNDER p. THE LAST TWO COLUMNS GIVE
THE RANGE, OVER THE ENGINES OF THE GROUP, OF THE PROBABILITY
THAT n RANDOM PROBES MISS THE DEVIATION.

Group 5 Sia Scc S3 n=56 n=200
in class (decoys) 0 0/6  0/6 0/6 n/a n/a
always drop 123-.125 0/31 31/31 31/31  0-.001 0
late split, k=1 .086 0/17 17717 17/17 .007 0
late drop, m=2 .082-.083 0/26 26/26 12/26 .008-.010 0
late split, k=2 .068 0/18 0/18 18/18 .037 0
late drop, m=3 .040-.043 0/28 0/28 8/28 .088-.108 0
late drop, m=4 Ounder p 0/3  0/3 0/3 1 1

families. A late split at k sends the rules after the first &
to a second base chain, but only when the policy has more
than k rules (k € {1,2}). A late drop adds a second table
that drops one flow, but only when the policy has at least
m rules (m € {2,3}). An always drop adds such a table for
every policy. Each run also contains two in-class decoys, one
plain and one with a second table that accepts a flow, and one
engine that drops a flow only for policies of four or more rules.
Engines are judged on a distribution p with the rule count
uniform on {1, 2, 3}, then a uniform policy and a uniform flow,
sampled with 600 policies per count (40 for one rule, which
is all there are). The distance ¢ is the smallest disagreement
with any member of Hg on that sample, so it is an estimate.
Random probing is simulated from the recorded responses
(10,000 trials per engine).

We ran three seeds of 40 generated engines each on a
second machine (kernel 6.17, nftables 1.1.5), which gives 120
generated engines, 6 decoys and 3 four-rule engines.

Table IX shows four things. First, the three-probe identifi-
cation suite accepts all 123 deviating engines, as Theorem 3
predicts, and the decoys raise no alarm under any suite. Second,
Scc detects every engine whose deviation shows on two rules
(74) and none of the 46 whose deviation needs three: the late
drops with m = 3 and the late splits with k¥ = 2. This is
the limit of a suite built from two-rule interactions. Third, S3
detects 86 of the 120 generated engines. Its misses follow one
rule: among the 54 late drops, it detects exactly those whose
dropped flow is 0 or 1 (20 engines) and none of the others (34).
Its three-rule probes all use flows 0 and 1, since those were
the first representatives in the pool order, and it contains no
two-rule probes. A pattern-based suite does not choose which
flow it asks about. Fourth, the engines that deviate only at
four rules are invisible to every suite and to p itself (¢ = 0
on the sample), yet about 13% of four-rule probes disagree
with first-match. Here the deviation lies outside everything the
probes touched, as Theorem 3 allows.

Random probing did better than either structured suite at
moderate cost. With € > .040, n = 56 random probes miss
with probability up to .108, while n = 200 missed in none
of 10,000 trials for any of the 120 generated engines, so the
one-sided 95% upper bound on the miss probability is about
3/10,000 per engine [39]. This agrees with Corollary 1, which
asks for n > e In(k/8) ~ 128 at ¢ = .040, k = 8, § = .05.



Structured suites pay off when ¢ is very small, as for nginx
with exact locations (¢ = .0043), and not when deviations
touch several percent of probes.

The test has limits. The generator and its three families are
ours, so the test is blind with respect to the suites and the
parameters, not with respect to the kinds of deviation. The
engines are constructions on one hook, the policies have at
most four rules and four flows, the two machines differ in
kernel version but not in kind, and the ¢ values rest on samples
of 1240 policies per engine.

VIII. LIMITATIONS

1) Model gap. Real engines have zones, translation, state
and application identification. Assumptions 2—4 confine
the results to policies the model expresses. Outside that
fragment, verification is partial.

2) Declared, not discovered. H is chosen by the designer.
The results are conditional on the target being in 7;
Theorem 3 shows this cannot be removed by finite
probing. How well a given H covers real vendors is
an empirical question not addressed here.

3) Sandbox fidelity. Assumption 1 requires a faithful sand-
box, which many deployments lack.

4) Known ingredients. The identification, cell and differ-
encing results are instances of known work (Section II).
The contribution claimed is the blind-target statement,
the measurements, and the composition with its stated
conditions. The survey of related work is not exhaustive.

5) Detection bounds. Theorem 4 is for oblivious targets and
i.i.d. probes. Targeted probe design is not analyzed.

6) Complexity. The cell bound is exponential in d. Practical
implementations would use decision diagrams; their
analysis is omitted.

7) Not covered. Concurrency and freshness of dependencies,
scoped execution against a compromised agent, multi-
step change, and data-disclosure properties are outside
this paper.

8) Narrow real-device evidence. Real measurements cover
Linux netfilter (UDP on one hook, with connection
tracking in one experiment only, at most 15 flows and five
rules) and, at smaller scale, Linux routing and nginx, on
two kernels, and OpenBSD pf on loopback with stateless
rules. AWS and Azure are simulators of documented
behavior, which is our reading of the documentation
and can be wrong. The engines outside the class are
constructions. We designed the structured suite after the
first deviation was observed. The generator experiment of
Section VII-H tests it on engines it was not built around,
but the generator and its families are ours, and deviations
that need three or more rules are found only by a suite
built for them. In the first netfilter experiments every
deviation had € > 0.12, and in the generator experiment
€ was at least .040 except for the four-rule engines. The
only smaller deviations (¢ = .0286 in routing and .0043
in nginx) are single constructions, so detection of very
small deviations rests on two cases.

TABLE X
A MINIMUM DISTINGUISHING SUITE FOR {FM, LM, PR, BM} (d=1,
DEFAULT deny, FLOW 0). RULES ARE (BOX, ACTION, PRIORITY).

Policy rules FM LM PR BM

([0, 0], deny, 0), ([0,0], permit,1) deny permit permit deny
([0, 1],deny, 0), ([0,0], permit,0) deny permit deny permit

IX. CONCLUSION

Sandbox probes identify the conflict-resolution semantics of
an ordered-rule policy engine exactly when they distinguish
every pair of candidates, but they cannot show that the engine
belongs to the declared class. On real Linux netfilter, routing
and nginx engines, a three-probe suite identified every in-
class engine and accepted a wrong hypothesis on every engine
outside the class that we built or that a seeded generator drew,
so detection needs its own phase. A structured suite finds the
deviations it is built for and misses those that need more rules
than it covers, and random probing is the safer default when
deviations touch several percent of probes. Given an identified
semantics, permission for the requested flows reduces to a finite
check, non-interference is exactly decidable and automatic
under exact fidelity, and an assurance calculus ties every
established claim to named assumptions. The identification,
cell and differencing ingredients are known; the contribution
lies in the blind-target statement, the measurements and their
composition. On OpenBSD pf the same procedure recovered the
documented behavior exactly, and on Linux a rule set with the
common established-connections accept made a reused sandbox
answer from the history of earlier probes, which a control run
detects. The behavior of AWS and Azure is simulated, not
measured.

APPENDIX
These checks use a  fixed seed (script
sanity_checks.py) and small instances. They are

not an evaluation on real systems.

Minimum suite for the four semantics: Universe: d = 1,
N = 4, policies with one to three rules (boxes are inter-
vals, priorities in {0, 1,2}, both defaults), all flows. All 16
response vectors in D* over (FM,LM,PR,BM) occur; the
class is irredundant. Exhaustive search over subsets of response
vectors finds that the minimum distinguishing suite has size
2 = [log, 4], so the lower bound of Theorem 2(a) is attained
here. Table X gives one such suite.

Cells, locality, differencing: On d = 2, N; = 6: for 3000
random policies with one to five rules, every cell of Lemma 4
was decision-constant under all four semantics and the cell
count never exceeded (2n + 1)%; the bound was attained at
least once (maximum ratio 1.0). For 2000 random insertions (a
permit rule with random box, position and priority; requested
match M either equal to the rule’s box or a random sub-
box), evaluated under each semantics (8000 trials), the set A
computed from cells equalled the brute-force A in every trial
and A C B in every trial (Lemma 3). Q2 held in 6471 trials
and failed in 1529; all failures had M strictly inside B, and
none had B = M, as Theorem 6(i) predicts.



TABLE XI
EMPIRICAL MISS RATE OF RANDOM PROBING AGAINST THE BOUNDS OF
THEOREM 4. € = miny, dj,.

€ n  lower (1 —¢)" empirical upper >, (1 —dp)"
0.0204 50 0.3564 0.3548 0.4217
0.0204 100 0.1270 0.1308 0.1291
0.0204 200 0.0161 0.0168 0.0161
0.0496 50 0.0785 0.0807 0.0940
0.0496 100 0.0062 0.0048 0.0063
0.0496 200 3.8x107° 0.0001 3.8x107°

Detection bounds: Pool: all d =1, N = 4 policies with
one or two rules, both defaults, all flows, with p uniform. The
target was PR with a random subset of probes flipped (target
deviation 0.02 and 0.05). With 20000 random draws per row,
the empirical miss rate lies within the bounds of Theorem 4
up to Monte Carlo error (Table XI). The one value below its
lower bound (0.0048 against 0.0062) is 2.5 standard errors
away, and a second run with another seed and 100,000 draws
per row stayed inside the bounds.
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