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ABSTRACT

Machine-learning literature concerned with operational trust spans security monitoring, biometric
identity, swarm robotics, software and device supply chains, explainability, and uncertainty-aware
decision making. This research article reports a reproducible quantitative content analysis of a
predefined corpus of 69 scholarly and standards-oriented records published between 1992 and
2026. No new machine-learning model, architecture, dataset, or methodological framework is
proposed. The analysis applies standard descriptive statistics, source-type and temporal cross-
tabulation, title-level term-frequency analysis, and unsupervised TF-IDF clustering to characterize
how the corpus is organized and how strongly bibliographic-title structure corresponds to
manually coded application domains. The six coded domains are connected-device security

and multimodal learning (17 records), swarm robotics and explainable AI (14), Bayesian and
uncertainty-aware learning (12), biometric identity (11), cybersecurity supply-chain risk (10),
and cross-cutting governance/documentation (5). Publication period differs across domains
(x? =34.13, p = 0.0033, Cramér’s V = 0.406), reflecting the comparatively recent concentration
of supply-chain and governance literature. Source type shows a moderate but borderline association
with domain (2 = 18.30, p = 0.0501, Cramér’s V' = 0.364). Unsupervised title clustering
provides only weak agreement with the six manual domains (adjusted Rand index = 0.124;
normalized mutual information = 0.344), indicating that short bibliographic titles do not recover
domain boundaries cleanly. The results are descriptive rather than novelty claims: they quantify
the composition of the corpus and support a cautious cross-domain interpretation of recurring
concerns such as security, uncertainty, interpretability, identity, provenance, and distribution shift.

1. Introduction

Machine-learning systems are increasingly deployed in settings where predictive accuracy interacts with security,
privacy, interpretability, uncertainty, provenance, and operational constraints. Connected-device security studies examine
device behavior and network telemetry [1—4], while large-scale incidents such as Mirai illustrate the operational
consequences of weakly secured embedded systems [5]; biometric research studies recognition reliability and template
protection [6—8]; swarm-robotics work addresses decentralized collective behavior and interpretability [9-11]; and
supply-chain security research emphasizes provenance, dependencies, and lifecycle risk [12—14]. Bayesian and
uncertainty-aware methods provide additional tools for expressing confidence and supporting risk-sensitive decisions
[15-17].

The literature across these areas is heterogeneous in both purpose and evidence type. Some papers present predictive
models, others provide surveys, standards, engineering guidance, or methodological foundations. Directly comparing
predictive performance across such sources is therefore inappropriate because the reported outcomes do not share a
common estimand. Instead, this article treats a predefined 69-record literature corpus as secondary data and applies
standard quantitative content-analysis techniques to describe its composition.

The study addresses three descriptive questions: (RQ1) how are the records distributed across application domains,
source types, and publication periods; (RQ2) which trust-related themes are visible in bibliographic titles; and (RQ3)
how closely does an unsupervised title-based clustering recover the manually coded domain structure? The analysis
is deliberately modest. It does not claim a new review methodology, a new learning algorithm, or a new theoretical
framework.
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2. Materials and Methods

2.1. Corpus definition

The dataset comprises the 69 bibliographic records listed in the reference section. The corpus was fixed before the
quantitative analysis and was organized into six primary domains: connected-device security and multimodal learning;
biometric identity and protection; swarm robotics and explainable Al; cybersecurity supply-chain risk; Bayesian and
uncertainty-aware learning; and cross-cutting governance/documentation. Each record was assigned exactly one primary
domain to avoid double counting. The corpus includes journal articles, conference papers, books or book chapters,
technical reports, standards-oriented records, and preprints.

Consistent with established distinctions between narrative, systematic, and integrative literature methods [18], this
is not presented as a systematic review or meta-analysis. The records were not obtained through a claim of exhaustive
database retrieval, and no pooled effect size is calculated. The unit of analysis is the bibliographic record itself.

2.2. Metadata extraction

For each record, the analysis extracted publication year, bibliographic source type, title, and the manually assigned
primary domain. Source types were normalized to journal article, conference paper, book/book chapter, technical report,
and preprint or standards-oriented miscellaneous record. Publication year was grouped into four periods: 2009 or earlier,
2010-2015, 2016-2020, and 2021-2026.

2.3. Title-level text analysis

Titles were lower-cased and represented using term-frequency—inverse-document-frequency (TF-IDF) features
with English stop-word removal and unigrams/bigrams. Terms appearing in fewer than two records were excluded. The
resulting representation contained 96 features. K-means clustering was evaluated for k = 2 through 8 using cosine
silhouette score. A six-cluster solution was additionally fitted because the manual coding contains six domains; its
agreement with the manual labels was measured using adjusted Rand index (ARI) and normalized mutual information
(NMI). These are standard exploratory text-analysis procedures and are used here only to characterize corpus structure.

2.4. Statistical analysis

Counts and percentages were calculated by domain, source type, publication period, and selected title themes.
Pearson chi-square tests evaluated associations between domain and source type, and between domain and publication
period. Effect size was summarized with Cramér’s V. Because several cells are small and the corpus was predefined
rather than randomly sampled, inferential results are interpreted descriptively rather than as population estimates. All
calculations were reproduced using the accompanying Python script and exported CSV files.

3. Results

3.1. Corpus composition

The corpus contains 69 records spanning 1992-2026. Connected-device security and multimodal learning is the
largest manually coded domain with 17 records (24.6%), followed by swarm robotics/explainable Al with 14 (20.3%),
Bayesian/uncertainty-aware learning with 12 (17.4%), biometric identity with 11 (15.9%), supply-chain security with
10 (14.5%), and cross-cutting governance/documentation with 5 (7.2%).

Journal articles account for 34 records (49.3%), conference papers for 18 (26.1%), books/book chapters for 7 (10.1%),
technical reports for 6 (8.7%), and preprint/standards-oriented miscellaneous records for 4 (5.8%). The median title
length is 8 words and the mean is 8.59 words.

3.2. Temporal and source-type structure

The association between manually coded domain and publication period is statistically detectable in this corpus
(*(15) = 34.13, p = 0.0033, Cramér’s V' = 0.406). Supply-chain security has the strongest recent concentration: 6 of
its 10 records (60%) were published during 2021-2026. Cross-cutting governance/documentation also has a relatively
recent profile, with 2 of 5 records (40%) in 2021-2026. In contrast, only 2 of 12 Bayesian/uncertainty records (16.7%)
and 2 of 14 swarm/XAl records (14.3%) fall in the most recent period because these groups include older methodological
foundations.

Source type also varies across the domains, although the association is borderline at the conventional 0.05 threshold
(£2(10) = 18.30, p = 0.0501, Cramér’s V' = 0.364). This result is consistent with the mixed nature of the corpus: some
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Table 1
Primary-domain composition of the 69-record corpus.

Domain n Share

Connected-device security / multimodal ML 17 24.6%

Swarm robotics / explainable Al 14 20.3%
Bayesian / uncertainty-aware learning 12 17.4%
Biometric identity and protection 11 15.9%
Cybersecurity supply-chain risk 10 14.5%
Cross-cutting governance / documentation 5 7.2%
Total 69 100.0%
Table 2
Selected temporal characteristics by domain.
Domain Mean year  2021-2026 share
Connected-device security / multimodal ML 2016.4 5.9%
Biometric identity and protection 2011.6 27.3%
Swarm robotics / explainable Al 2016.4 14.3%
Cybersecurity supply-chain risk 2020.0 60.0%
Bayesian / uncertainty-aware learning 2010.7 16.7%
Cross-cutting governance / documentation 2019.4 40.0%

domains are represented mainly by peer-reviewed application studies, while others depend materially on technical
reports, standards, and foundational books.

3.3. Title-theme prevalence

A simple keyword-root scan of titles shows that security-related terms appear in 18 records (26.1%). Iden-
tity/biometric terms occur in 10 (14.5%), uncertainty-related terms in 9 (13.0%), IoT/device terms in 9 (13.0%),
robotics/swarm terms in 8 (11.6%), interpretability-related terms in 6 (8.7%), and provenance/supply-chain terms in 6
(8.7%). These categories overlap and are not used as mutually exclusive labels; they provide a direct descriptive view of
which concepts are visible in titles.

3.4. Unsupervised title clustering

The TF-IDF representation contained 96 retained unigram/bigram features. Across k = 2 to 8, silhouette scores
were low, ranging from approximately 0.063 to 0.134. The largest observed value occurred at k = 8 (0.134), but the
improvement over nearby values was small. This indicates that titles do not form sharply separated lexical groups.

For direct comparison with the six manual domains, a six-cluster K-means solution produced ARI = 0.124 and NMI
= 0.344. The low ARI and modest NMI indicate weak-to-moderate correspondence between title-only lexical clusters
and the manually coded application domains. This is unsurprising because several records use general methodological
language—for example “machine learning”, “security”, “review”, or “Bayesian”—that cuts across domains.

The six fitted clusters were characterized by terms emphasizing: (1) general software/model/review language; (2)
security, biometrics, privacy, and Internet-of-Things terminology; (3) swarm and robotics terminology; (4) supply-chain
and attack terminology; (5) explainable/artificial-intelligence terminology; and (6) machine-learning, Bayesian, deep-
learning, and multimodal terminology. The result supports a cautious interpretation: bibliographic titles carry domain

signal, but they do not reproduce the manually coded structure cleanly.

4. Thematic Evidence Synthesis

4.1. Behavioral Profiling and Multimodal Security for Connected Devices
Behavior-based monitoring is attractive in IoT because many devices exhibit constrained, repeated patterns of
communication and use. Botnet-oriented studies have shown that autoencoders and lightweight supervised models can
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Table 3

Title-based clustering summary.
Measure Value
TF-IDF features 96
Best silhouette in k =2...8 0.134 (k =38)
Six-cluster silhouette 0.133
Adjusted Rand index vs. manual domains 0.124
Normalized mutual information 0.344

exploit device-specific traffic regularities [19, 20]. Device-classification work similarly demonstrates that packet sizes,
endpoints, timing, and protocol characteristics can support device identification without inspecting application payloads
[21]. These approaches complement broader IoT-security surveys, which consistently emphasize heterogeneity, weak
update practices, limited resources, and expanding attack surfaces [1—4].

A related line of work focuses on multimodal representation learning. Multimodal machine learning combines
information from multiple sources, views, or feature families rather than relying on a single channel [22]. Early deep
multimodal learning demonstrated the value of learning shared representations from heterogeneous inputs [23], while
later surveys systematized fusion strategies and architectural choices [24]. In security settings, multimodality can mean
combining network traffic with physical, temporal, interaction, or device-context features.

An application-oriented example is the smart-home study by Zita and Al-Hubaishi, which uses behavioral profiling
and multimodal representation concepts to detect spoofing behavior in wireless smart-home devices [25]. The study
is useful as an example of a wider trend: rather than treating a device only as an IP address or protocol endpoint, the
detector can use behavioral context such as temporal activity, power-related indicators, and interaction patterns. Such
approaches should nevertheless be interpreted cautiously when synthetic attacks or limited deployment traces dominate
evaluation, because strong in-domain performance does not establish resilience to unseen device classes, user routines,
or adversarial adaptation.

Tree-based learning remains common in these environments because it handles heterogeneous structured features
efficiently. XGBoost and LightGBM provide scalable boosting frameworks that are often competitive on tabular security
data [26, 27]. Imbalanced attack datasets also motivate oversampling methods such as SMOTE [28]. However, two
deployment problems remain persistent: changing data distributions and poorly calibrated confidence. Concept-drift
research shows that statistical relationships can evolve after deployment [29], while calibration studies demonstrate that
classifier confidence may not correspond directly to empirical correctness [30]. For connected-device security, these
issues are particularly important because firmware updates, network redesigns, and changing household behavior can
alter the baseline without representing an attack.

4.2. Biometric Identity, Template Protection, and Cryptographic Binding

Biometric recognition links identity decisions to physiological or behavioral characteristics rather than memorized
secrets. Foundational biometric literature describes recognition pipelines in terms of acquisition, feature extraction,
matching, decision thresholds, and system-level error trade-offs [6]. Security analysis has also emphasized that biometric
systems contain multiple attack surfaces, including sensors, feature extraction, template databases, matchers, and decision
channels [7].

The central privacy difficulty is that biometric characteristics are not naturally revocable. If a password is exposed,
it can be replaced; a compromised fingerprint cannot be reissued. Template-protection research therefore seeks
cancelability, irreversibility, unlinkability, or cryptographic binding while preserving matching utility [8]. Fuzzy
commitment schemes introduced error-tolerant cryptographic commitment for noisy inputs [31], while fuzzy extractors
formalized methods for producing stable cryptographic material from noisy sources [32]. Fingerprint-specific fuzzy-vault
implementations further demonstrated how minutiae-based representations can be coupled with cryptographic protection
[33].

The fingerprint-based cryptographic-identity study by Zita and Khalil illustrates an application-level attempt to
connect fingerprint recognition with key-pair generation [34]. Its relevance to the broader literature lies less in any
single classifier choice than in the recurring design question: how should recognition evidence be transformed into
cryptographic identity material without assuming that raw biometric measurements are perfectly reproducible? Standards
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such as ISO/IEC 24745 formalize requirements for biometric information protection [35], while current digital-identity
guidance emphasizes authenticator lifecycle, phishing resistance, and risk-appropriate authentication controls [36].

Behavioral biometrics broaden the concept of identity beyond fingerprints. Continuous authentication can use touch,
movement, interaction cadence, or other user-specific signals to estimate whether the current operator remains consistent
with the enrolled identity [37]. Touchalytics demonstrated the feasibility of touchscreen behavior as a continuous
biometric signal [38]. Across both physiological and behavioral biometrics, the key trade-off is between discrimination
and stability: features must separate users while tolerating legitimate within-user variation.

S. Interpretable Learning for Swarm-Robot Behavior

Swarm robotics studies decentralized groups of relatively simple robots whose global behavior emerges from
local interactions. Early work defined the field in terms of biological inspiration, distributed control, robustness,
scalability, and local sensing [9]. Subsequent surveys organized swarm engineering around design, analysis, task
allocation, aggregation, collective movement, and distributed decision making [10, 11]. Physical platforms such as
Kilobot made large-scale collective experiments more accessible [39], while thousand-robot demonstrations showed
that programmable self-assembly could be achieved with simple local rules [40]. Heterogeneous systems such as
Swarmanoid further illustrated how different robot morphologies can cooperate within one collective task [41]. Formal
treatments have since emphasized the need for models that connect local rules to observable collective properties [42].

As robot swarms grow in complexity, interpretability becomes relevant for validation and diagnosis. Al-Hubaishi
and Zita present an interpretable machine-learning framework for modeling and analyzing swarm-robot behaviors from
structured interaction features [43]. This work can be situated within the broader explainable-Al literature, where local
surrogate explanations such as LIME [44] and feature-attribution approaches such as SHAP [45] are commonly used to
interpret predictive models. Surveys of explainable Al emphasize that explanation goals differ across debugging, user
trust, regulatory accountability, and scientific understanding [46, 47].

The interpretability requirement in robotics is particularly nuanced. A model may accurately classify a behavioral
phase while providing an unstable or misleading explanation of why that phase was predicted. Rudin argues that
inherently interpretable models should be preferred over post-hoc explanation when decisions are high stakes and
suitable transparent models are available [48]. Practical interpretability guidance similarly stresses that explanation
methods should be evaluated in relation to the underlying model, data-generating process, and user objective rather
than treated as universally reliable [49].

6. Cybersecurity Supply Chains and Device Provenance

Security decisions about connected systems extend beyond runtime traffic and user identity. Devices and software
may enter an organization with hidden vulnerabilities, compromised components, malicious dependencies, or weak
update processes. NIST’s cybersecurity supply-chain risk-management guidance frames these risks as enterprise-level
concerns spanning acquisition, development, integration, operations, and supplier relationships [12]. ENISA similarly
documents supply-chain attacks as a growing source of systemic cyber risk because compromise at one supplier can
propagate to many downstream organizations [13].

Software-supply-chain research has produced technical mechanisms for provenance and integrity. in-toto records
and verifies the steps through which software artifacts are produced, allowing downstream users to check whether
expected build and release processes were followed [14]. Earlier work on package-manager security showed that software
distribution systems are themselves attractive attack surfaces [50]. Ecosystem studies of npm exposed dependency-driven
risk and the potential impact of highly connected packages [51], while analyses of open-source supply-chain attacks
catalogued malicious packages, compromised maintainers, build tampering, and related attack patterns [52].

The communication-device study by Zita and Zita focuses this discussion on high-risk environments and
hardware/firmware supply-chain exposure [53]. It highlights a useful distinction between operational network defense
and upstream assurance: a device can behave normally on the network while still containing compromised firmware,
altered hardware, or an untrusted provenance path. Secure-development guidance such as the NIST Secure Software
Development Framework addresses process-level practices intended to reduce vulnerabilities and tampering during
software development [54], while software bills of materials are intended to improve transparency regarding software
components and dependencies [55]. Industry observations on cyber-supply-chain risk management further emphasize
governance, supplier criticality, information sharing, and continuous reassessment [56].
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From a machine-learning perspective, supply-chain risk differs from conventional classification because labels
are often incomplete, delayed, or ambiguous. A supplier with no known incident is not necessarily low risk, and a
vulnerability count does not directly measure compromise probability. Consequently, model outputs in this area should
be treated as decision-support evidence rather than definitive trust scores.

6.1. Bayesian Learning, Structured Decision Analytics, and Uncertainty

Bayesian learning provides a probabilistic language for combining prior beliefs with observed evidence. Standard
treatments of probabilistic pattern recognition emphasize posterior inference, predictive distributions, regularization,
and model uncertainty [15, 16]. Bayesian data analysis further distinguishes uncertainty in parameters, latent variables,
observations, and model structure [57]. Early neural-network work used Bayesian reasoning to regularize model weights
and quantify predictive uncertainty [58], while sparse Bayesian learning introduced the relevance vector machine as a
probabilistic sparse alternative to margin-based classifiers [59].

Approximate Bayesian methods remain important when exact inference is computationally difficult. Dropout
has been interpreted as approximate Bayesian inference for deep models [60], and work on aleatoric and epistemic
uncertainty clarifies how different uncertainty sources matter for prediction and decision making [61]. Variational
inference provides a general optimization-based approach to approximating otherwise intractable posterior distributions
[62]. In structured tabular settings, non-Bayesian ensembles such as random forests also remain strong baselines because
they are robust, efficient, and comparatively easy to inspect [63].

The hybrid Bayesian framework of Zita and colleagues combines classification and regression for job-title
classification and salary estimation [64]. Although the application domain is workforce analytics rather than cybersecurity
or robotics, it provides a useful methodological example of mixed predictive objectives on structured data. The broader
lesson is that model selection should follow the decision problem: some systems need class labels, others need continuous
estimates, and many need both uncertainty and calibrated decision thresholds.

Calibration and uncertainty should also be distinguished. Conformal prediction offers distribution-free finite-sample
coverage guarantees under explicit assumptions and has become a practical framework for set-valued or abstaining
prediction [17]. Earlier conformal-learning theory provides the mathematical foundation for this approach [65]. These
techniques do not eliminate distribution shift, but they encourage a more cautious interface between predictive models
and downstream decisions.

7. Cross-Cutting Findings

7.1. Representation is domain dependent

The reviewed fields all depend on representation choices. IoT security relies on packet, timing, behavioral, or
multimodal features; biometrics depend on stable identity descriptors; swarm robotics requires summaries of local
interaction and collective state; supply-chain analytics relies on provenance and dependency evidence; and structured
decision analytics depends on semantically meaningful tabular variables. A high-capacity learner cannot compensate
indefinitely for a representation that omits the information needed for the decision.

7.2. Interpretability has multiple meanings

Interpretability may refer to transparent model structure, local feature attribution, example-based reasoning,
physically meaningful features, or a human-readable audit trail. The literature does not support treating one explanation
method as universally appropriate. LIME and SHAP answer different questions from an interpretable rule set, and a
feature attribution is not equivalent to a causal explanation [44, 45, 47, 48].

7.3. Uncertainty is operational, not decorative

Security and identity systems often require actions such as allow, deny, investigate, re-authenticate, quarantine, or
defer. A point prediction alone does not specify when a system should abstain. Bayesian methods, calibrated probabilities,
and conformal prediction provide different mechanisms for representing uncertainty, but each depends on assumptions
about data and distribution stability [17, 30, 60, 61].

7.4. Distribution shift is a recurring failure mode
A model evaluated on one dataset can degrade when devices, users, robots, suppliers, or economic conditions change.
Concept-drift research formalizes this issue for evolving data streams [29]. In applied systems, the same problem
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appears through firmware updates, new biometric sensors, changed robot dynamics, newly compromised suppliers, and
labor-market shifts. External validation and monitoring are therefore more informative than one static test-set score.

7.5. Reproducibility and documentation matter

Deployment risk is affected by more than the predictive algorithm. Machine-learning systems accumulate hidden
technical debt through data dependencies, configuration, feedback loops, and operational coupling [66]. Dataset
documentation can make collection conditions, intended use, and limitations more explicit [67]; model cards provide a
parallel mechanism for documenting model behavior and evaluation boundaries [68]. Risk-management frameworks
such as NIST AI RMF place these technical issues within broader governance and lifecycle processes [69].

8. Discussion

The quantitative analysis adds a descriptive layer to the literature synthesis without changing the nature of the
underlying sources. The strongest structural result is temporal: the six manually coded domains do not have the same
publication-age profile. Supply-chain security and governance/documentation are comparatively recent in this corpus,
whereas Bayesian learning and biometric identity contain older foundational work. This difference helps explain why a
simple cross-domain bibliography combines contemporary standards with long-established methodological sources.

The title-clustering result is equally informative because it is weak rather than strong. If titles alone recovered the
six manual domains almost perfectly, the manual coding would add little information. Instead, the low ARI and modest
NMI show that domain assignment depends on substantive reading rather than obvious title vocabulary. Terms such
as “learning”, “security”, “model”, and “review” are shared across application areas, while specialized terms such as
“swarm”, “biometric”, or “supply chain” create only partial separation.

These results should not be interpreted as evidence that one domain is more mature or more trustworthy than another.
The corpus was deliberately heterogeneous and contains different publication types and purposes. The quantitative
analysis describes this specific corpus; it does not estimate the full population of machine-learning research and does
not rank the technical effectiveness of the methods discussed below.

9. Limitations

The study has four principal limitations. First, the 69-record corpus is predefined and not the result of an exhaustive
database search, so the findings are not estimates of the entire literature. Second, manual assignment of one primary
domain simplifies genuinely cross-domain papers. Third, title-level TF-IDF ignores abstracts and full text and therefore
captures only coarse lexical structure. Fourth, chi-square results are based on a relatively small, purposefully assembled
corpus with some sparse cells; p-values and effect sizes are therefore descriptive aids rather than evidence for broad
population-level claims.

10. Conclusion

This article applied standard quantitative content-analysis procedures to a predefined 69-record corpus covering
connected-device security, biometric identity, swarm robotics and explainability, cybersecurity supply chains, Bayesian
and uncertainty-aware learning, and governance/documentation. The analysis found a moderate temporal association
with domain and only weak agreement between title-based unsupervised clustering and manual domain coding. These
findings support a restrained interpretation of the corpus: its application areas differ in publication history and vocabulary,
but recurring concerns such as security, uncertainty, identity, interpretability, provenance, and distribution shift cross
domain boundaries.

No novel algorithm, framework, dataset, or experimental system is claimed. The value of the study is limited to the
reproducible quantitative description of the selected corpus and the accompanying domain-specific synthesis.

Data and code availability

The analyzed dataset is the 69-record bibliography distributed with the manuscript. The accompanying files
corpus_metadata.csv, cluster_assignments.csv, theme_prevalence.csv, and analysis_summary. json,
together with the Python analysis script, reproduce the quantitative results reported here.
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