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MedTrustGraph: Purpose-Aware Temporal Heterogeneous Graph
Learning for Zero-Trust Authorization of Autonomous Clinical LLM
Agents

SHARMIN SULTANA, Rowan University, USA
KAMRUL ISLAM®, Fordham University, USA

Background: Large language model (LLM) agents can retrieve patient data, invoke clinical tools and execute multi-step tasks
inside electronic health record (EHR) systems. Authenticating an agent session does not establish that each subsequent action
is consistent with the clinician’s purpose, the assigned patient or the agent’s delegated authority.

Objectives: We study continuous, purpose-aware authorization of individual clinical-agent actions, and test whether
temporal graph structure and explicit patient and purpose context improve detection of unauthorized actions over event-level,
sequential and static graph models.

Methods: We propose MedTrustGraph, which represents clinicians, agents, patients, tools, FHIR resources and clinical
purposes as typed nodes connected by timestamped interactions. A graph attention encoder produces event embeddings that
a causal gated recurrent unit processes in temporal order; patient-scope and purpose-scope checks supply Zero-Trust context;
and a Platt-calibrated risk estimate is mapped to ALLOW, VERIFY or DENY by a deterministic policy engine that retains final
authority. We built a synthetic FHIR-style benchmark modelled on MedAgentBench with 5,000 agent trajectories and 36,855
access events (8,448 unauthorized) spanning cross-patient access, purpose drift, privilege escalation and bulk record retrieval,
evaluated on a chronological trajectory-level 70/15/15 split.

Results: Using only leakage-safe observable features, the temporal graph model reached F1 = 0.8905, AUROC = 0.9767
and AUPRC = 0.9517, versus F1 = 0.8062 for XGBoost and 0.7918 for a static graph attention network. In a controlled ablation
configuration the full model reached F1 = 0.9653 (95% CI 0.9544-0.9741); removing patient context, purpose context, graph
structure or temporal structure lowered F1 by 0.2173, 0.0200, 0.0188 and 0.0174 (all Holm-adjusted p < 10~%). Shuffling event
order lowered F1 to 0.8279, while removing 30% of edges changed it by under 0.002. The calibrated policy layer allowed 0 of
652 unauthorized events (95% CI 0-0.59%) and auto-allowed 98.64% of authorized events with a 1.90% verification workload.
The code and data are available at https://github.com/Kamrul01685/MedTrustGraph.

Conclusions: On this benchmark, temporal order and patient/purpose context carry authorization signal beyond event-
level and static-graph models, and separating learned risk from deterministic policy yields a low-workload decision layer.
Because benchmark labels were generated from patient- and purpose-scope rules, context-augmented scores are upper bounds;
validation on real or independently generated agent traces is required.
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1 Introduction

Large language models are evolving from passive question-answering systems into agents that plan, use external
tools, query databases and act in digital environments. In healthcare this matters because clinical workflows
require retrieval, longitudinal reasoning, documentation, ordering and coordination across many information
sources (W. Wang et al. 2025). LLM agents already operate inside structured EHR environments: MedAgentBench
provides a FHIR-compatible virtual EHR with 300 clinically derived tasks, 100 patient profiles and more than
700,000 data elements (Jiang et al. 2025); later work improved agent designs for its multi-step tasks (E. Chen et al.
2026); and autonomous medical agents have been shown to work end to end through clinical cases (Ferber et al.
2026).

Growing autonomy makes authorization harder. A clinician may instruct an agent to review one patient’s
laboratory abnormalities, yet during execution the agent may call several tools, retrieve additional resources,
delegate work to a sub-agent or respond to malicious content in external data. Medical LLMs are substantially
susceptible to prompt injection, including attacks that alter clinically important recommendations (Lee et al.
2025). The authentication event at the start of a session therefore does not establish that every later action is
appropriate.

Role-based access control (RBAC) decides whether a physician may use a patient-information system, not
whether a particular Al-mediated action at a particular moment is consistent with the clinician’s task. For the
instruction “Review Patient P’s recent laboratory results and determine whether renal function has worsened,”
access to creatinine, estimated glomerular filtration rate, blood urea nitrogen and relevant medications is justified;
access to another patient’s record, bulk extraction of unrelated records or transmission of data to an external
service is not, even though the clinician’s credentials are valid.

Zero-Trust Architecture removes implicit trust based on network location or ownership and makes a policy
engine responsible for granting, denying or revoking access from policy and context (Chandramouli and Butcher
2023; Rose et al. 2020). The HIPAA Security Rule likewise requires access to electronic protected health information
to be limited to authorized users or processes (U.S. Department of Health and Human Services 2026). Zero-Trust
designs for healthcare agents address isolation, credentials, network restriction and prompt integrity (Maiti 2026),
but not the question: is the current action justified by the authorized purpose, for this patient, given what the agent
has done so far?

We address this question with MedTrustGraph, which models the clinical environment as an evolving hetero-
geneous graph (Figure 1) and evaluates each agent action in the context of its patient, purpose and behavioural
history (Figure 2). Our hypothesis is that unsafe agent behaviour is identified more effectively by jointly mod-
elling relational structure, temporal behaviour, clinical purpose and patient context than by evaluating events
independently. The contributions are:

(1) aformulation of continuous, purpose-aware authorization of clinical-agent actions as event-level risk
estimation over a temporal heterogeneous graph;

(2) a synthetic FHIR-style security benchmark (5,000 trajectories, 36,855 events, four attack families) with
chronological trajectory-level splits and an explicit audit of label-leaking features;

(3) atemporal graph model (graph attention encoder with a causal GRU) and a context-augmented variant,
compared with classical, sequential and static graph baselines under identical splits;

(4) controlled ablation and perturbation analyses with paired trajectory-level bootstrap intervals and exact
McNemar tests with Holm correction;

(5) a calibrated Zero-Trust decision layer in which learned risk is evidence and a deterministic policy engine
decides, evaluated on a nested held-out split; and

(6) a transparent account of the benchmark’s limits, including near-oracle context features and research
questions the current data cannot yet answer.
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2 Background and Related Work

LLM agents in healthcare. Medical LLM agents add planning, tool use, memory and interaction with clinical
systems; applications include decision support, documentation and services, with open challenges in reliability,
ethics and safety (W. Wang et al. 2025). MedAgentBench evaluates agents in an interactive FHIR environment
across ten task categories, including patient lookup, laboratory retrieval, vital-sign recording, medication ordering
and referrals (E. Chen et al. 2026; Jiang et al. 2025).

Security of clinical agents. When a model can read records or call clinical tools, prompt injection, unautho-
rized retrieval, excessive privilege and data leakage affect real actions rather than only text (Lee et al. 2025).
Infrastructure-level Zero-Trust controls for healthcare agents (Maiti 2026) are complementary to our action-level
authorization.

Zero-Trust architecture. NIST SP 800-207 bases access decisions on identity, resource attributes, context, policy
and observed behaviour, with a Policy Engine that decides and a Policy Administrator and Enforcement Point
that implement decisions (Rose et al. 2020). MedTrustGraph follows this separation: the learned model supplies
evidence, not enforcement.

FHIR auditability. FHIR supports security labels, provenance, consent and AuditEvent resources that record
participants, actions and purpose of use (HL7 International 2023a,b), a natural source of the timestamped
interactions from which our graph is built.

Graph and temporal learning. Graph convolutional networks aggregate normalized neighbourhoods (Kipf
and Welling 2017); graph attention networks (GAT) learn neighbour-specific weights (Veli¢kovic et al. 2018);
Heterogeneous Graph Transformers use type-dependent attention (Hu et al. 2020). Temporal Graph Networks
learn from event streams with memory modules (Rossi et al. 2020), and recurrent units such as the GRU (Cho et al.
2014) and LSTM (Hochreiter and Schmidhuber 1997) model sequences. Order matters for authorization: ReadLab
— ReadMedication — GenerateSummary is expected, whereas ReadLab — Query100Patients — ExportData —
External API signals escalating risk even when each step is individually permitted.

Learning for security monitoring. Prior JAIR work has modelled security events probabilistically and in contin-
uous time, using continuous-time Bayesian networks for network- and host-based intrusion detection (Xu and
Shelton 2010), and has shown how a small amount of labelled data can turn unsupervised anomaly detection into
a supervised task (Gornitz et al. 2013). Deep graph representation learning has been surveyed comprehensively,
including heterogeneous graphs and the difficulty of dynamic graphs for spectral methods (Chikwendu et al.
2023). MedTrustGraph differs in three ways: it targets the actions of an authenticated Al agent rather than
external intrusions, it conditions on an explicit declared intent (purpose and assigned patient), and it places the
learned detector under a deterministic policy engine with a three-way decision.

Norms, trust and goal recognition in multi-agent systems. JAIR has a long line of work on keeping autonomous
agents accountable. Norm-monitoring mechanisms detect violations of system norms in open multi-agent systems
and make monitoring incentive-compatible (Alechina et al. 2018); probabilistic trust models update an agent’s
trust in others from accumulating evidence as their behaviour changes (Y. Wang et al. 2011); and goal recognition
infers what an agent is really trying to achieve, even when it acts deceptively (Le et al. 2021). MedTrustGraph
shares their premise that authorization should rest on observed behaviour rather than on identity alone, but it
addresses a single tool-using LLM agent whose declared goal (the clinical purpose) is known, asks whether each
action is consistent with that goal, and learns the consistency judgement from temporal graph structure rather
than specifying it as norms or probabilistic trust updates.
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Gap. Prior work shows that agents can act in EHRs, that Zero Trust supports continuous authorization, and
that heterogeneous and temporal GNNs model evolving multi-entity interactions. What is missing is a method
that asks whether Action; is justified for Patient, given Purpose,, context, policy and behavioural history, rather
than merely whether the actor is authenticated.

3 Problem Formulation
3.1 Research questions and hypotheses

We pose six research questions: RQ1 whether temporal heterogeneous graph modelling improves detection
of unauthorized actions over event-level, sequential and static graph models; RQ2 whether explicit clinical
purpose reduces false authorization of contextually inappropriate access; RQ3 whether patient context improves
discrimination between legitimate and unrelated-patient access; RQ4 whether modelling delegation improves
detection of escalation through sub-agents; RQ5 how well the framework generalizes to unseen patients, tasks,
agents and attacks; and RQ6 whether a policy-grounded LLM can explain decisions faithfully without controlling
enforcement. This article answers RQ1-RQ3 empirically, RQ5 partially (chronological hold-out only), and specifies
but does not test RQ4 and RQ6 (Section 8).

The hypotheses are: H1 a temporal GNN outperforms static GNNs on temporally evolving unauthorized
behaviour; H2 adding purpose context to the temporal model improves detection of purpose-inconsistent access;
H3 adding patient context improves performance further; H4 MedTrustGraph attains a lower false-allow rate
than baselines while keeping the false-deny rate acceptable.

3.2 Threat model

The adversary is an authenticated agent acting inside a valid session that a legitimate clinician initiated for a
specific patient and purpose. The agent may be misaligned, manipulated by injected content or compromised; we
model the actions it attempts, not how it became unsafe. The defender observes each attempted action (actor,
tool, resource, action type, target patient, timestamp) together with the session’s assigned patient and declared
purpose. The benchmark operationalizes four attack families (Section 5.1). Infrastructure attacks, credential theft,
sub-agent delegation, prompt-injection content and network exfiltration are outside the scope of the present
evaluation.

3.3 Task

Let a trajectory 7 be a time-ordered sequence of access events ey, . . ., er. Each event has a binary label y, € {0, 1},
with y; = 1 denoting an UNAUTHORIZED action. The learning task is to estimate Pr(y; = 1 | ey,..., e, Py)
causally, using only the current and earlier events of the trajectory and the session’s structured purpose Py, and
then to map the estimate to a decision in {ArLow, VERIFY, DENY}.

4 The MedTrustGraph Framework
4.1 Overview

MedTrustGraph has six layers: (i) a structured purpose representation of the clinician’s request; (ii) a FHIR/EHR
event stream; (iii) a temporal heterogeneous clinical graph; (iv) a temporal graph encoder; (v) context and risk
components (patient scope, purpose scope, delegation risk, resource sensitivity) combined into a continuous
risk estimate; and (vi) a Zero-Trust policy engine that issues a decision and an evidence-grounded explanation.
Figure 1 shows the graph and contrasts static with temporal modelling; Figure 2 contrasts a justified flow with
overreach.
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Modeling Clinical-Agent Interactions as a Dynamic Heterogeneous Graph

Panel A: Heterogeneous Clinical-Agent Graph Structure Panel B: Graph Evolution and Temporal vs Static Modeling
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Fig. 1. Clinical-agent interactions as a dynamic heterogeneous graph. Panel A: typed nodes (clinician, clinical LLM agent,
patient, tool, FHIR resource, task, clinical purpose, access event) linked by directed relations, with access events ordered in
time (t1, t2, t3). Panel B: a static model collapses all interactions into one simultaneous graph; the temporal model processes
event embeddings in order, capturing sequence and duration. Conceptual illustration.

4.2 Temporal heterogeneous clinical graph

At time ¢ the environment is represented as

Gt = (Vi Er, 9. ), (1)

where V; is the set of nodes observed up to t, E; the set of timestamped edges, ¢ maps nodes to types and i maps
edges to relation types. Each interaction is an event

er = (Uk, Uk, Ths b, Xkc)s (2

where x; holds attributes such as operation type, resource type, resource sensitivity, tool and recent access
volume. The implemented graph contains Clinician, Agent, Patient, Tool, Resource and Purpose nodes; the
learning graphs add an Event node per access and a Task node per trajectory (Section 5.4). Relations include
ASSIGNS (clinician—agent), ACTS_FOR (agent—purpose), INVOKES (agent—tool), ACCESSES (agent—patient),
READS/WRITES/DELETES/EXPORTS (agent—resource) and HAS_RESOURCE (patient—resource).

4.3 Clinical-purpose representation

A request is mapped to a schema-constrained purpose P, rather than free text. For example, “Review Patient
104’s recent laboratory results and determine whether renal function is worsening” becomes: purpose = re-
nal_function_assessment; patient = Patient_104; permitted operations = {READ, COMPARE, SUMMARIZE};
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Legitimate Clinical Temporal Heterogeneous Clinical Graph
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Fig. 2. Justified versus unjustified paths. Left: a legitimate flow (physician — agent — assigned patient P — CBC/CMP
results) is allowed. Centre: justified paths (green) mirror the ALLOW flow; unjustified deviations (red), such as a delegated
sub-agent reaching notes outside the task scope, are flagged. Right: sub-agent overreach (Patient P’s psychiatric notes, an
unrelated Patient Q, a 500-record download, an external API call) is not allowed. Conceptual illustration; delegation, notes,
imaging and external-API scenarios belong to the framework design but are absent from the current benchmark.

resource classes = {Observation, MedicationRequest, DiagnosticReport}; concepts = {creatinine, eGFR, BUN, elec-
trolytes, renal medications}; disallowed = {cross-patient retrieval, bulk export, external transmission, deletion}.
In deployment an LLM would produce this structure under a fixed schema; in our experiments the purpose is
supplied as one of five structured labels, so purpose extraction is not evaluated.

4.4 Zero-Trust context checks

Two context signals are derived from raw relations rather than from any generated label:

pa =K [accessed patient, = assigned_patient ] (3)
=g [resourceitypet € ﬂ(Pq)] , (4)

where A(P,) is the purpose-resource allow-list. In the released implementation, A is estimated from authorized
training events only, keeping resource types that account for at least 10% of authorized accesses for each
purpose, so no validation or test label is consulted. These signals instantiate a purpose-consistency score PCS; =
f(Pg, At Ry, C;) over purpose, action, resource and context.
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236 Algorithm 1 Zero-Trust decision for event ¢

7 Input: raw risk p;; Platt parameters (a, b); thresholds 8; < 0,; action a;; allowed action scope S; context bits crt)at, cfur
1: # « o(a - logit(p;) + b)

2:if 7; < 0, then D «— ALLow else if 7#; < 0, then D < VERIFY else D « DENY

3:if a; ¢ S then D < DENY (least privilege)

4:if D = ALLow and (clfat =0or cfur = 0) then D « VERIFY (context cannot auto-allow)

5: return D with 7; and the triggering rule for audit and explanation

238
239
240
241
242
243

244
245

4.5 Temporal graph encoder

246
.47 Categorical entities receive learned embeddings and continuous attributes are standardized with training statistics.

,4g A graph attention encoder (Velickovi¢ et al. 2018) aggregates typed neighbours with relation-aware attention,

249 hi(,lﬂ) = O'( Z O!lrw W, hy))’ (5)

reRueN,(v)
251

.5, where R is the set of relation types, W, a relation-specific transformation and «j,, the attention coefficient.
953 For trajectory 7 the encoder yields event embeddings zi, . .., zr, which a causal forward GRU (Cho et al. 2014)
.54 processes in timestamp order,

255 st = GRU(s;-1, 2¢), (6)
256 so that the state at step ¢ depends only on current and earlier events, mirroring the memory-update principle of
257 Temporal Graph Networks (Rossi et al. 2020).

258

250 4.6 Continuous risk estimation

260 The risk of event t combines the temporal state with the context signals,
261 . pat pur .

v Risk; = o(MLP([s¢ [l ¢} 17 1)), T; = 1 — Risk,, (7)
263 where || denotes concatenation and T; is the trust score; the raw temporal GNN omits the context terms. The
264 framework also defines a delegation risk DR; as a function of delegation depth, permission inheritance, purpose
265 consistency and agent history, and a resource sensitivity S,. Sensitivity enters the model as an attribute; delegation
266 risk is not exercised because all benchmark events have delegation depth 0.

267

x%s 4.7 Zero-Trust decision engine

269 The learned model does not grant access. Its output is calibrated with Platt scaling (Platt 1999) to #;, and the
270 policy engine computes

271

s D, = PolicyEngine(#;, HardPolicy, Purpose, Context) € {ALLow, VERIFY, DENY}. (8)
273 Thresholds map 7, < 0; to ALLow, 0; < f; < 0, to VERIFY and 7; > 0, to DENY. Deterministic overrides then
274 apply in order: an action outside the least-privilege action scope becomes DENY; a patient-scope or purpose-scope
275 violation that would otherwise be ALLow becomes VERIFY. Algorithm 1 gives the procedure and Table 1 the
276 decision matrix. Thresholds are selected on a calibration split under safety constraints (Section 5.7).

277

. 4.8 Evidence-grounded explanation

279 For a challenged or denied request, the framework extracts the decisive graph neighbourhood, for example
280 Clinician_7 — Agent_12 — authorized for Patient_104 (renal assessment) alongside Agent_12 — attempted

281 access — Patient_208 — BehavioralHealthNote. An LLM receives only the purpose, the requested action, this
282
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Table 1. Zero-Trust decision matrix.

Condition Decision Rationale

Calibrated risk < 0.45, no policy violation ~ArLow Low learned risk; all context checks pass

0.45 < calibrated risk < 0.92 VERIFY  Uncertain risk requires human or sec-
ondary verification

Calibrated risk > 0.92 DENY High unauthorized-access risk

Action outside least-privilege scope DENY Deterministic least-privilege override

Patient-scope mismatch, otherwise low risk VERIFY = Cross-patient context cannot be auto-
allowed

Purpose-scope mismatch, otherwise low VERIFY  Purpose inconsistency cannot be auto-

risk allowed

evidence, the risk components and the policy identifiers, and may state: “Verification is required because the
task is authorized for Patient 104, while the requested behavioural-health record belongs to Patient 208; no
clinical relationship supporting cross-patient access was found.” It cannot override a deterministic decision. This
component is specified but was not run or evaluated here.

5 Experimental Setup
5.1 Data

Synthetic FHIR records. No real patient data were used. We generated a FHIR R4-style record set for 100 synthetic
patients (55 female, 45 male) with 29,600 resources: 20,000 laboratory Observations (creatinine, potassium,
magnesium, HbA1lc, platelets, sodium, glucose, haemoglobin, blood urea nitrogen, white-cell count), 4,000
MedicationRequests (ten outpatient drugs), 3,000 Conditions (fifteen ICD-10 diagnoses) and 2,500 Procedures
(fifteen CPT procedures). The MedAgentBench task set (Jiang et al. 2025) (300 tasks in ten categories of 30) served
as a design reference for task types, resource classes and the reference time window; its patients are not linked to
the synthetic records.

Security trajectories. From these records we generated 5,000 agent trajectories (seed 20260915). Each is initiated
by one of 50 synthetic clinicians, executed by one of 20 agents, assigned to one patient and associated with one of
five purposes (anaemia evaluation, diabetes monitoring, hypertension follow-up, medication reconciliation, renal-
function review). Agents act through four FHIR tools (Observation, Condition, MedicationRequest, Procedure).
Trajectories contain 4-21 events (median 7, mean 7.37), timestamped 1-15 November 2023. There are 3,000
normal trajectories and 500 per attack scenario; attack trajectories begin with authorized actions and therefore
mix authorized and unauthorized events:

o Cross-patient access: reads of a non-assigned patient (mean 1.95 unauthorized events per trajectory).

e Purpose drift: after legitimate actions, reads of a resource class outside the purpose’s scope, e.g. medication
requests during anaemia evaluation (mean 3.01).

o Privilege escalation: one WRITE, DELETE or EXPORT action in an otherwise read-only trajectory (187,
170 and 143 events).

o Bulk record retrieval: a burst of reads across non-assigned patients (mean 10.93; 10-minute access counts
up to 21 versus a mean of 3.6 for normal events).

Resource sensitivity is fixed per class (Observation 0.45, Procedure 0.55, MedicationRequest 0.60, Condition 0.65)
and delegation depth is 0 for every event. Tables 2 and 3 summarize the data.
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Table 2. Benchmark summary.

Component Value
Synthetic FHIR resources (patients) 29,600 (100)
Trajectories (normal / attack) 5,000 (3,000 / 2,000)

Access events (authorized / unautho- 36,855 (28,407 / 8,448; 22.9% unauthorized)
rized)

Clinicians / agents / purposes / tools 50/20/5/4

Actions READ / WRITE / DELETE / EX- 36,355/ 187 /170 / 143

PORT

Graph nodes 17,274 (17,094 resources, 100 patients, 50 clinicians, 20 agents, 5
tools, 5 purposes)

Graph edges 137,659 (INVOKES, ACCESSES 36,855 each; READS 36,355;

HAS_RESOURCE 17,094; ASSIGNS, ACTS_FOR 5,000 each; WRITES
187; DELETES 170; EXPORTS 143)

Table 3. Event-level composition by attack type.

Attack type Trajectories Unauthorized events Mean per trajectory
Normal (28,407 authorized events) 3,000 - 0
Bulk record retrieval 500 5,467 10.93
Purpose drift 500 1,506 3.01
Cross-patient access 500 975 1.95
Privilege escalation 500 500 1.00

Table 4. Chronological trajectory-level split.

Split Trajectories Events Unauthorized Authorized Unauthorized rate
Train 3,500 25,781 5,869 19,912 22.8%
Validation 750 5,533 1,253 4,280 22.6%
Test 750 5,541 1,326 4,215 23.9%

5.2 Splitting and leakage control

Random event-level splits leak information across time and within trajectories. Trajectories were sorted by first
timestamp and split at the trajectory level into 70% training, 15% validation and 15% test, so no trajectory spans
splits and every test trajectory starts after all training trajectories (Table 4). All models use this split.

The generator emits fields that are labels or computed from the labelling rules: authorization_label, at-
tack_type, scenario_type, is_attack_event, a heuristic risk_score, and the helper fields patient_match and pur-
pose_consistency. None is a model input in any primary comparison, and timestamps are used only for ordering
and splitting. To quantify leakage we also trained classical models on four feature tiers: BO raw observable
features; B1 = B0 + patient context; B2 = B0 + purpose context; B3 = both (Section 6.2).
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5.3 Baselines

Classical event-level models: class-balanced logistic regression, random forest (Breiman 2001) with balanced-
subsample weights, and XGBoost (T. Chen and Guestrin 2016) with scale_pos_weight set to the training class
ratio, all using tier BO: resource type, action, purpose, tool and previous action (one-hot) plus resource sensitivity
and the 10-minute access count (standardized). Sequential model: an LSTM (Hochreiter and Schmidhuber 1997)
over the same features in trajectory order. Static graph models: a two-layer normalized GCN (Kipf and Welling
2017), a two-layer residual multi-head GAT (Velickovi¢ et al. 2018) and an HGT-style transformer (Hu et al. 2020)
implemented in PyTorch with node-type-specific query/key/value projections, relation-specific transformations
and priors, multi-head attention and residual connections. PyTorch Geometric was unavailable in the execution
environment, so this baseline is labelled HGT-style rather than an official HGTConv run. A rule-only RBAC
baseline was not evaluated separately: every session is authenticated and every agent may use the EHR tools, so
identity-level RBAC alone would allow every event; the least-privilege action rule is evaluated inside the policy
layer.

5.4 MedTrustGraph models

Graph construction. Separate event-centred heterogeneous graphs were built per split, with node types Event,
Task, Clinician, Agent, Patient, Tool, Resource and Purpose (28-dimensional inputs) and 16 typed relations
(event—agent, event—patient, event-tool, event-resource, event-task, task—patient, task—clinician, task—purpose,
each with a reverse). The static graphs have 43,629 / 11,105 / 11,155 nodes and 278,810 / 59,830 / 59,910 directed
edges for train / validation / test; with temporal edges, 322,439 / 70,935 / 71,065 edges.

Temporal GNN (GAT+GRU). The residual GAT serves as a frozen encoder of event nodes, and a causal forward
GRU processes each trajectory in timestamp order to predict authorization at every event, using only leakage-safe
observable features (seed 20261003).

MedTrustGraph Full. The temporal GNN plus the two context signals of Section 4.4, derived from raw relations
rather than from patient_match or purpose_consistency.

Controlled ablation configuration. All variants were retrained end to end under one configuration (seed 20261004):
Full; minus patient context; minus purpose context; minus graph structure (relation attention replaced by mean
pooling of entity embeddings); minus temporal structure (GRU removed); and a raw temporal model without
context. Absolute scores in this configuration are compared within the ablation table.

Training. Neural models were selected by validation F1 with early stopping. The released reference implemen-
tation trains with class-weighted binary cross-entropy and AdamW (Loshchilov and Hutter 2019), 24-dimensional
embeddings, 64-dimensional hidden layers, learning rate 1073, weight decay 10™%, at most 30 epochs and patience
6 (Appendix A). The classification threshold is 0.5.

5.5 Metrics

Unauthorized events are the minority class, so we report precision, recall, F1, AUROC and AUPRC, the last
being informative under imbalance (Saito and Rehmsmeier 2015). With unauthorized as the positive class, the
false-allow rate is FAR = FN/(FN + TP) and the false-deny rate is FDR = FP/(FP + TN). We emphasize FAR
because a missed unauthorized action is the costliest error in this setting. Calibration is measured by the Brier
score (Brier 1950) and 10-bin expected calibration error (ECE) (Guo et al. 2017). For the policy layer we report
decision proportions per true class, the security capture rate (VERIFY+DENY among unauthorized events), the
VERIFY workload and the auto-resolution rate.
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5.6 Robustness protocol

The trained Full model was evaluated under test-time perturbations only: random removal of 10%, 20% and 30%
of typed edges; random permutation of event order within each trajectory; and random flipping of 5%, 10% and
20% of context bits.

5.7 Calibration and policy protocol

The 750 test trajectories of the controlled Full model were split chronologically into halves. The first (2,754
events, 674 unauthorized) was used to fit Platt scaling and to grid-search thresholds subject to unauthorized
ArLow < 1% and authorized DENY < 3%, minimizing a security-weighted cost. Six settings tied at minimum cost
(6, € [0.45,0.50], 6, = 0.92); the most conservative, 8; = 0.45, 8, = 0.92, was locked. The second half (2,787 events,
652 unauthorized) was evaluated once. Because these trajectories had been inspected in earlier experiments, this
is a nested secondary evaluation, not an untouched external cohort. All normal trajectories are read-only, so the
least-privilege scope is {READ}; a deployment must take scopes from institutional RBAC/ABAC and delegation

policy.

5.8 Statistical analysis

F1 confidence intervals used trajectory-level bootstrap resampling (Efron and Tibshirani 1993) with 500 replicates.
Differences between the Full model and each ablation used a paired trajectory-level bootstrap with 5,000 replicates,
and paired event-level correctness was compared with exact McNemar tests (McNemar 1947) with Holm correction
over five comparisons (Holm 1979). Wilson intervals (Wilson 1927) were computed for policy rates. Each model
was trained once (one run per reported result), so comparisons among separately trained baselines are descriptive.

6 Results
6.1 Main benchmark (RQ1)

Table 5 reports test performance. On raw observable features, XGBoost was the strongest conventional baseline
(F1 0.8062, AUPRC 0.9134) and GAT the strongest static graph model (F1 0.7918, AUPRC 0.8691). Static structure
alone did not beat strong tabular or sequential baselines: GCN (F1 0.5292) and HGT-style (F1 0.5847) lost signal
through neighbourhood aggregation. The temporal GNN reached F1 0.8905, AUROC 0.9767 and AUPRC 0.9517,
with precision 0.9287 and FDR 0.0206. Relative to XGBoost it gained 0.0842 F1 (10.4% relative) and 0.0383 AUPRC;
relative to GAT, 0.0987 F1 (12.5%) and 0.0826 AUPRC. Its FAR (0.1448) was close to the best baselines (0.1486—
0.1606); most of the gain came from fewer false denials (87 versus 322 for XGBoost). Figure 3 shows the progression.
Training took 10.5 s (20 epochs; best validation F1 0.8855) for the temporal GNN and 11.5 s (21 epochs) for the
context-augmented model; inference latency and memory were not measured.

6.2 Context features as near-oracles

Adding context made the synthetic task nearly trivial for classical models (Table 6). With patient context alone,
random forest and XGBoost reached perfect test scores and logistic regression F1 0.9346; with purpose context
every model reached F1 1.0, as did the context-augmented temporal GNN. The generator labels cross-patient and
bulk events by patient mismatch and purpose-drift events by out-of-scope resource classes, so the context signals
nearly restate the labelling rules. We therefore treat the raw temporal GNN as the fair learned-model comparison
and context-augmented results as upper bounds that validate the policy-context pathway, not as evidence of
real-world performance.



471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517

6:12 « Sultana and Islam

Table 5. Test performance (750 trajectories, 5,541 events, threshold 0.5). FAR: false-allow rate; FDR: false-deny rate. TUpper
bound: context features mirror the label-generation rules (Section 6.2). *Separate controlled retraining used for ablations; not
directly comparable with the rows above.

Model Acc. Prec. Rec. F1 AUROC AUPRC FAR FDR
Logistic regression 8717  .6921 8356 .7571 9486 .8831 1644 1170
Random forest 8973 7525 8507 .7986 9596 9132 1493 .0880
XGBoost 9034 7756 .8394 .8062 9597 9134 1606 .0764
LSTM 8959 .7482 .8514 .7965 9577 .9081 1486 .0902
GCN 7342 4592 6244 5292 7304 .4195 3756 2313
GAT .8957 7579  .8288 .7918 9376 .8691 1712 .0833
HGT-style 7526 4886  .7278  .5847 7782 4977 2722 2396
Temporal GNN (GAT+GRU) 9496 .9287 .8552 .8905 .9767 9517  .1448 .0206
MedTrustGraph Full? 1.000 1.000 1.000 1.000 1.000 1.000 .0000 .0000

Full MedTrustGraph (controlled)* .9836 .9776 .9532 .9653  .9984 9952 .0468  .0069

Model performance progression

1.04

0.8

o
o
|

F1 score

I
'S
L

0.2

0.0 -

Fig. 3. Test F1 across model families. The final bar is the controlled Full configuration, trained separately for ablation analysis.

6.3 Ablation analysis (RQ2, RQ3)

In the controlled configuration the Full model reached F1 0.9653 (95% CI 0.9544-0.9741), FAR 0.0468 and FDR
0.0069 (Table 7). Removing patient context caused the largest loss (F1 0.7480), driven by cross-patient recall falling
from 0.9936 to 0.5064 and authorized specificity from 0.9931 to 0.8797. Removing purpose context, graph structure
or temporal structure produced smaller but consistent losses. All five paired comparisons were significant after
Holm correction, with bootstrap probability 1.0 that the Full model was better in each case (Table 8; Figure 4).
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Table 6. Test F1 of classical models by feature tier.

Feature tier Logistic regression Random forest XGBoost
B0 Raw observable 0.7571 0.7986 0.8062
B1 + Patient context 0.9346 1.0000 1.0000
B2 + Purpose context 1.0000 1.0000 1.0000
B3 Full context 1.0000 1.0000 1.0000

Table 7. Controlled ablation results (test set). F1 intervals from 500 trajectory-level bootstrap replicates.

Configuration Prec. Rec. F1[95% CI] AUROC AUPRC FAR FDR AF1
Full model 9776 .9532 .9653 [.9544, .9741] .9984 9952  .0468 .0069 -

— Patient context .6835 .8258  .7480 [.7141, .7760] 19399 .8593 1742 1203 —-.2173
— Purpose context 9661 .9253  .9453 [.9306, .9566] 9937 .9859 .0747 .0102 —.0200
— Graph structure 9540 9389  .9464 [.9312, .9598] 9950 .9873 0611 .0142 -.0188
— Temporal struct. 9570  .9389  .9478 [.9349, .9597] 9971 9918 .0611 .0133 -.0174
Raw temporal (no context) .7377 .8039 .7694 [.7392, .7989] 9461 .8764 1961 .0899 —-.1959

Table 8. Paired comparisons of the Full model with each ablation: paired trajectory bootstrap (5,000 replicates) and exact
McNemar test on 5,541 paired events, Holm-corrected over five comparisons. nig: Full correct, ablation wrong; ng;: the
reverse.

Comparison AF1 95% CI ny Noi Holm p

vs — Patient context ~ 0.2173 [0.1901, 0.2485] 684 37 1.5x 1071
vs — Purpose context  0.0200 [0.0131,0.0278] 64 13 9.1x107°
vs — Graph structure  0.0188 [0.0108,0.0278] 69 19 1.6x 1077
[ ]
[ ]

Vs — Temporal struct. 0.0174 [0.0088, 0.0267 81 35 2.3x107°
vs Raw temporal 0.1959 [0.1714,0.2238] 579 31 2.5x 107 13!

6.4 Robustness

Removing up to 30% of test edges changed F1 by at most 0.0019 (Table 9; Figure 5), indicating redundancy in static
relational structure. Permuting event order within trajectories lowered F1 from 0.9653 to 0.8279, direct evidence
within the benchmark that order carries authorization signal. Context corruption degraded F1 progressively
(0.9240 at 5%, 0.8870 at 10%, 0.8174 at 20%) while FAR stayed between 0.0377 and 0.0513, so losses came mostly
from extra false denials; the system is sensitive to the quality of its context inputs.

6.5 Attack-specific detection

Table 10 gives recall per attack family and specificity on authorized events. The Full model detected bulk retrieval
perfectly and cross-patient access almost perfectly (0.9936), with lower recall on purpose drift (0.8745) and
privilege escalation (0.6076) (Figure 6). Patient context was essential for cross-patient access (0.5064 without
it). Privilege escalation depended on the full combination of components: recall fell to 0.0759 without purpose
context and 0.2785 without temporal structure, while the raw temporal model reached 0.7468. Because each such
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Ablation impact

Minus patient context

Raw temporal controlled

Minus purpose context

Minus graph structure

Minus temporal structure

0.00 0.05 0.10 0.15 0.20
F1 decrease relative to full MedTrustGraph

Fig. 4. Decrease in test F1 relative to the Full model when each component is removed (controlled configuration).

Table 9. Robustness of the Full model to test-time perturbations.

Perturbation Level F1 AUROC FAR AF1
None (clean) 0 0.9653  0.9984  0.0468 -
Random edge drop 10% 0.9641  0.9983  0.0475 —0.0012
Random edge drop 20% 0.9635 0.9982 0.0452 -—0.0018
Random edge drop 30% 0.9634 0.9979 0.0468 —0.0019
Shuffled event order all  0.8279 09713 0.0641 —0.1374

Context-bit corruption 5%  0.9240  0.9937  0.0513 —0.0413
Context-bit corruption  10% 0.8870  0.9877  0.0437 —0.0783
Context-bit corruption  20% 0.8174 0.9784  0.0377 —0.1479

trajectory contains a single non-READ action, action scope is better enforced by an explicit permission rule than
learned through the context pathway, which motivated the least-privilege override.

6.6 Zero-Trust decision layer (H4)

On the locked evaluation half no unauthorized event was allowed (0/652; 95% Wilson CI 0.00-0.59%); 94.94% were
denied and 5.06% verified, a security capture rate of 100%. Authorized events were allowed in 98.64% of cases,
verified in 0.94% and denied in 0.42%; the overall VERIFY workload was 1.90% and 98.10% of events were resolved
automatically (Table 11). The calibration half gave closely matching rates (unauthorized ALLow 0.00%, authorized
ArLow 99.18%, workload 1.74%). Every attack family was fully captured (Table 12; Figure 7); purpose drift had
the largest share sent to verification (22.8%), consistent with plausible but out-of-scope reads. The least-privilege
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Robustness to structural and context perturbations
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Fig. 5. Full-model F1 under random edge loss and context-bit corruption; event-order shuffling (F1 0.8279) is reported in

Table 9.
Table 10. Attack-wise recall and authorized-event specificity (controlled configuration).
Configuration Bulk  Cross-patient Purpose drift Privilege esc. Authorized spec.
(n=852)  (n=156) (n=239) (n=79) (n=4,215)
Full MedTrustGraph 1.0000 0.9936 0.8745 0.6076 0.9931
— Patient context 0.8791 0.5064 0.9791 0.4177 0.8797
— Purpose context 1.0000 1.0000 0.8912 0.0759 0.9898
— Graph structure 1.0000 1.0000 0.7824 0.6329 0.9858
— Temporal struct. 1.0000 1.0000 0.8996 0.2785 0.9867
Raw temporal (no context) 0.8650 0.4295 0.8494 0.7468 0.9101

override was decisive for privilege escalation: without it, 4 of 35 such events (11.4%) would have been allowed
and 68.6% verified; with it, all 35 were denied.

6.7 Calibration

Platt scaling preserved discrimination (AUROC 0.9984, AUPRC 0.9947 on the evaluation half) and reduced the
Brier score from 0.0184 to 0.0121 (34.4% relative) and ECE from 0.0692 to 0.0058 (91.6%) (Table 13). Calibrated
risks concentrated at the extremes: 2,093 evaluation events fell in the lowest bin (mean risk 0.0049, observed rate
0.0038) and 609 in the highest (0.9946 versus 0.9803). Intermediate bins held 4-27 events each with larger gaps
(Figure 8), so calibration in the VERIFY range is less precisely estimated.
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Attack-specific detection recall
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Fig. 6. Attack-specific detection recall of the Full model.

Table 11. Policy decisions on the evaluation half with 95% Wilson intervals.

True class Decision Count /n Rate 95% CI
Unauthorized ArLow 0/652 0.00% 0.00-0.59%
Unauthorized VERIFY 33/652 5.06% 3.63-7.02%
Unauthorized DEeNY 619 /652 94.94% 92.98-96.37%
Authorized ALLOW 2,106 /2,135 98.64% 98.06-99.05%
Authorized VERIFY 20/2,135 0.94% 0.61-1.44%
Authorized DENY 9/2,135 0.42% 0.22-0.80%

Table 12. Policy decisions by attack type (evaluation half).

Attack type Events DEny VERIFY AirLow Capture
Bulk record retrieval 426 99.77%  0.23%  0.00% 100%
Cross-patient access 68  94.12%  5.88%  0.00% 100%
Privilege escalation 35 100.00%  0.00%  0.00% 100%
Purpose drift 123 77.24% 22.76% 0.00% 100%

Normal authorized 2,135 0.42% 0.94% 98.64% -

7 Discussion

Research questions. RQ1 is supported descriptively: on observable features the temporal GNN exceeded every
baseline on F1, AUROC and AUPRC. Two results point to order as the source of the gain: static structure alone
did not beat tabular models, and shuffling order removed 0.1374 F1 while removing 30% of edges removed under
0.002. RQ2 is supported in the controlled configuration: removing purpose context lowered F1 by 0.0200 and
raised FAR from 0.0468 to 0.0747; the effect is modest because patient context already captures cross-patient and
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Zero-Trust policy decisions by event category
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Fig. 7. Proportion of ALLow, VERIFY and DENY decisions per event category on the evaluation half.

Table 13. Calibration before and after Platt scaling.

Split Score Brier ECE AUROC AUPRC

Calibration half Raw  0.0183 0.0728 0.9984 0.9957
Calibration half Platt 0.0112 0.0054 0.9984  0.9957
Evaluation half Raw  0.0184 0.0692 0.9984 0.9947
Evaluation half Platt 0.0121 0.0058  0.9984 0.9947

bulk attacks. RQ3 is supported with the largest effect (AF1 = 0.2173), partly reflecting that patient mismatch is
one of the attack-generation rules. RQ4 was not tested (delegation depth is always 0). RQ5 is partially addressed:
test trajectories are strictly later, but patients, agents, tools and attack families overlap across splits. RQ6 was not
tested.

Hypotheses. Table 14 summarizes the evidence. All four hypotheses are supported on the synthetic benchmark,
with H1 supported descriptively and H3 dependent on how the benchmark was generated.

Separating prediction from authorization. The classifier alone missed 39% of privilege-escalation events, yet
a single deterministic least-privilege rule eliminated all of them, and the scope overrides ensured no context
violation was auto-allowed. Conversely, learned risk provides what rules cannot: graded risk for sequences such
as purpose drift, where 22.8% of attack events were verified rather than denied. A three-way decision with a
small VERIFY band (1.90%) keeps human workload low while avoiding forced binary outcomes on uncertain cases,
mirroring the NIST division between a policy engine that weighs evidence and the components that enforce it
(Rose et al. 2020).
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Calibration reliability on policy-evaluation set
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Fig. 8. Reliability diagram of Platt-calibrated risk on the evaluation half; the dashed line is perfect calibration.

Table 14. Status of the hypotheses on the synthetic benchmark.

Hypothesis Evidence Status
H1: temporal > static GNN  F1 0.8905 vs 0.7918 (GAT); AUPRC 0.9517 vs 0.8691  Supported (descriptive,
one run)
H2: +purpose helps Full vs —purpose: AF1 0.0200 [0.0131, 0.0278], Holm Supported (controlled)
p=91x10"°
H3: +patient helps further  Full vs —patient: AF1 0.2173 [0.1901, 0.2485], Holm Supported
p < 10710 (benchmark-
dependent)
H4: lower FAR, acceptable Controlled Full FAR 0.0468 vs 0.1448-0.3756 for raw- Supported (synthetic)
FDR feature models, FDR 0.0069; policy layer 0/652 unau-

thorized allowed, 0.42% authorized denied

Significance for AL. Beyond healthcare, the setting is an instance of a general problem in agentic Al: authorizing
individual actions of a tool-using agent against a declared intent, under distribution shift and adversarial pressure.
Our results suggest three transferable lessons: model behaviour as an ordered event stream rather than as
independent requests; make intent and scope explicit and machine-checkable; and keep learned components
advisory, calibrated and subordinate to auditable rules.

Clinical and security relevance. As agents take on documentation, summarization, laboratory review, medication
reconciliation, coding, prior authorization, messaging and scheduling, security controls must decide whether each
action is needed for the current task, not only whether the agent can reach the EHR. MedTrustGraph is designed
as an additional contextual authorization layer between an agent’s request and the policy engine, complementing
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the access controls, authentication, auditing and transmission security required under HIPAA (U.S. Department
of Health and Human Services 2026).

8 Limitations

(1) Synthetic data. All records and trajectories are synthetic; they are neither real patient data nor the
MedAgentBench FHIR database, and a virtual environment cannot reproduce a production hospital.

(2) Rule-generated labels. Attacks were generated from rules tied to patient scope, purpose—resource
compatibility, action type and access volume, so context features act as near-oracles (Table 6) and context-
augmented scores are upper bounds.

(3) Threat coverage. Only four attack families are present. Delegation, prompt-injection content, exfiltration,
sensitive-record classes and adaptive adversaries are absent, so RQ4 and parts of Figure 2 are untested.

(4) Evaluation design. Each model was trained once, with seeds differing across experimental stages;
baseline comparisons are descriptive. The policy layer was evaluated on a nested half of a previously
inspected test set.

(5) Implementation. The HGT baseline is a PyTorch HGT-style implementation, not HGTConv. The con-
solidated reference code reproduces the methodology but not necessarily every reported figure across
hardware and library versions.

(6) Benchmark-specific policy. The read-only action scope reflects the benchmark; deployments need
scopes from RBAC/ABAC, delegation and care context.

(7) Unevaluated components. LLM purpose extraction, explanation generation, time-to-detection, latency
and memory were not measured.

(8) Clinical trade-offs and transfer. Legitimate care often needs information that looks only indirectly
related to the stated question, and over-restrictive authorization could delay care. Policies differ across
institutions, so models may not transfer between sites. The framework addresses authorization, not
clinical decision-making.

9 Future Work

Priorities are: evaluation on traces produced by real LLM agents in MedAgentBench-style environments, with
attacks generated independently of the feature definitions and with patient-, agent-, tool- and attack-held-out
splits; delegation chains, prompt-injection-induced tool calls, exfiltration and sensitive-record classes with explicit
permission inheritance; implementation and evaluation of the explainer (policy attribution accuracy, evidence
faithfulness, hallucination rate, consistency); counterfactual authorization that identifies the minimum change
making a denied action permissible; federated and continual learning across institutions; multimodal graphs and
agent-to-agent trust propagation; and human-agent collaborative authorization that decides when to escalate
rather than deny.

10 Conclusion

MedTrustGraph frames authorization of autonomous clinical LLM agents as continuous, purpose-aware risk
estimation over a temporal heterogeneous graph, with a deterministic Zero-Trust policy engine holding final
authority. On a synthetic FHIR-style benchmark, a temporal graph model on observable features outperformed
event-level, sequential and static graph baselines (F1 0.8905 versus 0.8062 and 0.7918); controlled ablations showed
significant contributions from patient context, purpose context, graph structure and temporal structure; and
the calibrated policy layer allowed none of the evaluated unauthorized events while auto-allowing 98.64% of
authorized ones with a 1.90% verification workload. These results validate the design and pipeline rather than
real-world performance. If they hold on realistic agent traces, the approach can support architectures in which



847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
830
881
882
883
884
885
886
887
888
889
890
891
892
893

6:20 « Sultana and Islam

clinical Al agents receive neither permanent trust nor unrestricted access, but must continuously show that each
action is justified by patient, purpose, policy and context.

11 Data, Code and Ethics
11.1 Data and code availability

The synthetic FHIR-style records, the security-event dataset (events, trajectory summaries, graph nodes and edges,
data dictionary and manifest), split assignments, model checkpoints, per-event predictions and the reference
implementation are publicly available at https://github.com/Kamrul01685/MedTrustGraph. They will be released
under an open licence (MIT for code, CC BY 4.0 for data) and also provided as a JAIR online appendix upon
publication.

11.2 Ethics statement

All experiments used synthetic data in a sandboxed environment; no identifiable patient information was used or
sent to an external LLM service. Deployment should process identifiable data only under appropriate legal, privacy
and institutional frameworks, keep complete audit trails of actions, requests, risk scores, decisions, explanations
and human overrides, and retain human review for VERIFY decisions.
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941 Table 15. Experimental configuration.

942

943 Item Setting

944

o1 Seeds data 20260915; baselines 20260915; static graphs 20260927; tempo-

016 ral 20261003; ablations 20261004

o7 Split trajectory-level chronological 70/15/15

oss Positive class; threshold UNAUTHORIZED = 1; 0.5

010 Raw categorical features resource_type, action, clinical_purpose, tool_id, previous_action
Raw numeric features resource_sensitivity, bulk_access_count_10m

950

051 Excluded fields risk_score, authorization_label, attack_type, scenario_type,

05 is_attack_event, purpose_consistency, patient_match, event and

053 trajectory IDs

05t Context signals (Full) patient scope (assigned = accessed patient); purpose-resource

055 allow-list from authorized training events

05 Temporal model frozen residual GAT encoder + causal forward GRU

. Reference implementation embedding 24; hidden 64; AdamW, Ir 1073, weight decay 1074

058 <30 epochs; patience 6; batch 256 events / 32 trajectories

05 Bootstrap 500 (per-model CI); 5,000 paired (ablation tests); unit = trajectory
Policy Platt scaling; ALLow < 0.45; DENY > 0.92; least-privilege, patient-

960 . . .
and purpose-scope overrides; constraints: unauthorized ALLow

< 1%, authorized DENY < 3%

Software Python; pandas/NumPy; scikit-learn >1.5; XGBoost >2.0; PyTorch
>2.3; SciPy >1.12 (exact versions and hardware to be reported
with the code release)

961
962
963
964
965

966
967

968 (1) All source code required for conducting experiments is included in an online appendix or will be made
969 publicly available upon publication of the paper. The online appendix follows best practices for source
970 code readability and documentation as well as for long-term accessibility. [yes]

971 (2) The source code comes with a license that allows free usage for reproducibility purposes. [yes]

972 (3) The source code comes with a license that allows free usage for research purposes in general. [yes]

973 (4) Raw, unaggregated data from all experiments is included in an online appendix or will be made pub-
974 licly available upon publication of the paper. The online appendix follows best practices for long-term
975 accessibility. [yes]

976 (5) The unaggregated data comes with a license that allows free usage for reproducibility purposes. [yes]
977 (6) The unaggregated data comes with a license that allows free usage for research purposes in general. [yes]
978 (7) If an algorithm depends on randomness, then the method used for generating random numbers and for
979 setting seeds is described in a way sufficient to allow replication of results. [partially]

980 (8) The execution environment for experiments, i.e., the computing infrastructure (hardware and software)
981 used for running them, is described, including GPU/CPU makes and models; amount of memory (cache
982 and RAM); make and version of operating system; names and versions of relevant software libraries and
983 frameworks. [partially]

984 (9) The evaluation metrics used in experiments are clearly explained and their choice is explicitly motivated.
985 [yes]

986 (10) The number of algorithm runs used to compute each result is reported. [yes]
987
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Table 16. Fields of the security-event dataset.
Field Definition Model input
event_id, trajectory_id, task_id identifiers no
timestamp_utc synthetic UTC time ordering/splitting only
clinician_id, agent_id synthetic clinician and agent graph nodes

assigned/accessed_patient_id
resource_id, resource_type,
source_name
tool_id; action

re-

clinical_purpose
resource_sensitivity
delegation_depth
previous_action;
bulk_access_count_10m
purpose_consistency,
tient_match, risk_score
authorization_label
attack_type,
is_attack_event

pa-

scenario_type,

task patient; patient accessed
FHIR-style resource

tool invoked;
READ/WRITE/DELETE/EXPORT
authorized purpose

fixed per resource type (0-1)

always 0

prior action; 10-min access count

generator helper/heuristic fields

target
scenario annotations

nodes; patient scope
type, node identity

yes

yes; purpose scope

yes
no (constant)

yes
no (leakage)

target only
no; stratified reporting

(11) Reported results have not been “cherry-picked” by silently ignoring unsuccessful or unsatisfactory

experiments. [yes]

(12) Analysis of results goes beyond single-dimensional summaries of performance (e.g., average, median) to
include measures of variation, confidence, or other distributional information. [yes]

(13) All (hyper-) parameter settings for the algorithms/methods used in experiments have been reported, along
with the rationale or method for determining them. [partially]

(14) The number and range of (hyper-) parameter settings explored prior to conducting final experiments
have been indicated, along with the effort spent on (hyper-) parameter optimisation. [no]

(15) Appropriately chosen statistical hypothesis tests are used to establish statistical significance in the presence

of noise effects. [partially]

Articles using data sets

Does this work rely on one or more data sets (possibly obtained from a benchmark generator or similar software

artifact)? [yes]

(1) All newly introduced data sets are included in an online appendix or will be made publicly available upon
publication of the paper. The online appendix follows best practices for long-term accessibility with a
license that allows free usage for research purposes. [yes]

(2) The newly introduced data set comes with a license that allows free usage for reproducibility purposes.

[yes]

(3) The newly introduced data set comes with a license that allows free usage for research purposes in general.

[yes]
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(4) All data sets drawn from the literature or other public sources (potentially including authors’ own
previously published work) are accompanied by appropriate citations. [yes]

(5) All data sets drawn from the existing literature (potentially including authors’ own previously published
work) are publicly available. [yes]

(6) All new data sets and data sets that are not publicly available are described in detail, including relevant
statistics, the data collection process and annotation process if relevant. [yes]

(7) All methods used for preprocessing, augmenting, batching or splitting data sets (e.g., in the context of
hold-out or cross-validation) are described in detail. [yes]

Explanations on any of the answers above (optional)

Code and data licences (computational items 1-6, data items 1-3) assume release under an open licence (e.g.,
MIT and CC BY 4.0) upon publication. Seeds are reported per stage, but the random-number generators and
some nondeterministic GPU operations are not fully specified (item 7). Library minimum versions are given;
exact versions and hardware will accompany the code release (item 8). Final hyperparameters of the reference
implementation are reported, but the search performed during development was not logged (items 13-14).
Paired tests were applied to ablations but not to comparisons among separately trained baselines (item 15). The
MedAgentBench task set is cited and publicly available; it served only as a design reference.
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