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ABSTRACT

Cloud-native architectures have become a practical response to the limitations of manually deployed monolithic applications,

particularly when scalability, availability, security, and deployment reproducibility are required. This paper presents the design

and implementation of an automated cloud deployment architecture for a salon reservation microservices application. The

proposed architecture combines Docker-based containerization, Terraform-based Infrastructure as Code, Azure Kubernetes

Service orchestration, PostgreSQL Flexible Server, Azure DevOps CI/CD pipelines, TLS-secured ingress exposure, horizontal

pod autoscaling, and observability through Azure Monitor, Container Insights, Prometheus, and Grafana. The work transforms

an initially manual and weakly automated deployment process into a reproducible cloud-native workflow. Functional validation,

fault-tolerance testing, scalability testing, alerting verification, and load-oriented ingress rate-limiting tests demonstrate

the operational feasibility of the proposed solution. The results show that combining Infrastructure as Code, Kubernetes

orchestration, CI/CD automation, and monitoring provides a reliable foundation for deploying and operating microservices in a

secure and scalable cloud environment.

Index Terms—Cloud computing, DevOps, microservices, Azure Kubernetes Service, Terraform, Docker, CI/CD, Kubernetes,

observability, cloud security.

Introduction

Modern software systems increasingly require rapid delivery, high availability, elastic scalability, and secure operation. Tradi-

tional deployment practices, especially those based on manual infrastructure provisioning and manual application releases, often

introduce operational delays, configuration inconsistencies, and a higher probability of human error. These limitations become

more visible when applications evolve toward distributed microservices, where each service may have its own runtime, database,

deployment lifecycle, and operational requirements.

In this context, cloud-native DevOps practices provide a structured approach for automating the complete lifecycle of an

application. Containerization improves portability and reproducibility, Infrastructure as Code (IaC) automates infrastructure

provisioning, Kubernetes enables orchestration and self-healing, CI/CD pipelines automate software delivery, and monitoring

tools improve visibility into the runtime state of the platform.

This paper presents a complete cloud-native deployment architecture implemented for a salon reservation application

composed of multiple microservices. The project was conducted in the context of YohaTech, a Tunisian technology company

working in cloud, DevOps, cybersecurity, and digital transformation1. The main objective is to design and validate an automated,

secure, observable, and scalable architecture capable of deploying microservices reliably on Microsoft Azure.
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The main contributions of this work are as follows:

• the design of a layered cloud architecture for a microservices application deployed on Azure Kubernetes Service (AKS);

• the implementation of infrastructure automation using Terraform;

• the containerization and Kubernetes deployment of application services;

• the integration of an Azure DevOps CI/CD pipeline for automated image build, registry push, and redeployment;

• the integration of security, autoscaling, observability, and alerting mechanisms;

• the validation of the architecture through functional, resilience, scalability, alerting, and load-oriented tests.

1 Related Work and Technological Background

1.1 Microservices and Cloud-Native Architectures

Microservices decompose an application into a set of independently deployable services. Compared with monolithic systems, this

architectural style supports independent scaling, improved maintainability, and service-level deployment autonomy. However, it

also introduces operational complexity because networking, configuration, service discovery, persistence, and monitoring must

be managed consistently across services.

Cloud-native architectures address these challenges by combining containers, orchestration platforms, automated delivery

pipelines, and observability mechanisms2. Kubernetes has become a widely adopted orchestration platform because it provides

declarative deployment, self-healing, service abstraction, and scaling mechanisms. Managed Kubernetes services, such as AKS,

reduce the operational burden of maintaining the control plane while preserving Kubernetes primitives.

1.2 DevOps, CI/CD, and Infrastructure as Code

DevOps aims to improve collaboration between development and operations while automating the software delivery lifecycle3.

CI/CD pipelines reduce manual deployment effort by automating build, test, image publication, and deployment stages.

In parallel, Infrastructure as Code tools such as Terraform allow infrastructure resources to be described declaratively and

provisioned reproducibly. This approach improves traceability, reduces configuration drift, and supports repeatable environment

creation. A comparative study of deployment alternatives guided the final selection of Azure, AKS, Terraform, and Azure

DevOps because this stack provides managed orchestration, native CI/CD integration, reproducible provisioning, and direct

compatibility with the project environment.

1.3 Security and Observability in Cloud Deployments

Security in cloud-native deployments requires layered controls, including encrypted communications, secret management,

network segmentation, and controlled ingress exposure. In Kubernetes environments, TLS certificates, Kubernetes Secrets,

ingress controllers, and rate-limiting policies contribute to reducing exposure and mitigating abuse. Observability complements

security and reliability by enabling metric collection, visualization, alerting, and incident detection4. Tools such as Azure

Monitor and Container Insights provide visibility into cluster and application behavior.

2 Research Methodology

Following the structure of the reference paper template, this study adopts an applied engineering research methodology. The

methodology is organized around problem analysis, architecture design, implementation, and validation.

2.1 Problem Identification

The initial environment relied on partially manual deployment and infrastructure configuration practices. The main limitations

identified were:

• manual infrastructure deployment without IaC;

• lack of standardized cloud resource configuration;

• absence of a CI/CD pipeline for build and deployment automation;

• limited scalability and lack of orchestration;

• insufficient observability and alerting mechanisms;
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• insufficiently optimized security and isolation mechanisms.

2.2 Architecture Design

Figure 1 Global architecture of the proposed cloud-native solution.

The proposed solution was designed as a layered cloud-native architecture. The application services are containerized using

Docker and deployed on AKS. Azure Container Registry (ACR) stores Docker container images. Terraform provisions the

cloud infrastructure, including the resource group, networking components, AKS cluster, ACR, PostgreSQL Flexible Server,

and monitoring-related resources. PostgreSQL Flexible Server provides managed relational storage. Azure DevOps automates

the CI/CD workflow. Ingress-NGINX exposes the application and routes HTTP/HTTPS traffic to the appropriate services.

TLS certificates secure external communications. Observability is implemented using Container Insights, Azure Monitor,

Prometheus, and Grafana.

2.3 Implementation Workflow

The implementation workflow consisted of the following steps:

1) preparation and local validation of the microservices application;

2) containerization of backend services and frontend components;

3) definition and provisioning of Azure infrastructure using Terraform;

4) installation and configuration of Azure CLI and kubectl;

5) Kubernetes deployment using YAML manifests for namespaces, secrets, deployments, services, ingress, HPA, certificates,

and issuers;

6) configuration of PostgreSQL Flexible Server, schemas, and initial data;

7) creation of an Azure DevOps pipeline connected to the GitHub repository;

8) activation of monitoring, metrics visualization, and alert rules;

9) validation through operational tests.

3 Proposed Cloud-Native Architecture

The proposed solution is organized as a complete cloud-native deployment chain that starts from the AuraCut microservices

application and ends with an observable, scalable, and secure runtime environment on Microsoft Azure. The solution separates

the application layer, infrastructure layer, containerization and orchestration layer, CI/CD layer, and security and observability
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layer. This layered organization clarifies the role of each technology: Docker packages the services, Terraform provisions Azure

resources, AKS runs and scales the workloads5, Azure DevOps automates delivery, PostgreSQL stores application data, and

monitoring tools provide operational visibility.

Figure 2 Final architecture view used for the cloud deployment design.

3.1 Application Layer

The target application is AuraCut, a salon reservation platform designed to manage authentication, users, bookings, reservations,

notifications, promotions, administration, and intelligent assistant features. Before focusing on the cloud infrastructure, the

application itself was developed and validated as a functional microservices platform. The frontend provides the user interface

and communicates with backend services through REST APIs. Each microservice is designed to be independently deployable,

and each service may manage its own data.

The application is organized around several functional services. The authentication service manages identity and access logic,

the user service manages user-related operations, the booking and reservation services support salon appointment workflows,

and complementary services support notifications, promotions, administration, and assistant-oriented features. This separation

makes it possible to build, deploy, scale, and monitor services independently instead of redeploying the whole application as a

monolithic system.

Before presenting the cloud-native deployment solution, it is necessary to clarify the internal application architecture. AuraCut

follows a microservices-oriented design in which the frontend consumes backend APIs through a gateway or routed service

endpoints. Each backend service encapsulates a specific business capability and communicates with the persistence layer

according to its functional responsibility. This architecture improves maintainability because changes in authentication, booking,

users, notifications, or administration can be implemented and deployed with limited impact on the other services. It also
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prepares the application for containerization, Kubernetes deployment, independent scaling, and service-level monitoring.

The microservices application development work was carried out by Helmi Jbili. This phase included the design and

implementation of the application services, the preparation of backend APIs, the connection between the frontend and backend

components, and the validation of the functional behavior before cloud deployment. This application-development stage is

important because the cloud-native pipeline described in this paper depends on having services that can be packaged, versioned,

deployed, and monitored independently.

Figure 3 Microservices architecture of the AuraCut application before cloud-native deployment.

3.2 Infrastructure Layer

The infrastructure layer is provisioned with Terraform6. The project defines configuration files such as main.tf, variables.tf,

terraform.tfvars, outputs.tf, providers.tf, and versions.tf. Terraform enables reproducible creation and update

of cloud resources, reducing manual configuration errors and improving deployment traceability.

The Terraform workflow describes the infrastructure lifecycle. Configuration files are written and validated, the execution

plan is reviewed, and the infrastructure is applied to Azure. This process provisions the resource group, networking layer, AKS

cluster, ACR, PostgreSQL Flexible Server, and monitoring-related resources in a controlled and repeatable manner7.

3.3 Containerization and Orchestration Layer

Docker is used to package the services into portable images8. The backend services are based on Node.js, while the frontend is

served through NGINX.

Kubernetes manifests define the runtime state of the services in AKS9. The deployment includes namespaces, secrets,

deployment objects, services, ingress routing, HPA resources, and certificate-related resources.

The containerization phase converts each microservice into a Docker image that can be executed consistently across local and

cloud environments. Docker Desktop was used to verify that the containers were correctly built and running before pushing

images to Azure Container Registry and deploying them on AKS.
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Figure 4 Terraform workflow for reproducible infrastructure provisioning on Microsoft Azure.

Figure 5 Docker Desktop verification showing containerized microservices running locally.

The containerization workflow packages each backend service and the frontend into Docker images. The images are first

verified locally using Docker Desktop, then published to ACR and consumed by Kubernetes manifests. This workflow is

essential for ensuring that the same application artifact can be tested locally and deployed consistently in the cloud.

3.4 CI/CD Layer

The CI/CD layer is implemented using Azure DevOps and Azure Pipelines10. The pipeline is connected to the GitHub repository

and uses a YAML pipeline file. Its role is to automate image construction, push images to ACR, and trigger Kubernetes

redeployment. This reduces manual release effort and improves consistency between development and deployment workflows.

The CI/CD workflow starts when a change is pushed to the GitHub repository. Azure DevOps then triggers the pipeline, builds

the container image, pushes it to Azure Container Registry, and refreshes the Kubernetes deployment in AKS. This workflow

supports repeatable delivery and reduces the operational risk associated with manual deployment commands11. Continuous

deployment concepts also support the automated promotion of changes after successful validation12.
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Figure 6 Containerization workflow used to package microservices into portable Docker images.

Figure 7 Dockerfile used to package the authentication microservice.

Figure 8 Manual execution of the Azure DevOps pipeline during validation.

3.5 Security and Observability Layer

Security mechanisms include TLS-based HTTPS access, Kubernetes Secrets, certificate management, and ingress rate-limiting.

Observability is implemented through Container Insights, Prometheus, Grafana, and alert rules. Azure Monitor supports cloud-

level monitoring13, while Container Insights provides container-oriented cluster visibility14. These tools enable monitoring of

namespace-level and pod-level metrics, as well as alerting when abnormal restart counts or high CPU/memory consumption are

detected.

The security configuration was validated at both configuration and runtime levels. Sensitive connection parameters were

externalized from the application code and injected through Kubernetes Secrets, while TLS resources were used to secure public
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Figure 9 CI/CD workflow from source-code update to image build, ACR push, and deployment on AKS.

access. This design reduces direct exposure of credentials in manifests and supports a clearer separation between application

logic, deployment configuration, and operational security controls.

4 Implementation and Experimental Validation

4.1 Infrastructure Provisioning

Terraform was initialized, validated, planned, and applied to deploy the infrastructure. The Terraform configuration describes

the cloud resources required by the solution, including the Azure resource group, AKS cluster, container registry, networking

components, and database-related services. This Infrastructure as Code approach makes the infrastructure reproducible,

auditable, and easier to redeploy than a manual configuration process.

The infrastructure validation step confirmed that Terraform produced the expected resources and outputs. The execution

plan was reviewed before deployment, and the apply phase was used to create the target infrastructure on Azure. This step

demonstrates the feasibility of reproducible infrastructure deployment and provides the foundation on which the Kubernetes

application layer is installed.

Figure 10 Terraform execution plan used to preview the Azure infrastructure deployment.

4.2 Kubernetes Deployment

After infrastructure deployment, the AKS environment was configured using Azure CLI and kubectl. Kubernetes resources were

applied to deploy the application services, expose them internally, and route external traffic through ingress. DNS association

was performed using a DuckDNS domain, and the application was validated first through HTTP and then through HTTPS.
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Figure 11 Terraform infrastructure deployment using the apply command.

The HTTPS exposure relied on cert-manager resources, including Issuer and Certificate manifests, while ingress annotations

supported TLS routing and request rate limiting.

The deployment scenario followed a progressive validation approach. First, the cluster connection and namespace resources

were verified with kubectl. Second, deployment and service manifests were applied for the microservices. Third, ingress

routing and HTTPS certificates were checked to confirm that external traffic reached the correct service endpoints.

Figure 12 Kubernetes deployment verification after applying service manifests.

4.3 Database Configuration

PostgreSQL Flexible Server was configured to host the application databases. Schemas and seed data were applied to initialize

the microservice databases, and table creation and inserted records were verified after initialization. The pgcrypto extension

was enabled to support cryptographic operations at the database level.

The database of the authentication service was used as an example to validate the database initialization workflow. This

example shows how the initial database was created in PostgreSQL, how the first tables were generated, and how initial data

was inserted before connecting the service to the Kubernetes deployment. The same principle can be reused by the other

microservices that require persistence.

The database scenario was validated by creating the required schema, checking the generated tables, and inspecting

representative inserted data. This step ensured that the deployed services had a consistent persistence layer before functional

and scalability tests were executed. It also confirmed that the migration and initialization work prepared during development

could be reproduced in the managed PostgreSQL environment.
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Figure 13 PostgreSQL database created successfully.

Figure 14 Schema initialization step for the managed PostgreSQL database.

Figure 15 Database table verification for the AuraCut authentication service.

Figure 16 Verification of inserted authentication-service data after initialization.

4.4 CI/CD Validation

The Azure DevOps pipeline was connected to the GitHub repository and executed to validate the automated delivery chain.

A commit was pushed to trigger a new pipeline execution, and the creation of updated pods in the cluster confirmed that the

redeployment workflow was operational.

In the validation scenario, the repository acted as the single entry point for delivery. A source-code change triggered the

Azure DevOps pipeline, which built the image, pushed it to ACR, and refreshed the Kubernetes workload. The observed pod

update confirmed that the deployment state in AKS followed the pipeline execution rather than a manual redeployment step.

4.5 Monitoring and Alerting Validation

Container Insights provided an initial view of the AKS cluster. Prometheus and Grafana were then enabled for more detailed

metrics visualization. The project included dashboards for namespace and pod-level monitoring. Alerting rules were configured

to detect abnormal pod restarts and high CPU or memory usage.

The monitoring scenario was implemented in three stages. First, Container Insights was enabled to obtain a managed view of

cluster nodes, namespaces, pods, CPU, memory, and restart indicators. Second, Prometheus was activated as a metrics source in
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order to collect Kubernetes and application-level measurements with finer operational detail. Third, Grafana was connected

to the Prometheus data source and used to visualize namespace-level and service-level dashboards. This separation is useful

because Azure Monitor gives an integrated cloud-provider view, while Prometheus and Grafana provide flexible dashboards for

operational investigation.

Figure 17 Container Insights view used for managed AKS monitoring.

Figure 18 Grafana visualization of namespace-level metrics.

Alerting was configured after the dashboard validation. The alert rule creation step defined the monitored condition, the

evaluation behavior, and the notification target. A controlled restart scenario was then used to trigger the alert path and verify

that the administrator received the expected notification. This scenario validates not only metric collection but also the complete

detection and communication chain required during an operational incident.

4.6 Operational Tests

The architecture was validated through several operational tests:

• Functional access test: the application was accessed through the configured domain to verify service availability.
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Figure 19 Grafana visualization of service-level metrics.

Figure 20 Creation of an alert rule for abnormal runtime conditions.

Figure 21 Controlled restart scenario used to trigger the alert rule.

• Fault-tolerance test: a pod was manually deleted, and Kubernetes automatically recreated it to preserve the desired

replica count.

• Scalability test: load was generated inside a service container, and HPA increased the number of replicas up to three pods.

• Alerting test: a pod restart scenario was used to validate alert notification reception.

• Rate-limiting test: repeated requests were sent to verify ingress-based request limitation and temporary source IP

blocking.

Each test scenario was executed to verify one operational property of the platform. The functional access scenario validated

12/16



Table 1 Operational test scenarios and acceptance criteria.

Scenario Action Acceptance criterion

Access Open the public domain through ingress. Application pages are reachable through HTTPS.

Recovery Delete a running pod manually. Kubernetes recreates a pod automatically.

Scaling Generate CPU load inside a service. HPA increases the replica count.

Alerting Trigger a restart condition. Notification is received by the administrator.

Protection Send repeated requests to ingress. Excessive requests are limited or blocked.

end-user reachability through the public domain. The fault-tolerance scenario validated Kubernetes reconciliation by deleting a

pod and checking that the desired state was restored. The scalability scenario generated resource pressure and verified that HPA

increased the replica count15. The alerting scenario forced a restart condition and checked that the monitoring chain produced a

notification. The rate-limiting scenario generated repeated requests to confirm that ingress rules reduced abusive traffic.

Table 1 summarizes the test scenarios, their objectives, and their acceptance criteria. The purpose of this table is to make the

validation reproducible: each scenario starts from a known action, observes the platform reaction, and accepts the result only if

the observed behavior matches the expected operational property.

Figure 22 Fault-tolerance scenario showing Kubernetes recovery after pod deletion.

Figure 23 Scalability scenario used to generate load and validate HPA behavior.

Figure 24 Horizontal scaling result showing three service replicas.
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Figure 25 Alerting scenario confirming notification reception after the restart condition.

Figure 26 Rate-limiting and load-oriented scenario used to verify ingress protection.

5 Results and Discussion

The implemented architecture demonstrates that combining Docker, Terraform, AKS, Azure DevOps, PostgreSQL Flexible

Server, and monitoring tools can transform a manual deployment process into a reproducible cloud-native workflow. The

functional test confirmed that the application was reachable through the configured domain with an observed response time

below one second during normal access tests. The CI/CD redeployment workflow completed in approximately five minutes

from image build to pod refresh. The fault-tolerance test confirmed Kubernetes self-healing behavior, with the deleted pod

replaced in less than one minute. The scalability test confirmed that HPA can increase the number of replicas in response to

resource pressure, using an 80% CPU utilization threshold and scaling the service up to three replicas. During validation, CPU

and memory consumption remained within acceptable operational limits for the tested workload. The alerting test confirmed the

ability of the monitoring system to notify administrators. The rate-limiting test demonstrated an additional protection layer

against excessive requests and saturation attempts.
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Nevertheless, several limitations remain. The current evaluation is primarily functional and operational, and the quantitative

indicators were collected in a limited validation context rather than through a long-duration production benchmark.

Table 2 Summary of validation tests.

Validation aspect Observed outcome

Functional access Application available through the configured domain, with response time below one second during normal

access tests.

CI/CD deployment Automated redeployment completed in approximately five minutes from build to pod refresh.

Fault tolerance Deleted pod automatically recreated by Kubernetes in less than one minute.

Scalability HPA used an 80% CPU threshold and increased replicas up to three pods during load simulation.

Resource usage CPU and memory remained within acceptable limits during the validation workload.

Alerting Notification received after alert condition.

Ingress protection Excessive requests from one source were temporarily blocked.

Future work should include controlled benchmarking, security testing, cost analysis, throughput evaluation, and comparison

with alternative deployment strategies.

5.1 Lessons Learned and Future Improvements

The implementation confirmed several practical lessons for cloud-native DevOps projects. First, the infrastructure layer should

be automated before the application deployment layer because AKS, ACR, networking, database, and monitoring resources

form the operational foundation of the platform. Second, local container validation remains important even when the final target

is Kubernetes, because image build errors and runtime dependency issues are easier to diagnose before pushing images to the

registry. Third, observability must be integrated early rather than added only after deployment, since metrics and alerts are

required to evaluate resilience, scaling, and runtime stability.

The project also showed that screenshots and execution traces are useful validation artifacts. Pipeline captures demonstrate

the delivery path from repository to cluster, Terraform captures document the infrastructure lifecycle, database captures confirm

persistence initialization, and test-scenario captures provide evidence for recovery, scaling, alerting, and ingress protection.

These artifacts make the experimental validation easier to audit and reproduce.

Several improvements can extend the current work. The CI/CD workflow can include automated unit tests, container

vulnerability scanning, image signing, and policy-based deployment gates. The Kubernetes layer can be strengthened with

network policies, pod security standards, resource quotas, and stricter secret rotation. The observability layer can be extended

with distributed tracing, structured log aggregation, and service-level objectives. Finally, the evaluation can be expanded with

longer load tests, cost measurements, backup-and-restore validation, and multi-environment promotion from development to

staging and production.

6 Conclusion

This paper presented the design and implementation of a secure, scalable, and observable cloud-native deployment architecture for

a microservices application. The solution integrates Docker for containerization, Terraform for infrastructure provisioning, AKS

for orchestration, Azure DevOps for CI/CD automation, PostgreSQL Flexible Server for managed data storage, and observability

tools for monitoring and alerting. The validation confirms the feasibility of deploying and operating the microservices

application using automated and reproducible DevOps practices. Future research should extend the evaluation with quantitative

benchmarking, advanced security analysis, cost optimization, and broader DevSecOps integration across the application

lifecycle.
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