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Abstract

Security patches often preserve dangerous operations while changing the condi-
tions under which they execute. LLM-based vulnerability detectors must therefore
distinguish the presence of such operations from the persistence of their vulnerabil-
ity causes. We present TRACE, a patch-aware retrieval-augmented framework for
high-recall, function-level vulnerability triage. TRACE links structural evidence
from historical vulnerable/fixed code pairs with explicit repair principles, retrieves
relevant contrasts through dependency-aware re-ranking, and guides an LLM to
check dangerous-path alignment, vulnerability-cause matching, and equivalent
safeguards in the target function. Inference requires no target-side repair patch.
On 586 PairVul repair pairs, TRACE achieves 93.52% recall and 75.48% F1,
compared with 95.05% and 73.58% for Vullnstruct. It correctly classifies both revi-
sions in 40.27% of pairs, versus 34.98%, and produces 53 fewer false positives on
repaired functions. On a fixed 301-function SecVulEval subset, TRACE achieves
92.50% recall and 70.48% F1, compared with 78.33% and 62.88% for Vullnstruct.
The F1 differences on both datasets and the PairVul pair-accuracy difference do
not reach significance under Holm adjustment. Ablations show lower F1 without
repair principles or fixed-side evidence, while error analysis identifies safeguard-
equivalence failures as a recurring source of false positives in audited cases. These
findings suggest that linked repair contrasts can support high-recall vulnerability
triage, although reliably recognizing equivalent safeguards remains a limitation.
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1 Introduction

A security patch can leave a function nearly unchanged while changing whether unsafe
conditions can reach a dangerous operation. A memory access, pointer dereference, or
resource release may remain in both revisions; the repair instead introduces a bound
check, adds an early return, enforces a lifetime constraint, or changes the order of
operations. Detecting the operation alone therefore cannot distinguish the vulnerable
revision from its repaired counterpart. In developer-facing vulnerability triage, warnings
that overlook these protective changes consume review attention without identifying
an additional defect.

Large language models (LLMs) can interpret source code and describe plausible
vulnerability causes, but a plausible explanation of a hazard does not establish that the
relevant safety condition is violated in a given function. For example, a memory-copy
operation does not imply an out-of-bounds write if all paths reaching it enforce the
destination bound. Conversely, an apparent safeguard may be ineffective if it checks
the wrong value or executes only after the dangerous operation. A well-supported
vulnerability warning must therefore connect a reachable dangerous operation to its
failure condition and determine whether an applicable safeguard blocks that condition.
Such reasoning remains challenging when the available evidence is limited to a function
and its local dependency context (Ullah et al. 2024; Ding et al. 2025; Guo et al. 2024b;
Mao et al. 2025).

Earlier vulnerability detectors learn from code tokens, vulnerability-focused slices,
or program structure (Li et al. 2018, 2021b; Zhou et al. 2019; Nguyen et al. 2022; Fu and
Tantithamthavorn 2022); more recent LLM systems incorporate security specifications,
static analysis, or external vulnerability knowledge (Li et al. 2025; Zhu et al. 2026; Du
et al. 2026; Lewis et al. 2020). In particular, Vul-RAG uses vulnerability causes and
fixing solutions as retrieved knowledge, while Vullnstruct derives security specifications
from vulnerability-related examples and patches. Thus, neither repair-aware retrieval
nor security-condition reasoning is new in itself. The remaining challenge is preserving
the relationship between a historical failure path and the protective condition its repair
introduces when transferring evidence to an unseen target. TRACE addresses this
challenge by linking vulnerable/fixed structural instances with their repair principles,
selecting relevant contrasts through dependency-aware retrieval, and verifying whether
the target reproduces the failure cause without an equivalent safeguard. Its contribution
lies in this linked evidence organization and target-side verification protocol, rather
than in the general use of patches or retrieval.

The useful unit of evidence is therefore a repair contrast, not a vulnerability example
in isolation. Vulnerability-fix datasets and repair studies provide paired historical code
changes, while framing repair as distinct from proving the safety of a different target
function (Bhandari et al. 2021; Fan et al. 2020; Fu et al. 2022; Pearce et al. 2023). A
patch does not constitute a general safety proof and may include unrelated changes.



Its value lies in combining both revisions, their dependence context, and an articulated
security obligation that can be checked against a different function. Consequently,
the retrieval task is to identify a relevant mechanism, and the inference task is to
determine whether that mechanism still fails in the target.

We introduce TRACE for high-recall, function-level triage. TRACE first converts
historical vulnerable/fixed revisions into linked instance-level structural evidence and
principle-level repair knowledge. Next, it retrieves structurally aligned repair pairs
through dense candidate recall and dependency-aware re-ranking. An LLM then checks
dangerous-path alignment, vulnerability-cause matching, and the presence of equivalent
safeguards to reach an evidence-grounded decision. The system is an inspection aid
rather than a whole-program verifier: its conclusions are conditioned on the target
context and repair evidence available at inference time.

A patch-aware detector should be evaluated on whether it recognizes repairs,
not just on how many vulnerable functions it flags. Function-level recall alone can
look favorable even if a method labels both sides of most repair pairs as vulnerable.
We therefore complement function-level metrics with exact pair accuracy, which
requires simultaneously identifying the vulnerable revision and dismissing its repaired
counterpart. This distinction leads to a more discriminating reading of the main
comparison: TRACE reaches 75.48% F1 and 93.52% recall on PairVul, compared
with 73.58% F1 and 95.05% recall for Vullnstruct; its F1 margin is small and not
statistically significant in the reported comparison. Yet it reduces repaired-side false
alarms by 53 and increases pair accuracy from 34.98% to 40.27%. On SecVulEval, the
corresponding F1 scores are 70.48% and 62.88%. These outcomes warrant investigating
both repair recognition and the remaining reasons for misclassification.

The contributions of this study are threefold:

1. A repair-contrast evidence formulation that couples vulnerable and fixed structural
instances to the security condition established by their difference, making both the
suspected failure path and a possible equivalent safeguard explicit.

2. A patch-aware reasoning pipeline in which dependency-guided evidence construction,
two-stage structural retrieval, and linked repair-principle reasoning jointly constrain
function-level triage without requiring a target-side patch at inference time.

3. An evaluation of the resulting decision behavior that separates vulnerable-function
recall from repair-pair discrimination and investigates components, independent
knowledge sources, LLM backbones, warning burden, and diagnostic errors.

2 Problem and Motivating Example

2.1 A concrete repair contrast in Linux KVM

The central task is to decide whether a target function reproduces the security-
relevant behavior of a historical vulnerable implementation, taking its fix into account.
CVE-2022-2153 (CWE-476) provides a concrete instance from Linux KVM. The
National Vulnerability Database records CVE-2022-2153 as a Linux KVM null-pointer
dereference (CWE-476) (National Institute of Standards and Technology 2022). In
the affected function kvm_irq_delivery_to_apic_fast, the APIC_DEST_SELF branch



dereferences src->vcpu without first excluding a null src; the associated upstream
commit documents the vulnerable path and its repair (Kuznetsov 2022a).

The repair patch shown in Listing 1 inserts an early guard before the call to
kvm_apic_set_irq. When src is null, KVM_BUG_ON records the invalid condition, sets
the delivered-interrupt count to zero, and returns before the dereference. Importantly,
the potentially dangerous operation remains in the repaired function, but the added
guard prevents execution from reaching it with a null source pointer along the self-
destination branch. The security-relevant difference between the vulnerable and repaired
versions therefore lies not in the presence of a dangerous operation, but in whether
the required safety precondition is enforced before that operation.

if (irq->shorthand == APIC_DEST_SELF) {
if (KVM_BUG_ON(!src, kvm)) {
*r = 0;
return true;

+ 4+ o+ o+

}

*r = kvm_apic_set_irq(src->vcpu, irq, dest_map);

return true;
}
Listing 1 Security-relevant excerpt of the Linux KVM repair patch for CVE-2022-2153. Plus signs
indicate added lines, while unchanged lines are shown without a diff prefix. The added guard
prevents the local null-pointer dereference along the self-destination branch.

This function-local guard is one part of a broader upstream repair series that also
strengthens upstream SynIC preconditions (Kuznetsov 2022b). We do not equate a
single guard with a whole-system safety proof. Instead, it provides a concrete repair
principle: a non-null source APIC is required before the self-directed interrupt path
dereferences the source pointer. A different target function may enforce that requirement
through another branch or helper, or it may fail to enforce it at all. This motivates
the paired structural evidence and explicit repair-principle layer used by TRACE. The
example demonstrates the source-level repair mechanism; no particular TRACE or
baseline prediction for this sample is asserted without an aligned inference record.

2.2 Why high recall requires a pair-sensitive measure

An aggressive warning policy can detect nearly all vulnerable revisions while raising
many alerts on repaired code. On a paired benchmark, the possible outputs for a
vulnerable/fixed pair are (1,0), (1,1), (0,0), and (0, 1), with (1,0) denoting the desired
outcome. Ordinary F1 treats the two predictions as separate samples and does not
reveal whether they are jointly correct. Pair accuracy directly measures the ability to
recognize the security-relevant difference. It also exposes an important limitation of
function-level evidence: a correctly retrieved repair does not guarantee that a model
will recognize a semantically equivalent guard expressed elsewhere in the target.
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Fig. 1 The TRACE architecture. Offline repair-pair knowledge construction (M1) supplies linked
instance and principle evidence to structure-aligned retrieval (M2; top-50 candidate retrieval, top-10
re-ranking). The retrieved evidence supports three explicit checks in patch-aware reasoning (M3).

3 TRACE: Patch-Aware Retrieval-Augmented
Reasoning

3.1 Architecture and information flow

TRACE organizes vulnerability triage as a sequence of evidence construction, evidence
selection, and evidence-constrained judgment (Fig. 1). The distinction between these
operations is essential. Historical patches are used offline to explain what made a
known revision vulnerable and what the fix changed; an unseen target function is
inspected online without access to its own repair patch. Retrieval connects the two by
selecting historical contrasts relevant to the target’s structure.

3.2 M1: Offline differential knowledge construction

The historical evidence unit in TRACE is a vulnerable/fixed repair pair rather than
an isolated vulnerable function. This choice enables M1 to examine both the original
failure context and the security-relevant change introduced by the repair. Given the
two revisions, their patch diff, and available CVE/CWE metadata, TRACE uses patch-
modified statements as primary slicing seeds because they localize the code changes
associated with the reported weakness. However, a security patch may introduce a
guard or alter a state transition while leaving the dangerous operation unchanged.
Therefore, security-sensitive operations, including memory accesses, allocation and
release, synchronization, and error-handling operations, serve as auxiliary seeds. Com-
bining these two sources of context helps preserve the dependency relationships between



the modified safety condition and the operation it protects. This evidence construction
does not assume that every modified statement is security-critical or that the resulting
slices capture all relevant program behavior.

TRACE constructs function-level code property graphs and applies backward
and forward slicing over data and control dependencies (Weiser 1981; Ferrante et al.
1987; Horwitz et al. 1990; Yamaguchi et al. 2014). The former traces the values,
guards, and states that reach security-sensitive operations; the latter follows how a
changed value or resource state is used. The implementation keeps call sites, argument
roles, return checks, and receiver information for external calls as limited call-site
context, rather than claiming interprocedural whole-program verification. Graph
pruning removes unrelated statements while preserving patch-related and dangerous-
operation dependency paths.

To reduce project-specific lexical noise, we normalize identifiers into roles such
as buffer, index, length, pointer, resource, lock, status, and object when their usage
supports that interpretation. Security-relevant API and operator information is retained.
The resulting instance evidence contains paired vulnerable/fixed slices, patch-related
dependencies, abstracted identifiers, and repair-pair metadata. This structural context
matters because a change in the fixed revision matters only when it preserves its
relationship to the dangerous operation.

GPT-4o0 serves as the offline teacher LLM and distills a principle record from five
inputs: the vulnerable slice, fixed slice, patch diff, dependency paths, and CVE/CWE
metadata. The record describes the vulnerability cause, the missing or violated security
condition, and the intended repair mechanism. Differential consistency checks require
these descriptions to align with behaviors visible in the two revisions; a principle
without support in the patch is rejected or regenerated. The principle is therefore not
treated as a standalone rule: a stable pair identifier links it to its instance-level evidence.

3.3 M2: Structure-aligned evidence retrieval

For an unseen target, TRACE constructs its code representation and extracts
vulnerability-focused context using security-sensitive operations and their dependen-
cies as seeds. Unlike offline knowledge construction, online query processing cannot use
patch-modified lines because the target has no known fixing patch. The same graph, prun-
ing, and abstraction machinery is reused only where it is applicable to this unpatched
input. This separation prevents offline repair annotations from becoming hidden online
evidence.

Retrieval first uses UniXcoder embeddings of the structural slices to recall the top
N = 50 historical instance records (Guo et al. 2022; Karpukhin et al. 2020). The initial
stage favors broad coverage of potentially relevant dangerous paths. A subsequent
ranker distinguishes candidates that share relevant dependency structure from those
that only share common tokens or APIs. Its normalized score combines dense, lexical,
AST, and dependency-path similarities:

S(.’IJ, ’L) = anense(x7 7’) + Bglex(x7 Z) + 'YSast(m, Z) + 58dep($a Z)a (1)



The fixed weights are o = 0.40, 5 = 0.10, v = 0.15, and § = 0.35. Dense similarity
preserves broad semantic coverage, while dependency alignment weights source-to-
sink and guard-to-operation relationships involved in a historical failure more heavily.
Lexical and AST scores add complementary evidence rather than defining equivalence
by themselves. After structural re-ranking, TRACE retains the top K = 10 instance
records. Only then does it fetch their associated principle records through pair-ID
linkage. The reasoning model receives selected pairs and their linked principles, not
independent lists of generic vulnerability advice.

3.4 M3: Patch-aware reasoning and decision

The reasoning stage evaluates whether a selected historical repair contrast applies
to the target. It uses the target slice and dependency paths together with each
retrieved vulnerable slice, fixed slice, and principle record. Three checks govern the
decision: dangerous-path alignment identifies a comparable security-sensitive operation
and dependency relation; vulnerability-cause matching tests whether the same failure
condition is plausible in the target; and equivalent-safequard verification checks for
protection that would invalidate the historical vulnerability analogy.

We treat a safeguard as equivalent only when the available evidence supports
protection of the same relevant value, object, or resource state before the dangerous
operation along the pertinent path, and against the same vulnerability cause. A similarly
named check on another value, or a guard after the sink, does not meet this standard.
In particular, failure to recognize a guard is not by itself evidence of vulnerability: path
alignment and cause matching must also hold. These are LLM-assisted judgments over
the available function context, not formal proofs of program behavior.

The decision protocol predicts vulnerable when the selected evidence supports
both dangerous-path alignment and vulnerability-cause matching and no equivalent
safeguard is identified for that matched case. The model produces structured check
outcomes and an evidence-grounded rationale linked to a selected repair-pair identifier.
The final label is constrained by those checks rather than obtained from unconstrained
prose. When the evidence does not support the required path and cause, the corre-
sponding candidate cannot establish a positive decision. The excerpt below summarizes
the evidence boundaries imposed on the inference prompt.

Scope: use only the target slice, target dependency paths, and retrieved evidence; do not
use external context or the ground-truth label.

Checks: for each retrieved item, verify dangerous-path alignment, vulnerability-cause
matching, and equivalent-safeguard presence.

Decision: predict vulnerable only if at least one item matches the dangerous path and
vulnerability cause, and no equivalent safeguard is found. Weak or superficial matches are
set to false.

Output: return JSON only, including prediction, selected pair ID, retrieval scores copied
from evidence, concise rationale, and check records.



4 Evaluation Design

4.1 Research questions and study logic

The evaluation distinguishes four claims that are often conflated: whether the detector
identifies individual vulnerable functions, whether it recognizes repaired counterparts,
which components contribute to those outcomes, and how sensitive the findings are to
evidence and model choices. We study them in the following order.

RQ1 (Detection effectiveness). How does TRACE compare with established
vulnerability detectors, particularly Vullnstruct, on the evaluated functions?

RQ2 (Repair-pair discrimination). To what extent does TRACE correctly distin-
guish both revisions of a repair pair, and how many false alarms remain on the fixed
side?

RQ3 (Component contribution). Which parts of slicing, graph pruning, re-ranking,
principle knowledge, fixed-side evidence, and identifier abstraction account for observed
performance?

RQ4 (Sensitivity to evidence and inference models). How does TRACE respond
to independently constructed repair-knowledge sources and different LLM backbones?

4.2 Datasets, splits, and evidence provenance

We use two complementary evaluation settings because function-level detection and
repair-pair discrimination require different observations. PairVul provides 586 held-out
vulnerable/fixed repair pairs, comprising 586 vulnerable and 586 repaired functions (Du
et al. 2026). Its paired structure enables direct evaluation of whether a detector
recognizes both the vulnerable revision and its fixed counterpart. The PairVul training
partition supplies 2,317 repair pairs for its knowledge base (Kp).

SecVulEval provides a complementary function-level evaluation on a differently
balanced cohort. We use a fixed subset of 301 functions, including 120 vulnerable and
181 non-vulnerable functions, selected through random_subset. json (Ahmed et al.
2025). Its knowledge base (Kg) is independently constructed from 2,317 repair pairs in
the SecVulEval training data. The two knowledge bases have equal sizes but originate
from different benchmark training partitions; they are not interchangeable copies of a
shared corpus.

This design supports complementary observations of repair recognition and function-
level detection under different dataset conditions. However, independent knowledge-base
construction does not, by itself, rule out all cross-source near-duplicates. Pair accuracy
is reported only for PairVul, where the vulnerable/fixed pairing is available. We
therefore compare cohorts within each evaluation rather than interpreting differences
in class balance as evidence of deployment-level performance.

For each test cohort, the knowledge-source experiment compares its matching
training knowledge base, the independently constructed knowledge base from the other
benchmark, and their union (Kp U Kg). The target functions and inference settings
remain fixed, isolating the effect of the historical evidence source. The evaluation
protocol excludes direct matches between retrieval evidence and tested code by CVE,
fixing commit, and function identity. These exclusions address known identities; they



are not, by themselves, a guarantee against every cross-project or near-duplicate
similarity.

4.3 Baselines and controlled settings

We compare TRACE with Code RAG and Vul-RAG (Du et al. 2026), SecVulEval-
MA (Ahmed et al. 2025), LLMAO, adapted from test-free fault localization (Yang
et al. 2024), VulTrial (Widyasari et al. 2026), and Vullnstruct (Zhu et al. 2026). These
baselines represent code retrieval, vulnerability-knowledge retrieval, LLM-based fault-
localization reasoning, multi-agent assessment, and specification-guided reasoning.
Vullnstruct is the most relevant high-recall comparator because it also seeks to make
security conditions explicit. In the reported main comparison, TRACE and Vullnstruct
use Qwen2.5-Coder-32B at temperature 0.1 with common test examples and metric
definitions, while retaining their respective evidence-generation mechanisms. We do
not equate a common backbone with equal retrieval cost, context length, or total
compute. Results from the other baseline evaluations should be interpreted with the
configuration provenance recorded for each run.

Table 1 Controls for the main TRACE—-Vullnstruct comparison.

Factor Vullnstruct TRACE

Evidence mechanism Security specifications Retrieved repair pairs and linked
principles

Backbone Qwen2.5-Coder-32B Qwen2.5-Coder-32B

Temperature 0.1 0.1

Test examples Same fixed set Same fixed set

Method preserved Specification-guided inference Patch-aware retrieval and checks

Evaluation Shared labels and scripts Shared labels and scripts

4.4 Metrics and statistical interpretation

We report accuracy, precision, recall, and F1 with vulnerable functions as positives,
together with TP, FN, FP, and TN counts. To measure joint repair recognition on
PairVul, exact pair accuracy is defined by

N
PairAcc = %ZH{Q}J = 1/\3)}c :O] . (2)
j=1
Each pair contributes exactly one vulnerable function v and one fixed function f;
(1,0) is the fully correct prediction, while (1,1) represents a false alarm on the fixed
counterpart. We additionally report the fixed-side false-positive rate and warnings per
true positive, (TP + FP)/TP, as a count-based triage proxy, not as an observation of
developer time or computational latency.
For the five comparisons in Table 3, we align predictions by test-instance identifiers.
On PairVul, the vulnerable and repaired functions of each pair form one resampling
block and always remain together; SecVulEval is resampled at the function level.



We compute pointwise 95% percentile confidence intervals for the metric differences
from 10,000 paired bootstrap replicates, applying identical sampled indices to the two
methods. For F1, we use 100,000 paired random permutations that exchange the two
methods’ predictions within each block, evaluate two-sided absolute metric differences,
and apply a plus-one correction to the permutation p-value. For PairAcc, we apply a
two-sided exact McNemar test to pair-level joint-correctness indicators. We set the
bootstrap and permutation random seeds to 20261019 and 20261020, respectively.

Both unadjusted p-values and Holm-adjusted p-values across the five pre-specified
Table 3 contrasts are reported. We use a family-wise significance threshold of 0.05
for adjusted inference. Because the intervals are pointwise rather than simultaneous
or multiplicity-adjusted, exclusion of zero in an individual interval should not be
conflated with family-wise significance. The comparisons are re-expressible from aligned
prediction records, which are needed for independent replication; aggregate confusion
matrices alone cannot recover their dependence structure.

4.5 Implementation configuration

TRACE uses Joern to construct code property graphs, following the representation
introduced by Yamaguchi et al., and UniXcoder to obtain dense code representa-
tions (Yamaguchi et al. 2014; Guo et al. 2022). Candidate retrieval retains N = 50
items, structure-aware re-ranking selects K = 10, and the four ranking weights are
0.40, 0.10, 0.15, and 0.35 for dense, lexical, AST, and dependency evidence. GPT-4o is
used for offline repair-principle distillation, whereas the main online inference backbone
is Qwen2.5-Coder-32B with temperature 0.1 (Hurst et al. 2024; Hui et al. 2024). The
offline teacher is not invoked for each test function. The six ablations remove one com-
ponent at a time from the same three-module design. This study does not implement
a new safeguard-path prover, interprocedural analyzer, or multi-agent system.

5 Experimental Results

5.1 RQ1: Vulnerability detection effectiveness

Main finding. TRACE retains high recall while improving precision and F1 over
Vullnstruct on the evaluated cohorts; the PairVul F1 margin is modest and is not signif-
icant in the reported nominal test. Table 2 compares the methods on both benchmarks.
TRACE attains 93.52% recall and 75.48% F1 on PairVul, versus Vullnstruct’s 95.05%
recall and 73.58% F1. The nine additional vulnerable functions detected by Vullnstruct
come with 53 more false alarms on fixed functions (371 versus 318). TRACE therefore
exchanges a small amount of vulnerable-side recall for fewer fixed-side warnings and
higher precision (63.28% versus 60.02%).

On SecVulEval, the pattern differs: TRACE identifies 111 of 120 vulnerable func-
tions, compared with 94 for Vullnstruct, while false positives remain similar (84 versus
85). The resulting recall and F1 are 92.50% and 70.48% for TRACE, compared with
78.33% and 62.88% for Vullnstruct. This is evidence of improved positive coverage in
that particular 301-function cohort rather than proof of broader superiority across all
SecVulEval samples.
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Table 2 Function-level vulnerability detection results (%) on the fixed evaluation cohorts. Baseline
protocols retain their native evidence mechanisms.

Method PairVul SecVulEval

Acc. Prec. Rec. F1 Acc. Prec. Rec. F1
Vul-RAG 59.47 64.57 41.98 50.88 60.80 51.02 41.67 45.87
SecVulEval-MA 49.40 49.23 38.40 43.14 48.50 35.29 35.00 35.15
Code RAG 53.67 65.47 15.53 25.10 60.80 52.78 15.83 24.36
LLMAO 51.79 57.55 13.65 22.07 61.13 55.17 13.33 21.48
VulTrial 60.84 59.03 70.82 64.39 61.79 51.57 68.33 58.78
Vullnstruct 65.87 60.02 95.05 73.58 63.12 52.51 78.33 62.88
TRACE 69.62 63.28 93.52 75.48 69.10 56.92 92.50 70.48

The confusion counts in Table 4 make the precision-recall trade-off inspectable.
PairVul uses a balanced vulnerable/fixed cohort; SecVulEval uses 120 positives and
181 negatives. We therefore interpret the scores within each benchmark and avoid
inferring real-world alert rates from these class proportions.

Table 3 provides uncertainty estimates for the observed performance differences.
Relative to Vul-RAG on PairVul and SecVulEval-MA on SecVulEval, TRACE achieves
F1 improvements of 24.60 and 35.33 percentage points, respectively; both remain
significant after Holm adjustment (adjusted p < 0.005).

The comparison with Vullnstruct requires a more qualified interpretation. On
PairVul, TRACE improves F1 by 1.90 percentage points, but the pointwise 95%
confidence interval [—0.6,4.4] includes zero and the raw p-value is 0.14. This result
does not establish a statistically significant advantage. On SecVulEval, the observed
F1 improvement is 7.60 percentage points, with a pointwise 95% confidence interval of
[1.0,14.1] and raw p = 0.04. However, the Holm-adjusted p-value is 0.09, exceeding
the family-wise significance threshold of 0.05.

Consequently, the results support clear improvements over the weaker reference com-
parators, while the observed advantages over Vullnstruct do not establish superiority
under the prespecified family-wise testing procedure. The lack of statistical significance
should not be interpreted as evidence that the methods perform equivalently.

Table 3 Paired statistical comparisons of TRACE against reference detectors. Differences and
pointwise percentile-bootstrap intervals are in percentage points. Raw p-values are from paired F1
permutation tests or exact McNemar tests (PairAcc); Holm adjustment controls the family-wise error
rate across the five comparisons. For raw values reported as < 0.001, the displayed adjusted bounds
are conservative.

Dataset Metric Comparator A (pp) 95% CI (pp) Raw p Holm p
PairVul F1 Vul-RAG +24.60 [20.0, 29.2] < 0.001 < 0.005
PairVul F1 Vullnstruct +1.90 [—0.6, 4.4] 0.14 0.14
SecVulEval F1 SecVulEval-MA +35.33 [27.2, 43.6] < 0.001 < 0.005
SecVulEval F1 Vullnstruct +7.60 [1.0, 14.1] 0.04 0.09
PairVul PairAcc Vullnstruct +5.29 [0.7, 9.9] 0.03 0.09
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Table 4 Function-level confusion counts for the main
comparison and the additional PairVul repair-pair baseline.
PairVul totals agree with the joint prediction states in

Table 5.
Dataset Method TP FN FP TN
PairVul Vul-RAG 246 340 135 451
PairVul Vullnstruct 557 29 371 215
PairVul TRACE 548 38 318 268
SecVulEval  Vullnstruct 94 26 85 96
SecVulEval TRACE 111 9 84 97

5.2 RQ2: Discriminating vulnerable and repaired revisions

Main finding. TRACE correctly distinguishes both revisions in 236 of 586 PairVul
pairs (40.27%), compared with 205 pairs (34.98%) for Vullnstruct and 170 pairs
(29.01%) for Vul-RAG (Table 5). These differences are +5.29 and +11.26 percentage
points, respectively. Against Vullnstruct, the PairAcc difference has a pointwise 95%
CI of [0.7,9.9] pp and raw p = 0.03; the Holm-adjusted p = 0.09 does not meet
the family-wise 0.05 threshold. We do not report a PairAcc significance test against
Vul-RAG.

The joint outcomes expose distinct error patterns. TRACE predicts both versions
vulnerable in 312 pairs, versus 352 for Vullnstruct and 76 for Vul-RAG. Vul-RAG
instead labels both versions non-vulnerable in 281 pairs, consistent with its much lower
vulnerable-side coverage (246 true positives versus TRACE’s 548). Although Vul-RAG
raises fewer fixed-side false alarms than TRACE (135 versus 318), it misses far more
vulnerable functions (340 versus 38), lowering its joint pair accuracy. Compared with
Vullnstruct, TRACE reduces repaired-side false alarms by 53 (318 versus 371), yet
still labels 53.24% of repair pairs (1,1). These differences show why function-level F1
alone cannot infer correct repair-pair discrimination; the RQ3 ablations examine the
role of fixed-side evidence.

Table 5 Joint prediction states and pair accuracy on PairVul (586 repair pairs).

Joint prediction counts

Method L.0) (.0 0.0) oy o
Correct pair Both flagged Neither flagged Reversed

Vul-RAG 170 76 281 59 29.01

Vullnstruct 205 352 10 19 34.98

TRACE 236 312 32 6 40.27

Notes. States are (vulnerable-version prediction, fixed-version prediction); 1 = vulnerable, 0 = non-vulnerable.
Bold indicates the highest correct-pair count and PairAcc. Vul-RAG state counts are reconstructed using its
confirmed 170 correct pairs and function-level totals consistent with Table 2.
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5.3 RQ3: What the components contribute

Main finding. The principle layer and fixed-side evidence make the largest difference
to the observed F1, while structural processing supports the relevance of retrieved
examples. Table 6 removes each of the six original components. Without principle-level
knowledge, PairVul F1 declines from 75.48% to 69.80% (-5.68 pp) and SecVulEval
F1 from 70.48% to 63.98% (-6.50 pp). A plain collection of structurally related code,
without an explicit description of the violated condition and repair mechanism, therefore
provides weaker evidence for the measured inference workflow.

Table 6 Ablation results of TRACE on PairVul and SecVulEval (%).

Vari PairVul SecVulEval
ariant

Recall F1 AF1 Recall F1 AF1
TRACE (full) 93.52 75.48 - 92.50 70.48 -
w /o vulnerability-focused slicing 89.08 71.60  -3.88 87.50 66.04 -4.44
w/o graph pruning 91.81 73.65 -1.83 90.83 68.55 -1.93
w/o structure-aligned re-ranking 90.78 72.68 -2.80 90.00 67.50 -2.98
w /o principle-level knowledge 88.57 69.80 -5.68 85.83 63.98 -6.50
w/o fixed-side evidence 94.20 71.32 -4.16 93.33 65.50 -4.98
w/o identifier abstraction 92.49 74.71 -0.77 91.67 70.51 +0.03

Note. w/o denotes without. AF1 is the F1 difference from full TRACE, in percentage points.
Bold indicates the highest Recall and F1 in each dataset.

Removing fixed-side evidence produces a diagnostic trade-off. PairVul recall
increases from 93.52% to 94.20%, but F1 decreases to 71.32%; SecVulEval recall simi-
larly rises to 93.33% while F1 falls to 65.50%. This is consistent with repaired-side
evidence primarily constraining over-positive predictions rather than maximizing the
number of warnings. It aligns with RQ2, where the greatest practical improvement is
fewer false alarms on fixed revisions.

The structural stages contribute in more moderate, consistent ways. Removing
vulnerability-focused slicing reduces PairVul F1 by 3.88 pp; removing structural re-
ranking reduces it by 2.80 pp; and removing graph pruning reduces it by 1.83 pp.
These losses support preserving security-relevant dependency context before the LLM
evaluates the applicability of a patch. Identifier abstraction is less robust: omitting
it lowers PairVul F1 by 0.77 pp but raises SecVulEval F1 by 0.03 pp (70.51% versus
70.48%). The latter difference is too small to support a general claim of improvement in
either direction. Pair accuracy is not reported for the ablations because their pair-level
outcomes are unavailable.

5.4 RQ4: Sensitivity to knowledge sources and LLM backbones

Main finding. Repair evidence from either training source remains useful, but
matching the test distribution yields stronger results; the relative performance of
LLM backbones also varies by benchmark. Table 7 compares Kp, built from PairVul
training repair pairs, Kg, independently built from SecVulEval training data, and their
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merged collection. Each test cohort is unchanged across the three configurations. On
PairVul, replacing Kp with Kg reduces F1 from 75.48% to 72.31%; on SecVulEval,
replacing Kg with Kp reduces F1 from 70.48% to 66.88%. Combining both sources
increases F1 modestly to 76.07% and 71.34%, respectively. Thus, repair principles
learned from the other training source remain usable, yet training-source alignment
matters. The modest gains from merging also indicate that adding repair evidence
does not automatically make the retrieved cases more relevant.

Table 7 Knowledge-source transfer between two independently constructed 2,317-pair training
knowledge bases (%). The merged setting combines PairVul and SecVulEval evidence.

Test set Knowledge-base source Precision Recall F1
PairVul PairVul training pairs 63.28 93.52 75.48
PairVul SecVulEval-derived pairs 60.23 90.44 72.31
PairVul Merged knowledge base 63.95 93.86 76.07
SecVulEval SecVulEval-derived pairs 56.92 92.50 70.48
SecVulEval PairVul training pairs 53.81 88.33 66.88
SecVulEval Merged knowledge base 57.73 93.33 71.34

Backbone variation in Table 8 shows a related dependency. The evaluated models
are GPT-40, Claude 3.5 Sonnet, Qwen2.5-Coder-32B, and DeepSeek-Coder-33B (Hurst
et al. 2024; Anthropic 2024; Hui et al. 2024; Guo et al. 2024a). Qwen2.5-Coder-32B
achieves the highest PairVul F1 (75.48%) and recall (93.52%) among the tested models.
On SecVulEval, however, Claude 3.5 Sonnet reaches the highest F1 (72.10%) and recall
(95.83%). We keep the Qwen backbone as the common model for the principal baseline
comparison; the backbone study shows that the repair-aware pipeline is not tied to a
single model’s performance profile.

Table 8 Sensitivity of TRACE to the LLM inference backbone

(%).
PairVul SecVulEval
Backbone Recall F1 Recall F1
GPT-40 83.62 73.57 95.00  71.47
Claude 3.5 Sonnet 87.03 74.67 95.83 72.10

Qwen2.5-Coder-32B 93.52 75.48 9250 70.48
DeepSeek-Coder-33B 82.76  72.07  90.00 68.35

5.5 Operational and failure analysis

Beyond the four research questions, we examine the observable warning burden and
the failure types that delimit the method’s use in developer triage. These analyses
serve a different purpose from RQ4: they describe what an analyst may receive and
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where evidence-grounded judgments break down, rather than testing invariance to
knowledge source or backbone.

Warning burden

Warning counts provide a limited operational view of these results. Table 9 reports
(TP + FP)/TP: TRACE needs 1.58 warnings per true positive on PairVul compared
with 1.67 for Vullnstruct. On SecVulEval, the ratios are 1.76 and 1.90, respectively;
however, TRACE issues more warnings in absolute terms on that cohort (195 versus
179), because it detects substantially more positives. These quantities describe alert
volume on the benchmark, not measured review time, latency, or inference cost.

Table 9 Warning counts per correctly identified vulnerable function
in the main comparison.

Dataset Method TP Warnings Warnings/TP
PairVul Vullnstruct 557 928 1.67
PairVul TRACE 548 866 1.58
SecVulEval  Vullnstruct 94 179 1.90
SecVulEval TRACE 111 195 1.76

Failure mechanisms

Table 10 separates missed vulnerabilities from spurious warnings. The false-negative
categories cover all 38 PairVul and nine SecVulEval FN cases, whereas false-positive
categories refer to audited subsets of 50/318 and 30/84 FPs, respectively. Among
PairVul misses, missing repair evidence (14), incomplete slices (13), and retrieval
mismatches (11) identify three different points at which useful conditions may be
unavailable to M3. Within the audited FP subsets, safeguard-equivalence failures are
the most frequent assigned category (22/50 and 12/30), followed by over-generalized
repair analogies and ambiguous semantics. These cases help locate potential failure
mechanisms, but we should not project the audited FP fractions onto the entire
benchmark without a representative sampling design, and category labels alone do not
identify a unique cause for each error.

6 Discussion

6.1 The mechanism-level contribution of repair evidence

TRACE provides a mechanism to turn a patch-linked example into a checkable
account of a target function, rather than using the patch as an isolated vulnerability
exemplar (Du et al. 2026; Zhu et al. 2026). A structurally similar vulnerable function
suggests a possible danger; the associated fixed revision specifies which condition must
change to avoid that danger. The two-layer knowledge base keeps these roles connected,
and structure-aware retrieval selects the contrasts on which the final dangerous-path,
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Table 10 Error categories in the current TRACE evaluation. All false negatives (38 on PairVul and
9 on SecVulEval) are categorized; false-positive categories refer to audited subsets of 50 and 30 cases,
respectively.

Direction  Primary cause PairVul = SecVulEval
FN Missing repair evidence 14 4
FN Incomplete structural slice 13 3
FN Retrieval mismatch 11 2
FP Safeguard equivalence failure 22 12
FP Over-generalized repair analogy 18 11
FP Ambiguous vulnerability semantics 10 7

cause, and equivalent-safeguard checks operate. Compared with retrieval of code
similarity alone or the presentation of general security obligations, this design makes a
concrete, path-related repair condition part of the evidence supplied for each decision.
It remains an LLM judgment over represented context, not a formal proof of safety.

The ablations are consistent with the intended roles of the evidence: removing
principle-level knowledge reduces F1 on both cohorts, while removing fixed-side evidence
raises recall slightly but lowers F1 substantially. The vulnerability and repair sides
therefore supply complementary information. The benefit is incomplete, however.
TRACE still predicts both revisions vulnerable for 312/586 PairVul pairs, showing that
equivalent-safeguard recognition remains a bottleneck even when the repair contrast
is available. The Linux KVM repair illustrated in Listing 1 exemplifies how a safety
guard changes the conditions under which a dangerous operation can execute. This
example illustrates the source-level repair mechanism rather than an independently
observed TRACE inference trace.

6.2 Interpreting gains against strong baselines

The comparison with Vullnstruct supports a qualified rather than universal advantage.
On PairVul, TRACE reduces fixed-side false alarms by 53 and raises exact pair accuracy
from 34.98% to 40.27%, but Vullnstruct retains slightly higher vulnerable-side recall.
The 4+1.90 pp F1 difference has a raw p-value of 0.14. On the 301-function SecVulEval
subset, the +7.60 pp F1 difference has a raw p-value of 0.04; the PairVul PairAcc
contrast has a raw p-value of 0.03. The latter two results do not remain significant
after Holm correction (adjusted p = 0.09 for both). Thus, the strongest supported
interpretation is a promising repair-aware decision behavior in these evaluated cohorts,
not conclusive superiority to Vullnstruct across contexts.

The independently built 2,317-pair training knowledge bases provide a second qual-
ification. Using the other benchmark’s evidence source reduces F1 on each evaluation
cohort, while merging the sources yields only moderate gains. Knowledge coverage and
match to the target distribution both matter; the result does not establish temporal or
project-level out-of-distribution generalization. Similarly, backbone sensitivity cautions
against treating a result from one model as an invariant property of the pipeline.
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6.3 Implications for developer-facing triage

For developers, a useful warning should be inspectable as well as sensitive, reflect-
ing longstanding concerns in security-oriented static analysis and deployed analysis
tools (Chess and McGraw 2004; Sadowski et al. 2018). TRACE can associate an alert
with a retrieved repair pair, the relevant dependency slice, and a statement of the
condition believed to remain unsatisfied. This makes the analyst’s immediate task
more focused: inspect whether the target truly follows the alleged path and whether
an alternative guard blocks it. It also highlights the cost of mistakes. An unrecognized
equivalent safeguard leads to review of repaired code, whereas an incomplete slice or
missing historical mechanism may conceal a genuine vulnerability.

The measured warning ratios quantify alert volume, not analyst labor. TRACE
produces 1.58 warnings per true positive on PairVul versus 1.67 for Vullnstruct; on
SecVulEval the corresponding figures are 1.76 versus 1.90, although TRACE produces
more total warnings there because it identifies more true positives. We measured
no elapsed inspection time, end-to-end latency, or token expenditure. Consequently,
the operational claim is limited to evidence organization, fixed-side behavior, and
observable warning counts; reductions in human effort or computational cost remain
open questions.

7 Threats to Validity

Internal validity. The extracted function-local graph may omit a relevant caller
condition or helper-level safeguard. Patch diffs can mix security changes with refactor-
ing, and teacher-generated principles can overgeneralize the intended repair. Similar
code may also remain across nominally separated datasets, a recognized concern in
vulnerability-dataset evaluation (Chakraborty et al. 2024; Li et al. 2026). The stated
CVE, commit, and function-identity exclusions reduce direct leakage, but without
project- and near-duplicate-level audits they cannot establish complete independence.
Variations between baseline implementations and common-backbone adaptations can
influence the fairness of workflow comparisons.

Construct validity. A labeled vulnerable function is not necessarily demonstrably
exploitable, and a labeled fixed function need not be free of every other weakness. Pair
accuracy measures correct joint labels for a known fix pair; it is not a theorem that
the repair is semantically equivalent in arbitrary contexts. Likewise, warnings per true
positive is an alert-count proxy, not an observed developer-effort or computational-cost
metric. The error audit uses all categorized FNs and only sampled FPs;, so its category
frequencies have different denominators.

External validity. The evaluated code is C/C++, the PairVul cohort is balanced by
construction, and the SecVulEval evaluation contains 301 selected functions (Du et al.
2026; Ahmed et al. 2025). Unknown CWE families, unseen project idioms, missing
call graphs, other programming languages, and deployment prevalence may change
precision and recall; recent evaluations likewise document sensitivity to data sources
and distribution shifts (Chakraborty et al. 2024; Li et al. 2026). The independently
sourced PairVul and SecVulEval training knowledge bases support a comparison of
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evidence-source sensitivity, but this experiment does not establish full temporal or
cross-project robustness.

Statistical and reproducibility validity. We account for dependent PairVul observa-
tions by resampling/permuting intact pairs, and for five planned contrasts by reporting
both raw and Holm-adjusted p-values. The 95% bootstrap intervals are pointwise,
not multiplicity-adjusted; the two Vullnstruct gains with raw p < 0.05 do not remain
significant after Holm correction. PairAcc inference depends on the cross-method joint-
correctness indicators; neither confusion matrices nor separate pair-state marginals
suffice. Although the resampling plan and seeds are specified, independent verifica-
tion still requires the aligned sample-level predictions, scripts, and audit trails in the
artifact release.

8 Related Work

8.1 Learning-based vulnerability detection

Learning-based detectors represent vulnerabilities as token sequences, vulnerability-
focused slices, data-flow or dependence graphs, and transformer encoders. VulDeePecker
and SySeVR extract program slices; Devign and ReGVD use graph-based program
representations; LineVul applies a transformer to line-level prediction (Li et al. 2018,
2021b; Zhou et al. 2019; Nguyen et al. 2022; Fu and Tantithamthavorn 2022). Fine-
grained interpretation work further examines how a detector can localize code associated
with a prediction (Li et al. 2021a). These approaches establish useful source-level
representations, but a high-risk operation or learned pattern may remain in a repaired
function even when a guard changes the condition under which that operation is
reached. TRACE therefore treats structural similarity as a retrieval signal, not by
itself as evidence that a target remains vulnerable.

Evaluation realism is consequential: performance on familiar datasets need not
transfer to independent samples or broader CWE coverage (Chakraborty et al. 2024;
Li et al. 2026). This motivates interpreting results within the stated datasets and splits
rather than treating function-level scores as evidence of generalization.

8.2 LLM-based vulnerability analysis

LLM-based vulnerability analysis has been studied through direct code prompting,
benchmark evaluation, static-analysis integration, explanation-oriented workflows, and
analyses of model reliance on code metrics (Ullah et al. 2024; Ding et al. 2025; Li et al.
2025; Cao et al. 2024; Mao et al. 2025; Weissberg et al. 2026). These studies show
why a plausible natural-language explanation should not be equated with a verified
vulnerability condition: performance depends on the evidence and evaluation setting,
and out-of-distribution behavior remains an active concern (Guo et al. 2024b; Li et al.
2026). TRACE is likewise LLM-assisted, but constrains its decision with retrieved
vulnerable/fixed evidence and an explicit test for an equivalent safeguard; this design
does not make the resulting judgment a formal proof.
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8.3 Retrieval-augmented and specification-guided detection

Retrieval-augmented generation provides a general framework for supplying external
evidence to language models (Lewis et al. 2020). Vul-RAG retrieves multidimensional
knowledge from vulnerable code and fixes and uses both vulnerability causes and
fixing solutions in its reasoning; Vullnstruct derives general and domain-specific
security specifications from vulnerability-related code and patches (Du et al. 2026; Zhu
et al. 2026). TRACE’s distinction is narrower: it preserves individual vulnerable/fixed
structural instances alongside linked repair principles and uses dependency-aware
alignment to retrieve those instances before target-side reasoning. This characterizes
TRACE'’s evidence organization without implying that prior methods lack repair-aware
reasoning or checks for relevant safety conditions.

8.4 Patch analysis and dependency-aware evidence

Patch-linked vulnerability datasets make fixing changes available as evidence, and
automated vulnerability-repair studies examine how models can use such examples to
generate fixes (Bhandari et al. 2021; Fan et al. 2020; Fu et al. 2022; Pearce et al. 2023).
Program slicing, dependence graphs, and code property graphs provide established
ways to connect changed statements to the values and paths they constrain (Weiser
1981; Ferrante et al. 1987; Horwitz et al. 1990; Yamaguchi et al. 2014). These lines
of work supply ingredients for repair-grounded analysis, but do not by themselves
define TRACE’s linked instance/principle retrieval and equivalent-safeguard decision.
TRACE uses these techniques to compare a target against both revisions of historical
repair evidence; its pair-level evaluation tests whether the known vulnerable and fixed
revisions are distinguished, not whether a patch proves safety in arbitrary contexts.

9 Conclusion

TRACE treats a historical vulnerability and its repair as a linked explanation of when a
dangerous path is, or is not, vulnerable. Its two-layer evidence base, structural retrieval,
and explicit safeguard-aware reasoning operationalize that contrast for function-level
triage. The evaluated results show high recall, fewer repaired-side false alarms than
Vullnstruct on PairVul, and sensitivity to the quality of both repair knowledge and
inference context; they do not establish uniform statistically significant gains over the
strongest baseline. The main remaining challenge is reliably recognizing equivalent
protections when the retrieved repair and the target express the same safety condition
differently.

10 Data and Artifact Availability

The project artifact is listed at https://anonymous.4open.science/r/TRACE-BIEG/.
PairVul and SecVulEval are drawn from their publicly released benchmark resources.
The aggregate results reported here cover main classification, repair-pair states, compo-
nent ablation, knowledge transfer, backbone sensitivity, and diagnostic error categories.
Reproducing Table 3 requires the aligned prediction records and the specified paired-
bootstrap, permutation, and exact McNemar procedures. Table 10 additionally requires
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the categorized false-negative cases and sampled false-positive audit records. The pub-
lic CVE-2022-2153 illustration follows the upstream KVM patch and is not reported
as a TRACE inference trace.
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