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Abstract

An institutional artificial intelligence (AI) agent may encounter an instruction to issue a refund inside
a petition it was asked to summarise. The same tool call may be legitimate when requested by an
officer and unauthorised when induced by that petition. We address this distinction with teleoneu-
trosophic values, pairing separate neutrosophic triples for effect and purpose. A provenance discount
and evidence fusion feed a guard that authorises, escalates or denies a proposed call. We characterise
paraconsistency and adjunction in the induced matrix logic and prove conditional limits on untrusted
influence. With reliable labels and call attribution, a source cannot supply purpose support above its
trust cap, and untrusted evidence cannot justify denial. Tests on 1,054 InjecAgent attack cases and
synthetic e-government scenarios show where grading helps and where crisp protection suffices. On
low-trust channels, the guard can reduce to taint-and-escalate; an attribution-based plan/data rule is
at least as safe. Retaining ambivalence about an unrequested call reduces worst-case direct-harm pass-
through after channel mislabelling from 100% to 34.5% on InjecAgent and 25.0% on the synthetic
benchmark. A learned estimator that omits the trust label reduces direct-harm pass-through under
ordinary mislabelling from 36.7% to 1.6%. The results identify a role for independent ambivalence
in provenance-aware authorisation and expose the limits on automation when legitimate external
requests are missing from training data.

Keywords: neutrosophic logic, three-way decisions, paraconsistent logic, prompt injection, AI agents,
e-government security

1 Introduction

Consider an AI agent asked to summarise a tax
petition. The petition contains a further instruc-
tion: issue a refund to a specified account. The
proposed refund may use the same tool and have
the same immediate effect as a refund explicitly
requested by a tax officer. Yet the two calls have

different authority. A monitor that observes only
the action’s effect has no basis for distinguishing
them.

The distinction matters for public-sector assis-
tants that prepare transfers or update records.
The OECD describes the growing use of AI
across government functions (OECD 2025). An
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agent working in such a setting may read citi-
zen submissions while also having access to reg-
istry records, tax files, health summaries or staff
accounts. Instructions hidden in material it reads
can redirect that access. This is the setting of
indirect prompt injection (Greshake et al. 2023);
InjecAgent and AgentDojo demonstrate the vul-
nerability in tool-using agents (Zhan et al. 2024;
Debenedetti et al. 2024). In an administrative
workflow, this could mean an address changed
without authority, extra account privileges, a false
public announcement or disclosure to an external
recipient. Workflows involving personal data also
fall within the relevant data-protection framework
(Republic of Türkiye 2016; European Union 2016).

A monitor placed between an agent and its
tools must decide whether a proposed call may
proceed, should be refused or needs an officer’s
review. Fuzzy sets, intuitionistic fuzzy sets and
single-valued neutrosophic sets offer increasingly
expressive accounts of uncertain evidence (Zadeh
1965; Atanassov 1986; Smarandache 2007; Wang
et al. 2010). Three-way decision theory provides
a corresponding place for deferment (Yao 2010,
2011, 2012). These representations are useful, but
applying any of them only to the proposition “this
action is safe” leaves the authority problem unre-
solved. Refining the safety scale cannot recover
information about whose instruction caused the
call; Proposition 2 makes this limitation precise.

Authorisation therefore requires evidence that
a call serves the authenticated principal’s request.
The source of that evidence matters: an offi-
cer’s instruction and an instruction embedded in
a petition need not carry the same authority.
Electronic signatures, seals, registered e-mail and
content-provenance mechanisms can help estab-
lish the origin and integrity of the material being
assessed (European Union 2014, 2024a; Republic
of Türkiye 2004, 2011; C2PA 2026). They do not
establish that its contents are appropriate, nor
do they determine how much influence a sender
should have over an agent. Those are separate
policy judgements.

Earlier work already makes purpose relevant
to access decisions. Database policies can restrict
the uses for which records are accessed (Byun et al.
2005; Byun and Li 2008), and Task Shield checks
whether an agent’s instructions and calls advance
the user’s task (Jia et al. 2025). CaMeL and

FIDES constrain the authority of external mate-
rial through execution structure and information-
flow controls (Debenedetti et al. 2025; Costa et al.
2025). Our contribution is a decision calculus
for uncertain effect and purpose evidence within
such an architecture. Crisp comparators estab-
lish which observed benefits require the particular
graded construction.

The paper makes four contributions.

1. We pair an effect triple (T, I, F ) with a telic
triple (P,A,H) for purpose alignment, ambiva-
lence and hostility. The underlying algebra is a
product of existing single-valued neutrosophic
algebras. The new construction couples the
two assessments through a risk functional and
yields exact conditions for paraconsistency and
adjunction (Sections 3–4).

2. We define a provenance discount, an evidence-
fusion operator and a three-way guard whose
denial test uses trusted evidence only. With
reliable provenance and call attribution, low-
trust evidence cannot supply sufficient purpose
support for authorisation. Under stated sup-
port conditions, its only possible change to
a decision is escalation. We also identify the
parameter range in which the guard’s authori-
sation behaviour is exactly taint-and-escalate
(Sections 5–7).

3. We evaluate the construction against crisp
purpose and provenance rules, taint rules, a
plan/data-separation baseline and a neutro-
sophic comparator receiving the same evidence.
The evaluation includes mislabelled channels,
availability attacks and argument manipula-
tion. It shows where the guard adds no empiri-
cal advantage and isolates the role of indepen-
dent ambivalence (Section 8).

4. We specify records from which telic evidence
can be learned. A causal model separates trust
labels from the content used to estimate pur-
pose and hostility. The experiments show why
excluding the label matters and why legiti-
mate requests from untrusted channels must be
represented in training data (Section 8.4).
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2 Background and related

work

2.1 Representing uncertain

assessments

A fuzzy membership grade is a single value in
[0, 1] (Zadeh 1965). Intuitionistic fuzzy sets distin-
guish membership from non-membership, subject
to their sum being at most one (Atanassov 1986).
Neutrosophic logic separates truth, indeterminacy
and falsity (Smarandache 2007). Single-valued
neutrosophic sets let these components range inde-
pendently over [0, 1] (Wang et al. 2010); asso-
ciated scoring and aggregation methods support
multicriteria decisions (Ye 2013, 2014).

Other extensions organise uncertainty in dif-
ferent ways: intervals, refined components, bipolar
judgements and plithogenic attributes (Wang et al.
2005; Smarandache 2013; Deli et al. 2015; Smaran-
dache 2017); Pythagorean and q-rung orthopair
grades (Yager 2014, 2017); and picture, spheri-
cal and hesitant fuzzy information (Cuong 2014;
Gündoğdu and Kahraman 2019; Torra 2010). A
teleoneutrosophic value has six coordinates and
can be encoded as a 2-refined neutrosophic value.
Here the two triples assess different propositions,
and a risk rule couples their assessments. Prove-
nance determines how much support each source
may contribute. Table 1 summarises this position-
ing.

2.2 Fusion and source reliability

Belnap’s logic and Ginsberg’s bilattices distin-
guish truth from the information available about
it (Belnap 1977; Ginsberg 1988). Evidence theo-
ries also provide established treatments of unreli-
able or conflicting sources. Dempster–Shafer dis-
counting weakens belief in proper subsets as
source reliability decreases (Shafer 1987); con-
textual discounting allows reliability to depend
on the hypothesis (Mercier et al. 2008). Dezert–
Smarandache theory combines possibly conflicting
evidence under models that allow overlapping
hypotheses (Smarandache and Dezert 2004). Pos-
sibility theory also supports ordinal accounts
of uncertainty and qualitative decision models
(Dubois and Prade 1995), while subjective logic
develops operators for uncertain opinions and
trust (Jøsang 2016).

Our discount applies different policies to justi-
fication and warning: trust caps positive support,
whereas a warning is retained and uncertainty
grows. This is a modelling choice, rather than a
consequence of the evidential frameworks above.
Contextual discounting likewise permits reliability
to vary with the hypothesis, but does not estab-
lish our guard’s influence theorem. The additional
restriction on denial is imposed by the decision
rule after fusion.

2.3 Three-way decisions and

consequence

Decision-theoretic rough sets derive acceptance,
rejection and deferment regions from expected
losses (Yao 2010, 2011). Broader three-way deci-
sion frameworks admit evaluation functions cho-
sen for the application (Yao 2012; Hu 2014), as
do shadowed sets (Pedrycz 1998). Three-way mod-
els have been developed for intuitionistic fuzzy,
Pythagorean fuzzy and single-valued neutrosophic
information (Liang et al. 2017; Zhang and Ma
2020; Jiao et al. 2020).

The guard studied here uses two evaluations:
risk from all evidence for authorisation, and risk
from trusted evidence for denial. We calibrate
its thresholds against an explicit loss function
rather than derive them analytically from a loss
matrix. Escalation then has a security interpreta-
tion: under the conditions proved below, it is the
only change an adversarial evidence source can
force.

The aggregation of individually accepted
judgements is also a logical question. Kyburg
questions conjunctive closure of accepted scien-
tific statements (Kyburg 1970); Jaśkowski and
Schotch and Jennings consider reasoning in incon-
sistent settings (Jaśkowski 1999; Schotch and Jen-
nings 1980). These works are background rather
than sources of our parameter conditions. Bou
et al. study consequence that preserves lower
truth bounds in residuated lattices (Bou et al.
2009); their additional adjunction rule concerns
the fusion connective, while lattice-meet adjunc-
tion is already valid. Here we examine lattice
meet itself. For our matrix semantics, adjunction
holds exactly when the designated values are meet-
closed, and Section 4 derives the condition for that
closure.
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Table 1 Relation to representative formulations. The entries describe the cited mechanisms and the role they play in
this study; they do not assert that an entire family lacks a feature. Published agent systems are related work, while the
experimental comparators are the static rules specified in Section 8.

Formulation Mechanism in the cited work Relation to the present guard

Fuzzy and neutrosophic represen-
tations

Grades, multiple components or attributes
describe uncertain judgements.

The carrier is inherited; effect and purpose
receive separate triples.

Belief functions and subjective
logic

Source reliability changes evidential support
and uncertainty.

Our discount preserves concerns; trusted evi-
dence alone can justify denial.

Three-way decision models Acceptance, rejection and deferment depend
on losses or evaluation functions.

Full-evidence and trusted-evidence risk govern
different decisions.

Purpose-based access control Permitted data uses are checked against an
access purpose.

This motivates purpose as a policy input, inde-
pendently of an action’s effect.

CaMeL and FIDES Capability restrictions and information-flow
policies constrain execution.

These supply architectural precedents for the
assumed provenance and attribution.

Progent Symbolic rules restrict tool names and argu-
ments; privilege changes are checked.

Such policy checks are richer than the static
content rules evaluated here.

Task Shield An LLM estimates instruction and tool-call
contribution to user goals.

Its task-alignment criterion precedes our
graded purpose assessment.

MELON Calls from original and masked-user execu-
tions are compared.

Behavioural dependence supplies a different
signal from our static evidence.

RTBAS Selective label propagation and redaction
enforce information-flow policies.

Dependency screening differs from estimating
task alignment.

TNL A risk rule couples effect and purpose after
provenance-sensitive fusion.

Theorems state conditional influence limits;
static experiments test their scope.

2.4 Purpose and agent security

Byun and colleagues attach permitted uses to
database information and check the purpose of
an access (Byun et al. 2005; Byun and Li 2008).
ABAC evaluates attributes of the subject, object,
operation and environment (Hu et al. 2014);
UCON also addresses obligations, conditions and
controls that persist during use (Park and Sandhu
2004). We place the guard at the tool boundary as
a proposed reference-monitor component (Ander-
son 1972). This placement alone does not estab-
lish complete mediation or implementation assur-
ance. The trajectory extension takes its security-
policy background from lattice information flow,
language-based enforcement and integrity models
(Denning 1976; Sabelfeld and Myers 2003; Biba
1977).

Greshake et al. demonstrate attacks carried by
retrieved material in deployed and synthetic appli-
cations (Greshake et al. 2023). InjecAgent tests
injected tool responses (Zhan et al. 2024), while
AgentDojo supports interactive tasks, attacks and
defences (Debenedetti et al. 2024). The other
benchmarks address different risks: ToolEmu uses
emulated tools to expose unsafe behaviour under
underspecified instructions (Ruan et al. 2024);
AgentHarm tests explicitly malicious user tasks
and jailbreaks (Andriushchenko et al. 2025).
These results cannot be treated as measurements
of one common threat model.

Instruction Hierarchy trains models to respect
instruction priority (Wallace et al. 2024). StruQ
combines a structured front-end with a specially
trained model (Chen et al. 2025), whereas spot-
lighting transforms external text to make source
boundaries more apparent (Hines et al. 2024).
Their empirical robustness does not establish our
provenance assumptions. CaMeL restricts execu-
tion with capabilities and separated control/data
flow (Debenedetti et al. 2025); FIDES uses con-
fidentiality and integrity labels with selective
information hiding (Costa et al. 2025). The design-
pattern study sets out further architectural trade-
offs (Beurer-Kellner et al. 2025). Such controls
can support the architecture assumed here, pro-
vided call dependencies are tracked conservatively.
Progent expresses tool and argument privileges as
symbolic policies and checks changes to those priv-
ileges (Shi et al. 2026). Our content estimators do
not implement those policy checks.

Task Shield uses an LLM to extract instruc-
tions and estimate their contribution to user goals
(Jia et al. 2025). MELON instead masks the user
request, re-executes the trajectory and compares
the resulting calls; similar actions can indicate
that the original call followed external instructions
(Zhu et al. 2025). RTBAS addresses information-
flow policy enforcement: model-based dependency
screening selects which labels to propagate, and
redaction limits exposure (Zhong et al. 2025). It
is therefore not simply another task-alignment
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scorer. These mechanisms suggest possible evi-
dence inputs for a future integration with our
calculus. We have not performed that integration
or a live-agent comparison. Our threat model also
excludes intentional subversion by the model itself,
the setting studied in AI control (Greenblatt et al.
2024).

In network security, Kavitha et al. evaluate a
neutrosophic intrusion classifier on KDD Cup 99
(Kavitha et al. 2012), and Elwahsh et al. review
intrusion-detection approaches for mobile ad hoc
networks (Elwahsh et al. 2018). Wang et al. use
intuitionistic fuzzy information to assess anoma-
lies in flow interaction (Wang et al. 2018); Fan et
al. study entropy-based vulnerability evaluation
(Fan et al. 2019). These are precedents for repre-
senting uncertain security evidence, rather than
validations of agent authorisation. The NSL-KDD
benchmark addresses deficiencies in KDD Cup 99
(Tavallaee et al. 2009) and is separate from the
agent experiments reported here.

3 Teleoneutrosophic values

Write N = [0, 1]3, x +̂ y = x + y − xy for the
probabilistic sum, and (x)+ = max{x, 0}.

Definition 1 (Teleoneutrosophic value) For the
proposition “action α is admissible for principal p”, a
teleoneutrosophic value is

ω = ⟨ε;ψ⟩ = ⟨(T, I, F ); (P,A,H)⟩ ∈ T := N × N .

The effect coordinates express support for safe exe-
cution (T ), uncertainty in that assessment (I) and
support for harm (F ). The telic coordinates express
support that the action serves the principal’s purpose
(P ), ambivalence or missing support for that assess-
ment (A), and support for a purpose adverse to the
principal (H).

Neither triple is required to sum to one. In
particular, purpose alignment and hostility need
not exclude one another. A transfer may fulfil
an officer’s request while also copying the record
to an unauthorised recipient. Conversely, little
may be known in either direction. The latter
case motivates a separate ambivalence coordinate:
high support supplied later need not erase an ear-
lier absence of justification. Section 8 tests this
distinction.

Definition 2 (Protective order and negation) Write
ω ⊑ ω′ when

T ≤ T ′, I ≥ I ′, F ≥ F ′,

P ≤ P ′, A ≥ A′, H ≥ H ′.

Thus ω′ is at least as admissible as ω. Define

¬⟨(T, I, F ); (P,A,H)⟩ = ⟨(F, 1 − I, T ); (H, 1 −A,P )⟩.

Proposition 1 Let N = (N ,≤N ,¬N ) be the
single-valued neutrosophic algebra whose truth order
increases the first coordinate and decreases the other
two, with ¬N (x, y, z) = (z, 1 − y, x). Then

(T ,⊑,¬) = N × N.

This is a completely distributive complete lattice with
componentwise meet ⊓ and join ⊔, and bounds

⊥ = ⟨(0, 1, 1); (0, 1, 1)⟩,

⊤ = ⟨(1, 0, 0); (1, 0, 0)⟩.

Together with ¬, it is a De Morgan algebra that is
neither Boolean nor Kleene.

Proof Definition 2 gives the product directly. The
order on N is the product of three complete chains,
with the second and third orders reversed. It is there-
fore completely distributive. The map ¬N is an order-
reversing involution, and both properties pass to the
product. The element with every coordinate equal to
1/2 is fixed by negation, so this negation does not pro-
vide Boolean complements. For the Kleene inequality,
take

x = ⟨(0.9, 0.5, 0.9); (0.5, 0.5, 0.5)⟩,

y = ⟨(0.1, 0.5, 0.1); (0.5, 0.5, 0.5)⟩.

The T -coordinate of x ⊓ ¬x is 0.9, whereas that of
y ⊔ ¬y is 0.1. Hence x ⊓ ¬x ̸⊑ y ⊔ ¬y. □

The algebraic carrier is inherited. The subse-
quent risk coupling, provenance treatment and
decision semantics are the additional structure
studied here.

Definition 3 (Embeddings) Let ψ⊤ = (1, 0, 0) and
define

ιF (µ) = ⟨(µ, 0, 1 − µ);ψ⊤⟩,

ιN (x, y, z) = ⟨(x, y, z);ψ⊤⟩,

ιIFS(µ, ν) = ⟨(µ, 1 − µ− ν, ν);ψ⊤⟩.

These maps place established values in a set-
ting where purpose is fully endorsed. Both ιF and
ιN preserve meet and join and are lattice embed-
dings. They do not preserve negation: negating ψ⊤
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gives (0, 1, 1). The intuitionistic fuzzy embedding
is injective but is not order-preserving, since hesi-
tation is not monotone in the usual intuitionistic
fuzzy order.

4 The induced matrix logic

Let L contain atoms p, q, . . . and connectives
∧,∨,¬. A valuation maps atoms to T and extends
by the lattice operations and negation. Here meet
combines judgements; it does not describe execut-
ing two actions in sequence. Section 7 addresses
execution sequences.

Using the all-trusted guard of Definition 7, set

DG = {ω : G(ω) = auth}.

Define Γ |=G φ to mean that every valuation
designating all members of Γ also designates φ.
Throughout,

0 ≤ τT , τP , λ, β, Fmax ≤ 1,

0 ≤ θa < θd ≤ 1.

The largest designated harm coordinate is

F̄ =

{
Fmax, β = 1,

min{Fmax, θa/(1 − β)}, β < 1.

Theorem 1 (Structure of consequence) (i) |=G is
reflexive, transitive and monotone. It validates
φ |=G φ ∨ χ and φ ∧ χ |=G φ.

(ii) It is paracomplete for every parameter choice:
̸|=G p ∨ ¬p. It is paraconsistent, meaning
{p,¬p} ̸|=G q, exactly when

max{τT , τP , λ/2} ≤ θa, τT ≤ Fmax.

(iii) It validates adjunction, {p, q} |=G p ∧ q, exactly
when

τT ≥ 1 − θa + F̄ .

This condition implies F̄ ≤ θa.

(iv) If atomic valuations are restricted to the image
of ιN , adjunction holds for negation-free for-
mulas at every parameter choice, and for all
formulas if τP > 0. The same statements hold
on the image of ιF .

Proof (i) Preservation of a designated set gives reflex-
ivity, transitivity and monotonicity of consequence. By

Theorem 2, DG is an up-set. Since v(φ) ⊑ v(φ) ⊔ v(χ)
and v(φ) ⊓ v(χ) ⊑ v(φ), the two stated inferences
follow.

(ii) For paracompleteness, put v(p) =
⟨(1, 1/2, 1); (1, 1/2, 1)⟩. In v(p ∨ ¬p), all of T, F, P,H
equal one. The first risk term is therefore one, which
exceeds θa.

Since ⊥ has risk one, an undesignated value always
exists. Paraconsistency is thus equivalent to the exis-
tence of a value ω for which both ω and ¬ω are
designated. Under the stated inequalities, the fixed
point

ω = ⟨(τT , 1/2, τT ); (τP , 1/2, τP )⟩

has risk max{τT , τP , λ/2} and satisfies the support
tests and harm ceiling. Conversely, designating ω and
¬ω requires T, F ≥ τT and P,H ≥ τP . The ceiling
applied to ¬ω gives τT ≤ T ≤ Fmax. The two indeter-
minacy constraints give λmax{I, 1 − I} ≤ θa, hence
λ/2 ≤ θa. If P ≥ H, the harm term of ¬ω equals
T ≥ τT ; otherwise the harm term of ω equals F ≥ τT .
Thus τT ≤ θa. Comparing T and F in the same way
gives τP ≤ θa from the hostility term.

(iii) Because atoms may take arbitrary values,
adjunction holds exactly when DG is meet-closed. For
sufficiency, let ω1, ω2 ∈ DG and ω = ω1 ⊓ω2. The sup-
port tests, harm ceiling and indeterminacy constraint
are preserved by meet. Each Fi ≤ F̄ , so the harm term
of ω is at most F̄ ≤ θa. Its hostility term is at most
1 − (τT − F̄ )+ ≤ θa.

For necessity, the values

ω1 = ⟨(τT , 0, F̄ ); (1, 0, 0)⟩,

ω2 = ⟨(1, 0, 0); (1, 0, 1)⟩

are designated: their risks are F̄ (1 − β) ≤ θa and
zero. Their meet is ⟨(τT , 0, F̄ ); (1, 0, 1)⟩. Designating it
requires F̄ ≤ θa and 1− (τT − F̄ )+ ≤ θa. Since θa < 1,
the latter is equivalent to the claimed inequality, which
also implies the former.

(iv) On the image of ιN , risk is max{F (1−β), λI},
a maximum of single-coordinate terms. The image
is meet- and join-closed, so the designated part is
meet-closed. Adding negation generates only two telic
triples, ψ⊤ and (0, 1, 1). When τP > 0, only the first
can be designated, and the same closure argument
applies. □

Every experimental calibration selects τT =
0. Adjunction would then require θa ≥ 1, so
it fails. Two designated judgements can rely on
different strengths: one may have strong safety
evidence despite hostile purpose evidence, while
the other has strong purpose evidence despite
harm. Their meet retains the weaker support and
the stronger concern in each coordinate. Here
adjunction fails because the risk coupling allows
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individually accepted values whose meet is not
accepted. Part (iv) explains why it is absent on
the embedded classical values. The experimen-
tal choices τP = θa = 0.3, Fmax = 1 and
λ ∈ {0.25, 0.5} also meet the paraconsistency
condition.

5 Evidence provenance and

fusion

An evidence piece consists of a triple x =
(x1, x2, x3) for one assessment and a trust value
t ∈ [0, 1] for its channel. We write it as (x, t).
The tool catalogue and an authenticated offi-
cer’s instruction are trusted in our model (t =
1). Petitions, inbound e-mail and uploaded docu-
ments receive lower trust. A sealed partner-agency
message may occupy an intermediate tier.

The institution assigns these values. A valid
seal helps authenticate a sender and protect a mes-
sage’s integrity; it does not certify that following
the message would be appropriate. Intermediate
trust therefore expresses a permission to influence
the agent, not a cryptographic probability that
the sender is correct.

Definition 4 (Caution-preserving discount) For x ∈
N and t ∈ [0, 1], define

Dt(x1, x2, x3) =
(
tx1, x2 +̂ (1 − t), x3

)
.

Definition 5 (Sceptical fusion) Let E = {(xk, tk)}
be a finite multiset and write Dtk (xk) = (ak, bk, ck).
For non-empty E, set

Φ(E) =

(
max
k

ak, 1 −
∏

k

(1 − bk), max
k

ck

)
.

Set Φ(∅) = (0, 1, 0), representing ignorance. Fuse
effect and telic evidence separately:

ω(E) = ⟨Φ(Eε); Φ(Eψ)⟩.

The value obtained from pieces with t = 1 alone is
denoted by ω0.

Fusion retains the strongest discounted sup-
port and the strongest report of harm or hostil-
ity, while uncertainty accumulates. It is therefore
permissive about support and cautious about con-
cerns. The support maximum does not let an
untrusted source contribute more support than its
trust value. By contrast, averaging concerns could

dilute a strong warning with numerous weak or
reassuring reports.

Lemma 1 (Fusion properties) (i) Fusion is com-
mutative. For non-empty E,E′, it satisfies

Φ(E ∪ E′) = Φ
(
{(Φ(E), 1), (Φ(E′), 1)}

)
.

Thus non-empty batches may be fused incremen-
tally.

(ii) If ∅ ̸= E ⊆ E′ and Φ(E) = (a, b, c), Φ(E′) =
(a′, b′, c′), then b′ ≥ b, c′ ≥ c and

a′ ≤ max

{
a, max

(x,t)∈E′\E
t

}
.

The maximum over an empty added set is taken
as zero. An added piece with support one attains
the maximal support permitted by its trust. In
particular, the displayed bound is attained when-
ever the added piece has maximal added trust
and the added set is non-empty.

(iii) Fusion is idempotent in support and harm, but
not in indeterminacy. For k copies of a piece
with trust t, the fused indeterminacy satisfies
b ≥ 1 − tk.

(iv) Replacing a piece by one with no greater support
and no smaller indeterminacy or harm can only
lower the fused value in ≤N .

Proof For (i), D1 is the identity, maxima are commu-
tative and associative, and the fused uncertainty of
two batches is

1 − (1 − bE)(1 − bE′ ) = 1 −
∏

k∈E∪E′

(1 − bk).

For (ii), adding values cannot decrease a maximum
or a probabilistic sum, and each new support term is
tx1 ≤ t. A piece with x1 = 1 attains its cap. For (iii),
each discounted copy has bk ≥ 1−t, so

∏
k
(1−bk) ≤ tk.

Part (iv) follows from the coordinatewise monotonicity
of the discount and all three aggregations. □

The non-empty qualification in part (i) mat-
ters: the stipulated ignorance value for an empty
set must not be inserted as an additional evidence
piece. Likewise, repeated reports are not neutral.
Their accumulated indeterminacy is one reason
that availability pressure must be considered sep-
arately from unauthorised execution.

Lemma 2 (Adding low-trust evidence to a supported
axis) Let E0 ̸= ∅ contain trusted evidence for one
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axis, with fused support a0 ≥ t̄. If every piece in Eadv

has trust at most t̄, then

Φ(E0 ∪ Eadv) ≤N Φ(E0),

and support remains a0.

Proof Lemma 1(ii) bounds the new support above by
max{a0, t̄} = a0 and below by a0. Indeterminacy and
concern cannot decrease. □

If trusted support is below t̄, an adversarial
source can increase it up to t̄. Theorem 4 handles
that case through the support thresholds. The dis-
count still preserves every harm or hostility report.
In classical belief-function discounting, unreliable
specific evidence is weakened towards ignorance
(Shafer 1987; Mercier et al. 2008); subjective-
logic discounting also changes the weight of an
opinion according to trust (Jøsang 2016). These
formalisms do not themselves prescribe how a neu-
trosophic harm coordinate should be treated. We
retain that coordinate as a warning and restrict
the decision it can justify: an untrusted warning
may require review, but cannot justify denial.

6 The protective guard

Definition 6 (Telic risk) For λ, β ∈ [0, 1], define

ρ(ω) = max

⎧
⎪⎨
⎪⎩

F
(
1 − β(P −H)+

)
,

H
(
1 − (T − F )+

)
,

λmax{I, A}

⎫
⎪⎬
⎪⎭
.

The first term permits net purpose support to
mitigate harm. The second permits net safety sup-
port to mitigate hostility. The third charges for
uncertainty, with weight λ. These choices impose
four constraints on the risk assessment.

First, increasing indeterminacy, harm, ambiva-
lence or hostility cannot reduce risk, and increas-
ing safety or purpose support cannot increase it.
Second, mitigation uses the other assessment and
only its net support: when P ≤ H, the harm
term remains F ; when T ≤ F , the hostility term
remains H. Thus contradictory support on an axis
does not cancel its own concern. In particular,
T = F = P = H = 1 gives risk one. Third, fully
endorsed purpose recovers the embedded neutro-
sophic rule (Theorem 3). Finally, ρ(⊤) = 0 and
ρ(⊥) = 1. A sum or product need not satisfy

these constraints: a compensating sum can mask
a serious concern, while a product can suppress it
through a zero factor.

Definition 7 (Three-way guard) Apply the following
tests in order to the full value ω and trusted value ω0:

G(ω, ω0) =

⎧
⎪⎪⎨
⎪⎪⎩

deny, ρ(ω0) ≥ θd,

auth, ρ(ω) ≤ θa, T ≥ τT ,

P ≥ τP , F ≤ Fmax,

esc, otherwise.

When all evidence is trusted, write G(ω) for G(ω, ω).

The two tests answer different questions.
Trusted evidence may establish enough risk to
refuse execution. Authorisation, however, must
survive the full evidence set. The ceiling Fmax

reserves high-impact actions for further confirma-
tion even when purpose support would otherwise
mitigate their harm. When there is no trusted
telic evidence, A0 = 1; such a call is denied if
λ ≥ θd. Our calibrated settings have λ < θd, leav-
ing such uncertainty eligible for escalation rather
than denial.

Theorem 2 (Protective monotonicity) If ω ⊑ ω′,
then ρ(ω′) ≤ ρ(ω) and

G(ω) ≤ G(ω′) (deny < esc < auth).

For the two-argument guard, the denial predicate is
antitone in ω0 and the authorisation predicate is
monotone in ω.

Proof Each risk term has the coordinatewise mono-
tonicity stated above. If G(ω) = auth, the lower risk
and improved support coordinates of ω′ preserve all
authorisation tests and exclude denial. If G(ω) = esc,
then ρ(ω′) ≤ ρ(ω) < θd, which excludes denial. The
two predicates in the last claim follow from the same
coordinatewise comparisons. □

Theorem 3 (Embedded fuzzy and neutrosophic rules)
On ιN (x, y, z), the guard denies when max{z(1 −
β), λy} ≥ θd and authorises when

max{z(1 − β), λy} ≤ θa, x ≥ τT , z ≤ Fmax.

On ιF (µ) with β < 1, it authorises iff µ ≥ c and denies
iff µ ≤ 1 − θd/(1 − β), where

c = max{τT , 1 − θa/(1 − β), 1 − Fmax}.
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For β = 1, it never denies and authorises iff µ ≥
max{τT , 1 − Fmax}. On negation-free formulas in the
image of ιF , consequence therefore coincides with fuzzy
threshold consequence for the designated interval [c, 1],
using the latter value of c when β = 1.

Proof The embedded values have P = 1 and A = H =
0, so their risk is max{z(1 −β), λy}. The purpose test
is automatic. For fuzzy values, substitute y = 0 and
z = 1 − µ. If β = 1, risk is zero and cannot reach
θd. Meet and join preserve the image, so negation-free
formulas remain in this regime. □

Proposition 2 (The dual-use dilemma) If τP > 0
or β > 0, two values can share the same effect triple
and receive different decisions. Consequently, no rule
using effect evidence alone can coincide with G over
all values. This includes fuzzy, intuitionistic fuzzy,
Pythagorean, picture, spherical and neutrosophic rules
restricted to that evidence.

Proof If τP > 0, use ε = (1, 0, 0). The telic triple
(1, 0, 0) is authorised, whereas (0, 0, 0) is not. If β > 0,
use ε = (1 − θd, 0, θd). With ψ = (0, 0, 1), risk reaches
at least θd and the call is denied. With ψ = (1, 0, 0),
risk is θd(1 − β) < θd, so the decision is different. □

The argument does not depend on a particular
choice of effect scale. It depends on information
that the scale does not contain.

6.1 Threat model and provenance

assumptions

The adversary may write arbitrary text and any
number of evidence pieces on untrusted channels.
It cannot alter their trust labels: every piece it
controls has trust at most t̄ < 1. We call this
assumption provenance integrity.

We also require attribution. The system
records every channel whose content was avail-
able when a call or argument was produced. It
attributes the call to all such channels unless it can
certify derivation from trusted inputs alone. Con-
servative over-attribution may increase review.
Under the support conditions of Theorem 4,
it does not create additional authorisations or
denials.

Authenticated sessions, signatures, seals and
registered e-mail can support source identifica-
tion and integrity checks (European Union 2014,

2024a; Republic of Türkiye 2004, 2011); con-
tent credentials provide related provenance mech-
anisms (C2PA 2026). Maintaining the labels
through forwarding is still an architectural obli-
gation. A message relayed by another agency
must retain the original source’s label. Plan-
ner/executor separation and information-flow
tracking can support attribution (Debenedetti
et al. 2025; Costa et al. 2025; Beurer-Kellner et al.
2025).

A trusted triple must be computed solely from
trusted inputs, such as the officer’s instruction and
the tool catalogue. An estimator must be fixed
independently of the adversarial text before it
is applied. Compromised officer accounts, officers
induced to request harmful actions, and agents
with their own harmful objectives fall outside this
model.

Theorem 4 (Limits on untrusted influence) Let E0

be trusted evidence, let every piece in Eadv have trust
at most t̄, and set

ω0 = ω(E0), ω = ω(E0 ∪ Eadv).

(i) If τP > t̄ and G(ω, ω0) = auth, then P 0 ≥ τP .
Similarly, T 0 ≥ τT whenever τT > t̄ and the
call is authorised.

(ii) The denial decision is independent of Eadv.
In particular, adding untrusted content cannot
cause denial.

(iii) Suppose that each axis receiving adversarial
pieces either has trusted support at least t̄ or has
its support threshold above t̄. Then

G(ω, ω0) ∈ {G(ω0), esc}.

(iv) Parts (ii) and (iii) extend to the trajectory
guard of Definition 8, with the condition in (iii)
required at each step.

Proof (i) Lemma 1(ii) gives P ≤ max{P 0, t̄}. With no
trusted telic evidence, P 0 = 0 and the same bound
follows directly from tkx1k ≤ t̄. Thus P 0 < τP implies
P < τP . The argument for T is identical.

(ii) The first test in Definition 7 uses ω0 alone.
(iii) For an axis receiving adversarial evidence, call

it supported when its trusted support is at least t̄. Oth-
erwise call it gated; its threshold then exceeds t̄. If an
axis is gated, neither the trusted nor the full value
can satisfy that support test. Both decisions are there-
fore unauthorised, and part (ii) makes them either the
same denial or escalation.
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If all affected axes are supported, Lemma 2 gives
ω ⊑ ω0; unaffected axes are unchanged. Trusted autho-
risation can then remain authorisation or become
escalation, since denial is fixed. A trusted escalation
cannot become authorisation because the authorisa-
tion predicate is monotone, and cannot become denial
by part (ii). A trusted denial remains denial.

(iv) The trajectory denial test depends only on
trusted values and the trusted kernel K0

H , so part (ii)
is unchanged. Let G0

Π be the trajectory decision
obtained by using trusted values in both tests. A gated
axis at any step prevents both full and trusted trajec-
tory authorisation. If no step has a gated axis, ωj ⊑ ω0

j

at every step. Hence

ρ(ωj) ≥ ρ(ω0
j ), Hj ≥ H0

j ,

(Pj −Hj)+ ≤ (P 0
j −H0

j )+.

The full kernel is therefore at least the trusted-
value kernel, and no failed trusted authorisation test
becomes satisfied on full evidence. This leaves exactly
the same decision or escalation, as in (iii). □

The result quantifies over all permitted adver-
sarial pieces, regardless of the attacker’s capabil-
ity. It does not establish the correctness of the
trusted purpose estimate or protect labels that
the architecture fails to preserve. The implementa-
tion includes random-instance property checks for
the formal results; such checks complement rather
than replace the proofs (see Code availability).

Proposition 3 (Taint limit) If λ(1 − t) > θa, no call
containing an effect or telic piece of trust at most t is
authorised. For λ > 0, calls touched by a channel below

1 − θa/λ

therefore have the same authorisation behaviour as a
taint-and-escalate rule that escalates such calls and
otherwise applies G.

Proof A piece with trust t′ ≤ t has discounted indeter-
minacy at least 1 − t′ ≥ 1 − t. Fusion cannot reduce it.
Thus I ≥ 1 − t or A ≥ 1 − t, giving ρ(ω) ≥ λ(1 − t) >
θa. □

Remark 1 (The range in which grading operates) For
the transferred calibration θa = 0.3 and λ = 0.5, the
boundary is 0.4. Petitions, e-mail and uploads with
t = 0.2 are effectively tainted; the partner channel
with t = 0.6 remains graded. Lowering λ expands the
graded range but can leave purpose support as the
only barrier on a low-trust channel. Theorem 4(i) then

still bounds authorisation when t < τP . Once t ≥ τP ,
that bound no longer applies to the channel, and the
content estimate becomes decisive. Figure 2 shows this
transition.

Example 1 (A refund request) An officer asks for a
summary of petition 2026-118. The petition instead
instructs the agent to issue an 18,400 TL refund
for taxpayer 5530 to an IBAN beginning TR33. The
proposed tool is TaxOfficeIssueRefund. The con-
struction in Section 8.3 assigns the same effect triple,
(0.09, 0.10, 0.90), to this tool in each scenario in
Table 2. The transferred parameters are

τT = 0, τP = θa = 0.3, θd = 0.6,

λ = 0.5, β = Fmax = 1, t̄ = 0.2.

When the officer requested only a summary, trusted
evidence does not justify the refund and the call
is denied. When the officer requested an approved
refund, planted objections can trigger review but can-
not enter the denial test. A new IBAN also contributes
hostility evidence even if its channel is mislabelled. An
attacker who changes an argument without introduc-
ing a new identifier may evade this detector, as the
later experiments show.

7 Trajectories and

decomposition attacks

A harmful operation may be split into a sensi-
tive read followed by an apparently routine e-mail.
Give each action α a source sensitivity σ(α) ∈
[0, 1] and an egress value η(α) ∈ [0, 1], following
the information-flow perspective (Denning 1976;
Sabelfeld and Myers 2003).

Definition 8 (Flow kernels and trajectory guard) For
Π = (α1, . . . , αn) with full values ωj and trusted

values ω0
j , put

K(Π) = max
i≤k≤n

σ(αi)η(αk)

· max{1 − β(Pk −Hk)+, Hk},

K0
H(Π) = max

i≤k≤n
σ(αi)η(αk)H0

k .

At step j, replace risk in the denial test by

max{ρ(ω0
j ),K0

H(α1, . . . , αj)}

and risk in the authorisation test by

max{ρ(ωj),K(α1, . . . , αj)}.

The trajectory is denied if any step is denied, autho-
rised if every step is authorised, and escalated other-
wise.
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Table 2 Refund scenarios in Example 1, with effect triple ε = (0.09, 0.10, 0.90). The scenario labels distinguish who
requested the action and which additional evidence was supplied. Trusted and full risks are shown separately.

Scenario ψ0 ψ ρ(ω0) ρ(ω) Decision

Petition injects a refund; officer requested a sum-
mary

(0, 0, 0) (0.2, 0.8, 0.5) 0.90 0.90 deny

Officer requests an approved refund of 450 TL
to taxpayer 7781

(1, 0, 0) (1, 0, 0) 0.05 0.05 auth

Officer requests refund; planted message
demands refusal

(1, 0, 0) (1, 0.8, 1) 0.05 1.00 esc

Officer requests refund; uploaded document
changes IBAN

(1, 0, 0) (1, 0.8, 0.5) 0.05 0.50 esc

Injection arrives through a mislabelled trusted
channel

(1, 0, 0.5) (1, 0, 0.5) 0.50 0.50 esc

Proposition 4 (Trajectory properties) (i) Both
kernels are non-decreasing as a trajectory grows.

(ii) Suppose a trajectory Π′ contains r before s, and
a single action m satisfies

σ(r) ≥ σ(m), η(s) ≥ η(m),

(Ps −Hs)+ ≤ (Pm −Hm)+, Hs ≥ Hm.

Then K(Π′) ≥ K(m).

(iii) If 1 − βτP > θa, there are two-step trajectories
whose steps are individually authorised while the
trajectory guard does not authorise the second
step. It denies that step if H0

s ≥ θd.

Proof For (i), extending a trajectory enlarges the
index set over which each maximum is taken. Part (ii)
follows by comparing the corresponding factors. For
(iii), give both steps effect triple (1, 0, 0), and telic
triples (1, 0, 0) and (τP , 0, Hs), with H0

s = Hs. Set
σ(r) = η(s) = 1 and σ(s) = η(r) = 0. Both step-wise
risks are zero and both purpose tests pass. On the
trajectory,

K ≥ 1 − β(τP −Hs)+ ≥ 1 − βτP > θa,

whereas K0
H = Hs. The second step therefore fails

authorisation and meets denial under the stated hos-
tility condition. □

Part (ii) is a monotonicity statement, not
unconditional protection against every decomposi-
tion. It applies when decomposition does not make
the egress appear better supported by the princi-
pal’s purpose. The support bound of Theorem 4(i)
handles low-trust additions under its own assump-
tions. In the reported experiments, the kernel did
not change an attack outcome; its contribution is
formal protection for settings with weaker purpose

estimates, rather than a demonstrated empirical
gain here.

8 Experimental evaluation

We evaluate the guard on recorded and scripted
tool calls, following the architecture in Figure 1.
These experiments concern the dual-use distinc-
tion, the boundary of the provenance guarantee,
the contribution of individual components and the
training data needed to learn telic evidence. No
deployed institutional agent is involved.

8.1 Common protocol

We measure an attack’s pass-through rate as
Pr[auth | attack]: the proportion of cases that
would execute without review. Calibration uses a
class-balanced cost with cmiss = 10, cfb = 1 and
cesc = 0.3:

C = 1
2

(
cmiss Pr[auth | attack]

+ cesc Pr[esc | attack]
)

+ 1
2

(
cfb Pr[deny | benign]

+ cesc Pr[esc | benign]
)
.

(1)

This loss makes unauthorised execution more
expensive than refusal or review, following the
decision-theoretic approach to three-way decisions
(Yao 2010). All method thresholds are selected
by exhaustive search on calibration data only;
Appendix A gives the grids.

Confidence intervals are 95% percentile boot-
strap intervals from 2,000 cluster resamples. We
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Fig. 1 The guard as a reference monitor. Evidence for a proposed tool call is attributed to its contributing channels,
discounted and fused separately for effect and purpose. The denial test uses trusted evidence only; the full evidence set
determines eligibility for authorisation. Escalated calls enter an officer review queue.

resample attacker or user instructions in Experi-
ment 1 and scenarios in Experiment 2, rather than
treat repeated phrasings or shared instructions as
independent observations. Method differences use
paired cluster resampling.

8.2 Experiment 1 on InjecAgent

8.2.1 Data and evidence

InjecAgent combines 17 user tasks with 62
attacker instructions embedded in tool responses
(Zhan et al. 2024). Its 1,054 attack cases com-
prise 510 direct-harm cases (DH; 30 attacker
instructions) and 544 data-stealing cases (DS; 32
instructions). Direct-harm goals include transfer-
ring funds or unlocking a door. A data-stealing
trajectory first reads private data and then e-mails
it to the attacker.

We use two benign controls: the 17 original
user tasks (B-task) and the 62 attacker instruc-
tions presented instead as authorised requests
from the principal (B-dual). The latter control
holds the requested action fixed while changing
its authority. InjecAgent pairs attacks with user
tasks unrelated to the attacker tool, which makes
purpose estimation relatively easy. Experiment 2
includes less cleanly separated cases.

Evidence rules are fixed before comparing
guards. A lexicon applied to tool names and sum-
maries supplies the effect triple, sensitivity and
egress. For purpose alignment, a tool is repre-
sented by words from its toolkit and action names,
together with the toolkit’s human-readable name.

Term frequency–inverse document frequency (TF-
IDF) cosine similarity compares that representa-
tion with an instruction; the summary is used by
the effect lexicon, not by this alignment calcula-
tion. Hostility is estimated from override phrases
and identifiers, such as account numbers or e-mail
addresses, that appear in the proposing text but
not the principal’s request. Appendix A specifies
the construction.

Every call receives a trusted telic piece from
the principal’s request. A call proposed by tool
content also receives a piece with t̄ = 0.2. Effect
evidence comes only from the catalogue, so the
attacker contributes to the telic axis alone. We
compare two ambivalence constructions. The base-
line sets raw A = 0, leaving the discount as
the source of ambivalence. The ignorance-aware
version sets

A = 1 − max{P,H}.

A source that supports neither purpose align-
ment nor hostility is then recorded as ambivalent.
Applied to the principal’s evidence, this preserves
the fact that the officer never requested a call,
even if another source later supplies strong sup-
port.

8.2.2 Threat models and comparators

The evaluation distinguishes five conditions:

• T1: the benchmark injections enter through an
untrusted channel.
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• T1*: a constructed worst-case attacker supplies
perfect apparent alignment and no hostility
markers.

• T2: injected content is incorrectly labelled
trusted, while attribution still records that tool
output proposed the call.

• T2*: the T2 label error is combined with the
T1* attacker.

• T3: every benign request receives an untrusted
message demanding that the action be blocked
and naming an outside address.

T2 and T2* deliberately violate provenance
integrity. An additional enhanced-injection condi-
tion prepends an override instruction. It reduces
T1 direct-harm pass-through to zero for the base-
line TNL, its λ = 0 variants and the provenance-
blind monitor, because the override raises hostility.
Other decisions change little, so that condition is
omitted from the tables.

Effect-only fuzzy, intuitionistic fuzzy and neu-
trosophic comparators test what safety evidence
alone can achieve. A provenance-blind neutro-
sophic monitor combines effect evidence with pur-
pose evidence from the latest instruction, expos-
ing the consequences of ignoring its origin.

The crisp baselines include two-way prove-
nance, taint-and-escalate, and taint with the
same hostility detector as TNL. A CaMeL-like
plan/data-separation rule escalates every call pro-
posed by tool output, including calls whose argu-
ments come from that output, irrespective of its
trust label. It is a static rule inspired by the
architectural principle, not an implementation or
re-evaluation of CaMeL. A tier-aware crisp rule
permits channels at or above a policy cutoff of
0.4 to supply purpose evidence, provided the raw
alignment threshold is met and no hostility is
detected. The cutoff equals the transferred TNL
taint boundary.

Two further comparators use neutrosophic
information. One adds distrust to effect inde-
terminacy, with and without trusted-only denial.
The other receives exactly TNL’s effect and telic
evidence, discount and trusted-only denial, but
combines the triples by single-valued neutrosophic
intersection and a score. This controls for access
to information rather than merely comparing dif-
ferent evidence sources.

We evaluate TNL with baseline and ignorance-
aware evidence. Ablations use a symmetric dis-
count, ignore A and H, or set λ = 0. The latter
two are tested both after recalibration and with
TNL’s thresholds held fixed. Appendix A gives the
decision rules.

8.2.3 Splits

Ten random, attacker-grouped two-fold splits are
used. An attacker instruction, its legitimate dual-
use counterpart and all user-task combinations
containing that instruction remain in one fold.
Thresholds are calibrated on T1 direct-harm and
benign items in one fold and applied to the other.
Data-stealing trajectories and all other threat
models are excluded from calibration. Rates aver-
age each item’s decisions over the ten splits.

8.2.4 Results

Table 3 shows why benign dual-use controls
matter. Effect-only rules admit no attack, but
also authorise none of the legitimate sensitive
requests; 15–20% of those requests are denied. The
provenance-blind monitor admits 36.7% of direct-
harm attacks under T1 and all attacks under T1*.
Two-way crisp provenance improves that result
but still passes 2.6% of direct-harm and 5.6%
of data-stealing attacks, while denying 22% of
legitimate dual-use requests.

With correct labels, the stronger crisp rules
perform at least as well as TNL. Taint, taint with
hostility detection and plan/data separation pass
no T1 or T1* attack and authorise 90% of B-dual
requests (cluster interval 82–95%). Their cost is
0.049 ± 0.012 across splits. Baseline TNL autho-
rises 83% (74–91%), a paired difference of −6.5
percentage points relative to taint (interval −12.9
to −1.0), at cost 0.082 ± 0.025.

TNL’s direct-harm pass-through is 1.2% under
T1 and 1.4% under T1*. In 6 of the 20 fold
calibrations, the search selects λ = 0.25. Then
λ(1 − t̄) < θa, so Proposition 3 no longer blocks
all low-trust contributions. The purpose thresh-
old remains protective in the more limited sense
of Theorem 4(i): an admitted call must already
have sufficient purpose support in the principal’s
own request. In the other folds, TNL operates as
a taint rule.

Under mislabelling (T2), baseline TNL passes
36.7% of direct-harm attacks and no data-stealing
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attack, compared with 82.3% and 96.6% for taint.
The paired direct-harm difference is −45.7 points
(interval −62.3 to −28.7). Crisp provenance passes
68.7% and 87.3%; provenance-indeterminacy and
the two-criterion neutrosophic rule also deterio-
rate. Taint with TNL’s hostility detector exactly
matches TNL here. The shared hostility detec-
tor therefore explains the observed improvement.
Plan/data separation remains at zero even under
T2*, because it uses attribution rather than trust-
ing the label.

Independent ambivalence changes the T2*
result. With ignorance-aware evidence, TNL’s T2
direct-harm pass-through falls from 36.7% to
16.9%. Under T2*, direct-harm and data-stealing
pass-through fall from 100% each to 34.5% and
28.0%; the direct-harm cluster interval is 27.7–
41.8%. The label-based crisp comparators pass all
attacks in that condition. The principal’s evidence
carries ambivalence about an unrequested call;
fusion retains it when a mislabelled source sup-
plies full purpose support. Under correct labels,
T1 direct-harm pass-through is 1.2%, dual-use
authorisation is 81% and cost is 0.085 ± 0.022.
Attribution-based separation is still stronger.

The availability attack exposes a different fail-
ure mode. No provenance-aware method with
trusted-only denial increases its denial of legit-
imate requests under T3. The version that
lets provenance-induced indeterminacy enter the
denial test instead denies 99% of legitimate dual-
use items. Taint and plan/data separation escalate
every benign item they do not deny. Baseline
TNL retains automatic handling of 31% of routine
tasks, and its λ = 0 variant retains 98%.

The ablations show the costs of that flexibility.
At fixed TNL thresholds, ignoring A and H raises
T2 pass-through from 36.7%/0% to 79.3%/34.8%,
although it also leaves 45% of dual-use requests
automated during T3. Removing the uncertainty
weight leaves T2 unchanged, raises T1 direct-
harm pass-through to 2.0% and preserves most
routine automation during T3. Recalibration low-
ers dual-use authorisation to 63% for purpose-only
evidence and 68% for λ = 0.

InjecAgent has no intermediate-trust chan-
nel, so its tier-aware crisp rule coincides with
taint plus hostility detection. Symmetric discount-
ing changes outcomes through recalibration (T1
direct-harm pass-through 0.5%, cost 0.067), since
attacks never contribute effect evidence in this

experiment. The trajectory kernel changes no
outcome.

8.3 Experiment 2 on synthetic

e-government scenarios

8.3.1 Scenario design

This experiment uses hand-written scenario texts
processed by the guard. It is a simulation: the offi-
cers, citizens and agencies are fictional roles, and
no deployed institution, live AI agent or human
participant is studied.

The fictional agent has 21 tools covering a
civil registry, tax office, health and land records,
petitions, official e-mail, inter-agency exchange,
document archiving, staff access, a public website,
a calendar and statistics. Appendix B lists the
catalogue. Citizen petitions, e-mail and uploaded
documents have trust 0.2; a partner-agency chan-
nel carrying an electronic seal has trust 0.6. The
principal is an authenticated officer.

Eight single-step goals include granting admin-
istrator rights, disabling two-factor authentica-
tion, issuing a fraudulent refund, publishing a false
announcement, deleting an audit report, changing
an address, sharing staff information and transfer-
ring a registry record to an unknown body. Six
further goals split exfiltration into two steps. Each
goal appears on every channel in three phrasings:
plain, an override instruction and impersonation
of a ministry circular. This gives 96 single-step (S)
and 72 two-step (X) attack texts.

Argument manipulation is tested separately.
In six Arg scenarios, an officer requests the action,
but e-mail or an uploaded document changes an
argument to a new IBAN, recipient or account
identifier. Six Arg0 scenarios alter an amount,
agency, role, address-form page or scope without
introducing a new identifier. Each scenario occurs
through e-mail and documents, giving 12 cases per
argument category.

The benign set contains 12 routine officer tasks
(B-task), 24 requests for the sensitive actions (B-
dual; 8 scenarios), 18 legitimate two-step transfers
(B-traj; 6 scenarios), 16 citizen-driven requests
(B-citizen; 8 scenarios) and 16 sealed-partner
requests (B-partner; 8 scenarios). In B-citizen, the
officer gives a generic instruction to process a peti-
tion and carry out its request if procedures allow
it; the petition supplies the concrete action.
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Table 3 InjecAgent results averaged over ten attacker-grouped two-fold splits. DH: 510 direct-harm cases from 30
instructions; DS: 544 data-stealing cases from 32 instructions. Benign controls comprise 62 dual-use instructions and 17
user tasks. Fixed-threshold ablations use the baseline TNL thresholds; other ablations are recalibrated.

(a) Attack pass-through (%)

T1 T1* T2 T2*

Method DH DS DH DS DH DS DH DS

Fuzzy 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

IFS 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

SVN effect-only 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

SVN-2V, provenance-blind 36.7 0.0 100.0 100.0 36.7 0.0 100.0 100.0

Crisp provenance 2.6 5.6 2.6 5.6 68.7 87.3 100.0 100.0

Taint-escalate 0.0 0.0 0.0 0.0 82.3 96.6 100.0 100.0

Taint + hostility 0.0 0.0 0.0 0.0 36.7 0.0 100.0 100.0

Plan/data separation 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Tier-aware crisp 0.0 0.0 0.0 0.0 36.7 0.0 100.0 100.0

SVN + provenance-I 0.0 0.0 0.0 0.0 61.0 100.0 61.0 100.0

SVN + provenance-I, trusted denial 0.0 0.0 0.0 0.0 90.0 100.0 90.0 100.0

Two-criterion SVN + provenance 0.0 0.0 0.0 0.0 53.3 100.0 63.0 100.0

TNL 1.2 0.0 1.4 0.1 36.7 0.0 100.0 100.0

TNL, ignorance-aware A 1.2 0.0 1.4 0.1 16.9 0.0 34.5 28.0

TNL, symmetric discount 0.5 0.1 0.5 0.1 36.7 0.0 100.0 100.0

TNL, purpose only 1.2 0.1 1.2 0.4 46.3 22.3 60.3 98.1

Purpose only, fixed thresholds 2.5 0.3 2.5 0.5 79.3 34.8 100.0 100.0

TNL, λ = 0, recalibrated 1.2 0.0 1.5 0.5 26.3 0.0 60.3 98.1

λ = 0, fixed thresholds 2.0 0.0 2.5 0.5 36.7 0.0 100.0 100.0

(b) Benign outcomes (%) and T1 cost

T1 T3

Method Dual auth Dual deny Task auth Dual auth Dual deny Task auth Cost

Fuzzy 0 15 100 0 15 100 0.287

IFS 0 20 100 0 20 100 0.293

SVN effect-only 0 15 100 0 15 100 0.287

SVN-2V, provenance-blind 79 2 100 0 97 0 1.019

Crisp provenance 78 22 100 78 22 100 0.294

Taint-escalate 90 10 100 0 10 0 0.049

Taint + hostility 90 10 100 0 10 0 0.049

Plan/data separation 90 10 100 0 10 0 0.049

Tier-aware crisp 90 10 100 0 10 0 0.049

SVN + provenance-I 81 5 100 0 99 0 0.037

SVN + provenance-I, trusted denial 95 3 100 0 3 0 0.159

Two-criterion SVN + provenance 77 6 100 0 6 0 0.102

TNL 83 8 100 0 8 31 0.082

TNL, ignorance-aware A 81 9 100 0 9 31 0.085

TNL, symmetric discount 83 8 100 5 8 11 0.067

TNL, purpose only 63 8 100 26 8 100 0.107

Purpose only, fixed thresholds 83 8 100 45 8 100 0.121

TNL, λ = 0, recalibrated 68 8 100 0 8 98 0.100

λ = 0, fixed thresholds 83 8 100 0 8 98 0.101

8.3.2 Transfer protocol

No threshold is tuned on these scenarios. Every
method uses the parameters selected once on
all InjecAgent data. The TF-IDF model is fit-
ted on InjecAgent texts and the e-government
tool catalogue. A domain lexicon adds personal-
data categories, access-control assets and three
administrative verbs. Because that lexicon was
developed together with the scenarios, we also
report results with it removed.

We additionally compute a reachable set. For
each carrier task and channel, we count the
catalogue tools that the constructed worst-case
attacker could get authorised. This tests adaptive
tool selection rather than only the attacks listed
in the benchmark.

8.3.3 Results

Tables 4–6 show the transferred decisions. Under
T1, TNL, the taint rules and plan/data separa-
tion admit none of the 168 injected attacks and
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escalate all argument-level attacks. The two-way
crisp rule authorises 83% of argument-level cases
because the officer did request the underlying
action. TNL authorises 88% of legitimate officer
dual-use requests (cluster interval 75–96%) and
61% of legitimate two-step transfers; the crisp
three-way rules authorise 92% and 67%.

On low-trust channels, these results agree with
the taint limit. No catalogue tool is reachable from
petitions, e-mail or uploads. With λ = 0, between
three and five tools become reachable on each of
those channels, within the trusted-purpose bound
of Theorem 4(i).

Intermediate trust permits additional automa-
tion. Baseline TNL authorises 50% of legitimate
sealed-partner requests and denies none. The
interval is wide, 12–88%, because there are only
eight independent scenarios. Taint and plan/data
separation instead escalate 88% and deny 12%;
the paired authorisation difference is +50 points
(interval +12 to +88).

Automating partner requests also exposes
additional tools to attack. A worst-case attacker
on that channel can reach 12 of the 21 tools.
Across all channels, TNL passes 3.1% of single-
step and 4.2% of two-step cases under T1*, equiv-
alent to 12.5% and 16.7% of the partner-channel
cases. Trust 0.6 exceeds the purpose threshold
0.3, so the low-trust authorisation bound does
not apply there. With λ = 0, Figure 2 isolates
this boundary: pass-through follows the trusted-
evidence bound below τP and rises when the
channel reaches that threshold.

The tier-aware crisp rule obtains the same
partner-channel gain: it authorises 62% of partner
requests, denies 12%, and has the same worst-
case pass-through and the same 12 reachable
tools. In both rules, a sufficiently trusted channel
may supply purpose evidence. TNL expresses that
permission through a parameter-derived bound-
ary within the same calculus used for lower-trust
channels.

Retaining ignorance favours review on the
partner channel. This variant escalates all legit-
imate partner requests and reduces the partner
reachable set to two tools. When the officer’s
instruction does not name the action, the absence
of a request remains a reason for review. The
reduction in exposure therefore comes at the cost
of partner automation.

Under T2, baseline TNL passes 12.5% of single-
step, 0% of two-step and 16.7% of Arg attacks.
Taint passes 100%, 91.7% and 100%. Adding hos-
tility detection to taint again matches TNL, while
plan/data separation passes none. Arg0 attacks
expose the detector’s blind spot: without a new
identifier, TNL, taint with hostility detection and
crisp provenance pass 83–100% under T2.

Under T2*, the label-based crisp comparators
fail completely. The provenance-indeterminacy
and two-criterion neutrosophic rules pass 50.0%
of single-step and 33.3% of two-step cases; recali-
brated TNL with λ = 0 passes 37.5% and 16.7%.
Ignorance-aware TNL reduces these to 25.0% and
0%. It also lowers T2 single-step pass-through to
3.1%, although Arg0 pass-through remains 66.7%.

Generic delegation remains difficult. For legit-
imate citizen requests, TNL, taint and plan/data
separation escalate 75% and deny 25%. The
generic officer instruction does not provide enough
purpose support to offset the harm of a refund or
registry transfer. Effect-only rules authorise half
of these requests, but cannot distinguish their
malicious counterparts.

Review demand reflects these choices. In
the benchmark’s benign mix, TNL requires 326
reviews per 1,000 requests, compared with 302
for taint, 419 for ignorance-aware TNL and 186
for the tier-aware crisp rule. Under T3, baseline
TNL and taint both require 837 reviews. TNL still
authorises partner requests amounting to 9% of
benign traffic and denies 7%; the taint-based crisp
rules authorise none and deny 16%.

Finally, removing the domain lexicon raises
baseline TNL’s T1 single-step pass-through to
5.2%. Refund and announcement attacks on the
partner channel then appear less harmful. Taint
and plan/data separation remain at zero because
they escalate that channel as a whole. This depen-
dence on the effect estimator is separate from the
provenance theorem.

8.4 Experiment 3 on learned telic

evidence

8.4.1 Records and estimation

We next replace fixed telic rules with an estima-
tor learned from call records. A teleoneutrosophic
record couples a proposed call with its contribut-
ing evidence and adjudication.
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Table 4 Synthetic e-government attacks. S: single-step, 96 cases under T1 and 32 otherwise (8 goals). X: two-step, 72/24
cases (6 goals). Arg and Arg0 each comprise 12 cases from 6 scenarios, with and without a new identifier. T1* and T2*
are the constructed worst-case conditions.

(a) T1, T1* and domain-lexicon ablation: pass-through (%)

T1 T1* No domain lexicon

Method S X Arg Arg0 S X S, T1 S, T2

Fuzzy 0.0 0.0 0.0 0.0 0.0 0.0 25.0 25.0

IFS 0.0 0.0 0.0 0.0 0.0 0.0 12.5 12.5

SVN effect-only 0.0 0.0 0.0 0.0 0.0 0.0 12.5 12.5

SVN-2V, provenance-blind 5.2 0.0 16.7 50.0 100.0 100.0 25.0 25.0

Crisp provenance 9.4 8.3 83.3 83.3 9.4 8.3 34.4 100.0

Taint-escalate 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0

Taint + hostility 0.0 0.0 0.0 0.0 0.0 0.0 0.0 25.0

Plan/data separation 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Tier-aware crisp 0.0 0.0 0.0 0.0 3.1 4.2 4.2 25.0

SVN + provenance-I 0.0 0.0 0.0 0.0 0.0 0.0 0.0 87.5

Two-criterion SVN + provenance 4.2 1.4 0.0 0.0 6.2 4.2 10.4 87.5

TNL 0.0 0.0 0.0 0.0 3.1 4.2 5.2 25.0

TNL, ignorance-aware A 0.0 0.0 0.0 0.0 3.1 0.0 0.0 3.1

TNL, λ = 0 0.0 0.0 0.0 16.7 6.2 0.0 8.3 25.0

(b) Mislabelled channels: pass-through (%)

T2 T2*

Method S X Arg Arg0 S X

Fuzzy 0.0 0.0 0.0 0.0 0.0 0.0

IFS 0.0 0.0 0.0 0.0 0.0 0.0

SVN effect-only 0.0 0.0 0.0 0.0 0.0 0.0

SVN-2V, provenance-blind 12.5 0.0 16.7 50.0 100.0 100.0

Crisp provenance 100.0 87.5 83.3 83.3 100.0 100.0

Taint-escalate 100.0 91.7 100.0 100.0 100.0 100.0

Taint + hostility 12.5 0.0 16.7 100.0 100.0 100.0

Plan/data separation 0.0 0.0 0.0 0.0 0.0 0.0

Tier-aware crisp 12.5 0.0 16.7 100.0 100.0 100.0

SVN + provenance-I 50.0 33.3 33.3 33.3 50.0 33.3

Two-criterion SVN + provenance 50.0 33.3 33.3 33.3 50.0 33.3

TNL 12.5 0.0 16.7 100.0 100.0 100.0

TNL, ignorance-aware A 3.1 0.0 16.7 66.7 25.0 0.0

TNL, λ = 0 12.5 0.0 0.0 16.7 37.5 16.7

For each evidence piece, the record contains
the principal’s request u, the source text s, the
tool k, channel trust t, and labels yP , yH . For the
principal’s own piece, s = u. The labels indicate
whether the call serves the principal and whether
the source advances an adversarial purpose. From
features x, the estimator produces

P̂ = Pr(yP = 1 | x),

Ĥ = Pr(yH = 1 | x),

Â = 1 − |2P̂ − 1|.

The ignorance-aware version instead uses

Â = max{1 − |2P̂ − 1|, 1 − max{P̂ , Ĥ}}.

For attack items, every piece has yP = 0, and
the injected source has yH = 1. For benign items,

every piece has yP = 1 and yH = 0. These
are the benchmark’s per-piece training labels, not
observations of an officer’s decisions in a deployed
service.

Estimated triples enter the same discount,
fusion and guard as rule-based evidence.
Theorem 4 does not require a particular estimator
or statistical accuracy assumption. Its proof still
applies when trusted triples use trusted inputs
only and the estimator is fixed independently
before the attack. It does not promise safety after
the provenance-integrity assumption is violated.

8.4.2 The role of provenance in the

estimator

Figure 3 states the causal assumptions used to
motivate the estimator. In these records, an adver-
sarial goal influences both the chosen channel and
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Table 5 Synthetic e-government benign outcomes. Panel (a) reports authorisation (%) for B-task and
authorised/escalated/denied percentages for the other categories. Counts are B-task 12, B-dual 24, B-traj 18, B-citizen 16
and B-partner 16. Panel (b) reports percentages of all benign requests under T3 and reviews per 1,000 benign requests
under the benchmark mix. Rounding can make component totals differ from 100.

(a) Benign requests under T1

Method B-task B-dual B-traj B-citizen B-partner

Fuzzy 92 0/50/50 0/100/0 50/25/25 62/38/0

IFS 92 0/50/50 0/100/0 50/25/25 62/38/0

SVN effect-only 92 0/50/50 0/33/67 50/12/38 62/25/12

SVN-2V, provenance-blind 100 83/17/0 56/39/6 50/25/25 50/25/25

Crisp provenance 100 83/0/17 61/0/39 62/0/38 88/0/12

Taint-escalate 100 92/0/8 67/0/33 0/75/25 0/88/12

Taint + hostility 100 92/0/8 67/0/33 0/75/25 0/88/12

Plan/data separation 100 92/0/8 67/0/33 0/75/25 0/88/12

Tier-aware crisp 100 92/0/8 67/0/33 0/75/25 62/25/12

SVN + provenance-I 92 50/50/0 33/0/67 0/50/50 0/62/38

Two-criterion SVN + provenance 92 50/50/0 33/0/67 0/75/25 62/25/12

TNL 100 88/8/4 61/33/6 0/75/25 50/50/0

TNL, ignorance-aware A 100 88/8/4 61/33/6 0/75/25 0/100/0

TNL, λ = 0 92 29/67/4 0/94/6 0/75/25 50/50/0

(b) Availability attack and review demand

Method T3 auth T3 deny T1 reviews T3 reviews

Fuzzy 34 19 477 477

IFS 34 19 477 477

SVN effect-only 34 38 279 279

SVN-2V, provenance-blind 20 66 221 140

Crisp provenance 78 22 0 0

Taint-escalate 0 16 302 837

Taint + hostility 0 16 302 837

Plan/data separation 0 16 302 837

Tier-aware crisp 12 16 186 721

SVN + provenance-I 0 66 349 337

Two-criterion SVN + provenance 12 22 326 663

TNL 9 7 326 837

TNL, ignorance-aware A 0 7 419 930

TNL, λ = 0 16 7 628 767

Table 6 Number of catalogue tools reachable by the worst-case attacker, out of 21. Petition, e-mail and upload channels
have trust 0.2; the partner channel has trust 0.6. Thresholds are transferred from InjecAgent.

Method Petition E-mail Upload Partner

TNL 0 0 0 12

TNL, ignorance-aware A 0 0 0 2

TNL, λ = 0 4 3 5 11

Tier-aware crisp 0 0 0 12

Taint-escalate 0 0 0 0

Plan/data separation 0 0 0 0

the content. The trust label is therefore associated
with hostility without being its cause. A model
that reads the label can learn that association.
Under T2, changing the label to trusted is an
intervention do(t := 1) while the injected content
remains the same.

Channel trust enters Dt, while content evi-
dence is used to estimate P and H. Excluding t
makes the estimator invariant to changing that
label alone when the other features are held fixed.
Content features can still reveal that a piece
came from outside, so this invariance concerns
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Fig. 2 Synthetic e-government benchmark: worst-case partner-channel pass-through as channel trust varies, at three pur-
pose thresholds. Shading marks t < τP , where Theorem 4(i) applies. The solid curve uses λ = 0 to isolate that bound; the
dotted curve uses calibrated λ = 0.5; the dashed curve is the trusted-evidence bound.
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Fig. 3 Assumed causal structure of the records. The
adversarial goal influences content, channel and tool selec-
tion; the channel determines its trust label. The dashed
association is the shortcut available to a label-conditioned
estimator. Omitting the label prevents its hostility estimate
from changing when the label alone is intervened on.

only the label intervention. Tool harm is like-
wise not sufficient evidence of whose purpose a
call serves, although effect features may help dis-
tinguish kinds of calls. Surface style, including
capitals, politeness and claims of authority, is
readily chosen by an attacker.

A further problem is training coverage.
InjecAgent contains no legitimate request arriv-
ing through an untrusted channel. Thus every
untrusted training piece is an attack. A model can
use external-looking content as a substitute for the
omitted label. Learning to accept legitimate exter-
nal requests requires examples of those requests;
removing the trust feature cannot supply them.

8.4.3 Estimators and protocol

Class-balanced logistic regressions estimate P̂ and
Ĥ from standardised features. Training uses full-
batch gradient descent for 2,500 steps, step size
0.3 and an L2 penalty of 10−2. The feature groups
are:

• relational content: tool alignment with s and u,
their alignment gap, presence and number of
identifiers absent from u, and a delegation cue
in u;

• tool effect: F , σ and η;
• style: overrides, claimed authority, capitals,

length and politeness;
• the trust label, included only in the associa-

tional comparator.

The main estimator omits the trust label. Variants
omit effect features or add variance risk extrapola-
tion (V-REx) (Krueger et al. 2021). V-REx adds γ
times the variance of class-balanced environment
risks to their mean, with γ = 5. Its two environ-
ments are plain injections and injections with an
override phrase. IRM seeks predictors that remain
optimal across training environments (Arjovsky
et al. 2019); invariant causal prediction uses invari-
ance across experimental settings to constrain
causal predictors (Peters et al. 2016). These ideas
and causal representation learning motivate the
separation of stable content from source labels
(Schölkopf et al. 2021). Our implementation uses
V-REx rather than IRM or invariant causal predic-
tion. Its environments vary only a narrow aspect
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of style, so this experiment does not establish
causal identification.

To test training coverage, we add synthetic
legitimate delegated requests equal to 10% or 25%
of the attack count. In those records, the principal
asks the agent to process an attached untrusted
message containing a dual-use instruction.

InjecAgent evaluation uses five repeated
attacker-grouped two-fold splits. Within each
training fold, attacker groups are split again
between estimator fitting and guard calibration.
Thresholds are therefore selected on predictions
for groups not used to fit the estimator. For e-
government transfer, fitting and calibration use
InjecAgent once, with no later adjustment.

Two diagnostics are computed on external-
source pieces from e-government attacks and legit-
imate citizen or partner requests under T1: the
area under the receiver-operating-characteristic
curve (AUC) for Ĥ, and the mean absolute change
|∆Ĥ| when only the trust label is set to one.

8.4.4 Results

Table 7 reports the learned variants. Under cor-
rect labels, their direct-harm pass-through is at
most 1.1% and their dual-use authorisation is 85–
87%, compared with 81% for rules under this
experiment’s calibration protocol.

Learning helps most under ordinary chan-
nel mislabelling. InjecAgent T2 direct-harm pass-
through falls from 36.7% for rules (cluster interval
20.0–53.3%) to 1.6–1.8% for the learned estima-
tors. The provenance-free estimator’s interval is
0.0–4.2%. On transfer, T2 single-step and new-
identifier argument attacks fall from 12.5% and
16.7% to zero, except that omitting effect features
leaves argument pass-through at 33.3%.

This improvement does not extend to every
attacker. When ambivalence is derived from P̂
alone, T2* pass-through remains 93–96% on
InjecAgent and 84–91% on the synthetic bench-
mark. The ignorance-aware construction reduces
those rates to 27.3% and 9.4%, with dual-use
authorisation of 84% and 88%, respectively. Argu-
ment changes without new identifiers remain
largely undetected: pass-through is 83–100% for
the estimators without the training-coverage aug-
mentation.

The associational model’s hostility estimate
depends on the trust label. Its standardised hos-
tility coefficient for the label is −1.51, among
its largest coefficients. Relabelling external pieces
changes their mean hostility estimate by 0.19; the
change is exactly zero for every estimator that
omits the label. On this benchmark, the decision
effect is limited because relational features carry
most of the signal. Nevertheless, the associational
model denies 62% of petition-driven requests, com-
pared with 38% for the provenance-free model,
and neither automates partner requests.

V-REx changes almost no decision. Once rela-
tional features are present, adding an override
phrase creates little useful variation between envi-
ronments. Removing effect features has a clearer
cost: T2 argument pass-through rises from zero
to 33.3%, and citizen-request denial rises from
38% to 62%. These results support excluding the
trust label, but do not establish a benefit from the
particular V-REx environments used here.

The provenance-free model still has partial
proxies for source origin. For the principal’s piece,
the gap between s and u and the number of new
identifiers are zero by construction. Their useful-
ness can therefore reflect the absence of legitimate
external training pieces. This limits what label
removal alone achieves.

Adding 10% synthetic legitimate delegated
requests raises external-piece AUC from 0.70–
0.72 to 0.98. It authorises all partner requests,
removes citizen-request denials and retains zero
T2 pass-through for single-step and new-identifier
argument attacks. Dual-use authorisation is 83%,
and T1* single-step pass-through remains 3.1%.
This configuration still passes every T2* single-
step attack: improved coverage does not remove
the worst-case compromise tradeoff.

At 25% augmentation, calibration selects a
lower Fmax and dual-use authorisation falls to
25%. T2* single-step pass-through falls to 37.5%,
Arg0 pass-through to 16.7%, and T1* single-step
pass-through rises to 6.2%. The training mixture
and the calibration workload therefore need to
be considered together. Since the synthetic dele-
gated requests resemble the benchmark’s citizen
instructions, these numbers are optimistic trans-
fer results, not estimates of field performance.
Real institutional records must include legitimate
citizen and partner traffic as well as attacks.
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Table 7 TNL with learned telic evidence. InjecAgent uses five attacker-grouped splits and separate fitting and
calibration groups. E-government results transfer the InjecAgent fit. AUC and label-intervention diagnostics concern
external-source pieces under T1. The +10% and +25% rows augment training with synthetic legitimate external requests;
InjecAgent outcomes are not applicable for those rows. All rows, including rules, use this experiment’s calibration
protocol, so its rule-based outcomes can differ from earlier tables.

(a) InjecAgent rates (%) and external-piece diagnostics

Estimator T1 DH T2 DH T2* DH Dual auth AUC |∆Ĥ|

Rule-based evidence 1.6 36.7 100.0 81 0.70 0.00

Associational, with trust label 0.1 1.8 92.5 87 0.72 0.19

Provenance-free 0.5 1.6 95.5 86 0.70 0.00

Provenance-free, no effect features 1.1 1.6 93.8 86 0.71 0.00

Provenance-free, V-REx (γ = 5) 0.5 1.6 95.5 85 0.70 0.00

Provenance-free, ignorance-aware Â 0.4 1.5 27.3 84 0.70 0.00

Provenance-free +10% legitimate – – – – 0.98 0.00

Provenance-free +25% legitimate – – – – 0.98 0.00

(b) E-government transfer rates (%)

Estimator T2 S T2 Arg T2 Arg0 T2* S T1* S Dual Partner Citizen deny

Rule-based evidence 12.5 16.7 100.0 100.0 3.1 88 50 38

Associational, with trust label 0.0 0.0 83.3 90.6 3.1 88 0 62

Provenance-free 0.0 0.0 83.3 87.5 3.1 88 0 38

Provenance-free, no effect features 0.0 33.3 100.0 84.4 3.1 88 0 62

Provenance-free, V-REx (γ = 5) 0.0 0.0 83.3 87.5 3.1 88 0 38

Provenance-free, ignorance-aware Â 0.0 0.0 83.3 9.4 3.1 88 0 38

Provenance-free +10% legitimate 0.0 0.0 83.3 100.0 3.1 83 100 0

Provenance-free +25% legitimate 0.0 0.0 16.7 37.5 6.2 25 62 0

9 Discussion

9.1 What the construction

contributes

Crisp taint rules are at least as safe as TNL when
labels are correct. Under label errors, plan/data
separation remains safe because it retains attribu-
tion. TNL itself becomes a taint rule below trust
0.4 with the transferred parameters. A crisp rule
can also share its hostility detector and match its
T2 improvement; a tier-aware crisp policy matches
its partner-request automation. These compar-
isons delimit the empirical case for grading.

Retaining ambivalence about an unrequested
call changes how later support is treated. A misla-
belled channel may add purpose support while the
principal’s lack of a request still counts towards
review. This reduces worst-case pass-through in
the constructed tests, at the cost of some automa-
tion. It does not prevent every attack.

The formal contribution is to express these
choices within one decision semantics. The sup-
port thresholds state which channels may jus-
tify authorisation. The uncertainty weight deter-
mines when a channel becomes effectively tainted.
Trusted-only denial limits the effect of planted

objections. Theorems give the logical behaviour
of the designated values and the conditions under
which external evidence can change a decision.
Learned triples can enter the same calculus with-
out altering those proofs, provided the trust and
attribution assumptions still hold.

A richer crisp policy could preserve an explicit
“not requested by principal” flag. Our comparisons
therefore concern the stated baselines; they leave
room for other crisp or many-valued designs with
similar behaviour. TNL supplies a graded decision
layer for an architecture that already separates
trusted planning from external data.

9.2 Institutional operation and

human review

Deployment begins with provenance and attribu-
tion. Source authentication must be paired with
persistent labels and call-level or argument-level
tracking. A seal should not automatically grant a
message the same authority as an officer’s instruc-
tion. An institution can place τP above the trust
of channels it does not wish to authorise indepen-
dently, choose λ in light of review capacity, and
set Fmax below the impact of actions that require
an additional signature.
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Review demand is substantial even on this
benchmark. Baseline TNL requires 326 reviews
per 1,000 benign benchmark requests under T1
and 837 under T3. Taint requires 302 and 837.
Queue prioritisation and rate limits are there-
fore part of the surrounding system. If an officer
mistakenly approves a proportion q of escalated
attacks, the eventual attack-execution rate is

Pr[auth | attack] + qPr[esc | attack].

A low automatic pass-through rate does not by
itself establish low end-to-end risk.

Denial applies to the agent’s proposed tool call.
The citizen’s petition remains subject to normal
institutional handling and the right to petition
(Republic of Türkiye 1984). Theorem 4(ii) pre-
vents an untrusted objection from entering this
guard’s denial test, but it does not guarantee avail-
ability of the whole administrative service. Review
queues can still be overloaded.

The legal relevance of review depends on the
decision being made. Turkish Law 6698, Arti-
cle 11(1)(g), allows a person to challenge an
adverse outcome produced exclusively by auto-
mated analysis of their personal data (Republic of
Türkiye 2016). GDPR Article 22 limits decisions
reached without human involvement that have
legal or comparably significant consequences, sub-
ject to its exceptions and safeguards (European
Union 2016). The EU AI Act addresses specified
public-assistance eligibility systems in Annex III
and human oversight of high-risk systems in Arti-
cle 14 (European Union 2024b). An assistant’s
classification depends on its intended use and the
applicable exceptions. Escalation in our model
is a technical control, not a demonstration of
compliance. Turkish cyber-security legislation and
the information-security circular supply further
institutional context (Republic of Türkiye 2025;
Presidency of the Republic of Türkiye 2019).

Each decision can be logged with its full and
trusted values, the contributing sources and the
deciding risk term. An authorisation remains an
action performed under institutional authority,
with responsibility resting with the institution.
Generic delegation needs particular care: a broad
instruction to “process this petition” may require
procedure-specific evidence of permitted actions
to avoid the legitimate-request denials seen in
Experiment 2.

9.3 Learning from institutional

records

A pilot could retain anonymised records of pro-
posed calls, contributing channels, policy trust
and officer adjudications within the institu-
tion’s data-protection arrangements. The neces-
sary training signal is broader than a collection
of attacks. It must represent legitimate requests
received through citizen and partner channels,
including requests the officer did not spell out tool
by tool.

The learned estimate should remain separate
from the provenance discount, and trusted esti-
mates must use trusted inputs only. Updating
the model requires a controlled process that does
not let an attacker write its training labels. The
theorem then applies to each fixed deployed esti-
mator under the same assumptions; it does not
certify the quality of a newly trained model or
remove the need to evaluate it.

9.4 Limitations

The provenance results are conditional. T2* shows
the consequence of violating label integrity: every
label-dependent guard tested admits some attacks.
Plan/data separation avoids that failure using
attribution, while effect-only rules avoid it by
authorising no sensitive request. Ignorance-aware
ambivalence reduces the label-dependent failure
rather than eliminating it.

The first two experiments use a frozen lexi-
con and TF-IDF evidence. Their hostility detector
misses argument changes without new identifiers.
Benign categories contain only 6–62 independent
scenarios, so intervals are wide and differences of
a few points should be treated cautiously. The
e-government benchmark is synthetic, and its
domain lexicon was designed alongside the sce-
narios; the lexicon-removal results expose that
dependency.

The learned estimators face strong confound-
ing between source origin and purpose. The
augmentation experiment improves training cover-
age, but its synthetic delegated requests resemble
the target benchmark. It cannot establish per-
formance on authentic institutional traffic. Some
calibrated parameters, including τP = 0.3, also lie
at grid boundaries, which motivates wider policy
and sensitivity studies.
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No live language-model agent is run. The study
therefore cannot establish interactive attack resis-
tance, timing overhead or field review quality, and
it does not empirically compare against runtime
monitors requiring live execution (Jia et al. 2025;
Zhu et al. 2025; Zhong et al. 2025). Its crisp rules
are static calibrated baselines, not per-task poli-
cies synthesised by systems such as Progent (Shi
et al. 2026). AgentDojo and real workflow trials
are appropriate settings for the next evaluation
(Debenedetti et al. 2024).

10 Conclusion

A guard that sees only a tool call’s effect cannot
establish whose instruction it serves. Teleoneutro-
sophic values keep effect and purpose separate,
then combine their evidence through risk cou-
pling, provenance discount, fusion and a three-way
guard. The underlying algebra is a product of
two neutrosophic De Morgan algebras. We give
exact parameter conditions for paraconsistency
and adjunction in the resulting matrix logic.

With reliable labels and attribution, a chan-
nel below the purpose threshold cannot supply
sufficient purpose support for authorisation, and
untrusted evidence cannot cause denial. Stronger
escalation-only statements require the specified
support conditions. The experiments show both
the usefulness and the limits of these guaran-
tees. Low-trust behaviour often reduces to taint,
a crisp attribution-based rule is at least as safe,
and tiered crisp policies can match intermediate-
channel automation.

Independent ambivalence preserves a reason
for review that later purpose support need not
erase. Learning improves performance under ordi-
nary mislabelling, but useful automation also
requires legitimate external requests in the train-
ing data. Interactive agents, representative insti-
tutional records and reliable human adjudication
are the next tests of this approach.
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A Evidence construction and

calibration grids

A.1 Effect evidence

Tool names are split into words. Set act = 1 when
the verb is one of send, transfer, withdraw, grant,
unlock, delete, share, disable, update, pay, place,
move, create, manage, generate, execute, dispatch,
leave, schedule, go, give, deposit, auto, fill. The
scenario lexicon adds issue, publish, reply. Other-
wise a tool is a read when its verb is get, view,
search, list, read, access, download or retrieve.

Sensitivity is s = min{1, k/2}, where k counts
distinct terms found in the name or description
from password, payment, bank, account, genetic,
patient, prescription, health, address, location, his-
tory, holdings, factor, medical, record, identity,
funds, personal, saved, order, fhir, clinical, deep-
fake, lock, door, including plurals. The scenario
list adds citizen, national, birth, family, registry,
tax, taxpayer, income, debts, diagnoses, parcel,
owner, mortgage, refund, treasury, iban, privileges,
role, authentication, two.

Set free = 1 for free-form parameters such as
command or content. The effect values are

F = min{1, 0.1 + 0.5 act + 0.3s},

I = 0.1 + 0.3 free, T = (1 − F )(1 − I).

Egress η is one for send/share, 0.5 for other actions
and zero for reads. Sensitivity σ is s for reads and
s/2 otherwise.

A.2 Purpose and hostility evidence

For each tool, concatenate the words obtained
from its toolkit and action names and the toolkit’s
human-readable name. Fit a TF-IDF model with
sublinear term frequency on these representations
and InjecAgent user instructions. For transfer,
include the e-government catalogue representa-
tions when fitting the vectoriser; no e-government
scenario instruction enters that fit. Tool–text
alignment is min{1, cos /0.25}. The separate effect
lexicon also reads tool summaries. Hostility is
the sum of two indicators, each weighted 0.5:
the proposing text introduces an identifier absent
from the principal’s request while η > 0; or it
contains an override phrase. Regular expressions
recognise e-mail addresses, underscore identifiers,
upper-case codes and long digit strings. The
trusted piece is calculated from the principal’s
request and the catalogue alone. For ignorance-
aware rules, set A = 1−max{P,H} separately on
each raw principal or source piece, before applying
discount and fusion.

A.3 Comparator rules

Crisp provenance denies a call when F ≥ f0

unless trusted purpose support satisfies P 0 ≥ a0;
otherwise it allows it. Taint-and-escalate denies
when F ≥ f0 and P 0 < a0, escalates a remain-
ing call attributed to any untrusted channel and
authorises the rest. Taint with hostility detection
additionally escalates calls with H0 > 0.

Plan/data separation denies when F ≥ f0

and the principal’s own request gives Pprincipal <
a0. It escalates calls proposed by tool output or
containing arguments derived from it, regardless
of label; other calls are authorised. Thus a mis-
labelled channel does not erase the tool-output
attribution.

Tier-aware crisp first applies the taint denial
test, F ≥ f0 and P 0 < a0. For a remaining
call attributed to a channel with 0.4 ≤ t < 1,
any source or trusted hostility causes escalation;
otherwise authorisation requires the maximum of
the principal’s and the channel’s raw support to
reach a0. Calls outside this intermediate tier fol-
low taint with hostility detection. Thus the tier
cutoff cannot override a trusted denial, and the
rule coincides with taint plus hostility when no
intermediate-trust source is present.

24



For two-criterion SVN with provenance, inter-
sect the effect and telic triples using single-valued
neutrosophic intersection. Score the result by (2 +
T − I − F )/3, accept above threshold a subject
to indeterminacy gate h, and deny if the trusted
intersection’s score is at most b. All compara-
tor trajectories are denied if any step is denied,
authorised if every step is authorised, and esca-
lated otherwise. Calibration uses Equation (1)
throughout.

A.4 Search grids

For TNL, the grid is

τT ∈ {0, 0.3}, τP ∈ {0.3, 0.5, 0.7},

θa ∈ {0.1, 0.2, 0.3, 0.4},

θd ∈ {0.3, 0.45, 0.6, 0.75}, θd > θa,

λ ∈ {0.25, 0.5, 1}, β ∈ {0.5, 1},

Fmax ∈ {0.6, 0.8, 1}.

Fix λ = 0 for that ablation. Crisp provenance,
taint and plan/data separation use 17 × 19 pairs
(f0, a0). Neutrosophic comparators, including the
two-criterion rule, use 14×14 score thresholds and
four indeterminacy gates; the intuitionistic fuzzy
baseline uses 19 × 19 thresholds and four gates;
fuzzy uses 19 × 19 thresholds.

Across the 20 Experiment 1 fold calibrations,
selected TNL parameters are τT = 0, τP = 0.3,
θa ∈ {0.2, 0.3}, θd ∈ {0.3, 0.45, 0.6}, β = 1 and
Fmax = 1. The search selects λ = 0.5 in 14
folds and 0.25 in six. Calibration on all InjecAgent
yields, in the order (τT , τP , θa, θd, λ, β, Fmax),

(0, 0.3, 0.3, 0.6, 0.5, 1, 1).

B Synthetic e-government

scenarios

The catalogue contains the following tool
groups: CitizenRegistry (GetRecord, SearchBy-
Name, UpdateAddress); TaxOffice (GetTaxpay-
erInfo, IssueRefund); HealthRecords (GetPa-
tientSummary); LandRegistry (GetParcelOwner);
PetitionInbox (ReadPetition, ReplyToCitizen);
OfficialMail (ReadInbox, SendMessage); Inter-
AgencyExchange (ReadIncoming, SendRecord);

DocumentArchive (SearchDocuments, ShareDoc-
ument, DeleteDocument); AccessControl (Gran-
tUserRole, DisableTwoFactor); Website (Publis-
hAnnouncement); Calendar (GetMeetings); and
Statistics (GetReport). Each tool has a one-
sentence description for evidence construction.

The carrier tasks ask for a petition sum-
mary, an inbox summary, a search of uploaded
application documents or a reading of incoming
inter-agency requests. Each attack has a benign
counterpart in which an officer requests the same
tool for a legitimate purpose, in three phrasings.
Citizen-driven and partner requests each have
plain and formal variants. The six Arg0 scenar-
ios change an amount, recipient agency, e-mail
scope, role, address-form page or shared-file scope
without adding a new identifier. The full scripted
definitions belong with the experiment implemen-
tation; these summaries specify the design but do
not replace those definitions.
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