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Does hiding the post-processing from a memory-limited eavesdropper raise the noise
tolerance of QKD? Timelocked advantage distillation and the 20% barrier

Hikaru Wakaura®[]

YQIRI (Quantum Integrated Research Institute Inc.),
1-16-8 Akasaka, Minato-ku, Tokyo 107-0061, Japan
(Dated: October 19, 2026)

Advantage distillation (AD) raises the finite-key threshold QBER of decoy-state BB84 from 9.5%
to 17.3% [I]; asymptotically two-way post-processing tolerates 20%, and Bae and Acin showed that
an adversary who stores her probes until the AD parities are announced attains this limit, while
one forced to measure each probe beforehand is held off until the 25% entanglement limit. We ask
what a quantum computational timelock on the post-processing announcements can buy for this
protocol, treating the parities, the block partition and the bases separately. Hiding the parities
buys nothing: we prove, with an explicit measurement basis, that for every block size the best
measurement made before the parities are known attains the adaptive Helstrom value, so the key
length in the min-entropy accounting is the collective-attack value, 17.66% at 10'* pulses against
the 17.30% certified by the entropic-uncertainty bound of Ref. [I]. Hiding the partition is different:
the protocol of Ref. [1] partitions the sifted key at random after the quantum phase, so an adversary
whose memory is shorter than the time between the probes of a block is reduced to role-blind per-
probe measurements, for which the Helstrom benchmark is optimal among identical measurements
at odd block sizes and gives 20.7-20.8% (20.6% with the post-selection factor charged), with 25% as
asymptote. Whether a memory holding many probes without the partition can do better is open;
at up to six probes a joint measurement recovers most of the adaptive value, so the gain rests on
locality rather than on hiding alone. Hiding the basis does not help BB84 in guessing probability
and does not add to AD for six-state at small blocks. We state the open question precisely and

record two by-products for implementers of Ref. [1].

I. INTRODUCTION

Quantum key distribution promises keys whose se-
crecy does not rest on computational assumptions, but
the promise is only redeemed when the channel is quiet
enough. Every QKD protocol has a maximum QBER
above which no key can be certified, and for the most
deployed protocol, decoy-state BB84 with one-way post-
processing, that maximum is close to 9-11% depending
on the source model [I} 2]. Daylight free-space links, fi-
bres shared with bright classical traffic, and long satellite
passes can approach this level, so raising the threshold
without changing the optics is one of the few remaining
software levers on QKD range.

Advantage distillation is the classical lever. Introduced
by Maurer for classical key agreement [3] and brought
into QKD by Gottesman and Lo [4], it post-selects blocks
of raw bits whose announced parities agree, so that the
surviving bits are far better correlated between Alice
and Bob than between Alice and Eve. Chau showed
that BB84 tolerates 20.0% and six-state QKD 27.6%
asymptotically with iterated two-way post-processing [5];
Acin and co-workers proved these values tight for the
repetition-code protocol under collective attacks, with an
explicit attack in which Eve stores her probes until the
parities are public and then discriminates two product
states [0, [7]. A finite-key treatment for sending-or-not-
sending twin-field QKD was given by Jiang et al. [10],
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sharper finite-blocklength entropy bounds for two-way
distillation have recently been obtained from hypothe-
sis testing [9], and for decoy-state BB84 the first com-
plete finite-key analysis is that of Treplin, Kleinpafl and
Orsucci [1], who proved that a b-bit repetition-code AD
step raises the finite-key threshold from 9.5% to 17.3%
at N = 10 pulses. Their formula bounds Eve’s smooth
min-entropy about the distilled bits through an entropic
uncertainty relation on the post-selected state, and it al-
lows the adversary to hold a purification of everything un-
til the last message of the protocol has been announced.

A different line of work asks what changes if the ad-
versary cannot wait. Bae and Acin already observed
that a delay between distribution and reconciliation,
longer than the decoherence time of Eve’s memory, forces
her to measure before the parities are announced, and
that for the parity-announcing form of AD this restores
the entanglement limit of 25% for BB84 as the secu-
rity condition, whereas for the form in which Alice an-
nounces positions of equal bits it restores nothing [7]. In
the cryptographic literature the same assumption is the
bounded- and noisy-storage model [ITHI3], under which
two-party primitives become possible. Watanabe, Mat-
sumoto and Uyematsu encrypted the parities of a two-
way pre-processing step with a pre-shared one-time pad
and obtained a higher net key rate in the Shor-Preskill
framework [14], at the price of a pre-shared key whose
provenance the analysis leaves open, as Novak later noted
[I7]. Pastushenko and Kronberg encrypted the error-
correction data and argued that, if Eve’s quantum mem-
ory decoheres before she learns the codeword set, her
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information is bounded by the additive accessible infor-
mation rather than by the Holevo quantity [I5]; they did
not claim composable security. Novak then proved, in
the non-asymptotic framework of Tomamichel and Lev-
errier [I6], that one-time-pad protection of one-way error-
correction data drawn from the same session leaves the
key rate exactly unchanged at fixed security level [I7],
and Fung, Ma, Chau and Cai had shown that delay-
ing privacy amplification leaves security and key rate
unchanged [I§]. Neither encryption nor delay by itself
buys anything; whatever gain exists must come from an
assumption about the adversary’s memory. Vyas and
Alléaume made that assumption explicit as the quantum
computational hybrid model, in which a computation-
ally secure cipher cannot be broken before a time fcomp
and any quantum memory decoheres within tcon < tecomp;
their MUB-QCT protocol timelocks the basis information
of a high-dimensional encoding and achieves everlasting
security at rates beyond QKD [19] 20].

This paper asks what the same assumption can buy
for the most deployed protocol when the hardware is left
untouched and only post-processing announcements are
timelocked, and it sharpens the question raised by the re-
mark of Ref. [7]: what exactly must be assumed about the
adversary’s memory, and about which announcements
are hidden, for the parity-announcing form of AD to
beat 20%7? Under the timelock the adversary must mea-
sure before she learns the hidden announcements, so her
side information is classical and non-adaptive, and the
problem becomes one of state discrimination with post-
measurement information [25H27]. Our contributions are:
() a threat model that lists the announcements of Pro-
tocol 1 of Ref. [I] with their timing, states which of them
a timelock can hide, and identifies the adversary class
that each choice enforces; (ii) Theorem 1: for every block
size the best measurement made before the parities are
announced equals the adaptive Helstrom measurement,
with an explicit basis, so hiding the parities does not
change the adversary’s guessing probability, and the per-
probe reading of the remark of Ref. [7] requires more
than a hidden parity; (iii) a finite-key key length that
reuses the decoy-state statistics of Ref. [1] and replaces
only the adversary term, maximised over Bell-diagonal
collective attacks, validated by reproducing all four pub-
lished thresholds of that work, and evaluated in two ac-
countings whose roles differ: the min-entropy account-
ing is the collective-attack value and does not depend
on the timelock (it certifies 17.66% at N = 10'* against
17.30% for the entropic-uncertainty bound), while the
Shannon accounting is the only place where a timelock
enters, worth at most 0.7 percentage points for block-
local measurements; (iv) for a timelock on the block par-
tition, the reduction of an adversary with short mem-
ory to role-blind per-probe measurements, for which the
Helstrom-plus-tally benchmark is optimal among identi-
cal measurements at odd block sizes and gives 20.7-20.8%
at N = 10 with the 25% limit of Gisin and Wolf [21] as
asymptote, together with semidefinite programmes show-

ing that an adversary who can hold several probes recov-
ers most of the adaptive value even without the partition,
so that the gain rests on locality; and (v) numerical evi-
dence that hiding the basis does not add to AD at small
block sizes. We state the remaining open question in
Sec. [VIT and record two by-products for implementations
of Ref. [1].

II. MODEL AND ASSUMPTIONS

A1 (quantum computational timelock). A cipher Ej
shared by Alice and Bob cannot be broken by the adver-
sary before time tcomp after its use; any quantum memory
available to the adversary decoheres within tcon < teomp
[19]. The technology assessment in Ref. [19] places tcon
of optical quantum memories below one second, whereas
tcomp for a post-quantum cipher is measured in years; the
assumption is only required to hold during the protocol
run, which is what makes the resulting key everlasting.

A2 (announcements and their timing). Protocol 1 of
Ref. [1] runs for a time Ty, (10° s for N = 104 pulses
at 1 GHz) and then announces, in this order: the detec-
tion record, the bases and intensities, a random reorder-
ing of the sifted strings, the test set, a random partition
of the remaining string into blocks of length b, the AD
parity strings ca,cp, and the reconciliation syndrome.
A message m sent at time t,, may be hidden for a de-
lay A,,, realised as a plain delay before publication or
as encryption under Ej (then A, = tcomp — tm); an
adversary who intercepted a probe at ¢,y must measure
it before t;x + teon, S0 the message is hidden from that
measurement iff A,, > tcon — (tm — trx). Since every
announcement is made after the run, an adversary with
teon < Trun measures every probe before any of them,
whether or not it is additionally hidden; the timelock
matters for an adversary with teon = Trun, for whom it
decides which announcements she sees before measuring.
We therefore distinguish three adversary classes by what
is known at measurement time.

A3 (physical layer). Asin Ref. [I]: phase-randomised
coherent states with three intensities p; > po + us,
s = 0, active basis choice, threshold detectors with ran-
dom assignment of double clicks, and an authenticated
classical channel.

AY (adversary classes). Each pulse interacts with an
independent ancilla through a collective attack, which af-
ter the Pauli twirl of Appendix [B]is Bell-diagonal and,
in the symmetric case, is the attack of Refs. [21, 22]. Be-
fore her memory expires the adversary may apply any
measurement to the ancillas she holds; afterwards her
side information is classical. Class J (joint, block-local).
She knows which b ancillas form a block and holds them
together, but not the parities: this is the class an ad-
versary with tcop 2 Trun faces when only the parities
and the syndrome are hidden, and it is the class that
Theorem 1 settles. Class W (window). She does not
know the partition when she measures, and her mem-



ory holds only the probes that arrived within a win-
dow of teon. For teon < Trun the probes of one block
fall into distinct windows except for a fraction of order
(;’)ftcoh/N of the blocks (4 x 107 for b = 9, f =
GHz, teon = 1 s, N = 10*), and for a block whose
probes are in distinct windows the measurement record
factorises into a per-probe instrument that may depend
on the outcomes of other probes but not on which of
them are its block mates. Up to the feed-forward on un-
related probes, which we neglect, this is the class of role-
blind per-probe measurements: identical or randomised
single-probe POV Ms followed by classical decoding once
the partition and the parities are announced. Class H
(Helstrom benchmark). Each ancilla is measured by the
Helstrom measurement of its two possible states and the
outcomes are decoded optimally; this is the model of
Ref. [2I] and the “individual attack” of Ref. [7]. Class
H is a sub-class of W; in Sec. [[II] we show numerically
that for odd b it is optimal among identical per-probe
measurements, and that for even b it is not.

A5 (statistics). Finite-size fluctuations of the decoy
estimates, the block post-selection and the error-rate ex-
trapolation are handled exactly as in Ref. [I]; we also
verify the headline numbers with the virtual-i.i.d. reduc-
tion of Ref. [I0].

The role of the cipher follows from A2. A plain delay
Tann > teon is sufficient and needs no cryptography, at
the price of a key-delivery latency of Tan,. Encryption
under a post-quantum cipher removes that latency while
keeping the adversary’s delay at tcomp. The cipher com-
presses latency; it does not create the gain, which is the
reading of Ref. [I5] that survives the equivalence theorem
of Ref. [17].

III. THE ADVERSARY’S INFORMATION ON A
DISTILLED BIT

Under Al and A2 the adversary’s optimal strat-
egy is an immediate measurement followed by classical
decoding once the delayed messages become available
(Ref. [19], Proposition 1). In the symmetric attack each
pulse interacts as

U1)|0) = VF 1)y + VDl L), (1)
U|1)10) = VF| )y + VDI ey, (2)

(Egs. (1)—(2) of Ref. [21]), with disturbance D equal
to the single-photon QBER and, by the symmetry of the
attack, F = 1—-D = (14+1¢,)/(2 —cy +¢,) (Eq. (3)
of Ref. [21]), where ¢y, = (¢4]¢0)) and ¢, = (p4|p)) are
real. The ¢ and ¢ states span orthogonal subspaces, so
the adversary can always learn whether a bit was dis-
turbed (Z; = X @Y in the notation of Ref. [2I], p
2) without affecting anything else. After a b-bit block
is accepted and both parity strings are announced, she
knows whether the block was accepted with all bits cor-
rect (probability p, = (1 — D)®/pa, pa = (1 — D)* + DY)

or all bits wrong, and in the first case her b ancillas are
in the product state 14, ® - - ® 1,,, where the parities
fix all a; relative to the distilled bit a;.

Per-probe measurement (class H). This is the per-
probe adversary of Ref. [7] and the model of Ref. [2I]: the
Helstrom measurement of each ancilla followed by opti-
mal decoding. The Helstrom measurement distinguishes
two equiprobable pure states of overlap ¢ with success
probability 1 + /1 — ¢ [28] (Eq. (3.12) of Ref. [32]), so
each ancilla yields a guess of its bit that is correct with

probability dy = % + %, /1— Cfb on undisturbed bits and
0 = % + %, /11— ci on disturbed ones; with the pari-
ties the guesses become b votes on a;. The tally k of
votes for 0 is a sufficient statistic, the majority vote is its

maximum-likelihood decision with error +,(d), and the
adversary’s information on the distilled bit is

]ind max Do Jp (0 (1 —py) Ju(d1 )} (3)
b
= ZPr h(Pr(ay = 01k)),
k=0
with Pr(a; = 0|k) = 6% (1 —8)°F/[6F(1 —0)>=F + (1 —
§)*6°=*]. We stress that J,(6) > 1 — h(v(5)) (Fano’s

inequality; Appendix 2): the expression built from the
majority-vote error, which is what the asymptotic analy-
sis of Ref. [21] needs, is only a lower bound on the adver-
sary’s information and must not be used in a key-length
formula. At the error rates relevant for key generation
the maximum is at ¢, = 1, where Eq. (3) of Ref. [21]
gives ¢y, = (1 —3D)/(1 — D) (Appendix 1); close to
D = 1/4 the maximiser moves below ¢, = 1 (for b = 2
at D > 0.206, for b =9 at D > 0.239), and the numer-
ical results below maximise over c, throughout. This is
the incoherent-attack model of Ref. [2I]; its Theorem 1
(Eq. (11) there) states that key agreement by AD is pos-
sible iff D/(1 — D) < 24/d80(1 —dp) = |cy|, which for
the 4-state protocol is D < 1/4 (Eq. (8) there), and it
is the individual-attack security condition for the parity-
announcing protocol in Ref. [7].

Joint measurement (class J). If the adversary may
measure the b ancillas together, but still before the par-
ities are announced, her task is to discriminate the 2°
product states 14, ®- - - ®1,, with the post-measurement
information ¢, which partitions them into 2°~! pairs
{Ya,¥a} [25, 27]. Her success probability is the value
of the semidefinite programme

Pl = max Q*bza:Tr[paEa], (4)
Ea= Y. My, Mp>0, 3, Mp=WK,

fife(a))=ar

over POVMs indexed by the functions f : {0,1}*~! —
{0,1} that assign a guess to every possible parity string;



the programme is the standard semidefinite formulation
of minimum-error discrimination [29] with the outcome
alphabet enlarged to the functions f [25]. It is upper-

bounded by the adaptive value Pfd = % + % 1- cib,
the Helstrom probability for the two product states of a
known pair, since the overlap of two product states is the
product of the single-copy overlaps, cfb (this is Eq. (17)
of Ref. [6] and Eq. (30) of Ref. [7]); this is the attack
of Refs. [0, [7], which an adversary with memory imple-
ments after the announcement by an adaptive sequence
of single-copy measurements [8]. The bound is attained
for every b:

Theorem 1.  Let 19,11 be pure states with real overlap
¢, || < 1, and write Uy = g, @ -+ @ Yg,. In a basis
with ¥y = Zipo let ¥ = S, G = 2%, u « (14 G)V,
v < (1 — G)¥ normalised, and g+ = (u+ v)/v/2. For
y € {0,1}°" put 5 = (1@ |y/|, v'), let L be the prefiz-
parity map (Ly'); = @<, vl and Py = X9ZOLv),
Then {Py g+, Pyg_}, is an orthonormal basis, and the
projective measurement in it, read after the parities with
the rule “a; = 0 iff the outcome sign is (fl)y/'(Ly’EBC) 7,
guesses ay with probability P2 = %—i— %\/ 1 — 2 for every
parity class c.

The proof (Appendix is short: the basis is a Pauli
orbit of the class-0 Helstrom pair, orthonormality fol-
lows from (10| X Z|1o) = 0 for real states together with
a property of the prefix-parity map, and the Helstrom
projector of every class is a sum of basis projectors be-
cause X¥ anticommutes with G’ and commutes with the
class translations Z(%¢) up to a sign. In the picture in
which the probes carry bit flips, the outcome (g, s) is a
guess of the odd-weight parity - a, which distinguishes a
from a for every class; the post-measurement information
only tells the adversary how to translate that parity into
a;. Independently, solving the semidefinite programme
for b = 2,3,4 and D € [0.05,0.24] gives P}°™" = ppd
to within 1077 (Table, and the construction of The-
orem 1 reproduces P“ to 1071 for b < 9 in our imple-
mentation. Hiding the parities therefore costs the adver-
sary nothing in guessing probability; the compatibility
of the class-wise optimal measurements that the theorem
establishes is the property studied in general by Carmeli,
Heinosaari and Toigo [26]. For the adversary’s Shannon
information we use the fact that for two equiprobable
pure states the measurement that maximises the mu-
tual information coincides with the Helstrom measure-
ment, a result of Levitin [31] reproduced in Chapter 3 of
Ref. [32] (Eq. (3.263) there gives the accessible informa-

tion as a function of the overlap), so that [}gim(D, b) =
maxc, [pu(1-h(1— P (cy)))+(1—p,) 1—h(1— P (c,)))
bounds the accessible information of any within-block
strategy, adaptive or not; the guessing probability P
bounds the min-entropy version without further assump-
tions.

Is the Helstrom benchmark the best per-probe mea-
surement? Class W allows any identical single-probe
POVM. The probe states span a qubit, so an ex-

tremal POVM has at most four rank-one outcomes, and
the block information for b identical measurements is
a function of the single-probe outcome statistics (Ap-
pendix 2). Maximising it numerically over real four-
outcome POVMs (perprobe_opt.py) reproduces the
Helstrom-plus-tally values to 107 in both J, and the
guessing probability for b = 3,5,7,9 at D € [0.10, 0.23],
whereas for even b a tilted measurement that avoids the
tie of the majority vote does better in guessing proba-
bility (0.8454 against 0.8143 at b = 2, D = 0.10; 0.9246
against 0.9093 at b = 4) and marginally in information.
Role-dependent measurements, which do better still at
even b, are not available in class W because the roles are
fixed by the partition. We therefore use the Helstrom
benchmark for odd b only.

What hiding the partition is worth to an adversary
with memory. If the adversary can hold n probes
but does not know which of them will share a block,
the partition joins the parities as post-measurement
information. For b = 2 we solved the correspond-
ing semidefinite programme, with the block containing
probe 1 chosen uniformly among the n — 1 candidates
(hidden _partition_sdp.py). The optimal success prob-
ability is 0.8938 at n = 3, 0.8913 at n = 4, 0.8897 at
n=25,0.8884 at n = 6 at D = 0.10, against the adaptive
value 0.8981 and the per-probe benchmark 0.8143 (Ta-
ble . An adversary holding six probes without the
partition thus loses less than one percentage point of
guessing probability, and the loss grows slowly with n.
Hiding the partition therefore protects only through lo-
cality: the probes of a block must lie in different memory
windows, which is what the random partition of Ref. [I]
combined with t.on < Tiun provides.

The consequence for the asymptotic threshold is im-
mediate (Appendix 3). Bob’s error on an accepted
block is D®/p, ~ (D/(1 — D))’. The adversary’s error
is & |cy|® for individual measurement (the Chernoff ex-
ponent of the majority vote, 24/d0(1 — dp) = |cy|) and
~ ¢Z’/4 for joint measurement (expanding P74). Key
agreement by the repetition code requires the adversary’s
error to decay more slowly than Bob’s, the argument of
the proof of Theorem 1 of Ref. [21], i.e. |cy| > D/(1— D)
in the first case and ¢j, > D/(1 — D) in the second.
With ¢y = (1 -3D)/(1 — D) at ¢, = 1 these conditions
read D < 1/4 and 10D?> — 7D +1 > 0, i.e. D < 1/5.
The second condition is the security condition of Ref. [7]
(their Eq. (68) with d = 2), which that work derived
for an adversary who measures after the announcement;
Theorem 1 shows that the same condition governs an
adversary who measures before it. The same algebra
for the six-state protocol, whose symmetric attack has
¢, = 0 (Ref. [2I], p. 2) and hence ¢y, = (1—2D)/(1—D)
by Eq. (3) of that work, gives 5D% — 5D + 1 > 0, i.e.
D < (5—+/5)/10 = 27.6% [5, 6]. The 25% limit of
Ref. [21] is thus the limit for an adversary whose mem-
ory is shorter than the spacing between the pulses of a
block, not for one whose memory is shorter than the an-
nouncement delay.



General Bell-diagonal attacks. The symmetric attack
has equal error rates in the two bases. After a ran-
dom Pauli twirl applied and announced by Alice and
Bob, any collective attack on the single-photon rounds
is Bell-diagonal [34]: Alice, Bob and the adversary share
> VAl Bi)le:) with the four Bell states ;, orthonormal
€, and Weights with ¢Z = )\3 + )\4 and Qﬁx = )\2 + )\4.
Conditioned on Alice’s and Bob’s Z outcomes the ad-
versary holds ¥, oc v/Aje; + (—1)%y/Azea when the bit
was undisturbed and ¢, x v/Azesz + (—1)%v/Aseq when
it was flipped, so the structure of the symmetric at-
tack is preserved with ¢y, = (A — X2)/(1 — ¢z) and
¢o = (A3 — \1)/¢z, and Theorem 1 applies. Eliminating
>\4 = ¢Z(1 - CSD)/2’

1-2¢x —
e )

0 <A <min(¢x,0z), M =1—-¢z—dx+X >0,

which reduces to ¢, = (1-2D—Dc,)/(1-D) at px =
¢z = D. The derivation is given in Appendix [C]4. The
adversary’s information Ig(dz,dx,b) is the maximum
over ¢, of the expressions above with this c¢,; it increases
with ¢x, because a larger phase error lets her choose a
smaller |cy|, but it is not monotone in ¢z at every ¢x, so
the key length below takes the supremum over the true
Z error below its estimate.

Hiding the basis as well. A protocol that keys from
both bases and delays the sifting announcement beyond
teon confronts the adversary with the basis as additional
post-measurement information. Without advantage dis-
tillation (b = 1) this is the memoryless-adversary set-
ting solved by Bocquet, Alléaume and Leverrier [24],
who optimised Eve’s interaction and POVM and found
thresholds of 15.4% for BB84 (against 14.6% with mem-
ory), 17.6% for SARG04 and 20.4% for six-state (against
15.6%); in guessing probability the gain is confined to
protocols with more than two bases for the probe states
considered here (our semidefinite programme below),
while in Shannon information Ref. [24] still finds a gain
of 0.8 percentage points for BB84. We extended the
semidefinite programme to hidden bases and parities,
with Eve’s probe states conditioned on Bob’s outcome
and the accepted-block mixture of all-correct and all-
flipped blocks. For BB84 the worst-case attack (¢, = 1)
gives Pioint — pad gt p = 1 and b = 2 for every D; the
gap that exists at ¢, = 0 is irrelevant because the adver-
sary chooses c,. For six-state at b = 1 we reproduce the
qualitative gain of Ref. [24] (e.g. PI°"* = 0.751 against
P = 0.835 at D = 0.168). But as soon as blocks of
two bits are formed the gain collapses: for blocks whose
two pulses share an unknown basis, Piont = pad to 10~6
(0.888644 against 0.888642 at D = 0.167, verified with
two solvers). For the realistic blocks with independently
chosen hidden bases, where the full programme has 2'®
elements, we bracket the adversary’s success: the relax-
ation in which only the bases are hidden and the pari-
ties are known gives pioint < () 8878 at D = 0.167 and
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FIG. 1. Adversary’s uncertainty per distilled bit, 1 — Ig,
versus QBER for block sizes b = 1,3,5,9, 15: individual mea-
surement (solid, Eq. with tally decoding), joint block mea-
surement (dash-dotted, adaptive Helstrom value), and the
entropic-uncertainty term of Ref. [I] (dashed, same colour).
Vertical lines: 20% and 25%.

< 0.9556 at D = 0.259, and an explicit 16-outcome pro-
jective measurement with both hidden, found by first-
order optimisation and therefore possibly short of the
true optimum, achieves P > 0.8826 and 0.9395, against
P2 = 0.8886 and 0.9583. Hiding both therefore costs
the adversary between 0.0008 and 0.006 in guessing prob-
ability at D = 0.167 and between 0.003 and 0.019 at
D = 0.259, already at b = 2, against 0.084 at b = 1 and
D = 0.168; in terms of her error probability the ratio
to the adaptive value falls from 1.5 at b = 1 to at most
1.05 at b = 2 and at most 1.04 at b = 3 at D = 0.167;
at D = 0.259, close to the six-state limit, our achievable
bounds are looser and only give 1.46 and 1.43 at b = 2, 3,
while the relaxation shows that the true ratio at b = 2
is at least 1.06. The construction of Theorem 1 does not
extend to hidden bases, because the class translations are
then the basis-change unitaries on the adversary’s probe
rather than Pauli operators, which is why a residual gain
survives at finite b. Hiding the basis and hiding the pari-
ties therefore do not compound: the one-way memoryless
gain of Ref. [24] (20.4% for six-state) is dominated by ad-
vantage distillation without any assumption (27.6%), and
adding the timelock to advantage distillation is worth at
most 0.03 bits of min-entropy per distilled bit at b = 2.
The threshold is set by the error exponents of Bob and
of the adversary; whether the error ratio stays bounded
for all b is open, the trend from b = 1 to b = 3 being
evidence rather than proof, so we make no claim about
the six-state threshold with hidden bases.

Fig. [I] compares 1 — I in the two models with the
entropic-uncertainty term 1 — h(®x) of Ref. [I] at the
same D and b.



IV. FINITE-KEY SECURE KEY LENGTH

The protocol is Protocol 1 of Ref. [1] with two modi-
fications: the parity strings c4, cp and the reconciliation
syndrome are sent under Fj, (or after T.n,), and privacy
amplification uses the bound below. Let S be the lower
bound on the number of accepted blocks consisting only
of single-photon events (Eq. (18) of Ref. [1]), ¢} and
qﬁ} the upper bounds on the single-photon error rates
(Egs. (17a)—(17b) there), Nz and ® z the expected num-
ber and error rate of the distilled bits (Eq. (20) there),
and A\jg = fNgh(®g) the reconciliation leakage with
efficiency f (Sec. 2 of Ref. [1]). Then

loor < SE[1— 1] (6)
— AAEP(SI%a E) — >\IR — 1Og2
ecor
27/4
082 €sec — €20c/8’
with Iy = sup{Ig(¢y,d%,b) : 0 < ¢, < ¢}}

for the individual or the joint model, where Axgp =
41ogy(2 4+ v/2)4/Slog,(2/€2) is the finite-size correction
of the asymptotic equipartition property (Theorem 9 of
Ref. [23], with 1 < 2++/2 for a binary variable and clas-
sical side information, valid for S > &log,(2/€?)), evalu-
ated with smoothing parameter € = €g/4, and the last
two terms are the correctness and leftover-hash terms
of Eq. (93) of Ref. [I] (Lemma 4 there, with the sta-
tistical failure budget € = €2,,/368 chosen in Sec. 6 of
that work). The only change with respect to Eq. (93)
of Ref. [I] is the replacement of the entropic-uncertainty
term S [1—h(®%)] by Sg[1—Ig]—Aapp; Appendix5
traces every term to its source. We keep the parameter-
estimation and hashing budget of Ref. [I] unchanged and
charge the smoothing to an additional eg./4, so the to-
tal secrecy parameter of the stated numbers is Segec/4.
A more conservative variant replaces SIT([l —Ig] — Aagp
by =55 10g Pguess With Pguess the same supremum of the
adversary’s per-block guessing probability (1 —-y, or Plfd,
mixed over the two block types), which needs no equipar-
tition step because the min-entropy of a classical bit given
classical side information is —logy pguess (Theorem 1 of
Ref. [30]) and is additive over the independent blocks of
a collective attack. Both suprema are taken separately
over ¢, and over the true Z error, so that each account-
ing is evaluated at its own worst case; QS}L( can be used
directly because both quantities increase with ¢x.
Three remarks delimit what this formula is. First, the
two accountings play different roles. In the min-entropy
accounting with Plf”d the bound is the conditional min-
entropy of the distilled bits given the adversary’s quan-
tum ancillas and all announcements, because the min-
entropy of a product of classical-quantum states is addi-
tive (it is a semidefinite programme whose feasible solu-
tions tensorise [30]) and Pbad is her guessing probability

with full quantum memory; this column therefore holds
against any measurement, joint across blocks or not, and
does not use the timelock at all. It is a collective-attack
bound in its own right, and by Theorem 1 the timelock
cannot improve it. In the Shannon accounting the term
1 — 9™ exceeds the Holevo term 1 — y of a quantum-
memory adversary, and this excess is the only place where
the timelock enters; it is valid for adversaries whose mea-
surement is a product over blocks, since the asymptotic
equipartition property is applied to independent classi-
cal outcomes, and we do not claim it against joint mea-
surements across blocks, for which accessible information
need not be additive. Second, the adversary term is eval-
uated over all Bell-diagonal collective attacks, which af-
ter the twirl of Appendix [B] are all collective attacks on
the untagged rounds; the extension to coherent attacks
is discussed in Appendix [B| and is not included in the
numbers, except in Table [[TT] where we charge the post-
selection factor to every e it affects. Third, the total se-
crecy parameter of every number in this paper is Segec /4
with €sec = 1079, that of Ref. [1] being €gec; the differ-
ence is worth less than one bit of key. Second, if A2 fails,
the adversary may hold her ancillas until the parities are
public and the entropic-uncertainty term of Ref. [I] must
be restored; the formula then coincides with Eq. (93) of
that work because every other term is shared. The key
length vanishes for qbg > 1/4 by construction. Within
the model, once the adversary’s side information is clas-
sical the leftover hash lemma applies in its classical form,
the trace distance of the final key from uniform given her
classical record is bounded by 5ege./4 conditional on Al
holding during the run, and that trace distance bounds
the accessible-information criterion of Ref. [I9] through
Pinsker’s inequality; the key is everlasting in the sense of
Ref. [I9] because A1l is needed only then.

V. NUMERICAL RESULTS

We implemented Egs. (6)—(20), (93) and (94) of Ref. [1]
and the formula above in a deterministic Python mod-
ule, optimising {p1, 2, Py, Puss Pz, qr} by the Nelder—
Mead method and locating thresholds by bisection in
the misalignment angle for a lossless, noiseless channel
(1 =1, Proise = 0, QBER from misalignment only), with
€sec = 1072 €cor = 10712, f = 1.2 and p3 = 0, the set-
tings of Ref. [I]. The implementation reproduces the four
thresholds reported there: 8.67% and 11.37% at N = 10%
(published 8.7% and 11.3%, b = 3) and 9.53% and 17.30%
at N = 10** (published 9.5% and 17.3%, b = 9).

Table [[I]] reports two further sets of numbers. The
first charges the post-selection factor of Appendix
(N+1)1%, to every term it affects: the leftover-hash term
grows by 60log,(N + 1) ~ 2.8 x 103 bits, the equipar-
tition term Aagp grows by a factor ,/1460/64 ~ 4.8
(about 7 x 107 bits at the optimum), and the parameter-
estimation intervals, which we do not shrink, would add
a further loss; the min-entropy columns barely move,



TABLE I. Threshold QBER (sifted-key QBER ¢ ), maximised over Bell-diagonal collective attacks, with the reference values
of Ref. [I]. The per-probe columns are the Helstrom benchmark of class H, reported for odd b only (for b = 2 it is not the
best per-probe measurement, Sec. ; the collective min-entropy column does not depend on the timelock; the joint Shannon
column is the timelock-dependent accounting for block-local measurements. Secrecy parameter 5egec /4, no post-selection factor.
Replacing the block-count statistic of Ref. [I] by the virtual-i.i.d. Chernoff bound of Ref. [I0]] changes the N = 10'* thresholds
by less than 1075,

N b BB84 [T25] AD [T25] per-probe H, min-ent per-probe H, Shannon collective (joint), min-ent joint, Shannon
108 2 8.67% 10.76%  12.75% 13.89% 9.96% 13.24%
108 3 11.37%  13.56% 14.44% 12.01% 13.33%
10" 5 9.53% 16.40%  18.16% 20.18% 15.66% 18.21%
107 17.07%  19.70% 20.91% 16.71% 18.35%
10 9 17.30%  20.66% 20.81% 17.30% 17.40%
0™ 11 16.67%  21.24% 19.20% 17.66% 15.29%
10 15 13.23%  21.83% 15.45% 17.48% 11.86%
TABLE II. Guessing probability of the distilled bit of an ac- TABLE IV.
cepted undisturbe'd block: per-probe Helstrom plus majority n D per-probe H hidden partition, n probes held adaptive P2
vote (for even b ties are broken at random, so b = 4 equals
b = 3; the best identical per-probe measurement does better 3 0.10 0.8143 0.8938 0.8981
at even b, Sec. , the optimal non-adaptive joint measure- 3 0.20 0.9330 0.9825 0.9841
ment (semidefinite programme over 92" POVM elements, 40.10 0.8143 0.8913 0.8981
256 elements on 16 dimensions at b = 4), and the adaptive 40.20 0.9330 0.9813 0.9841
Helstrom bound. The joint and adaptive columns agree to 50.10 0.8143 0.8897 0.8981
1078 for b = 2,3 and to 2 x 1078 for b = 4 at all 21 points 5 0.20 0.9330 0.9804 0.9841
computed. 6 0.10 0.8143 0.8884 0.8981
6 0.20 0.9330 0.9797 0.9841
b D ¢y individual 1 —~, joint (SDP) adaptive P>
2 0.10 0.778 0.8143 0.8981 0.8981
2 0.20 0.500 0.9330 0.9841 0.9841 VI. IMPLEMENTATION CONSIDERATIONS
3 0.10 0.778 0.9093 0.9412 0.9412
3 0.20 0.500 0.9871 0.9961 0.9961
3 0.24 0.368 0.9964 0.9994 0.9994 The AD stage adds b — 1 exclusive-or operations and
4 0.10 0.778 0.9093 0.9653 0.9653 one comparison per block, fewer than one operation per
4 0.20 0.500 0.9871 0.9990 0.9990 raw bit, orders of magnitude below the per-bit cost of
4 0.24 0.368 0.9964 0.99992 0.99992 iterative LDPC decoding; hardware key-distillation en-

gines [36H38] therefore remain decoder-limited after an
AD stage is inserted, whether or not the announcements
are delayed. The timelock itself is a buffer of depth Tan,
or an authenticated-encryption wrapper under a post-
quantum key-encapsulation mechanism. Given Sec. [V}
neither is worth paying for in order to hide the parities;
a timelock on the partition is a buffer of the same depth
applied to one further message.

TABLE III. Finite-key thresholds with the post-selection fac-
tor charged to the smoothing and hashing parameters (rows
marked PS), and the no-timelock Holevo accounting (last
row).

model (N = 10"*) b=5 b=7 b=9
joint Shannon (PS) — 17.80% 15.86%
collective min-ent (PS) — 16.67% 17.25% VII. DISCUSSION

per-probe H Shannon (PS) — 20.52% 19.39%
per-probe H min-ent (PS)  — 19.70% 20.61%

Holevo Shannon, no timelock 16.40% 16.76% 15.59% Three announcements of the protocol can be hidden,

and the results above treat them separately. Hiding the
parities and the syndrome is settled by Theorem 1: for
an adversary who knows which probes form a block, the
parity-conditioned discrimination problems are compati-
ble, so the delay does not change her guessing probability,
and the collective-attack min-entropy bound, 17.66% at

the Shannon columns drop by 0.6-1.5 percentage points.
The second replaces 1 — I5™ by the Holevo term 1 — x

of a quantum-memory adversary in the same machinery,
which is the timelock-free counterpart of the joint Shan-
non column.

N = 10", is what any analysis within the model can cer-
tify. That this bound exceeds the 17.30% of Ref. [1] is a
statement about the entropic-uncertainty technique, not
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about the timelock; the only timelock-dependent quan-
tity is the excess of 1 — Is™ over 1 — y in the Shan-
non accounting, worth 0.7 percentage points for block-
local measurements and open against joint measurements
across blocks.

Hiding the partition is where the question of Ref. [7]
lives. That work distinguishes CAD1, in which Alice an-
nounces the positions of b equal bits, from CAD2, the
parity-announcing form used here and in Ref. [I]; against
an adversary with memory both are secure exactly up
to 20%, and against an adversary forced to measure be-
fore the announcements Ref. [7] notes that CAD1 is still

broken at 20%, because Eve knows in advance that a
block carries b copies of one bit [8], whereas CAD2 is
held off until the entanglement condition D < 1/4. The
present work locates the assumption behind the second
statement: not that the parities are hidden, which The-
orem 1 shows to be irrelevant, but that the adversary
cannot bring the probes of a block together before she
measures. In Protocol 1 of Ref. [I] the partition is drawn
at random after the run, so this holds for any adversary
with teon < Trun (class W), and the per-probe bench-
mark of Table[[]is then what she concedes, with the pro-
viso that Helstrom-plus-tally is optimal among identical
per-probe measurements only for odd b and that feed-
forward on unrelated probes was neglected. The semidef-
inite programme of Table [[V] shows that the protection
comes from locality rather than from hiding alone: an ad-
versary who holds six probes without the partition still
reaches within one percentage point of the adaptive value.
Open question. For a window adversary who holds the
w = fteon probes of each window and learns the par-
tition, the bases and the parities afterwards, what are
the optimal guessing probability and accessible informa-
tion of a distilled bit, as a function of w, b and D? At
w = 1 the answer is the per-probe benchmark for odd b;
at w > ng it is the adaptive value by Theorem 1; Ta-
ble [[V] covers w < 6 for b = 2. If the per-probe value
persists for w < nk /b, a timelock on the partition raises
the finite-key threshold of Ref. [1] from 17.3% to about
20.6%; if a window adversary can approach the adaptive
value with w far below the block spacing, it raises noth-
ing. Two further steps would be needed for a proof even
in the first case: a bound on the fraction of blocks with
two probes in one window, which the random partition
makes hypergeometric, and the reduction to coherent at-
tacks, which conflicts with block locality because permu-



tation invariance now holds only at the level of blocks
(Appendix .

Hiding the basis is the third lever. For a Z-keyed proto-
col it changes nothing (Section 2). For protocols that key
from both bases the memoryless-adversary thresholds of
Ref. [24] apply without AD; our semidefinite programmes
show that for BB84 the worst-case attack is unaffected in
guessing probability, that Ref. [24] nevertheless finds 0.8
percentage points in Shannon information, and that for
six-state the gain of one-bit blocks shrinks by an order of
magnitude at two- and three-bit blocks. Whether it van-
ishes for large b is open. MUB-QCT [19] is not covered
by any of this, since it uses d 4+ 1 bases in dimension d
and no parity-announcing step; we make no claim about
it beyond noting that for qubit protocols the basis and
the partition are the only announcements whose hiding
is not settled by Theorem 1.

Two observations about the reference formula arose in
the course of the work. The bound on the logical phase-
error rate of the distilled bits, Eq. (19) of Ref. [1], is
proven monotone in the single-photon error rates only on
the domain ¢x + ¢z < 1/2 (Appendix B of that work),
because blocks accepted with all b bits flipped carry no
phase error: at ¢x = 0.3 and b = 7 the expression falls
from 0.499 to 0.25 as ¢z rises from 0.3 to 0.5. An uncon-
strained optimisation of the protocol parameters leaves
the domain by driving the estimated single-photon Z er-
ror toward one half through a vanishing test set, and
then certifies key at QBERs above the asymptotic limit.
Any implementation must enforce qﬁ}} + cb} < 1/2 as an
acceptance condition; we do so, and all four thresholds
of Ref. [I] lie inside the domain. Separately, the Fano
expression 1 — h(7;) built from the majority-vote error,
which suffices for the asymptotic threshold of Ref. [21],
underestimates a per-probe adversary’s Shannon infor-
mation and must be replaced by the tally information
Jp of Sec. [[T]] in any finite-key use; the difference is 1.0
percentage points at N = 10, b = 9 (21.89% against
20.86% in the symmetric family).

VIII. CONCLUSION

A quantum computational timelock on the post-
processing of decoy-state BB84 with advantage distil-
lation can hide the parities, the block partition and
the bases. Hiding the parities buys nothing: Theo-
rem 1 gives, for every block size, an explicit measure-
ment made before the parities are known that attains
the adaptive Helstrom value, so the adversary’s guess-
ing probability is unchanged and the key length in the
min-entropy accounting is the collective-attack value,
17.66% at 10'* pulses against the 17.30% certified by
the entropic-uncertainty bound of Treplin et al.; only the
Shannon accounting for block-local measurements retains
a timelock-dependent excess of 0.7 percentage points.
Hiding the partition is the lever that the remark of Bae
and Acin requires: an adversary whose memory is shorter

than the time between the probes of a block, which the
random partition of Treplin et al. makes a sizeable frac-
tion of the run, is reduced to role-blind per-probe mea-
surements, for which the Helstrom benchmark is optimal
among identical measurements at odd block sizes and
gives 20.7-20.8% at 10'* pulses, 20.6% with the post-
selection factor charged, with the 25% limit of Gisin and
Wolf as asymptote. Whether an adversary who holds
many probes without the partition can do better is open;
at six probes she recovers most of the adaptive value, so
the gain rests on locality. Hiding the basis does not help
BB84 in guessing probability and does not add to advan-
tage distillation for six-state at small blocks. The key-
length formula of Treplin et al. must be used within its
stated domain, and the per-probe adversary’s informa-
tion must be computed from the vote tally rather than
from the majority-vote error.

Appendix A: Proof of Theorem 1

Choose the qubit basis |0) o g + 1, |1) o< g — 1,
so that ¢y = cos0|0) +sin|1), 11 = Z1py and ¢ = cos 26;
we assume |c| < 1. Then ¥, = Z%U with ¥ = 3,
and Uy = (14 G)¥ have norms [|[U4|? = (1 £ ).
The class ¢ consists of Q. ¥ and GQ.V with Q. = Z(0:9),

and since (). commutes with G its Helstrom vectors are
gg) = @.g+. For any projector E with Eggf) = gg_c)
and Eg(f) = 0 the success probability on class c is
3[{QPIEIQT) + (GQ.Y|1 — E|GQ:T)] = 5([ T4 +
[W_|)? = P2, because Q.U = aggf) + B¢ and
GQY = ag + gl with a = (|U|| + [V_[)/V2.
It therefore suffices to show that the basis of Theorem 1
is orthonormal (Lemma 1) and that for each class the

vectors selected by the rule span gg_c) and are orthogonal

to g(_c) (Lemma 2).

For a product state and real 1y one has (V| X% Z°|¥) =
T (ol X 2% [y with (golZ]o) = ¢, (GolX|tho) =
sin260 # 0 and (Y| X Z|pg) = 0 (X Z is antisymmetric);
hence (U|X*Z?|¥) = 0 if and only if w and s share a
position.

Lemma 1. For y' # 2’ and all signs, (Py/gs|P./gs') = 0.
Indeed PIP. = £XvZO7) with w = §& 7 =
(|dl mod 2,d), d =y @&z # 0 and r = Ld. As |w]| is
even, X»Z(") preserves the eigenspaces of G, so the
overlap equals [(u|X¥ZO"|u) + ss'(v|X*ZO)|v)],
and (Vg |XvZOD|w,) = I[(¢xvzO|w) +
(U|xwZOM|W)]. Both expectation values vanish,
for every s,s’, provided (i) d and Ld share a position
and (ii) either |d| is odd or d € Ld. For the prefix-parity
map, (Ld);, =1 at the first position ig of d, which gives
(i); and if |d| is even, (Ld);; = |d|mod2 = 0 at the
last position 41 of d, which gives (ii). Within one ¥/,
{g+]g—) = 0. The 2° vectors are therefore orthonormal.

Lemma 2. (Pyrgs|g5f)> = 0 unless s = €(y/,c) =



(—1)Y " (Bv'®) and (P, gs|g > = 0 unless s = —€(y/, ¢).
Using XyZ(0 9 = (— )y 700 X9 (Pygs|Qcgy) =
(—1)y/'c<gS|Z(~0’k)X17|g+> with k = Ly’ @ c. Since |§] is
odd, Z(0%) X exchanges the eigenspaces of G/and only
the cross terms survive: the overlap is (—1)¥ “1A[l +
s(—1)¥"* with A = (u|ZO® X¥|y), where we used
W ZOFXTu) = (u|XIZOR) ) = (=1)V"*A for real
vectors. This vanishes unless s = (—1)¥"*. For g(c)
Ggsrc), the relations GX? = —X9G, [G, ZOY] = 0 and
Ggs =0—s give <Py’gs|g(_C)> = _<Py g-
ishes unless s = —e(y/, ¢).

With E, = Zy, [Py ety ,c)) (Py Ge(y )|, Lemma 2 and

the completeness of the basis give Ecggf) = ggf) and

N gs_c) ), which van-

Ecg(_c) = 0, which proves the theorem. The same con-
struction applies to the all-flipped blocks with ¢ in place
of 1, and to the six-state probes once the bases are an-
nounced.

Appendix B: Twirling, post-selection and block
locality

The key length of Sec. [[V] is evaluated over Bell-
diagonal collective attacks on the untagged rounds. (1)
Tagging. As in Ref. [I], rounds in which Alice emits
more than one photon or Bob’s detector does not fire
are tagged and the adversary is credited with full knowl-
edge of them; the decoy-state bounds S and (bJZr are
statements about Bob’s click record and hold against
any attack. (2) Symmetrisation. Alice and Bob may
apply a random Pauli twirl to the untagged rounds and
announce it at once; it commutes with their measure-
ments, costs no key and reduces any collective attack to
a Bell-diagonal one with the observed error rates ¢x, ¢z

[34, 35], whose purification has the structure of Sec.

with ¢y = (1 — 2¢x — ¢zc,)/(1 — ¢z) (Appendix 4);
an adversary holding the purification is at least as strong
as one who must measure early, so the reduction is valid
in the security direction. (3) Coherent attacks. For a
permutation-invariant protocol the post-selection tech-
nique [33] lifts security against every i.i.d. attack with
parameter € to security against arbitrary attacks with
parameter e(n + 1) =1, d = 4 for a pair of qubits. Two
points prevent us from applying it here as more than
a comment. First, the factor must be charged to ev-
ery parameter of the i.i.d. analysis that it affects: the
leftover-hash term grows by 4log,(n + 1)° bits and, in
the Shannon accounting, the smoothing parameter of the
equipartition term shrinks by the same factor, which is
why Table[[Ireports losses of up to 1.5 percentage points
rather than the few hundred bits that the hashing term
alone would suggest. Second, the block structure breaks
round-wise permutation invariance for the classes J and
W, since which rounds share a block matters; the tech-
nique then applies at the level of blocks, with local dimen-
sion 4% and exponent 160 — 1, which is useless for b > 2.
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For the collective min-entropy column, which does not
depend on the timelock, the entropic-uncertainty proof
of Ref. [I] already covers coherent attacks and the ques-
tion is only whether the sharper collective bound extends;
for the timelock-dependent columns, a proof against co-
herent attacks would need a tool compatible with block
locality, such as entropy accumulation, and we leave it
open.

Appendix C: Derivations of the expressions in the
main text

This appendix collects the algebra behind the expres-
sions of the main text and attributes every step that is
not ours to its source, so that the reader can follow the
chain from the cited equations to the numbers in Table[]]

C.1. Per-ancilla quantities. Eqgs. (1)—(2) of Ref. [21]
define the symmetric attack, and Eq. (3) there expresses
the fidelity through the overlaps, F' = (14c¢,)/(2 —cy +
¢p). Since F' =1 — D by definition of the disturbance,
solving for ¢, gives

1+¢,
1-D’

cy =2+c, —

which is ¢y, = (1 —3D)/(1 — D) at ¢, = 1 (the BB84
worst case at the error rates of interest, Sec. and ¢y =
(1-2D)/(1 — D) at c, = 0, the value that Ref. [2I] (p.
2) attributes to the six-state attack. The Helstrom mea-
surement for two equiprobable pure states with overlap ¢
succeeds with probability 1 +3v/1 — ¢2 [28], rederived as
Eq. (3.12) of Ref. [32]; apphed to {¥4,%,} and {1, ‘Pi} it
gives g and ;1. The identity 49¢(1—dg) =1—(1— cw)
cw turns the condition D/(1—D) < 24/80(1 — d¢) of The-
orem 1 (Eq. (11)) of Ref. [21] into |cy| > D/(1—D); with
¢y =(1—=3D)/(1—D) thisis1 —3D > D, ie. D < 1/4,
which is Eq. (8) of Ref. [2I]. That the adversary learns
whether a bit was disturbed is the statement Z; = XY
of Ref. [21] (p. 2), a consequence of the orthogonality of
the ¥ and ¢ subspaces.

C.2. Majority vote, tally, and general per-probe mea-
surements. After the parities ¢ are announced, the
adversary’s b per-ancilla guesses a; become b guesses
a; & ¢;—1 of the distilled bit a;, each correct with proba-
bility § (g or §; according to the block type, which she
knows from Z;) and independent given a; because the
ancillas are in a product state. Let k& be the number of
guesses equal to 0. Under a; = 0 the likelihood of & is
(Z)ék(l —0)*% and under a; = 1 it is (Z)(l — o)ksb—k,
their ratio, (6/(1 — §))?*~%, depends on the guesses only
through k, so the tally is a sufficient statistic and the
maximum-likelihood decision is the majority vote, with
error

W)= > (Z) (1—8)ksb=F ¢ 5(;2) [6(1— mb/z,

k>b/2



where the last term is present only for even b and ac-
counts for ties broken at random. The adversary’s in-
formation is the mutual information between a; and
the sufficient statistic, J,(d) = 1 — >, Pr(k) h(Pr(a; =
0|k)) with the Bayes posterior Pr(a; = 0|k) = 6%(1 —
8k /(6 (1 —6)b=F 4 (1 — §)k64F], as stated in Sec.
Fano’s inequality for a binary variable, H(ailk) <
h(Pr[error]), gives J, > 1 — h(7), which is why the
majority-vote expression underestimates the adversary.
The Chernoff bound for the binomial tail gives v, <
[24/0(1 —6)]® = |cy|® with the exponent tight, which
is the decay rate used in the proof of Theorem 1 of
Ref. [2I]. For a general identical single-probe POVM
{Ex} with outcome probabilities px(a) = (Yo|Ek|ta)
the same reasoning applies with the pair (k;,¢;) as the
per-probe datum: given a1, each pair is drawn indepen-
dently from Pr(k,cla1) = ipr(a1 @ c), so the histogram
of the 2K categories is a sufficient statistic and both
Jp and the guessing probability are explicit multinomial
sums; perprobe_opt.py maximises them over real rank-
one four-outcome POVMs in the Naimark parametrisa-
tion Ey, = VT|my)(mg|V with {m;} an orthonormal ba-
sis of R%.

C.8. Asymptotic conditions. An accepted block is ei-
ther all-correct, with probability (1 — D)?, or all-flipped,
with probability D° (Eq. (20) of Ref. [1] with ¢ = D),
so Bob’s error on the distilled bit is &z = D?/[(1—D)b+
D’ ~ (D/(1 — D)). For the adversary, the individual
model gives the majority-vote error ~ |c,|® of C.2, and
the joint model gives 1 — P24 =1 — 1, /1 — cff ~ c?pb/él.
The repetition code yields a positive rate iff the adver-
sary’s error on the distilled bit decays more slowly than
Bob’s as b — oo (the comparison of exponents in the
proof of Theorem 1 of Ref. [21], which relies on the clas-
sical results cited there); this gives |cy| > D/(1 — D)
and ci > D/(1 — D) respectively. In the joint case with
¢y, = (1 —3D)/(1 — D) the condition is (1 — 3D)? >
D(1-D),i.e. 10D*~7D+1 > 0, whose roots are D = 1/5
and D = 1/2, so D < 1/5. For the six-state protocol,
¢y = (1 —2D)/(1 — D) gives (1 —2D)* > D(1 — D),
ie. 5D — 5D + 1 > 0, with roots (5 + +/5)/10, so
D < (5—+/5)/10. The condition ci > D/(1 - D) is
Eq. (68) of Ref. [7] specialised to d = 2, where it was de-
rived for an adversary who measures after the announce-
ment; Ref. [6] obtains the six-state value in its Eq. (23).

C.4. Bell-diagonal attacks. After a random Pauli
twirl applied by Alice and Bob to their qubits the two-
qubit state is Bell-diagonal, pap = E?:l il Bi) (B;| with
Bz = (J00) £ [11))/V2 and B34 = (|01) £ [10))/V2,
and the attack is characterised by the weights [34], [35];
Eq. (7) of Ref. [21] is the special case of the symmet-
ric attack. A Z-basis error occurs for 83,84 and an X-
basis error (a phase flip) for fa, 84, S0 ¢z = A3 + A4

11

and ¢x = Ay + A\y. The adversary holds the purifi-
cation Y, v/Ai|B;)|e;) with orthonormal e;. Project-
ing Alice and Bob on |a)|y) in the Z basis gives, up
to the factor 1/ \@, the unnormalised adversary states
VArer +(—1)*VAzez for y = a and v Azes + (—1)“/Ageq
for y # a. Normalising, ¥, o< vAre1 + (—1)%y/Azes and
0a < VAses + (—1)%/Aseq, with overlaps ¢, = (A —
A2)/(A1+A2) = (AMi=A2)/(1-¢z) and ¢, = (A3—A4)/ 9z,
and ¢, L ¢, because the e; are orthonormal; this is
the structure of Sec. Writing Ay = ¢z(1 — ¢,)/2,
A=¢z A, Ao =¢x —Mgand A\ =1 — ¢z —dx + M4
gives \y — Ao =1—¢z —20x +2\s =1 —2¢x — $zCy,
hence the expression for ¢, quoted in Sec. the con-
straints \; > 0 are those stated there. At ¢px = ¢z = D
the expression reduces to ¢y, = (1 —2D — Dc,)/(1 — D),
which coincides with C.1.

C.5. The key-length formula. Eq. (93) of Ref. [I]
reads {ap < Si[l — h(®%L)] — Air — logy(2/€cor) —
410g, (2774 /(esec — €2,¢/8)) when the acceptance thresh-
olds are set to the computed bounds (Eq. (21) there). Its
first term is the entropic-uncertainty lower bound on the
smooth min-entropy of the distilled bits of the single-
photon blocks, S being Eq. (18) and @} Eq. (19) of
Ref. [I]; the second is the reconciliation leakage; the
third is the error-verification cost (Theorem 2 of the
reference cited as [42] in Ref. [I]); the fourth is the
leftover-hash-lemma term (Lemma 4 of Ref. [1]) after the
statistical failure probabilities are set to € = €2../368
(Sec. 6 of Ref. [1]). Under the timelock the adver-
sary’s side information on each single-photon block is
classical, so we replace the first term by a bound on
the smooth min-entropy of S i.i.d. classical bits given
classical side information. The fully quantum asymp-
totic equipartition property, Theorem 9 (Eq. (30)) of
Ref. [23], gives HE, (A%|ES) > SH(A|E) — V/Sd(e,n)
with &(e,n) = 4log, ny/logy(2/€2) for S > 2log,(2/€?),
where 7) is the convergence parameter of Definition 4
(Eq. (24)) of Ref. [23], bounded there by V2~ Hmin(A|E) 4

2Hmax(AlE) 1 1. For a binary A with classical E one
has Hpyin(A|E) > 0 and Hpyax(A|E) < 1, hence n <
2 + /2, which is the constant in Axgp. With a; uni-
form, H(A|E) = 1 — Ig, and the worst case over the
attack parameters and the true error rates below their
estimates gives Ip. The smoothing parameter € = €. /4
is charged in addition to the budget of Ref. [I], giving
the total Hegec/4 stated in Sec. The min-entropy vari-
ant uses instead Hpin(A|E) = —logy Pguess for classical
side information (Theorem 1 of Ref. [30]), additive over
the independent blocks of a collective attack, so that no
smoothing step and no Aagp term are needed. The left-
over hash lemma against classical side information then
yields a key that is egec-secret in the trace-distance sense,
which for classical adversary information coincides with
the accessible-information criterion of Ref. [19].
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