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Noise Is Not a Sanitizer: Shared Initialization Turns

Data-Free Distillation into a Covert Channel for
Memorized Training Data and Backdoors

Abstract

Data-free knowledge distillation is often assumed to remove a model’s memorized training records
and backdoors. We test this assumption when the student and private teacher share a public
initialization. Across image-classification experiments, students trained solely on Gaussian-noise
queries inherit membership signals, memorized wrong labels, and data-poisoning backdoors. On
MNIST, distillation through auxiliary outputs that were never trained produces a membership-
inference AUC of 0.86 and a backdoor attack-success lift of 93% with shared initialization, whereas
an independently initialized student is near chance. In a fine-tuning threat model, an attacker
possessing the public base checkpoint but no training data recovers the memorized labels of 93% of
private canaries using noise queries. In a small character-level transformer, random-character queries
transfer private fine-tuning secrets with exposure comparable to querying the teacher directly. A
parameter-space analysis shows that, in the lazy-training regime, distillation from shared initialization
transports the teacher’s parameter displacement through a data-independent filter, irrespective of
whether it encodes generalizable knowledge or memorization. We characterize blind spots for one-
hidden-layer ReLU networks and study the effects of query budget, channel width, and initialization
mismatch. The channel weakens for convolutional networks and heavily trained teachers. Output
perturbation increases query cost without eliminating the attack, whereas differential privacy and
sufficiently decorrelated initializations mitigate leakage. These findings qualify claims that noise-only

distillation sanitizes private models.

Keywords: Knowledge distillation; membership inference; backdoor attacks; data-free distillation; model

privacy; neural tangent kernel.

1 Introduction

Knowledge distillation [19] is routinely treated as a
privacy and security boundary. Distilling a model on
public, synthetic, or random inputs has been proposed
as a defense against membership inference [40,42], as
the mechanism of private aggregation [37,38], and as
a way to remove backdoors [28,47]. The intuition is
appealing: if the student never sees a private record, and
if the queries it is trained on carry no information about
the private data, then whatever the teacher memorized
about individual records should not survive the transfer.
Data-free distillation on pure noise appears to be the
extreme case: the inputs are statistically independent
of the private data.

This paper shows that the intuition fails, and identi-
fies the condition under which it fails most severely: a
shared initialization. Today that condition is the norm
rather than an exception. Most deployed models are fine-
tuned from a small number of public base checkpoints,
and anyone can download the very parameters from
which a private model started. Recent work on sublimi-
nal learning [10] discovered that a student which shares
its initialization with a teacher acquires the teacher’s
traits from unrelated data, including an MNIST classi-
fier learned from auxiliary logits on noise images. That
line of work asks whether traits transfer. We ask the

security question: does the same channel carry the pri-
vate training data’s fingerprints—memorized records
and planted backdoors—and can an attacker exploit it?

Findings. We answer in the affirmative, with a
theory that predicts when and how fast.

1. Pure noise is a sufficient query distribution for pri-
vacy attacks. Across three image datasets and two
architectures, a student distilled only on isotropic
Gaussian noise inherits a substantial part of the
teacher’s membership signal for mislabeled canary
records—on MNIST and Fashion-MNIST essen-
tially all of it—and transmits a data-poisoning
backdoor more reliably than distillation on clean
in-distribution data, which never exercises the

trigger (§6.1).

2. With a shared initialization, even semantically
empty outputs leak. Releasing only auxiliary log-
its that were never trained and carry no class
information yields a membership-inference AUC
of 0.86 and a backdoor attack-success lift of 93%
on MNIST; from an independent initialization
the same channel carries nothing. This subliminal
channel is regime-dependent: it is strong when the
teacher stays close to its initialization and fades
for convolutional networks and heavily trained
teachers, as the theory predicts.



3. The realistic threat: a private fine-tune of a pub-
lic base. An attacker who owns the public base
checkpoint, holds no domain data, and can only
query a logit API with noise recovers the mem-
orized labels of 93% of the private canaries and
the private backdoor, whereas an equally accu-
rate “sibling” base trained with a different seed
recovers few (§6.2). On CIFAR-10 the attack is
weaker, but the shared checkpoint still separates
a calibrated membership AUC of 0.74 and a 38%
backdoor lift from 0.56 and 8% for the sibling.
The effect carries over to a transformer language
model: random character strings suffice to make
secrets that appear only in the private fine-tuning
text as extractable from the attacker’s copy as
from the private model itself (exposure [5] 19.4 vs.
19.7 bits; §6.3).

Theory. We show that in the lazy regime, imita-
tion from a shared initialization is parameter transport:
the student’s displacement equals the teacher’s displace-
ment filtered by a data-independent operator I —e~ "5,
where K is the second moment of output Jacobians
under the query distribution (Theorem 1). Because the
filter does not depend on the private data, it cannot
distinguish knowledge from memorization; everything
the data wrote into the weights is transported at a rate
fixed by its visibility to the queries. For one-hidden-layer
ReLU networks we characterize the auxiliary channel’s
blind spots exactly: under any full-support query distri-
bution they are the d per-neuron rescaling directions and
nothing else (Proposition 1). We derive the dependence
on query budget and channel width (Proposition 2), on
initialization mismatch (Proposition 3), and show that
perturbing released outputs cannot stop an attacker
who can issue fresh noise queries (Proposition 4). Each
prediction is tested (§7).

Defenses. We evaluate the defenses suggested by
the theory (§8). Logit noise lowers leakage at a fixed
attack budget, but an attacker who spends 16x more
free noise queries recovers it even when the noise equals
the scale of the logits. Restricting the API to a narrow
or semantically meaningless output channel does not
close the channel. Decorrelating the private model’s
starting point from the public one works, but only
when the offset is large, which is free for models trained
from scratch and costly for fine-tuned ones; differential
privacy [1] of the teacher bounds record-level leakage
through every channel by post-processing.

Contributions. (i) We identify and characterize
a covert channel by which data-free distillation leaks
instance-level training information and backdoors, and
formalize it as an attack against models derived from
public checkpoints. (i) We give a parameter-space
theory of the channel with exact blind-spot, budget,
mismatch, and output-noise results. (iii) We provide a
controlled empirical study across three image datasets,
two architectures, a fine-tuning threat model, and a
transformer language model, with three seeds per con-
figuration and controls that isolate the role of the shared
initialization, and we report where the effect does not

hold. (iv) We evaluate defenses and give practical rec-
ommendations. Code and all raw results accompany
the paper.

2 Related Work

Subliminal learning. Cloud et al. [10] showed that a
student language model acquires a teacher’s behavioral
traits from data that are semantically unrelated to those
traits, and that an MNIST classifier can be learned by
distilling only auxiliary logits on noise images, provided
teacher and student share an initialization; their theory
shows that one small gradient step on teacher outputs
moves the student toward the teacher. Follow-up work
has debated whether a shared initialization is neces-
sary or whether compatible output heads suffice [3],
related the effect to steering vectors and non-semantic
distillation [2, 18], studied multi-step gradient align-
ment [25], and proposed kernel accounts in which the
shared initialization makes the transfer operator posi-
tive semidefinite and the number of ghost outputs acts
as a spectral bottleneck [29]. All of this work studies
the transmission of traits or task competence. We study
a different and, from a security standpoint, more con-
sequential payload: instance-level information about
individual training records and planted backdoors. Our
analysis adds an exact characterization of the channel’s
blind spots (Proposition 1), finite-budget and mismatch
results, and an analysis of output perturbation, and we
evaluate the phenomenon as an attack with standard
privacy metrics.

Distillation, privacy, and membership infer-
ence. Membership inference [4,41,45] and canary ex-
posure [5] are the standard instruments for measur-
ing memorization. Distillation on public or reference
data has been proposed as a membership-inference de-
fense [40,42] and as the basis of private learning [37,38].
Jagielski et al. [23] showed that students trained on
in-distribution data “parrot” the membership signal of
their teachers, and distillation of large language models
carries similar risks [49]. These studies query the teacher
on natural data that resemble the private records. We
show that leakage persists when the queries are pure
noise, and that with a shared initialization it persists
even when only semantically empty outputs are released.

Data-free distillation and model extraction.
Data-free knowledge distillation synthesizes queries from
noise, generators, or model inversion (7,30, 32, 33, 46];
plain Gaussian noise is usually reported to be a weak
query distribution [39]. Model-extraction attacks steal
functionality through prediction APIs [11,24,35,43,44];
Krishna et al. [26] observed that random word sequences
suffice to extract BERT-based models fine-tuned from
a public checkpoint, and recent work recovers hidden
dimensions and projection layers of production language
models from logits [6,14]. These works aim to repro-
duce functionality. We show that, from a shared public
checkpoint, noise-only extraction also reproduces the
privacy-relevant idiosyncrasies of the private fine-tuning
set, and we explain why with a parameter-space analy-



sis.

Backdoors and distillation. Backdoor attacks
implant trigger-conditioned behaviour by data poison-
ing [8,17]. Distillation has been studied both as a back-
door removal technique [28,47] and as a vector through
which backdoors survive [16]; Hong et al. [20] showed
that backdoors transfer through data-free distillation
with synthetic inputs. We find that, under a shared
initialization, backdoors are transmitted even through
auxiliary logits that the trigger never influenced during
training, and that random noise transmits them more
reliably than clean in-distribution data.

Linearized training dynamics. Our analysis
builds on the neural tangent kernel and lazy-training
literature [9,15,22,27] and on evidence that fine-tuning
from a pre-trained model is well described by its lin-
earization [31,36]. The rescaling directions in Propo-
sition 1 are the per-neuron positive-homogeneity sym-
metries of ReLU networks [12,34], broken here because
the student only observes the auxiliary read-out.

3 Problem Setting and Threat Model

Parties. A provider trains a private model (the teacher)
07 starting from an initialization 8y on a private dataset
D, and exposes the model through a query interface
that returns a vector of real-valued outputs g(z;0r)
for any input z submitted by a user. An adversary
wishes to learn something about individual records in
D (membership, memorized labels) or to obtain a model
that carries the teacher’s backdoor.

Adversary knowledge. The adversary (i) knows
6o, (ii) has no access to D or to any data from its distri-
bution, and (iii) can submit arbitrary inputs. Condition
(i) is satisfied whenever 6y is a public pre-trained check-
point, which is the common case for deployed models,
or whenever initialization seeds are shared, as in the
original subliminal-learning setting [10]. Condition (ii)
is the strongest data restriction possible; it rules out
every attack that relies on natural queries. We consider
two output channels: the full channel (all logits) and
the auziliary channel (only m outputs that are never
trained by the provider, a stand-in for any released
quantity that carries no task semantics, such as unused
vocabulary logits, embeddings of unrelated heads, or
calibration outputs).

Attack. The adversary initializes a student at 6y and
minimizes the imitation loss (1) on queries drawn from a
data-free distribution (); unless stated otherwise () is an
isotropic Gaussian in the network’s standardized input
space (for an image model with per-channel mean p
and standard deviation s, z = pu+se with e ~ N (0, 1)).
It then runs a membership-inference or backdoor test
on the student, which it can evaluate white-box and
without further queries.

Controls. To attribute leakage to the shared initial-
ization rather than to the outputs themselves, every
experiment includes (a) the same attack from an in-
dependent initialization (or an independently trained
public “sibling” base of equal accuracy), and (b) the

same attack against a clean teacher trained from the
same initialization in the same data order without ca-
naries or poison.

Privacy and security probes. We plant two kinds
of private signal in D. Mislabeled canaries: 100 real
training images, each assigned a uniformly random
wrong label and inserted 4 times; another 100 images
constructed identically but never inserted serve as non-
members. Because member and non-member canaries
are exchangeable before training, any member/non-
member difference in the student must originate in
the private data. Backdoor: 1% of the private images
receive a 4 x 4 white patch near the bottom-right corner
and the target label 0. Language-model experiments
use random six-digit secrets (§6.3).

Metrics. Utility: clean test accuracy. Membership:
AUC of the member/non-member canaries scored by the
log-probability that the model assigns to the canary’s
(wrong) label, the standard loss-based attack [45]; when
the attacker owns a reference model (the public base) we
also report the reference-calibrated score log pg(y|x) —
log pe, (y|z), in the spirit of LiRA [4]. Label extraction:
fraction of member canaries for which the model predicts
the memorized wrong label (versus the same quantity on
non-members). Backdoor: attack success rate (ASR),
the fraction of triggered non-target test images classified
as the target, and the ASR lift over the same images
without trigger, which controls for degenerate students
that predict the target class for every input.

4 Theory: Distillation from a Shared
Initialization Is Parameter Transport

We now explain why a student that never sees a single
training example, and that may not even observe the
teacher’s class outputs, can inherit instance-level mem-
orization and backdoors. The explanation is geomet-
ric: when teacher and student share an initialization,
imitation on any sufficiently rich query distribution
transports the teacher’s parameter displacement into
the student, and the transport is blind to what that
displacement encodes.

4.1 Setting

Let f(x;0) € R°T™ be a network with a shared body
h(z;¢) € R? and two linear read-outs, the class head
(A, a) with ¢ outputs and an auxiliary head (B, b) with
m outputs: f(x;0) = [Ah(x;d)) + a; Bh(z;¢) + b},
0 = (¢, A, a,B,b) € RP. The teacher starts at 6y and is
trained with a loss that depends on the class outputs
only, so the auxiliary head never receives a gradient and
A:=60p — 0y = (A¢g,AA, Aqa,0,0). The attacker starts
the student at 6y and minimizes the imitation loss

Lo(0) = LEvoll9(20) — g(z:07)5, (1)

where g is the released channel: the auxiliary outputs
(9 = faux, the subliminal channel) or all outputs (g =
f), and @ is a data-free query distribution such as an
isotropic Gaussian in the network’s standardized input




space. Let J,(2) = Vog(z;60) € R¥*P (k € {m,c+m})
and define the channel operator

Kq=E.nq[Jy(2) " Jy(2)] eRP*P, Ko = 0. (2)
Assumption 1 (Lazy regime). For all parameters
visited by teacher and student, f(x;0) = f(x;6p) +
J(x)(6 — o).

Assumption 1 is exact for linearized networks, holds
approximately for wide networks [9,22,27], and is an
empirically accurate description of fine-tuning from a
pre-trained checkpoint [31]—precisely the setting in
which a public base model is shared. We test its conse-
quences on non-linear networks in Section 6 and show
that they persist well outside its formal scope.

4.2 Parameter transport

Theorem 1 (Filtered parameter transport). Under As-
sumption 1, gradient flow 6 = —nVLg(0) from 65(0) =
0o gives, for allt > 0,

O0s(t) — 0 = (I — e "HQ)A. (3)

Consequently, (i) for every input x, f(x;05(t))—f(x;00) =

Jp(z)(I—e MEQ)A; (i) O5(t) — Op +11oA, where Ig
is the orthogonal projector onto range(Kg); and (%)
the component of A along an eigenvector w; of Kq with
eigenvalue X\; is transported at rate nA;.

Proof. Under Assumption 1, g(2;8)—g(z;07) = J4(2)(0—
Or), hence VLg(0) = Kgo(0 — 6r). With u(t) =
0s5(t) — 07 we get 1 = —nKqu, so u(t) = e~ "Key(0) =
—e MEQA and 0g(t) — 6y = A + u(t), which is (3).
Statement (i) follows by linearity, (ii) because e~ "*%e —
I —Tlg for Kg > 0, and (iii) by diagonalizing Ko. W

Theorem 1 contains the central message of this paper.
The student’s function is a fixed linear image of the
teacher’s displacement A, and the filter I — e~ "Ke
depends only on the architecture, 6y, the channel, and @,
not on the private data. It therefore cannot distinguish
the part of A that encodes generalizable knowledge from
the part that encodes a memorized, mislabeled record
or a backdoor trigger. Whatever the private data wrote
into the parameters is transported at a rate set by its
visibility Vo (v) = vT Kgu/||v]|? = Egl|J4(2)v||2/||v]|*.

Corollary 1 (What the subliminal channel cannot
carry). If g = fous, the columns of J, associated with
(A, a) vanish, so IlIgA has no class-head component.
In the limit, the student’s class logits are f.(x;0s) =
fe(@;00)+J2(2) LgA]y: the student reproduces exactly
the part of the teacher’s function change that is mediated
by the body, read out through its own (untrained) initial
class head Ap.

Corollary 1 explains why auxiliary logits—outputs
that were never trained and carry no semantic content—
still leak: memorization and backdoors are written into
the shared features, and the initial head Ay that the
teacher used during training is the same one the student
uses for read-out. It also explains why the channel

collapses for an independent initialization: the student’s
head and features are then unrelated to those that the
teacher’s displacement was computed against.

4.3 The channel’s blind spots

How large is null(Kg), i.e. what can never leak? For
one hidden layer it is tiny and has an explicit form.

Proposition 1 (Blind spots are per-neuron rescalings).
Let h(z) = o(Wx +v) with ReLU o, W € R¥™ of full
row rank d < n, g = fouz = Bh + b with every column
B.; #0, and let Q have a density that is positive on
R™. Then, restricted to the coordinates (W, v, B,b),

apd}a (4)
pj = (ejij, e;vj, —B. el O), (5)

3] 0

null(Kg) = span{ps, ...

where ij is the j-th row of W. Hence, under Assump-
tion 1, the student recovers the teacher’s body displace-
ment (AW, Av) ezactly, except for its projection on the
d directions {p;} (the radial rescaling of each neuron),
a subspace of dimension d < p.

Proof. A direction & = (V,v, U, ) lies in null(K¢q) iff
Jg(2)€ = 0 for Q-a.e. z,i.e. Us(Wz+v)+[+B W(Wz+
v > 0)© (Vz+v)] = 0 almost everywhere. Because
W has full row rank, z — Wz + v is onto R?, so every
activation pattern S C [d] is realized on a non-empty
open set, which has positive (-mass. On such a set the
identity is affine in z, so its coefficients vanish: UsWg +
BsVs = 0 and Usvg+B+Bsvs = 0. Taking S = () gives
B = 0. Taking S = {j} gives U:_’jw;r = —B.;V; and
U. jv; = —B. jvj. Since w; # 0 and B. ; # 0, equality
of these rank-one matrices forces U.; = —c;B. ; and
Vi = cjij for a scalar c;j, and then v; = cjv;, ie.
E=>" ; ¢ipj- Conversely, each p; satisfies every pattern
equation (the contributions of active neurons cancel
term by term). Finally, A has no B-component, and
the p; have disjoint supports, so IIgA differs from A
only by its projection on span{p;}. |

Two consequences matter for privacy. First, the set
of leakable directions does not depend on ) as long
as @ has full support: pure Gaussian noise is, in the
limit, as informative as the private data itself. Second,
Q still controls the rate through the spectrum of Ko:
queries whose activation patterns are poorly diversi-
fied (e.g. mean-shifted or uniform-in-pixel noise, which
drives most units into the same regime) produce an
ill-conditioned Kg and slow leakage. Both predictions
are tested in Section 7.

4.4 Finite query budgets, mismatched initial-
izations, and noisy answers

Proposition 2 (Finite budget). If the student is trained
to convergence on a fixed set of N queries, replace
Ko by Ky = + Zfil Jy(2) T Jy(2:), whose rank is at
most Nk. Under Assumption 1 the student converges
to the minimum-norm interpolant 6y + Iy A, Iy =
Iy (InIp) T In. The transported fraction |y Al /|| A%



is non-decreasing in N and depends on the query budget
essentially through the number of scalar constraints Nk.

Proof. Gradient flow on a consistent least-squares prob-
lem from 60y converges to the solution closest to 6,
which is 0y + JIT,JNA =0y + Iy A; IIy projects onto
the row space of Jy € RV¥*P which grows with N and
has dimension < Nk. [ |

Proposition 3 (Initialization mismatch masks, but
does not remove, the signal). If the student starts at
0o + € and Assumption 1 holds around 6y along the
student’s trajectory, then Og(t) —0p = (I — e "Ke)A +
e MEae,

The private signal term is unchanged; the offset adds
a data-independent masking term whose magnitude
scales with ||e||. Proposition 3 predicts a graceful decay
of leakage for small offsets; for an independent initial-
ization (||¢|| = v/2||6o]|) the linearization around 6y is
no longer valid and the transport collapses (Section 8).
This is what makes a secret initialization offset a candi-
date defense.

Proposition 4 (Output perturbation does not stop a
data-free attacker). Suppose each answer is released as
g(z;07) + ¢, ¢ ~ N(0,521) independent of z. (a) With
fresh queries at every step, E[VL] = Kq(0 — 0r): the
expected dynamics, and hence the limit in Theorem 1,
are unchanged; noise only adds gradient variance o< s2.
(b) With a fized budget of N answers, the limit becomes
O + IInA + J]J\?CLN: the signal is unchanged and the
error has covariance s2(J3\ Jx)t, which shrinks as N
grows.

Proof. The squared loss is quadratic in the target, so
its gradient is affine in ¢ with mean-zero contribution
—Jy(2)T¢; (a) follows by taking expectations, (b) from
the least-squares solution in Proposition 2 applied to
the perturbed targets. |

Because noise queries are free and unlimited, a data-
free attacker always operates in regime (a). Output
perturbation therefore buys, at best, a constant-factor
increase in the number of queries.

5 Experimental Setup

Data. MNIST, Fashion-MNIST (FMNIST) and CIFAR-
10. For each seed we draw a private training set of 30,000
images (25,000 for CIFAR-10), 200 further images that
become member and non-member canaries, and use
the remaining training images as a disjoint public pool.
Test accuracy is measured on the official test split.

Models. An MLP with two hidden layers of width
256 (ReLU) and a CNN with two 3 x 3 convolution—
pooling stages (32 and 64 channels) followed by a 128-
unit hidden layer. Both have 10 class outputs and
m = 3 auxiliary outputs unless stated otherwise; inputs
are standardized inside the network so that queries are
specified in standardized space.

Teachers. Adam (learning rate 1073, batch 128), 5
epochs (MNIST, FMNIST) or 20 epochs (CIFAR-10),

cross-entropy on class outputs only. The clean control
teacher shares the initialization, optimizer seed and
data order but omits canaries and poison.

Students. Adam (1073), batch 256, squared error on
the released channel, 8,000 steps (MLP), 4,000 (CNN,
MNIST/FMNIST) or 3,000 (CNN, CIFAR-10), with
fresh queries at every step unless a finite budget is spec-
ified. We compare three channels: auxiliary logits on
Gaussian noise (AUX-NOISE, the subliminal channel),
all logits on Gaussian noise (ALL-NOISE, data-free distil-
lation), and all logits on the public in-distribution pool
(ALL-PUBLIC, classical distillation, which the data-free
adversary of §3 does not have and which we include as
a reference).

Fine-tuning threat model (§6.2). A public base
is pre-trained on 20,000 public images (5 epochs) and
fine-tuned by the provider on the private set (learning
rate 3-107%, 10 epochs). The adversary distils all logits
on Gaussian noise (or, as reference, on public images)
starting from the public base; the control starts from
an independently initialized sibling base pre-trained on
the same public data.

Statistics. All image experiments use three seeds; a
seed controls the data split, canary labels, initialization,
and optimizer randomness. We report mean + standard
deviation across seeds. With 100 member and 100 non-
member canaries the standard error of an AUC near
0.5 is about 0.04, so we treat AUCs within [0.42, 0.58]
as indistinguishable from chance for a single seed.

Compute. All experiments run on a 4-core CPU
without accelerators; a complete MLP teacher—student
pair trains in about one minute, which is what makes
the many-seed, many-ablation design feasible. Code
and raw JSON results for every number in the paper
are released.

6 Results: Noise Is Not a Sanitizer

6.1 Noise-only distillation transmits memorized
records and backdoors

Table 1 and Fig. 1 report the central experiment. Three
observations stand out.

(1) Pure noise suffices to transmit instance-level
memorization. A student that matches all logits of
the teacher on Gaussian noise inherits the member-
ship signal of the mislabeled canaries almost exactly
(MNIST/MLP: AUC 0.988 vs. the teacher’s 0.989) and
reproduces the memorized wrong label for 65.7% of
member canaries versus 1.0% of non-members. This
holds although the queries are statistically independent
of every private record.

(2) Noise transmits backdoors; in-distribution data
does not. The same noise-only students reach a backdoor
ASR lift of 99.4% on MNIST and 92.2% on FMNIST,
matching the teacher. Classical distillation on clean
public images, which never contain the trigger, trans-
mits it only partially or not at all (5.9% on MNIST, 77%
on FMNIST). Noise is a better carrier for the backdoor
than real data because its support covers the trigger
region that clean data never excites (Section 7).



Table 1: Main results (mean=std over seeds). Label extr.: fraction of member / non-member canaries for which the
model outputs the memorized wrong label. ASR lift: backdoor success minus the target rate on the same images
without trigger. Chance membership AUC is 0.5. TThe public-data channel requires in-distribution data and is not
available to the data-free adversary; it is included as a reference.

Channel (queries) Student init Test acc. (%) Membership AUC Label extr. mem / non (%) ASR lift (%)
MNIST / MLP (n = 3 seeds)
Teacher - 96.7+0.3 0.989+0.005 68.0+2.4 / 1.0+08 99.4+0.4
aux-noise shared 80.8+6.9 0.862-+0.027 28.7+12 / 2. 7421 93.0+7.4
aux-noise indep. 9.2+3.9 0.535+0.034 14.0+2.2 / 10.7+2.6 13.9+29.2
all-noise shared 96.7+0.3 0.988+0.006 65.7+4.5 / 1.0+0.8 99.4+0.4
all-noise indep. 96.6+0.2 0.9830.008 47.0+2.2 / 1.0+0.8 99.4+0.4
all-publict shared 96.6+0.2 0.984+0.008 45.7+2.6 / 1.0+0.8 5.9+0.3
all-public indep. 96.6-+0.3 0.982+0.009 41.7+2.6 / 1.0+0.8 5.3+0.3
aux-noise (clean T.) shared 87.3+5.4 0.454+0.034 1.0+0.0 / 1.3+0.5 0.0+0.0
FMNIST / MLP (n = 3 seeds)
Teacher - 86.7+0.1 0.934+0.013 29.3+3.4 / 1.0+0.0 92.4+1.4
aux-noise shared 79.5+1.9 0.807+0.027 15.743.4 / 1.0+0.8 77.448.0
aux-noise indep. 9.4+5.3 0.508+0.026 9.7+1.2 / 9.3+4.0 -11.2+14.5
all-noise shared 86.6+0.2 0.926-+0.014 25.7+25 / 1.3+0.9 92.2+1.4
all-noise indep. 86.2+0.4 0.898+0.015 17.746.2 / 1.7+0.5 91.9+1.7
all-publict shared 86.5+0.2 0.914+0.015 14.7445 [ 1.741.2 77.343.3
all-publicf indep. 86.5+0.1 0.914+0.014 14.744.1 / 2.0+0.8 80.8+3.6
aux-noise (clean T.) shared 82.0+2.0 0.464+0.030 2.041.4 / 1.340.9 -1.2+05
CIFAR-10 / MLP (n = 3 seeds)
Teacher - 48.0+0.3 0.991+0.004 98.0+1.6 / 5.7+1.7 75.7+1.9
aux-noise shared 15.0+1.9 0.524+0.032 6.0+0.8 / 7.0+2.2 19.2+421.4
aux-noise indep. 8.5+0.8 0.534+0.023 11.7+3.4 / 9.0+3.6 -0.2+4.2
all-noise shared 43.2+0.4 0.762+0.022 22.3+2.1 / 6.0+2.8 79.6+3.0
all-noise indep. 42.2+0.5 0.746+0.031 21.0+2.2 / 7.043.7 78.9+2.0
all-public’ shared 46.5+0.1 0.762+0.039 20.7+5.4 / 7.3£12 47.4+8.2
aux-noise (clean T.) shared 13.9+0.9 0.489=+0.026 10.0+1.4 / 9.7+1.2 -0.1+0.2
MNIST / CNN (n = 3 seeds)
Teacher - 98.1+0.0 0.994+0.003 58.7+6.3 / 0.0+0.0 99.6+0.1
aux-noise shared 15.7+4.0 0.523+0.029 10.7+0.9 / 8.3+2.1 32.4+25.4
aux-noise indep. 7.1+51 0.508+0.045 10.3+2.4 / 9.7+2.5 -12.8+12.5
all-noise shared 85.1+5.6 0.833+0.071 19.3+1.2 / 2.0+2.2 98.3+1.0
all-noise indep. 82.6+2.6 0.805+0.065 14.3+0.5 / 1.041.4 98.7+0.7
all-publict shared 98.2+0.0 0.990+0.005 39.7+5.4 / 0.3+0.5 70.5+11.2
aux-noise (clean T.) shared 16.0+6.6 0.524+0.053 7.3+0.5 / 10.3+2.9 -0.2+0.2
FMNIST / CNN (n = 3 seeds)
Teacher - 89.3+0.6 0.954+0.011 28.3+4.5 / 0.3+0.5 94.8+1.5
aux-noise shared 17.4+33 0.525+0.023 14.7+2.6 / 11.7+1.9 8.2+11.6
aux-noise indep. 6.7+3.3 0.510+0.025 12.3+2.1 / 15.0+2.4 5.7+8.1
all-noise shared 65.7+1.0 0.773+0.037 14.043.6 / 3.7+0.5 88.6+2.4
all-noise indep. 64.0+5.8 0.717+0.052 11.7+4.5 / 3.0+2.2 73.1+18.6
all-publict shared 89.1+0.5 0.935+0.011 16.3+3.3 / 0.3+0.5 91.9+2.5
aux-noise (clean T.) shared 12.1+2.9 0.547+0.032 11.343.7 / 7.743.9 0.0+0.0
CIFAR-10 / CNN (n = 3 seeds)
Teacher - 65.4+0.3 0.992+0.003 98.3+0.9 / 3.7+0.9 84.5+0.7
aux-noise shared 10.7x0.7 0.483+0.023 12.3+2.9 / 11.3+26 -2.246.2
aux-noise indep. 9.5+0.8 0.509+0.007 8.3+2.4 / 9.0+1.4 0.0+0.0
all-noise shared 19.1+6.0 0.650+0.037 16.3+1.2 / 10.0+0.8 37.8+26.2
all-noise indep. 15.0+3.9 0.592+0.044 15.0+0.8 / 10.0+1.4 12.7+9.0
all-publict shared 64.4+0.4 0.867+0.027 24.7+4.1 / 3.3+0.9 58.3+3.5
aux-noise (clean T.) shared 8.6+0.5 0.487+0.010 8.3+4.0 / 11.3405 1.943.7

(3) With a shared initialization, semantically empty
outputs leak. Releasing only the m = 3 auxiliary logits—
outputs the teacher never trained, which carry no class

information—yields a student with a membership AUC
of 0.862 (MNIST) and 0.807 (FMNIST), recovers the
memorized label of 28.7% / 15.7% of member canaries
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Figure 1: Membership AUC (left) and backdoor ASR lift (right) of students distilled from the private teacher, for a
shared (blue) and an independent (orange) initialization, per channel. Error bars: std over seeds.

(non-members: 2.7% / 1.0%), and transmits the back-
door with an ASR lift of 93.0% / 77.4%. From an
independent initialization the identical channel carries
nothing: AUC 0.535 / 0.508, label extraction at the
non-member rate, and test accuracy at chance. Dis-
tilling the auxiliary channel of the clean teacher from
the shared initialization produces an equally accurate
student with no membership signal (AUC 0.454 / 0.464)
and no backdoor, confirming that the leaked signal
originates in the private data and not in the procedure.
Observation (1) also contains a nuance that we re-
port explicitly: on these comparatively simple tasks,
full-logit distillation on Gaussian noise works from an
independent initialization as well (MNIST AUC 0.983,
ASR lift 99.4%), although it recovers fewer memorized
labels than the shared-initialization student (47.0% vs.
65.7% on MNIST, 17.7% vs. 25.7% on FMNIST). The
shared initialization is therefore necessary for the narrow
auxiliary channel and amplifying for the full channel.
(4) Where the subliminal channel stops. The auxil-
iary channel is regime-dependent. For the CNNs on
all three datasets, and for MLP teachers trained for
20 epochs on CIFAR-10, it carries no membership sig-
nal within our attack budget (AUC 0.48-0.53, label
extraction at the non-member rate) and at most a
weak, high-variance backdoor signal (MNIST/CNN: lift
32 £+ 25% vs. —13 + 13% from an independent initial-
ization). These are the settings in which the teacher
travels furthest from its initialization, which is precisely
where the lazy-regime transport of Theorem 1 is ex-
pected to degrade (Section 7). Teacher drift is part,
but not all, of the explanation. On CIFAR-10/MLP,
teachers trained for 2 or 5 epochs (relative distance
1.2 and 2.1 from the initialization) still transmit the
backdoor through the auxiliary channel (lift 34% vs. 3%
and —3% from an independent initialization, 3 seeds)

but only a weak membership signal (AUC 0.57-0.58),
and the 20-epoch teacher (distance 4.6) transmits lit-
tle. For the CNN;, in contrast, even a 1-epoch MNIST
teacher (distance 0.91, comparable to an MLP teacher
that leaks strongly) yields no membership signal. The
mechanism of Proposition 1 identifies the reason: under
Gaussian queries the 128 units that feed the CNN’s
read-out have a mean firing entropy of only 0.34 bits
and 47% of them are constant (max-pooling of noise
produces positively biased features), versus 0.83 bits
and 0% for the MLP’s last layer. Isotropic noise thus
excites far fewer directions of a CNN’s head-facing fea-
tures, the same failure mode as poorly diversified query
distributions in Section 7; query distributions matched
to convolutional architectures are a natural direction
for stronger attacks. The full-logit noise channel, in
contrast, leaks in every setting: membership AUC 0.76
(CIFAR-10/MLP), 0.83, 0.77 and 0.65 (MNIST, FM-
NIST, CIFAR-10 CNNs), with backdoor lifts of 80-98%
except on CIFAR-10/CNN (38%), always at least as
large from the shared initialization as from an inde-
pendent one (e.g. FMNIST/CNN backdoor 88.6% vs.
73.1%; CIFAR-10/CNN AUC 0.650 vs. 0.592).

6.2 The realistic threat: private fine-tunes of
public checkpoints

Table 2 instantiates the threat model of Section 3. An
attacker who owns the public base and sends only Gaus-
sian noise to the fine-tuned model obtains a student
that is, for all practical purposes, the private model: on
MNIST it recovers the memorized label of 92.7% of mem-
ber canaries (the private model: 93.7%; non-members:
0.7%), matches its calibrated membership AUC (0.983)
and inherits its backdoor (99.3%). The sibling-base
control, which has the same public knowledge, architec-
ture and accuracy but a different initialization, recovers



Table 2: Fine-tuning threat model. The provider fine-tunes a public base on private data; the attacker owns the
public base, has no data, and queries the fine-tuned model’s logits with Gaussian noise. The control attacker
starts from an equally accurate sibling base pre-trained on the same public data with a different seed. Cal. AUC:
membership AUC of the reference-calibrated score (reference = the attacker’s starting model). TReference attack

with in-distribution public queries.

Model / attack Queries Test acc. (%)

Memb. AUC Cal. AUC Label extr. mem / non (%) ASR lift (%)

MNIST / MLP (n = 3 seeds)

Public base 96.7+0.1 0.519+0.045 - 0.3+0.5 / 0.7+0.9 0.0+0.0
Private fine-tune (target) - 97.7+0.1 0.994+0.004  0.983+0.004 93.7+0.5 / 0.7+0.5 99.3+0.2
Attack: shared base noise 97.7+0.1 0.993+0.005  0.983+0.003 92.7+1.2 / 0.7+05 99.3+0.2
Control: sibling base noise 97.3+0.2 0.960+0.018  0.957+0.018 8.3+4.2 / 1.3+0.9 99.1+0.3
Ref.: shared base public’ 97.7+0.1 0.993+0.005  0.981+0.004 72.0+3.6 / 0.7+0.5 4.1x10
Ref.: sibling base publict 97.5+0.1 0.981+0.012  0.960+0.013 10.3+3.3 / 0.7+0.5 2.141.1
FMNIST / MLP (n = 3 seeds)
Public base - 85.2+0.7 0.464+0.037 - 2.0+1.6 / 2.3x05 -0.8+0.4
Private fine-tune (target) - 88.1+0.3 0.978+0.015  0.921+0.013 53.042.4 / 1.3+1.2 93.9+0.9
Attack: shared base noise 88.2+0.3 0.976+0.015  0.922+0.013 49.7+17 / 1.7+17 93.7x0.9
Control: sibling base noise 86.1+0.5 0.860+0.020  0.861+0.029 8.0+2.4 / 1.7%1.2 92.3+1.5
Ref.: shared base public’ 88.0+0.3 0.958+0.023  0.906+0.013 17.3+2.9 / 1.7+1.7 83.8+3.0
Ref.: sibling base public’ 87.6+0.3 0.939+0.028 0.891+0.017 8.7+4.1 / 1.3+1.9 71.8+3.3
CIFAR-10 / CNN (n = 3 seeds)
Public base - 67.0+0.2 0.472+0.038 - 2.3x0.5 / 5.0+0.8 -0.1+13
Private fine-tune (target) - 71.2+0.2 0.981+0.012  0.930+0.027 89.0+4.2 / 3.3+2.1 79.0+0.4
Attack: shared base noise 66.6+0.7 0.635+0.014  0.736+0.056 6.0+1.6 / 4.3+0.9 38.4+8.3
Control: sibling base noise 40.4+8.8 0.550+0.033  0.561+0.029 9.7+3.7 / 8.7%1.9 7.6+2.4
Ref.: shared base publicf 70.4+0.3 0.804+0.027  0.884+0.035 15.3+3.1 / 3.3+1.2 55.3£1.9
Ref.: sibling base public 67.4+0.2 0.635+0.040  0.751+0.016 7.0+1.4 / 4.7+1.2 26.6+2.8

the membership signal only partially (calibrated AUC
0.957 on MNIST, 0.861 on FMNIST) and extracts few
memorized labels. The difference is the shared check-
point. On CIFAR-10 with a CNN—a harder task on
which plain noise distillation from scratch is known to
be weak [39]—the attack is weaker but the role of the
shared checkpoint is starker. The shared-base noise
attack reaches a calibrated membership AUC of 0.736
and transmits the backdoor with a lift of 38.4% while
preserving the base’s accuracy; from the sibling base
the same queries yield 0.561 and 7.6% and destroy the
student’s accuracy (40.4%). Instance-level label extrac-
tion, however, stays close to the non-member rate on
CIFAR-10 (6.0% vs. 4.3%), so on this harder setting
the noise attack recovers a membership signal and the
backdoor but not the memorized labels themselves.

6.3 Language models: random strings expose
fine-tuning secrets

We repeat the fine-tuning threat model with a character-
level transformer language model (2 layers, width 128,
4 heads, context 64, 0.42M parameters). A public base
is pre-trained on the first half of Tiny Shakespeare; the
provider fine-tunes it on the second half, into which
20 random six-digit secrets of the form “my pin is
381920.” have been inserted 8 times each; 20 further
secrets are never inserted and serve as non-members.
The API returns next-token logits at every position.
The attacker owns the base and queries the API with
uniformly random character strings, minimizing the KL
divergence to the returned distributions; the control

Table 3: Language-model fine-tuning threat model
(Tiny Shakespeare, character-level transformer, 3 seeds).
Exposure in bits (maximum = 19.9; values above ~ 14
mean the secret outranks all 2-10% sampled candidates).

TReference attack with in-distribution public text.
Model / attack

Val. loss  Exp. member Exp. non-member Cal. AUC

Public base 1.988+0.006  1.15£0.27 1.50£0.25 0.500%0.000
Private fine-tune (target) 1.31940.006  19.65+0.40 1.36+0.41 0.986+0.014
Sibling base 1.992+0.008  1.49+0.24 1.4340.12 0.50040.000
Attack: shared base, random strings 1.326+0.005 19.36+0.80 1.34+0.41 0.98340.013
Ref.: shared base, public text® 1.35940.004 10.74£0.89 1.10+0.24 0.991+0.005
Control: sibling base, random strings 1.941£0.005 10.76+0.63 1.31+£0.34 0.9014£0.072

Ref.: sibling base, public textt 1.655+0.009 1.99+40.20 1.46+0.25 0.6324+0.057

attacker starts from a sibling base pre-trained with
a different seed. We measure the exposure of each
secret [5], log, |R|—log, rank over the |R| = 106 possible
secrets (rank estimated from 2-10% random candidates),
and a reference-calibrated membership AUC.

Table 3 shows that the language model behaves ex-
actly like the image models. The private fine-tune
memorizes the secrets (mean member exposure 19.65
bits, non-members 1.36). The attacker that owns the
public base and sends only random character strings
recovers a model with the same validation loss (1.326 vs.
1.319) and essentially the same exposure for every mem-
ber secret (19.36 bits; non-members 1.34): the private
secrets become extractable by ranking, with no access
to any text. The sibling-base control with the same ran-
dom queries reaches only 10.76 bits and fails to recover
the fine-tuned model’s utility (loss 1.941), and distilling
from the shared base on in-distribution public text—the
classical, data-based attack—is markedly weaker than
random strings (10.74 bits), mirroring the finding that



noise is a better carrier than data (Section 7).

7 Testing the Theory

Leakage is monotone in transport time. Theo-
rem 1 predicts that, from a shared initialization, every
component of the teacher’s displacement is transported
progressively, so leakage should increase monotonically
with the number of distillation steps, whereas an in-
dependent initialization provides no transport. Fig. 2
confirms this for the auxiliary channel: the membership
AUC rises from 0.5 to 0.84 over 3.2 x 10* steps and the
independent student stays at chance throughout. The
backdoor is transported far earlier than the membership
signal (ASR lift > 0.5 after 500 steps), as expected from
its high visibility: the trigger lives in pixels that natural
images never activate but Gaussian noise always does.

Query budget and channel width collapse onto
Nm/p. Proposition 2 predicts that with a fixed pool of
N queries the transported fraction depends on the num-
ber of scalar constraints Nm, and the lazy picture sug-
gests saturation once N'm reaches the number of param-
eters p. We vary N € [16,16384] and m € {1, 3,10, 30}
(Fig. 3). Plotted against N the curves separate by chan-
nel width; plotted against Nm/p they collapse onto a
single curve, with membership AUC rising sharply as
Nm/p — 1 (AUC 0.985 at Nm/p = 1.8 for m = 30).
With unlimited fresh queries the width alone sets the
leakage achieved in a fixed number of steps: AUC 0.61,
0.86, 0.98 and 0.98 for m = 1, 3,10, 30. A wider channel
is a faster channel.

The closed-form transport prediction matches
trained students. To test Theorem 1 quantitatively
we use a narrower MLP (width 64, p = 55,245) and
a finite pool of N noise queries, for which Proposi-
tion 2 gives the student’s limit in closed form, 6y +
I (g(Z; 0r) — g(Z; 90)). We compute this prediction
exactly from the Jacobian Jy € RV™*P and compare
it with a student actually trained by gradient descent
on the same queries (Table 4). Three results stand out.
First, the fraction of the teacher’s displacement cap-
tured by the projector, |[ITIyA|?/||A|?, equals Nm/p
to within a few percent at every budget (e.g. 0.059 at
Nm/p = 0.056 and 0.12 at Nm/p = 0.111), the value
expected if the private displacement were isotropic with
respect to the query Jacobians: nothing about the pri-
vate data makes it harder to transport than a random
direction. Second, the predicted and actual parameter
displacements are substantially aligned (cosine 0.55—
0.75, decreasing slowly with N) although the network
is non-linear and the teacher was trained with Adam.
Third, the predicted and trained students agree closely
on membership AUC and accuracy, and both show a
backdoor lift that grows with N; the trained student
exceeds the linear prediction for the backdoor by up
to a factor of two, a non-linear amplification that only
strengthens the attack.

The query distribution matters through activa-
tion diversity, and noise beats data. Proposition 1
says that any full-support @ makes the same directions

Table 4: Closed-form prediction (Prop. 2) vs. trained
student (MNIST, MLP of width 64, p = 55,245,
auxiliary channel m = 3, 3 seeds). Captured:
ITINA[2/||AlI%. cos: cosine between predicted and

actual parameter displacement.
AUC pred. AUC act. ASR pred. (%) ASR act. (%)

N Nm Captured cos

16 48 0.00140.000 0.75+0.01 0.529+40.013 0.53040.012 1.8+2.5 2.9+4.1
64 192 0.004+0.001 0.7040.02 0.533%+0.014 0.536+0.010 2.6+3.7 3.845.4
256 768 0.01630.001 0.6440.02 0.524+0.017 0.53440.010 7.0+9.8 6.248.8

1024 3072 0.063+0.003 0.5840.02 0.533%+0.013 0.544+0.016
2048 6144 0.12330.005 0.55%+0.01 0.530£0.038 0.54340.017

10.14+12.5
12.34+14.2

19.64+27.5
24.8+33.0

Table 5: Query distributions (MNIST/MLP, auxiliary
channel, 3 seeds, fixed pool of 65,536 queries). Firing
entropy: mean binary entropy of hidden-unit activation
under Q; Const.: % of units on/off for > 98% of queries;
s.r.: stable rank tr Ko/ Amax(Kq)-

Q Entropy Const. (%)  sr.  Acc. (%) AUC  ASR lift (%)
N(0,0.25%) 0.85+0.01 1.840.6 6.940.2 48.048.9 0.641+0.006 54.5%+30.0
N(0,0.5%) 0.90+0.00 0.440.2 12.741.1 51.0412.0 0.677+0.003 79.14+11.8
N(0,1) 0.9140.00 0.140.1 17.5+1.5 55.149.7 0.673+0.030 63.0+8.5
N(0,2°) 0.92+0.00 0.140.1 20.4+1.3 51.8+7.8 0.658+0.021 76.9+17.4
N (0,42 0.92+0.00 0.140.1 21.141.7 49.3+7.8 0.673+0.012 79.7+7.8
N(1.2,1) (shifted) 0.61+0.01 13.4+1.8 5.6+0.3 13.042.3 0.520+£0.032  3.845.2
Unif[0, 1] pixels ~ 0.59+0.01 15.8+1.4 5.040.7 13.141.4 0.466+0.045  0.6+0.9
public images 0.79+0.01  2.040.9  9.140.4 18.944.6 0.574+0.017  0.8+1.1

leakable but that the rate depends on how diversely
Q@ exercises the network’s activation patterns. Table 5
compares eight query distributions at a fixed budget of
65,536 queries. Centered Gaussians of any scale from
0.25 to 4 in standardized space leak strongly (AUC
0.64-0.68, ASR lift 55-80%). Mean-shifted Gaussian
noise and noise that is uniform in pixel space—which
drives a large fraction of units into a constant on/off
regime—barely leak, and natural public images, whose
activation patterns are concentrated on the data man-
ifold, are worse than Gaussian noise for every metric.
The mean firing entropy of hidden units under @) orders
the distributions by leakage (Fig. 4), in line with the
proof of Proposition 1, which requires many activation
patterns to be realized, and with the low stable rank of
K¢ under the poorly diversified distributions.

The noise channel is blind to what the displace-
ment encodes. Theorem 1 implies that a component
of the teacher’s displacement is transported at a rate
set by its visibility Vg, irrespective of whether it en-
codes knowledge or memorization. We isolate three
components by training matched teachers from the
same initialization with the same optimizer seed: a
task component (clean teacher minus initialization), a
canary component (teacher with canaries minus clean
teacher) and a backdoor component (poisoned minus
clean teacher), and measure their visibility through the
auxiliary channel (Table 6). Under Gaussian queries
the three components are equally visible to within a
few percent, and comparable to a random direction:
the channel cannot tell memorization from knowledge.
Under natural-data queries, in contrast, the private
components are markedly less visible than the task
component—data queries are partially selective, noise
queries are not. (Differences between separately trained
networks also contain chaotic training divergence, so
these components are upper bounds on the purely data-
driven differences; this does not affect the comparison
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Table 6: Visibility Vg (v) x 10 of displacement compo-
nents through the auxiliary channel (MNIST/MLP, 3
seeds).

Component Gaussian ) Uniform-pixel  Public data Q

task 0.532+0.076 5.98+2.70 3.26+0.61
canary 0.51540.134 5.68+1.88 1.77+0.20
backdoor 0.47140.096 5.94+0.27 2.14+0.25
random 0.312+0.020 0.62+0.08 0.29+0.04

across query distributions.)

Boundaries of the lazy picture. The theory is
exact in the lazy regime. Two sweeps probe its limits
(Table 7). First, leakage is non-monotone in teacher

10

training length: the teacher’s own memorization grows
with training (canary AUC 0.72 — 0.999), but beyond
5 epochs the student’s leakage at a fixed attack budget
decreases as the teacher drifts further from the initial-
ization (relative distance 1.3 — 3.0), consistent with a
degradation of the linear transport. Second, at a fixed
attacker budget, leakage is highest for moderate widths
and decreases for the widest networks. This second
effect is an artefact of the attacker’s optimizer, not a
limit of the channel: re-running the attack on width
512 and 1024 with a smaller learning rate (3 - 1074,
1.6 - 10* steps) raises the membership AUC to 0.957
and 0.787 and the backdoor lift to 98.9% and 97.8%
(3 seeds); width 512 then leaks more than width 256,
as expected from wider networks being closer to the
lazy regime. Teacher drift, by contrast, is a genuine
boundary of the subliminal channel, which we return
to for convolutional networks below.

8 Defenses

Initialization mismatch and secret offsets. Propo-
sition 3 predicts graceful degradation of the signal un-
der a small initialization offset. Fig. 5 (left) shows
that the channel is in fact remarkably robust: an at-
tacker whose initialization is a norm-preserving mixture
V1 — 20y + af’ of the true initialization and an in-
dependent one retains essentially full leakage up to
a = 0.3; leakage decays for o > 0.5 and vanishes at



Table 7: Teacher drift and width (MNIST/MLP, aux-
iliary channel, 3 seeds, 8,000 attack steps). ||A|l/|6oll:
relative distance of the teacher from the initialization.
T-AUC: teacher membership AUC.

Epochs [|A[l/60] ~ T-AUC  Acc. (%) AUC  Label (%) ASR lift (%)
1 0.63£0.01 0.72040.055 88.1£1.0 0.638£0.038 3.7£1.2  93.8£4.2
2 0.8340.00 0.89740.029 91.4%+1.4 0.790£0.019 8.74£2.5  96.8+3.2
5 1.2640.01 0.98940.005 80.846.9 0.86240.027 28.7£1.2  93.0£7.4
10 1.6620.01 0.99740.002 65.9411.2 0.797+£0.029 28.3£5.9  75.7+£24.6
20 2.23+0.02 0.997£0.002 52.246.6 0.721£0.013 24.7+1.2  65.1£35.3
40 2.98+0.07 0.999+0.000 31.945.7 0.642+0.036 18.3+6.2  25.1+18.1

Width T-AUC  Acc. (%) AUC  Label (%) ASR lift (%)
64 0.921£0.023 90.3%£2.1 0.855+£0.026 19.745.6  97.7+1.5
128 0.973+£0.008 92.7+1.5 0.935£0.016 34.3+£4.6  99.1+0.2
256 0.989+0.005 80.8+£6.9 0.862+£0.027 28.7+1.2  93.0+7.4
512 0.994+0.002 62.6£7.1 0.7514£0.029 15.3£2.4  80.6£16.7
1024 0.99540.002 29.3£1.0 0.575£0.020 11.3£2.1  71.5£23.0

Table 8: Logit noise versus attacker query multiplier
(MNIST/MLP, auxiliary channel, 3 seeds).

Noise s Queries/step Acc. (%) Memb. AUC ASR lift (%)

0.3 1 52.6+3.6  0.701+0.029 50.7+18.7

0.3 4 87.143.3  0.909+0.012 95.243.1

0.3 16 93.0+1.7  0.958+0.007 98.7+1.1
1 1 21.3+7.3  0.560+0.046 4.7+4.1
1 4 37.5+2.2  0.623+0.043 35.849.8
1 16 77.3+6.6  0.812+0.045 83.6+12.6

« = 1. The mirror-image defense, in which the provider
trains from a secret perturbation of the public initial-
ization (right), behaves identically and costs nothing in
teacher accuracy when the initialization is random. The
offset must, however, be large (a 2 0.7) to be effective,
i.e. the private model must essentially not share its
initialization. For a model fine-tuned from a valuable
public checkpoint this forfeits the checkpoint; a secret
offset is thus a sound defense for models trained from
scratch but not a free one for fine-tuned models.

Output perturbation. A provider might add Gaus-
sian noise to every released logit. Proposition 4 predicts
that this cannot stop an attacker with fresh queries,
since the expected gradient is unchanged; it only adds
variance that the attacker can average away by spend-
ing more queries. Fig. 6 and Table 8 test both halves
of the prediction. At a fixed attack budget, noise is
effective: a standard deviation of 0.3 times the standard
deviation of the logits lowers the membership AUC from
0.86 to 0.70, and noise equal to the logit scale brings it
to 0.56. But an attacker who spends 4x or 16x more
queries per step recovers the leakage: at noise level 0.3
the AUC returns to 0.91 and 0.96 (above the noiseless
1x attack, because larger batches also reduce ordinary
sampling noise), and even at noise level 1, which makes
individual answers useless to any legitimate user, 16x
more queries restore an AUC of 0.81 and a backdoor
ASR lift of 84%. Because noise queries are free, output
perturbation increases the attacker’s cost by a constant
factor but does not close the channel.

Differential privacy. DP-SGD [1] bounds what any
post-processing of the teacher—including every distilla-
tion channel studied here—can reveal about a training
record [13]. Table 9 trains the teacher with DP-SGD
(Opacus [48], clipping norm 1, 5 epochs, § = 107°)
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Table 9: DP-SGD teachers (MNIST/MLP, 3 seeds; ¢
per example at § = 107°; canaries appear 4 times, so
the group guarantee is = 4¢). Students start from the

shared initialization.
o & T.acc. (%) T.AUC

aux AUC all AUC  T. ASR lift (%) all ASR lift (%)

0 oo 96.6+0.3 0.982+0.010 0.87040.031 0.98040.010 99.540.1 99.540.2
0.5 11.4 90.9£0.2 0.5284+0.034 0.508+0.020 0.529+0.034 44.8+4.9 45.84+4.7
1 1.5 89.4+0.1 0.52040.034 0.49740.027 0.52040.035 8.7£1.9 8.9£1.9
2 04 87.3£0.4 0.51740.037 0.49540.033 0.51940.038 3.6+£0.9 3.7+£0.9

and attacks it through both channels from the shared
initialization. Already at a noise multiplier of 0.5 the
canary membership signal disappears from the teacher
and therefore from every student, at a cost of about
6 points of accuracy. The backdoor, which is planted
in 300 examples and is therefore far outside the group
size that a per-example guarantee protects, survives
partially at o = 0.5 (ASR lift 45% in teacher and stu-
dent alike) and is largely removed at o > 1. DP is thus
the appropriate defense for record-level privacy, and it
confirms the mechanism: the student never leaks more
than the teacher holds.

9 Discussion

Why intuition fails. The belief that distillation on un-
informative inputs sanitizes a model rests on a function-
space picture: the student can only learn what the
queries reveal, and noise reveals nothing about the
private data. Theorem 1 replaces this with a parameter-
space picture. Once teacher and student share 6y, the
queries do not need to reveal the private data; they
only need to excite the parameter directions in which
the private data has already been written. Noise does
so generically (Proposition 1), and the operator that
performs the transport is fixed before any private record
is seen, so it cannot treat memorized records differently
from generalizable structure.

Practical implications. (i) Public checkpoints are
part of the attack surface. Whenever a deployed model
is a fine-tune of a public base, the base is side infor-
mation that converts output access into a far stronger
channel. Privacy evaluations of such models should in-
clude an adversary that owns the base. (ii) “Data-free”
does not mean “privacy-preserving”. Distilling a private
model on synthetic or noise inputs into a student that
shares its initialization—a natural way to produce a
smaller or re-licensable artefact—should be assumed to
carry the teacher’s memorization and backdoors. (iii)
Restricting outputs is not a remedy. Channels that
carry no task semantics still carry parameter informa-
tion. (iv) Output perturbation is the wrong tool against
data-free adversaries, since fresh noise queries average
it out (Proposition 4). (v) Effective mitigations act on
the parameters: differential privacy bounds every down-
stream channel by post-processing, and decorrelating
the private model’s starting point from any public one
removes the transport mechanism—but only when the
offset is large (o 2 0.7 in our experiments), at a utility
cost that depends on how much the public starting point
is worth.
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Figure 5: Initialization mismatch (MNIST/MLP, auxiliary channel, meantstd over 3 seeds). Left: the attacker
starts from a mixture of the true initialization and an independent one. Right: the provider trains from a secret
mixture while the attacker uses the public y; the teacher’s accuracy (gray) is unaffected.
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Figure 6: Output perturbation (MNIST/MLP, auxiliary
channel, 3 seeds). Blue: 8,000 attack steps with 256
fresh queries each. Orange/green: the same number of
steps with 4x / 16x more queries per step.

Limitations. Our experiments use small networks
and datasets so that every claim can be tested with
three seeds, controls and ablations on a 4-core CPU;
the theory is exact only in the lazy regime, which we
verify approximately rather than assume. The sublim-
inal (auxiliary-output) channel is strongest for MLPs
whose teachers stay near the initialization; for our CNNs
and for heavily trained teachers it carries little mem-
bership information within our attack budget, and on
CIFAR-10 the full-logit noise attack recovers a mem-
bership signal and the backdoor but not the memo-
rized labels. We traced the CNN case to the poor
activation diversity that isotropic noise induces in head-
facing convolutional features, but we did not design
architecture-matched query distributions, so our CNN
numbers should be read as lower bounds on what an
adaptive attacker can obtain. Canaries are inserted
four times to obtain a clearly measurable teacher-side
signal; single-occurrence records leak less in absolute
terms, but Theorem 1 implies that the student inher-
its whatever signal the teacher carries. Our language
model is a small character-level transformer; scaling
the analysis to large pre-trained transformers fine-tuned
with parameter-efficient methods such as LoRA [21],
where the update lives in a low-dimensional subspace
and the lazy approximation is particularly accurate, is
the most important direction for future work. Finally,
we study membership and backdoors; attribute infer-
ence and data reconstruction through the same channel
remain open.
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10 Conclusion

Distillation from a shared initialization is not a filter but
a conduit. In the regime where training stays close to
the initialization—the regime of fine-tuning from pub-
lic checkpoints—a student starting from the teacher’s
initialization inherits, on pure noise and even through
outputs that were never trained, the parameter displace-
ment that the private data induced, and with it the
teacher’s memorization of individual records and its
backdoors. We have characterized this channel theo-
retically, measured it across datasets, architectures, a
fine-tuning threat model and a language model, and
identified which defenses do and do not close it. As
models are increasingly derived from a small set of pub-
lic checkpoints, privacy and security analyses must treat
the shared initialization as adversary knowledge.
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