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Abstract—Machine learning models are increasingly used for
encrypted traffic analysis because payload inspection is limited.
However, high internal detection accuracy does not necessarily
indicate that model outputs are reliable for forensic interpreta-
tion. This study examines this issue through cross-dataset false
positive analysis. Four machine learning models are trained and
evaluated internally on the CIRA-CIC-DoHBrw-2020 dataset.
Random Forest achieved the highest internal accuracy of 99.62 %,
while CatBoost achieved 98.92% and was used for detailed cross-
dataset and explainable analysis. The trained CatBoost model was
then applied without retraining to 947,997 benign flows from the
CESNET-TLS-Year22 dataset, where 41,238 flows were classified
as malicious, resulting in a false positive rate of 4.35%. This result
shows that strong internal performance can still produce mis-
leading alerts when the traffic environment changes. SHAP and
permutation importance are used to examine feature dependence
in the model predictions. Both methods identify a consistent set
of aligned flow-level features, with packet size mean showing the
strongest influence in the SHAP analysis. These features support
classification but are not unique to malicious traffic and can also
occur in benign encrypted communication. Therefore, feature
importance alone is insufficient for forensic interpretation. The
findings indicate that machine learning alerts should be treated
as investigative leads rather than direct forensic evidence, and
false positive analysis should be considered when interpreting
model explanations across different traffic environments.

Index Terms—Encrypted Traffic Classification, Network
Forensics, Explainable Machine Learning, False Positive Anal-
ysis, Cross-Dataset Evaluation

I. INTRODUCTION

Today, network communication is largely protected through
encryption, which limits the visibility of traditional inspection-
based security mechanisms. As a result, machine learning
models that rely on flow-level statistical features are widely
used to detect malicious activity without accessing packet
content [1], [2], [3]. These models often report very high
classification accuracy in controlled environments.

However, such performance does not necessarily translate
to real-world conditions. Network traffic varies across envi-
ronments due to differences in applications, user behavior, and
network characteristics. A model trained on one dataset may
not behave consistently when applied to traffic from a different
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source. This raises a critical concern regarding the reliability of
machine learning-based encrypted traffic analysis, particularly
in operational and forensic contexts [4].

One of the most important challenges in this setting is the
presence of false positives, where benign traffic is incorrectly
classified as malicious. Even a low false positive rate can pro-
duce a large number of incorrect alerts in high-volume network
environments. In digital forensic investigations, such errors can
mislead analysts, increase investigation workload, and lead to
incorrect conclusions if model outputs are interpreted without
sufficient validation [3]].

Forensic interpretation requires more than a correct class
label. Feature importance can show which variables influenced
a prediction, but it does not prove that the prediction is reliable
under external traffic conditions. This makes false positive
analysis necessary for checking whether model explanations
remain meaningful when traffic comes from a different envi-
ronment.

A key limitation in existing research is the reliance on
single-dataset evaluation. Many studies train and test mod-
els on data with similar characteristics, which can produce
optimistic results. This limits understanding of how models
behave on external traffic, especially when benign flows are
incorrectly classified as malicious [3]].

Explainable machine learning provides a way to investigate
this problem by offering insight into model decision processes.
While prior studies have applied explainable methods such
as SHAP to interpret model predictions in encrypted traffic
classification [6l], [7]], these works primarily focus on overall
model behavior within a single dataset. They do not examine
how explainability can be used to analyze false positive errors
across different datasets and traffic environments.

The objective of this study is to examine whether strong
machine learning detection performance can support forensic
interpretation when the model is tested on external encrypted
traffic. The study uses false positive analysis to evaluate
whether model explanations remain meaningful under cross-
dataset conditions. The focus is not only on which features
influence predictions, but also on whether those features



provide useful support for forensic review.

Three research questions guide this study. First, how does
false positive behavior change when a model is applied across
different encrypted traffic datasets? Second, which features
contribute most to false positive predictions in encrypted traffic
classification? Third, how can explainable methods support the
interpretation of false positives in a forensic context?

To address these questions, four models are trained and
evaluated internally on the CIRA-CIC-DoHBrw-2020 dataset,
while CatBoost is used for external evaluation on CESNET-
TLS-Year22.

This study makes three key contributions. First, it provides
a cross-dataset evaluation to quantify false positive behavior
across different traffic environments. Second, it applies ex-
plainable analysis, including SHAP and permutation impor-
tance, to identify the feature-level causes of misclassification.
Third, it examines the relationship between false positive
behavior and model explanation to assess whether machine
learning outputs provide reliable support for forensic inter-
pretation. The findings show that feature importance alone is
insufficient for forensic review when model behavior changes
across datasets.

II. RELATED WORK

Machine learning has been widely used for encrypted traffic
classification because encrypted communication limits payload
inspection. These methods usually rely on flow-level statistical
features, such as packet size, flow duration, byte count, and
timing behavior [3], [8], [9]. Prior studies report strong clas-
sification performance using machine learning, deep learning,
and hybrid models [[7], [S]. However, many studies evaluate
performance within a single dataset. This setting can show
high detection accuracy, but it does not fully explain how
the same model behaves when traffic comes from a different
environment.

Cross-dataset generalization is a major concern in encrypted
traffic analysis. Traffic characteristics can change across pro-
tocols, applications, users, and network settings [10], [IL].
A model trained on one dataset may learn patterns that are
specific to that dataset. When the model is applied to a
new dataset, these learned patterns may not separate benign
and malicious traffic in the same way. Existing work often
reports performance degradation using accuracy, recall, or
other detection metrics [12], [13]. Less attention is given to
false positives, although false positives are important when
benign traffic is incorrectly classified as malicious.

Explainable machine learning has been used to improve
transparency in network traffic classification. SHAP, LIME,
and related methods can show which features influence model
predictions [14]], [15], [16]. Recent studies also apply ex-
plainable methods to encrypted traffic analysis and intrusion
detection [17], [6l], [18]. These studies show that feature-
level interpretation can help explain model behavior. However,
explainability is often used to validate the model after training.
It is less often used to examine whether false positive alerts
remain meaningful under cross-dataset conditions.

False positives are a practical problem in network security
and forensic analysis. When benign traffic is classified as
malicious, analysts may spend time reviewing incorrect alerts.
In forensic settings, this can also affect how model outputs are
interpreted. Prior work has considered false positive reduction
through feature selection, model design, or optimization [16],
[19]. However, false positives are often treated as an error rate
to reduce, not as a behavior that needs interpretation. This is
important for encrypted traffic because benign and malicious
flows may share similar statistical patterns.

This study addresses this gap by combining cross-dataset
evaluation with explainable analysis. The purpose is not only
to report model performance, but also to examine whether
high detection performance provides meaningful support for
forensic interpretation. The study uses false positive analysis to
evaluate whether important features reflect malicious behavior
or statistical similarity with benign encrypted traffic. In this
way, the work connects model performance, feature explana-
tion, and forensic interpretation within the same experimental
setting.

III. METHODOLOGY

A. Framework Overview

This study uses a structured workflow to examine whether
machine learning results can support forensic interpretation
of encrypted traffic. The workflow includes dataset prepara-
tion, feature engineering, label mapping, preprocessing, model
training, internal testing, cross-dataset evaluation, and explain-
able analysis. Fig. [I|shows the overall framework. The purpose
of the workflow is not only to classify encrypted traffic, but
also to examine whether model explanations remain mean-
ingful when the model is applied to traffic from a different
dataset.

B. Dataset Description

This study uses two encrypted traffic datasets: CIRA-CIC-
DoHBrw-2020 and CESNET-TLS-Year22. The CIRA dataset
is used for training, validation, and internal testing and con-
tains 917,300 benign flows and 249,969 malicious flows.
CESNET-TLS-Year22 is used only for external false posi-
tive evaluation and contains 947,997 benign TLS flows. No
malicious CESNET samples are used in the final experiment
because the external evaluation focuses on identifying benign
traffic that is incorrectly classified as malicious.

The two datasets were collected from different traffic
environments and were processed separately before feature
alignment. The aligned data are then used for model develop-
ment and cross-dataset evaluation, as summarized in Table [}
Because the datasets differ in protocol and network conditions,
the external evaluation is treated as a cross-environment test
rather than a protocol-matched comparison. Therefore, the
reported false positive rate reflects how sensitive the trained
model is to changes in the external traffic environment rather
than protocol-specific generalization.
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Fig. 1. Framework for encrypted traffic processing, model comparison, and
explainable forensic analysis.

TABLE I
DATASETS USED IN THIS STUDY

Dataset Role Benign Malicious
CIRA-CIC- Training and internal 917,300 249,969
DoHBrw-2020 testing

CESNET-TLS- External false positive 947,997 0
Year22 evaluation

C. Feature Engineering

Encrypted traffic limits payload inspection. Therefore, this
study uses flow-level statistical features that describe traffic
behavior without using packet content. After feature engineer-
ing across the datasets, five aligned features were retained for
the experiment: flow duration, byte count, packet count, packet
size mean, and inter-arrival time mean. These features were
retained because they were consistently available after align-
ment across both datasets and therefore provided a common
feature space for cross-dataset evaluation.

The selected features describe four traffic properties. Flow
duration represents connection length. Byte count represents
traffic volume. Packet count and packet size mean represent
packet-level structure. Inter-arrival time mean represents tim-
ing behavior. These features also support forensic interpre-

TABLE II
SELECTED FEATURES AND DESCRIPTIONS

Feature Description

Total duration of a flow
Total bytes transferred
Number of packets in a flow
Average packet size in a flow

Average time between packets

Flow Duration

Byte Count

Packet Count

Packet Size Mean
Inter-Arrival Time Mean

TABLE III
CIRA-CIC-DOHBRW-2020 INTERNAL DATASET SPLIT DISTRIBUTION
Split Flows Percentage
Training 817,071 70.0%
Validation 175,544 15.0%
Test 174,654 15.0%
Total 1,167,269 100.0%

tation because each feature has a direct meaning and can
be reviewed without relying on encrypted payload content.
Table [[Il describes the selected features.

D. Label Mapping

The datasets use different label structures. To support a
consistent binary classification task, all samples are mapped
into two classes: benign and malicious. In the CIRA dataset,
normal browsing traffic is mapped to the benign class. Tun-
neling and attack-related traffic are mapped to the malicious
class. In the CESNET dataset, all selected flows are treated as
benign for external false positive evaluation.

This mapping supports the main objective of the study. The
purpose of the CESNET evaluation is not to measure malware
recall. Instead, it is used to measure how often benign external
encrypted traffic is incorrectly classified as malicious. This
design allows the study to evaluate false positive behavior
under cross-dataset conditions.

E. Data Preprocessing

Two evaluation settings are used in this study. First, the
CIRA-CIC-DoHBrw-2020 dataset is divided into training,
validation, and internal test sets, as shown in Table These
splits are used only for model development and internal eval-
uation. The CESNET-TLS-Year22 dataset is kept completely
separate from the internal splits.

Second, a cross-dataset false positive evaluation is per-
formed by applying the model trained on CIRA-CIC-
DoHBrw-2020 to benign CESNET-TLS-Year22 flows without
retraining. This setting measures how often benign external
traffic is incorrectly classified as malicious when the traffic
source changes. The external CESNET data are not used
during model training, validation, or internal testing.

F. Model Training

Four machine learning models are trained in this study:
Random Forest, XGBoost, LightGBM, and CatBoost. These
models are trained using the same aligned feature set. The



model comparison is used to measure internal detection per-
formance and to show how strong internal performance may
differ from external false positive behavior. The training data
are imbalanced because benign flows are more frequent than
malicious flows. To reduce bias toward the majority class,
model-level class weighting is applied during training where
it is supported by the classifier.

Accuracy measures the overall proportion of correct pre-
dictions, while the F1-score provides a balanced measure of
precision and recall. Accuracy and F1-score are defined as:

) B TP+ TN 0
Y = TPYTN + FP+ FN
= 2 - (Precision - Recall) )

Precision + Recall

where TP, T'N, FP, and F'N represent true positives, true
negatives, false positives, and false negatives, respectively.

CatBoost is used for the detailed cross-dataset and explain-
able analysis because it provides strong internal performance
and supports direct SHAP-based interpretation for tree models.
SHAP and permutation importance are used to examine the
feature patterns associated with CatBoost predictions under
the external evaluation setting.

G. Explainable Analysis

SHAP is applied to the CatBoost model to examine feature
contributions [14]. Permutation importance is also used to
evaluate global feature dependence. The global SHAP analysis
identifies which features influence predictions across samples.
This supports the main goal of the study by showing whether
the features behind false positive alerts have a clear forensic
meaning.

Permutation importance is also used to validate feature
importance at the global level [16]. This method measures
how model performance changes when a feature is randomly
shuffled. A larger decrease in performance indicates that the
model depends more strongly on that feature. SHAP and
permutation importance are applied to CatBoost to examine
whether both methods identify a consistent set of influential
traffic features.

H. Cross-Dataset False Positive Evaluation

The cross-dataset evaluation is designed to measure false
positive behavior on external benign traffic. The model trained
on the CIRA dataset is applied to the CESNET-TLS-Year22
dataset without retraining. Since the selected CESNET data
contain benign flows only, any malicious prediction is counted
as a false positive. Fig. {illustrates the cross-dataset evaluation
setup used for external false positive analysis.

The false positive rate is calculated as:

FP
~ FP+TN )
An approximate 95% confidence interval for the false posi-

tive rate was calculated using the normal approximation to the
binomial proportion.

FPR

TABLE IV
EVALUATION DESIGN

Phase Dataset Purpose Evaluation
Training CIRA train Learn traffic pat- Supervised

terns learning
Validation CIRA validation  Select model Model selection
Internal testing ~ CIRA test Measure detection Standard

performance metrics
External testing CESNET TLS Measure false pos- Cross-dataset

itives test

This evaluation is central to the study because it tests
whether a model with strong internal performance can still
produce misleading alerts under external traffic conditions. A
higher false positive rate indicates that the model may be sen-
sitive to feature patterns that appear in both malicious training
samples and benign external traffic. Table summarizes the
evaluation design.

Algorithm [I| summarizes the workflow used for cross-
dataset false positive analysis and explainable interpretation.

Algorithm 1 Cross-dataset false positive analysis

Require: CIRA-CIC-DoHBrw-2020 dataset, CESNET-TLS-Year22
dataset

Ensure: False positive rate and feature-level explanation
1: Extract the aligned flow-level features from both datasets

: Map CIRA labels into benign and malicious classes

: Treat selected CESNET flows as benign external traffic

: Train the classifier using the CIRA training data

. Apply the trained classifier to the CESNET dataset

: Count each malicious prediction on CESNET as a false positive

Compute the false positive rate using FPR = FP/(FP+TN)

: Apply SHAP to explain feature contributions for predictions

: Compare SHAP findings with permutation importance

. Interpret false positive alerts as decision support for forensic
review

SOV XTI ALY

—_

1. Forensic Interpretation Process

The final stage connects model output with forensic inter-
pretation. The process begins with a model alert. If benign
external traffic is classified as malicious, the case is treated
as a false positive for analysis. SHAP explanations are then
used to identify which features contributed to the malicious
prediction. These features are reviewed to determine whether
they provide meaningful support for forensic interpretation or
whether they reflect statistical similarity with benign encrypted
traffic.

This process treats machine learning output as decision
support rather than direct forensic evidence. It allows the
investigator to review the feature-level basis of an alert before
drawing any conclusion about malicious activity.

IV. RESULTS

A. Internal Model Performance

The internal evaluation was performed on the CIRA-CIC-
DoHBrw-2020 test split. This setting measured model per-
formance when training and testing data came from the



TABLE V
INTERNAL MODEL PERFORMANCE ON THE CIRA TEST DATASET

Model Acc. AUC Prec. Recall F1
Random Forest 0.9962 0.9995 0.9929 0.9895 0.9912
XGBoost 0.9935 0.9996 0.9773 0.9930 0.9851
LightGBM 0.9902 0.9993 0.9649 0.9903 0.9774
CatBoost 0.9892 0.9989 0.9621 0.9886 0.9752

ROC Curve Comparison on the CIRA Test Dataset
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Fig. 2. ROC curve comparison on the CIRA test dataset.

same aligned feature space. Table [V] summarizes the internal
performance of the baseline models.

As shown in Table[V] all four models achieved strong inter-
nal performance. Random Forest achieved the highest accuracy
and precision, while XGBoost achieved the highest AUC and
recall. Fig. 2] compares the ROC curves of all four models,
while Fig. [3|shows the Random Forest confusion matrix. These
results indicate strong internal detection performance, but
they do not establish whether the same performance remains
reliable when the traffic source changes.

B. Cross-Dataset False Positive Evaluation

The cross-dataset evaluation tested how the trained model
behaved when applied to external encrypted traffic. The
CatBoost model trained on CIRA-CIC-DoHBrw-2020 was
applied to the CESNET-TLS-Year22 dataset without retrain-
ing. The selected CESNET data contained benign flows
only. Therefore, any malicious prediction on this dataset was
counted as a false positive.

Table [VI] shows the external evaluation result. The model
classified 41,238 out of 947,997 benign CESNET flows as
malicious. This produced a false positive rate of 4.35%, with
an approximate 95% confidence interval of 4.31% to 4.39%.
This result shows that strong internal detection performance
did not remove false positive behavior under cross-dataset
testing. It also shows why internal accuracy alone is not
sufficient for forensic interpretation.

Random Forest Test Confusion Matrix

350

300

benign 136,794 267

>

250 @

c

I

o] =
3 =
— 200 g
g S
= H
150 =

K7}

o

malicious A 394 37,199

—
o
S}

F 50

benign malicious
Predicted Label

Fig. 3. Confusion matrix of the Random Forest model on the CIRA test
dataset.

TABLE VI
CROSS-DATASET EVALUATION ON THE CESNET TLS DATASET
Metric Value
Total benign flows 947,997
False positives 41,238
False positive rate 4.35%
95% confidence interval ~ 4.31-4.39%

C. SHAP-Based Feature Analysis

Fig. [5| presents the SHAP summary plot. The analysis shows
that packet_size_mean has the strongest influence on model
predictions, while packet_count, inter_arrival_time_mean,
byte_count, and flow_duration also contribute to the model
output.

The SHAP result shows that the model relied mainly
on packet structure, flow length, traffic volume, and timing
behavior. These features are useful for classification, but they
are not unique to malicious traffic. Benign encrypted traffic can
also contain large packets, long flows, high byte counts, and
regular timing patterns. This helps explain why some benign
CESNET flows were classified as malicious.

D. Permutation Importance Analysis

Permutation importance was used to check whether the
feature dependence observed in SHAP was also reflected in
model performance. Fig. [6] shows the permutation importance
result. The result indicates that flow_duration, byte_count, in-
ter_arrival_time_mean, packet_size_mean, and packet_count
contribute to model performance.

The ranking differs from SHAP because the two methods
measure different aspects of model behavior. SHAP mea-
sures feature contribution to prediction output. Permutation
importance measures the effect of feature disruption on model
performance. Even with this difference, both methods identify
the same set of traffic features as important. This supports the
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finding that the model depends on a small group of aligned
flow-level features.
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Fig. 6. Permutation importance results for the CatBoost model.

E. Result Summary

The results show a clear difference between internal de-
tection performance and external false positive behavior. The

internal test results show high model performance on the
CIRA test data. The external CESNET evaluation shows that
benign encrypted traffic can still be classified as malicious
when the traffic source changes. SHAP and permutation im-
portance show that the model relies on flow duration, packet
size, byte count, packet count, and inter-arrival time. These
features support prediction, but they can also appear in benign
encrypted communication. Therefore, feature importance must
be interpreted together with false positive analysis before
model alerts are used in forensic review.

V. DISCUSSION
A. Cross-Dataset Reliability

The results show a clear difference between internal de-
tection performance and external false positive behavior. The
models performed well on the internal CIRA test data, but
the CatBoost model produced a 4.35% false positive rate on
benign CESNET-TLS-Year22 traffic. This shows that strong
internal performance does not automatically provide reliable
support for forensic interpretation when the traffic source
changes.

This issue is important because encrypted traffic behavior
can vary across networks, applications, and user activity. A
pattern learned as malicious in one dataset may also appear in
benign traffic from another dataset. Cross-dataset false positive
analysis therefore gives a more direct view of whether model
alerts remain useful for forensic review.

B. False Positive Causes

The explainable analysis shows that the model relies on a
small group of aligned flow-level features. SHAP identifies
packet_size_mean as the strongest contributor, while the re-
maining flow-level features also influence model predictions.
Permutation importance identifies the same feature set, al-
though the ranking order differs.

These features are useful for classification, but they are not
unique to malicious traffic. Benign encrypted communication
can also contain long flows, large byte counts, and structured
packet sizes. This overlap helps explain why some benign
CESNET flows were classified as malicious. The result shows
that feature importance must be interpreted carefully because
an important predictive feature is not necessarily a reliable
forensic indicator of malicious activity.

C. Forensic Interpretation

The main forensic concern is not only whether the model is
accurate but also whether its alerts can be interpreted safely.
In this study, the external false positive result shows that a
malicious prediction can be produced for benign encrypted
traffic. If such an alert is treated as direct evidence, it may
lead to incorrect interpretation of normal activity.

SHAP helps reduce this risk by showing which features
influenced the model decision. However, SHAP does not
prove that an alert is malicious. It only explains the model’s
reasoning. The investigator still needs to decide whether the
contributing features provide meaningful support in the case



context. Therefore, model output should be treated as decision
support. It should guide further review, but it should not re-
place forensic validation. At an FPR of 4.35%, approximately
4,350 benign flows per 100,000 could be flagged as malicious
under the evaluated setting. At larger traffic volumes, this
can create a substantial review workload for investigators.
Therefore, model alerts should be used to prioritize further
examination rather than being interpreted as direct evidence
of malicious activity.

D. Limitations

This study has several limitations. The analysis uses five
aligned flow-level features and one external benign dataset.
In addition, CIRA-CIC-DoHBrw-2020 and CESNET-TLS-
Year22 are not protocol-matched, so the results represent
cross-environment sensitivity rather than protocol-specific gen-
eralization. The classification task is binary, and the detailed
explanation stage focuses on CatBoost. Computational cost
was not evaluated in this study and should be examined in
future deployment-oriented work.

E. Future Work

Future work should examine richer feature sets, including
bidirectional flow statistics, burst characteristics, and protocol-
level contextual features where consistently available across
datasets. This would help test whether the observed feature
overlap appears across more environments. These features may
help distinguish benign high-volume encrypted traffic from
malicious traffic more clearly. Another direction is to compare
explanation behavior across more model families. This would
show whether false positive explanations remain stable across
different classifiers.

VI. CONCLUSION

This study examined the reliability of machine learning-
based encrypted traffic classification under cross-dataset con-
ditions. Random Forest achieved 99.62% accuracy on the
internal CIRA-CIC-DoHBrw-2020 test set, while CatBoost
produced 41,238 false positives on 947,997 benign CESNET-
TLS-Year22 flows, corresponding to a 4.35% false positive
rate. SHAP and permutation importance showed that the model
mainly relied on flow-level features that can also occur in
benign encrypted traffic.

These results show that strong internal performance and
feature importance alone are not sufficient for forensic inter-
pretation. Machine learning alerts should therefore be treated
as decision support rather than direct evidence. Future work
should evaluate additional external datasets and richer contex-
tual features.
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