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Abstract This paper presents a resource-conscious hy-
brid pseudo-random number generator (PRNG) core
implemented in an out-of-context (OOC) flow on the
Xilinx Zyng-7000 SoC platform. The proposed archi-
tecture combines a Xoshiro128** state engine with a
Weyl sequence and a discretized integer Tent map in a
compact datapath. The design uses branchless integer
arithmetic only and does not require digital signal pro-
cessing (DSP) slices or Block RAM. The fully pipelined
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implementation achieves an initiation interval of 1 and
sustains a throughput of 5.82 Gbps at 181.82 MHz.
Post-implementation results on a Zynq xa7z010 device
show a footprint of 934 slice LUTs, 1071 registers, and
a dynamic power of 29 mW (zero-delay estimate, a
lower bound). The generator passes the NIST SP 800-
22, Dieharder, and TestUO1 BigCrush test suites in the
reported evaluation, and exhibits near-uniform output
statistics and measurable sensitivity to changes in the
initialization state. The six active 32-bit initialization
parameters define a nominal 192-bit initialization-input
space. An ablation study isolates each layer: the Weyl
and Tent stages do not improve the statistical quality
already provided by Xoshiro128** but they remove its
linear output structure and extend the state-sequence
period, at a cost of roughly 36% additional LUTs and
no DSP or BRAM. These results suggest that the pro-
posed design may be suitable for resource-constrained
embedded applications that require a compact, DSP-
free statistical random-number source.

Keywords Chaos-based PRNG, FPGA,
Xoshiro128** DSP-free, High-Level Synthesis (HLS),
TestUO01, BigCrush.

1 Introduction
1.1 Motivation

A pseudo-random number generator (PRNG) is a de-
terministic algorithm that produces a sequence of val-
ues that appears random when initialized with a seed.
PRNGs are widely used in cryptography, computational
science, and simulation, where long period lengths and
statistical unpredictability are important [1,2].
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Conventional linear PRNGs have well-known struc-
tural limitations: their output obeys a linear recurrence
that can be detected by linear-complexity tests, and if
the internal state is inferred from the output, the re-
maining sequence becomes predictable. This motivates
continued research on generators whose output does not
expose such simple structure [3].

The sensitivity of nonlinear dynamical systems to
initial conditions, often referred to as the butterfly
effect, makes chaos-based designs an interesting altern-
ative. Chaotic systems use deterministic but highly
nonlinear processes to transform small differences in
initial conditions into substantially different output
sequences. Chaotic PRNGs are often based on nonlinear
maps such as Logistic, Tent, and Hénon [4]. To im-
prove the statistical properties of chaos-based PRNGs,
the work in [5] proposed a method for constructing
4D Hamiltonian conservative chaotic systems based
on generalized Euler equations, investigating hidden
conservative chaos and coexisting orbits.

Chaos-based generators have also been proposed
for resource-limited edge and internet of things (IoT)
devices [6]. At the same time, software-based PRNGs
may not meet the throughput and latency requirements
of high-speed systems, which motivates hardware-
accelerated solutions.

Implementing chaotic PRNGs on FPGAs involves
a trade-off among statistical quality, throughput, and
hardware footprint. Standard continuous chaotic maps
often require high-precision floating-point arithmetic
to avoid dynamical degradation, such as short cycle
lengths and reduced entropy, which can increase the
use of FPGA resources, particularly digital signal pro-
cessing (DSP) slices, as well as power consumption.
On the other hand, lightweight implementations do not
always satisfy stringent test suites such as TestUO1
BigCrush [7].

1.2 Related Studies

The integration of chaos-based PRNGs into reconfig-
urable hardware was studied in several prior works.
Early approaches focused on increasing dynamical
complexity to improve statistical behavior, includ-
ing n-dimensional chaotic systems [8], reconfigurable
Lorenz/Lii designs [9], coupled map lattices [10], weakly
coupled discrete maps [11], and one-dimensional cas-
cading nonlinear models [12]. However, these coup-
ling mechanisms can increase logic utilization and
path latency. Recursive structures may also make
high-performance pipelining more difficult, as seen in
the generalized Hénon map [13]. Higher-dimensional

frameworks, such as 5D hyperchaotic memristive to-
pologies [14] and multi-type hidden attractors [15],
can provide larger state spaces but may also reduce
throughput due to computational complexity.

Artificial neural networks (ANNs) and memrist-
ive systems were also used to model hyperchaotic
dynamics. Frameworks based on feed-forward neural
networks (FNNs) achieved throughputs around 166
Mbps [16, 17], and up to 301 Mbps on a Kintex-7
FPGA [18]. In contrast, memristive Hopfield networks
using CORDIC algorithms can consume substantial
hardware resources, yielded at 6.94 Mbps through-
put [19]. Multistable neural attractors introduced state-
allocation strategies that add implementation over-
head [20]. While some discrete-time memristive variants
reached 1.2 Gbps [21], their statistical validation may
still be limited in some cases.

To address the throughput bottleneck, recent stud-
ies focused on hardware-friendly optimization and hy-
brid architectures [22, 23]. A combination of ANN
oscillators and ring oscillators achieved 241 Mbps [24],
while a Tinkerbell map with an adaptive perturba-
tion mechanism achieved 2.33 Gbps, but required 16
DSP slices [2]. To maximize bit rates, discrete hyper-
chaotic systems with cross-coupled topologies reached
10.28 Gbps, although at the cost of higher architectural
complexity [25]. Furthermore, architectures such as the
one in [2] were validated only with SmallCrush, so their
behavior under more exhaustive batteries remains to be
further evaluated.

1.3 Contributions

The proposed architecture addresses the trade-off
between statistical quality, throughput, and hardware
footprint at the microarchitectural level by using
integer-based operations, a fully pipelined structure,
and no DSP slices or Block RAMs (BRAM) in the
reported implementation. With these design choices,
the implementation achieves a sustained throughput
of 5.82 Gbps. The resulting design offers a practical
trade-off between statistical behavior, throughput, and
hardware footprint, which may be useful for resource-
constrained embedded systems. Combining a linear
generator with a Weyl sequence, or post-processing
a generator with a chaotic map, is not new in it-
self [23, 26]; the contributions of this work therefore
lie in the specific DSP-free hardware realization of the
fused generator and in the per-layer analysis of what
each added layer costs and changes, which shows that
the two added layers are effective in combination rather
than individually. The contributions of this work are
highlighted as follows:
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1) Branchless Integer Mapping for the Chaotic Layer:
We propose a constant-time hardware mapping for
the piecewise chaotic layer. The most significant bit
(MSB) is used as the multiplexer select signal, which
avoids control-flow branching. The design uses shift-
and-add logic and array partitioning, and in this
implementation does not require dedicated DSP
slices or embedded memory blocks.

2) HLS Optimization for Pipelined Execution: Using
C-to-RTL optimization directives, the data de-
pendencies in the multi-domain state updates are
reduced. The HLS compiler scheduled the main
loop with an initiation interval of 1. This allows
the concurrent execution of GF(2) recurrences and
integer ring additions, producing one 32-bit output
word per clock cycle under the reported timing
constraints.

3) Post-Implementation Metrics: In an out-of-context
(OOC) implementation on a Xilinx Zynq xa7z010
device, the core achieves a clock frequency
of 181.82 MHz. The implementation reports a
throughput of 5.82 Gbps, 934 Slice LUTs, and
29 mW of dynamic power (zero-delay estimate, a
lower bound; 42 mW including glitch activity).

4) Statistical and Sensitivity Evaluation: The gener-
ator is evaluated using TestUO1 BigCrush, NIST SP
800-22, and Dieharder. Additional measurements of
entropy, autocorrelation, and differential sensitivity
are also performed. The NPCR and UACI metrics
quantify the output sensitivity to the initialization
state; as we show, this sensitivity is inherited from
the Xoshirol28** engine.

5) Ablation and Structural Analysis: We isolate the
contribution of each layer (plain Xoshirol28**,
+Weyl, +Tent, and the full design) under the same
FPGA flow, reporting resources, timing, and power.
We do not claim that the added layers improve
statistical quality, which plain Xoshiro128** already
provides, but show that they remove the linear
output structure of plain Xoshiro128** (direct state
recovery and a key-independent linear-complexity
distinguisher) and extend the state-sequence period.
Each layer alone raises the cost of the best state-
recovery attack we found only to about 232 guesses,
whereas the two layers together require a joint guess
of about 293, We also provide an exhaustive analysis
of the integer Tent map. All results are reproducible
from a deposited package.

The remainder of this paper is organized as fol-
lows: The mathematical formulation and structural
properties of the proposed hybrid chaotic algorithm
are explained in Section 2. Section 3 describes the
custom FPGA microarchitecture, high-level synthesis

integration, and hardware verification methodology.
Section 4 presents the experimental results, including
empirical statistical testing and additional analyses of
the generated sequences. Finally, Section 5 concludes
the paper and discusses possible research directions.

2 Proposed Hybrid Architecture and
Mathematical Formulation

This section presents the mathematical formulation and
internal state evolution of the proposed hybrid PRNG.
The generator combines three complementary determ-
inistic mechanisms: i) a Xoshiro128**-based state en-
gine, ii) a Weyl sequence mixer, and iii) a discretized
integer Tent map. These components operate accord-
ing to distinct mathematical structures and provide
complementary mixing mechanisms. The Xoshirol28**
core serves as the primary long-period state engine,
the Weyl sequence introduces additive mixing in the
integer domain, and the integer Tent map provides
a piecewise stretch-and-fold state transformation. The
resulting component outputs are subsequently fused to
generate the final pseudorandom sequence.

2.1 The Deterministic Backbone: Xoshiro128**

The xoshiro128** algorithm is employed as the primary
state engine owing to its long theoretical period and
efficient state-transition mechanism [27]. At time ¢,
the internal state is represented by the vector S; =
[s0, 1, S2, 83], where sq, 1, $2, 3 denote four independ-
ent 32-bit state registers that collectively form the 128-
bit internal state and are updated at each iteration
according to the Xoshiro transition rules. The all-zero
state is excluded from the valid state space during
initialization [27]. The output of the Xoshirol28**
core is then generated using a nonlinear scrambling
function [27] as

R; =rotl(sy x5,7) x 9 (1)

where rotl(z,k) denotes a circular left rotation of
the 32-bit word x by k bit positions. In contrast to
a logical shift, a circular rotation reinserts the bits
shifted out of one side of the word into the opposite
side. Since the multipliers 5 and 9 are odd, they are
invertible modulo 232, preserving the bijective nature of
the corresponding modular multiplication operations.
The combination of modular multiplication and circular
rotation provides nonlinear bit diffusion in the output
transformation [27].
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Following output generation, the internal state is
updated according to [27]:
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where @ denotes the bitwise exclusive-OR (XOR)
operation and < denotes a logical left shift. The
state transition mixes the four 32-bit words through
a sequence of XOR operations, a shifted intermediate
term, and a circular rotation. This recurrence provides
the deterministic long-period state evolution of the
backbone, whereas the nonlinear output transformation
enhances the diffusion of the generated values.

2.2 Multi-Domain Mixing Layers

To complement the xoshiro128** state evolution, two
auxiliary mixing layers are incorporated into the pro-
posed PRNG: a Weyl sequence mixer and a discret-
ized integer Tent map. These layers introduce ad-
ditive and piecewise stretch-and-fold transformations
that differ from the XOR-based state transition of
the Xoshiro128** core. In the following, each layer is
explained.

Layer 1: The Weyl Sequence Mizer

The first auxiliary layer is based on a Weyl sequence,
whose state evolves through an additive recurrence over
the integer ring modulo 232

Wit1 = W + 7y (9)

where the addition is performed modulo 232. The
constant 7 is an odd integer derived from the golden
ratio [26]; any odd increment yields a Weyl sequence of
full period 232. For a 32-bit state,  is determined as

~ = round (231(3 - \/5))

= 1640531527 (10)
= 0x61C88647,
which is the two’s-complement companion 232 — ~/

of the commonly used golden-ratio constant 7/ =

0x9E3779B9; both are odd and therefore generate full-
period sequences.

The resulting additive progression provides a de-
terministic traversal of the 32-bit state space. To
diffuse the state bits and avoid directly exposing the
underlying linear progression, the output contribution
of the Weyl layer is defined as

Mweyl = rotl(wt+1, 7) + rotl(wt_H, 13), (11)

where the addition is performed modulo 232. The two
rotations combine bit positions from different signific-
ance regions before the modular addition. In contrast
to the carry-less XOR operations of the Xoshirol128**
core, the integer addition in this layer introduces
carry propagation, thereby providing a complementary
mixing mechanism.

Layer 2: The Integer Tent Map

The second auxiliary layer employs a discretized integer
Tent map to introduce a stretch-and-fold state evolu-
tion [28]. For a 32-bit unsigned state x; € [0, 232 — 1],
the map is defined as

if Ty < 231

if Tt Z 231 (12)

237,5
Tmap =
P 2(2%2 -1 — 1)

where the first branch expands the lower half of the
state domain, whereas the second branch folds the
upper half back into the valid numerical range. This
stretching-and-folding operation transforms the input
state and contributes sensitivity to the evolution of the
auxiliary state.

A bitwise perturbation is subsequently applied to
the transformed state:

Snext = Lmap ©® (:Emap > 11) (13)

The logical right shift > 11 shifts the bits of zmy,, by
11 positions, and the XOR with the original state in-
troduces additional dependencies between bit positions
and further mixes the state representation.

The output contribution of the Tent map layer is
then obtained as

Mient = rotl(Spext, 5) @ rotl(spext, 19) (14)

where the two rotation constants combine bits origin-
ating from different positions of the perturbed state,
thereby further diffusing the transformed state before
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the final fusion stage. We note that, considered as a
bitwise map, this integer Tent step is algebraically affine
(degree one); its role is therefore to add an independent,
keyed stream to the fusion and to extend the state-
sequence period, rather than to provide algebraic non-
linearity. A detailed state-transition and cycle analysis
is given in Section 4.7.

2.3 Fusion and Output Generation

The final output is generated by combining the con-
tributions of the three complementary components.
Specifically, the scrambled xoshiro128** output is fused
with the Weyl and Tent map outputs using bitwise
XOR:

Yt = Rt &) (Mweyl S Mtent) . (15>

The proposed PRNG therefore combines three dis-
tinct state-generation and mixing mechanisms. The
xoshiro128** core provides long-period deterministic
state evolution based on XOR, logical shifts, rotations,
and modular multiplication. The Weyl layer introduces
additive progression and carry-propagating integer mix-
ing, while the integer Tent map contributes stretching,
folding, bitwise perturbation, and rotational diffusion.
Their outputs are subsequently integrated through the
XOR-based fusion operation in (15).

This heterogeneous construction avoids relying
exclusively on a single state-transition mechanism.
By combining the deterministic evolution of the
xoshiro128** core with the additive mixing of the Weyl
sequence and the stretch-and-fold transformation of the
integer Tent map, the proposed architecture increases
the complexity of the overall state-to-output mapping;
as shown in Section 4.7, this removes the GF(2)-
linear output structure of Xoshirol28**, whereas the
statistical quality of the output is already provided by
Xoshiro128** itself.

3 Hardware Implementation and Verification
Methodology

This section describes the hardware architecture, im-
plementation setup, and verification procedure used to
evaluate the proposed composite chaotic PRNG. To
estimate the standalone physical characteristics of the
core, the RTL design was evaluated using an OOC
synthesis and implementation flow, which reduces the
impact of system-level SoC wrapper logic and intercon-
nect overhead. The target platform is the Xilinx Zynq
xa7z010clg225-11 device, and the design was compiled

using Vivado HLS and the Vivado Design Suite. Under
this setup, the reported resource usage, timing margins,
and power figures reflect the behavior of the core
implementation rather than the full SoC integration.
An FPGA was chosen rather than an ASIC because
the target is a reconfigurable SoC platform, on which
the core is used as a soft, DSP-free AXI4 component
that can be updated and integrated without fabrication.
An ASIC implementation would offer lower cost per
unit, higher clock frequency, and lower power, as low-
area and low-power VLSI architectures reported for
other compute-intensive workloads illustrate [29, 30],
but requires high non-recurring engineering cost and
long time to deployment and cannot be modified after
fabrication; a comparison of both realizations for a
chaotic generator is given in [22]. Since we have no ASIC
implementation data, we report FPGA results only.

As shown in Fig. 1, the core is configured through
a dedicated AXI4-Lite slave interface, which exposes
the target stream length, eight 32-bit key words, and
a warmup-cycle counter as memory-mapped registers.
Four of the eight key words seed the individual
Xoshirol128** state words sq, .. ., s3, one seeds the Weyl
accumulator wg, and one seeds the Tent-map register
2o, while the remaining two words are currently re-
served, allowing future seed-mixing extensions without
modifying the register map. The warmup-cycle register
is present in the register map but is not activated in
the present version; all results reported in this work are
therefore obtained with a warmup of zero cycles, and
the released testbench and the statistical datasets use
the same setting.

Before physical implementation, the synthesized
RTL was checked using Vivado HLS C/RTL co-
simulation. In this step, the C reference model of
the composite recurrence described in (1)—(15) was
used as the reference implementation. An automatically
generated testbench applied identical seed and stream-
length inputs to both the C model and the RTL
description, and the resulting 32-bit output sequences
were compared on a cycle-by-cycle basis. The co-
simulation completed with a Pass status, indicating
bit-exact agreement between the reference model and
the synthesized datapath before place-and-route. This
confirms that the pipelining and array-partitioning
steps described in Section 3.1 preserve the intended
behavior of (1)—(15).

3.1 C-to-RTL Microarchitectural Optimization

The multi-domain chaotic and linear recurrence al-
gorithms were translated from high-level C++ descrip-
tions to a register-transfer-level (RTL) netlist using
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Fig. 1. Hardware architecture of the proposed DSP-free hybrid PRNG core: the AXI4 interfaces, the Xoshiro128** backbone,
the Weyl and Tent mixing layers with their state-feedback paths, and the XOR fusion. The four stages are the logical stages

of the datapath.

Vivado HLS within an OOC design flow. To support
streaming operation, optimization directives were ap-
plied to increase instruction-level parallelism, resulting
in an initiation interval of 1 (1 = 1) for the main pro-
cessing loop. During high-level synthesis, the scheduling
engine estimated a logic propagation delay of 4.171 ns
under a target clock period of 5.00 ns (200 MHz).
Because pre-layout HLS estimates are based on sim-
plified wireload models, they do not fully capture
interconnect overhead, net fan-out, and parasitic RC
delays introduced during physical implementation. For
this reason, the clock period used during placement and
routing was set to 5.500 ns (181.82 MHz). Under this
operating point, the implemented core met the timing
constraints, reporting a worst negative slack (WNS) of
0.068 ns and a worst hold slack (WHS) of 0.132 ns.

8.1.1 Multiplierless Shifter-and-Adder Realization

To reduce the area and dynamic power overhead as-
sociated with dedicated hardware arithmetic macros,
the proposed PRNG avoids variable multiplications
that would normally require DSP slices. The mixing
and scrambling networks are formulated using compile-
time integer constants and bit-level permutations. In

the output generation stage, the non-linear scrambling
function R; = rotl(sy x 5,7) x 9 uses odd constants in
modulo-232 arithmetic. In the synthesized design, these
constant operations are represented as low-latency
shifter-and-adder logic rather than generic multiplier
blocks. For example, the product by 5 can be written
as

s1xb=(51<K2)+ 81 (16)
and the subsequent scaling by 9 can be realized in
a similar way using shift-and-add logic. Since these
operations use fixed coefficients rather than runtime
variables, the resulting RTL netlist is implemented
using standard look-up tables (LUTs) and routing
resources. In the reported implementation of this work,
the core runs at 181.82 MHz and uses no DSP48E1
blocks or block RAM (BRAM) tiles.

3.1.2 Constant-Time Branchless Chaotic Mapping

The hardware realization of the discrete chaotic integer
Tent map involves a piecewise conditional boundary in
its mathematical definition. In conventional hardware
mappings, such conditional transitions are typically
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synthesized into control-flow branching logic governed
by state flags. In software, such a transition is a
data-dependent branch. In the proposed datapath, a
branchless bit-masking and multiplexing structure is
used instead, so that every Tent update takes exactly
one clock cycle regardless of the state value.

As illustrated in Fig. 1, the high-level synthesis flow
maps the conditional piecewise behavior into parallel
combinational datapaths in the RTL design. At each
active clock cycle, the core evaluates both candidate
expressions: the rising slope (2z;) is computed using a
hardwired left shift, while the falling slope (2(23? —1 —
x¢)) is computed using bitwise inversion and shifting.
Instead of using control-flow branching, the final path is
selected by a 32-bit 2-to-1 multiplexer. The multiplexer
select line is connected to the most significant bit
(bit 31) of the chaotic register. Both candidates are
therefore computed in every cycle, and the update
completes within the same single cycle for every state
value.

8.1.3 Memory Bottleneck Mitigation via Array
Partitioning

To support a sustained throughput of one 32-bit pseu-
dorandom word per clock cycle (IT = 1), the design
requires concurrent access to several state elements.
In many implementations, compound state arrays are
mapped to embedded BRAM macros. However, sequen-
tial memory structures can limit parallel access because
dual-port BRAMs can service only a limited number
of operations per cycle. Since the synchronized state
updates of the Xoshiro128** core (Sp—S3), the additive
Weyl sequence accumulator (w;), and the perturbation
stages of the Tent map involve multiple read and write
operations within the same cycle, a purely sequential
memory layout would introduce stalls.

To address this limitation, array partitioning was
applied during microarchitectural optimization. This
directive separates the multi-word internal state vectors
into independent 32-bit register elements implemented
with standard D-type flip-flops (FDRE) in the logic
slices. By avoiding shared memory access and address
arbitration, the state elements can be accessed in par-
allel within the same clock cycle. In the reported imple-
mentation, this approach resulted in zero BRAM tiles
and 1071 flip-flops. The single-cycle initiation interval
is confirmed after implementation by the functional
simulation of the routed netlist used for the power
analysis (Section 3.2), in which 20,000 output words
were transferred in 20,000 consecutive clock cycles with
TREADY continuously asserted, every word being bit-
exact with the RTL simulation. Fig. 2 illustrates the

Table 1. Post-implementation resource, timing, and
power metrics under out-of-context (OOC) constraints

Parameter Value Ratio

Logic Resources (Routed)

Device Fabric Zynq xa7z010clg225-11

Slice LUTs 934 5.31%
Slice Registers 1071 3.04%
DSP48E1 Primitives 0 0.00%
BRAM_18K Tiles 0 0.00%
Timing (ap-clk)

Clock Period Constraint 5.500 ns —
Nominal Frequency 181.82 MHz —
WNS 0.068 ns —
WHS 0.132 ns —
Power (SAIF-Driven)t

Dynamic Power 0.029 W 24.37%
Static Power 0.090 W 75.63%
Total On-Chip Power 0.119 W 100.0%

tZero-delay functional simulation at full streaming rate; this
excludes glitch activity and is a lower bound. A post-route
timing simulation, used as a sensitivity check, gives a
dynamic power of 0.042 W.

AXTI4-Stream handshake for a 20-word stream with the
zero key: Fig. 2a shows the beginning of the stream,
where a word is transferred in every cycle in which
TVALID and TREADY are both high and is held while
TREADY is low, and Fig. 2b shows the end of the stream,
where TLAST is asserted on the final word.

3.2 Physical Post-Implementation Metrics

The core was implemented out of context with a
scripted Vivado 2019.1 flow: HLS C-synthesis with a
5.0 ns target, followed by synthesis, placement, physical
optimization, and routing with a 5.5 ns clock constraint
on the Xilinx Zynq xa7z010clg225-11. The same flow
is used for every variant of the ablation study in
Section 4.7 and is included in the released package, so
all reported hardware numbers can be regenerated. The
resource, timing, and power metrics of the routed netlist
are summarized in Table 1. The entire multi-domain
mixing logic and its streaming wrapper require 934 Slice
LUTs and 1071 Slice Registers; these counts include
the AXI4-Lite configuration interface, the AXI4-Stream
output interface, and the control logic generated by
HLS, not only the generator datapath. The routed
core uses no DSP48E1 slices and no BRAM tiles: all
computation is realized in standard logic slices.
Timing closure is achieved at a nominal operating
frequency of 181.82 MHz under a 5.500 ns hardware
clock constraint. The routed netlist meets timing with
a positive worst negative slack (WNS) of 0.068 ns and
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apclk J 1 J 1 J 1 I 1 J 1 J 1 I 1 J 1 J 1 J 1
TVALID /
TREADY 7 |
TLAST
TDATA [31:0] X OFFB6755 (—600B2072_ ) 66DB7ATD (_EBDBA4AZE | 1322CA04 | ADI6D45S

(a) Beginning of the stream: the first word is held while TREADY is low and one word is transferred in every cycle in which

TVALID and TREADY are both high.

ap-clk I 1 [ 1 [ 1 [ 1

TVALID

TREADY

TLAST

TDATA [31:0]

BO5C45C9 I BF673633 I

953DDF50

)

AC19549E )| 251A1516 \ 4F8A82B4 [

(b) End of the stream: TLAST is asserted only on the final word (highlighted), which terminates the AXI4-Stream frame.

Fig. 2. AXI4-Stream output handshake of the proposed PRNG core for a 20-word stream with the zero key. The data words
are those of the C reference model (words 1-6 in (a) and 15-20 in (b)); the TREADY pattern is illustrative. Shaded cycles mark

transfers, in which TVALID and TREADY are both high.

a positive worst hold slack (WHS) of 0.132 ns. Based
on the achieved single-cycle loop execution (IT = 1),
the sustained physical throughput of the core engine
is evaluated as a direct function of the operating
frequency and the output bit-width, with TREADY
continuously asserted; the main loop has an iteration
latency of 3 clock cycles, so the first word appears 3
cycles after the stream starts and one word follows in
every subsequent cycle. The throughput is calculated
as:

181.82 MHz

Th hput = ——
roushipt 1 cycle/output

x 32 bits = 5.818 Gbps
(17)

Dynamic power was estimated with Vivado report_-
power from the switching activity (SAIF) of a zero-
delay functional simulation of the routed netlist. The
simulation streams 20,000 output words at the full
rate (TREADY continuously asserted) inside a SAIF
window that excludes reset and configuration; every
output word was verified bit-exact against the RTL
simulation, 100% of the design nets were matched,
and three initialization keys gave identical results at
the 1 mW resolution of the tool. Because a zero-delay
simulation does not capture glitch activity, the resulting
dynamic power of 0.029 W is a lower bound. As a
sensitivity check, a post-route timing simulation with
SDF back-annotation gives 0.042 W; it is not used as

the reported value because the gate-level simulation
model produced incorrect values in about 6% of the
output words. Both flows are part of the released
package. The total on-chip power is 0.119 W, of which
0.090 W is the static power of the device.

4 Experimental Results and Discussion

This section presents the experimental assessment of
the proposed PRNG. The test sequences were generated
with the C reference model, which the HLS C/RTL co-
simulation verified to be bit-exact with the RTL; the
results therefore apply to the output of the hardware
core.

4.1 Statistical Analysis

To empirically validate the randomness of the generated
sequences, we employed three widely used statistical
test suites: NIST SP 800-22 [31], Dieharder [32], and
TestUO1 [33].

4.1.1 NIST SP 800-22 Test Results

The statistical test suite was used to assess the
statistical behavior of the generated sequences. The
evaluation was performed on 500 independent binary
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sequences, each comprising 1 x 10° bits, at a signi-
ficance level of @ = 0.01. Under this configuration,
the exact minimum passing proportion is 489 out
of 500 sequences, and the uniformity P-value must
exceed 0.0001. For the random excursions and random
excursions variant tests, the evaluated sample size was
reduced to 323 sequences based on valid random walk
cycles, requiring a minimum of 315 passing sequences.
The lowest passing counts actually observed were
490/500 and 318/323, so every sub-test passes.

As summarized in Table 2, the proposed hybrid
PRNG passed all 15 statistical categories in the re-
ported evaluation. For tests comprising multiple sub-
evaluations (cumulative sums, non-overlapping tem-
plate, random excursions, random excursions variant,
and serial), the table reports the average P-value and
average passing proportion across the corresponding
sub-tests, denoted by an asterisk. Individual sub-test
results are provided in the supplementary log files.
The linear complexity and binary matrix rank tests
also showed consistently high passing rates. Plain
Xoshiro128** is already known to pass the TestU01
BigCrush battery [27]; the added layers are therefore
not claimed to improve statistical quality. Their effect
on the linear structure of the output is analyzed
separately in Section 4.7.

Table 2. NIST SP 800-22 statistical test suite results for 500
Independent sequences (Length: 1 x 106 bits, « = 0.01)

Statistical Test P-Value Proportion Result
Frequency 0.9781 0.9900 PASS
Block Frequency 0.5102 0.9860 PASS
Cumulative Sums* 0.2897 0.9910 PASS
Runs 0.4083 0.9880 PASS
Longest Run 0.1167 0.9840 PASS
Rank 0.3041 0.9800 PASS
FFT 0.8237 0.9880 PASS
Non-Overlapping Template* 0.4998 0.9903 PASS
Overlapping Template 0.1326 0.9920 PASS
Universal 0.4083 0.9860 PASS
Approximate Entropy 0.5708 0.9900 PASS
Random Excursions* 0.4453 0.9899 PASS
Random Excursions Variant® 0.5155 0.9904 PASS
Serial* 0.8051 0.9910 PASS
Linear Complexity 0.7753 0.9900 PASS

Note: * The average values of multiple sub-tests.

4.1.2 Dieharder Test Battery Analysis

The Dieharder battery (version 3.31.1) [32], which in-
cludes 114 statistical tests, was applied to the generated
sequences. The test procedure was repeated over three
independent runs with different seeds to reduce the

effect of seed-dependent artifacts. In a few cases, p-
values were close to the rejection threshold, but the
corresponding follow-up runs returned passing results.
Overall, the generator passed all 114 tests. A summary
of the results, grouped by test family, is given in Table 3.

Table 3. Summary of final Dieharder statistical test battery
results

Dieharder Test Category Stats. Result
Diehard Subset (birthdays, craps, 19 PASS
squeeze, ... )

STS Subset (monobit, runs, serial) 32 PASS
RGB Subset (bitdist, min. distance, 54 PASS
lagged sum)

DAB & Marsaglia Subsets (filltree, 9 PASS
ged)

Overall Evaluation Suite 114 PASS

4.1.3 TestUO1 Statistical Validation

The TestUO01 framework (version 1.2.3) [33] was used
to assess the statistical behavior of the generated
sequences beyond the standard test suites. The pro-
posed architecture was evaluated using the SmallCrush,
Crush, and BigCrush batteries. The generator was
connected through the unif01 CreateExternGenBits
interface, which consumes the raw 32-bit output words
without any post-processing; the seeds used for every
battery are listed in the released package.

The data requirements of each battery depend on
the number and dimensionality of its internal tests.
Summing the pseudorandom draws consumed across
all sub-tests of each battery, SmallCrush processed
at least 2%%% bits (~ 0.06 GB) across 15 statistics,
and Crush processed at least 240-6 bits (~ 214 GB)
across 144 statistics, in 5.6 s and 24 min 36 s of CPU
time, respectively. BigCrush evaluated 160 statistics
and was used to examine the longer-range behavior of
the generator.

In the reported experiments, the generator passed
all 160 statistics in the BigCrush battery [33], consum-
ing at least 2419 bits (~ 502 GB of streaming data) in
2 hours, 53 minutes, and 12 seconds of CPU time. The
observed p-values remained within the acceptable range
of [0.001,0.999] for the reported runs. As summarized
in Table 4, the results indicate that the proposed
design maintains consistent statistical behavior under
the tested conditions.
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Table 4. Summary of TestUO1 empirical battery results

Test Battery Stats. Data Volume Result
SmallCrush 15 > 2288 (0.06 GB) PASS
Crush 144 > 2406 (214 GB) PASS
BigCrush 160 > 2419 (502 GB)  PASS

Note: Data volume (bits, with GB in parentheses) is a lower-bound
estimate obtained by summing the number of pseudorandom draws
(N x n) reported for each sub-test in the TestUO1 output logs. All
batteries reported zero failures.

4.2 Key Space Analysis

The initialization-input space is one characteristic of a
pseudorandom generator. In the proposed implementa-
tion, six active 32-bit initialization parameters provide
a nominal input space of 292 possible bit patterns
before excluding invalid or equivalent initial states. The
number of distinguishable initializations is smaller, as
discussed below.

The proposed hardware interface exposes an 8-word
AXI-Lite key input (256 bits total) to allow future
extension; however, the initialization key used by the
core consists of six independent 32-bit parameters:
four state registers (sg,$1,S2,53) that initialize the
xoshiro128** backbone, one seed (wg) for the Weyl
sequence accumulator, and one initial state (¢o) for the
discretized Tent map, i.e., the initial value xy of the
Tent register. The remaining two key words are reserved
for future extension of the mixing architecture and do
not currently affect the internal state transition.

Since each of the six active parameters is an inde-
pendent 32-bit unsigned integer, the nominal key space
is given by

Kspace — 232><6 — 2192 (18)

The seeding logic remaps the forbidden all-zero
Xoshirol28** state and the special values wyg = 0
and tg = 0 to fixed non-zero defaults, and, because
Tent(x) = Tent(~ x), the states ty and ~ ty produce
identical sequences; the number of distinguishable ini-
tializations is therefore reduced to at most about 2.
The key space is obtained entirely from integer-domain
state variables without floating-point arithmetic, which
differs from continuous chaotic PRNGs that often
require higher-precision computation to achieve com-
parable parameter space.

4.3 Initialization-State Sensitivity Analysis

To assess the sensitivity of the generator to small
perturbations of the initialization state, the first 40

output words were compared for two initialization
states that differ by one bit in the least significant
register of the xoshiro128** state. As shown in Fig. 3,
the first output word is identical, because it depends
only on s1 before the first state update, and the next few
words differ in only part of their bits while the flipped
bit spreads through the Xoshirol28** state; from the
sixth word on, the two sequences are unrelated.

—o— Original key K; —=— Single-bit-flipped key K>

Output value (x10°)
(3] (98]

—

0 10 20 30 40
Output index i

Fig. 3. Initialization-state sensitivity: the first 40 output
words generated from an initialization state K; and a single-
bit-flipped state K.

4.4 Output Sensitivity Analysis Using NPCR and
UACI

To quantitatively assess initialization-state sensitivity
beyond visual inspection, the number of changing
pixel rate (NPCR) and the unified average changing
intensity (UACI) metrics are computed on the 32-bit
output streams generated from two initialization states
differing by exactly one bit in the least significant bit
of the sg register of the xoshiro128** core.

Given two output sequences S; and Sy of length
N = 65536 words, NPCR and UACI are defined as [7]:

1 N-1
NPCR =+ > W(n) x 100% (19)

n=0

where W(n) = 1 if Si(n) # S2(n), and W(n) = 0
otherwise.

N—-1

1 [51(1) = S2(n)|

n=0
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where S1(n) and S3(n) denote the n-th 32-bit output
words of the two sequences. The measured NPCR of
99.998474% and UACI of 33.242817% indicate that a
single-bit perturbation of the initialization state pro-
duces substantial differences between the two output
sequences. For independent uniform 32-bit words the
expected NPCR is 100(1 — 2732)% and the expected
UACT is 33.333% with a sampling standard error of
0.092% at N = 65536; the measured UACI is within
about one standard error (z = —0.98). The single pair
of equal words responsible for the NPCR not reaching
100% occurs at the first output word, which depends
only on s; before the state update and is therefore
identical under a flip of the sg bit; this is a property
of the Xoshiro128** output function, not of the added
layers. Over 1000 random initialization states, each
with a random single-bit flip in the Xoshiro128**
state, the mean UACT was 33.328% (standard deviation
0.094%), compared with 33.333% (0.095%) for pairs
of independent sequences from an operating-system
random-number generator used as a baseline. Moreover,
because the Weyl and Tent states do not depend
on the Xoshirol128** state, the output difference of
the full design under such a flip equals that of plain
Xoshiro128** exactly (0 mismatching words out of
13,107,200 over 200 pairs); the sensitivity measured
here therefore originates entirely from the Xoshiro128**
engine. These results are summarized in Table 5, which
reports the measured sensitivity metrics for the tested
output sequences.

Table 5. NPCR and UACI results for the proposed PRNG
(N = 65536 words)

Metric Measured Value Ideal Value
NPCR 99.998474% 100(1 —273)%
UACI 33.242817% ~33.3%

4.5 Information Entropy

Information entropy provides one measure of uncer-
tainty in the generated output sequence. For an ideal
random source producing 8-bit symbols (byte values in
the range [0,255]), the theoretical maximum entropy is
8 bits per symbol, computed using Shannon’s entropy
formula as:

255

H(m) == p(m;)log, p(m;) (21)
1=0

where p(m;) denotes the empirical probability of occur-
rence of byte value m; within the generated sequence,
obtained by decomposing the 32-bit output words
into individual bytes. For a finite sample of 262,144
bytes (65,536 words), the expected Shannon entropy
of a truly uniform source is approximately 7.999298
bits/byte rather than the asymptotic 8; the measured
values are therefore consistent with an ideal uniform
distribution within the finite-sample bound.

The information entropy of the byte-decomposed
output stream was computed for both the original
and single-bit-flipped key sequences used in the
NPCR/UACI evaluation. The obtained entropy values
of Hpormar = 7.999357 bits/byte and Hfiippeda =
7.999348 bits/byte are close to the finite-sample ex-
pectation of 7.999298 bits/byte noted above. These
values suggest a nearly uniform byte distribution in
the reported data, as also reflected by the histogram
in Fig. 4.

-—-- Expected for uniform bytes

TR N | R PRETTIT AT WP NI ON TYU[NEN " PO T 0 SR,

>
2 800
Q
&
o 600
$—
59
400
200
0
0 50 100 150 200 250
Byte value

Fig. 4. Byte-value histogram of the output sequence gener-
ated using the original key K, illustrating a near-uniform
distribution across all 256 possible byte values.

4.6 Autocorrelation Analysis

Autocorrelation analysis measures the dependence of
the output sequence on delayed versions of itself. For
a random sequence, the autocorrelation function is
expected to be close to a delta function, with near-
zero correlation at non-zero lags, which indicates the
absence of strong periodic structure [7].

The normalized autocorrelation function (ACF) of
the generated output sequence was computed over N =
65536 words using the fast Fourier transform (FFT)
method, defined as:
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2n(x(n) = 7)(x(n +7) — )
>on(@(n) —7)?

where z(n) denotes the n-th output sample, T its mean,
and 7 the time lag.

By definition, the ACF equals unity at zero lag;
Fig. 5 therefore reports only the non-zero lags 7 €
[1,200], over which the autocorrelation remains close
to zero. The maximum absolute autocorrelation value
observed was 0.010682, with a mean absolute value of
0.003335 across all tested lags. Thirteen of the 200
tested lags exceeded the 95% white-noise confidence
bound (£1.96/v/N), which is consistent with the false-
positive rate expected for a finite random sample. These
results indicate limited long-range correlation in the
reported sequence.

ACF(r) = (22)

e Withinbound @ Outside bound (13 0f 200) --- 95%b0und¢1.96/ﬁ
0.010
§ 0.005 - ‘ ’
<
2 "| ’”’ | )| IIH
: o ntusi 1Yl
Q
2
5 _
Z 0.005
=0.010 1
0 50 100 150 200
Lag 7 (words)

Fig. 5. Autocorrelation function of the generated PRNG
output sequence for non-zero lags 7 € [1,200]; the zero-lag
value (unity by definition) is omitted. All values remain close
to zero, consistent with an ideal delta-like autocorrelation.

4.7 Ablation Study and Structural Analysis

To clarify what each mixing layer contributes,
we evaluated four variants with the same scrip-
ted HLS and Vivado out-of-context flow as in
Table 1 (xa7z010clg225-11, 5.5 ns constraint): VO, plain
Xoshirol128** only; V1, Xoshiro128** with the Weyl
layer; V2, Xoshirol128** with the integer Tent layer; and
V3, the full proposed design. All four variants sustain
II =1 and therefore the same 5.818 Gbps throughput;
they differ only in logic cost, timing margin, dynamic
power, and structural behavior. Their hardware metrics
are summarized in Table 6.

The power columns of Table 6 are obtained in the
same way as for Table 1. Py, is the zero-delay SAIF

estimate at full streaming rate (20,000 output words,
TREADY continuously asserted); for every variant,
three initialization keys gave identical results at the
1 mW resolution of the tool, every output word matched
the RTL simulation, and 100% of the design nets were
matched. Its clock and logic-and-signal components are
rounded separately, so their sum may differ from Payn
by 1mW. The timing-simulation column is the glitch
sensitivity check described in Section 3.2, in which the
gate-level simulation model produced incorrect values
in up to about 6% of the output words. In this out-of-
context flow the clock net is ideal: it is neither routed
nor buffered in any variant, so the clock component is
a placement-dependent model estimate rather than the
power of a physical clock tree, and it does not follow
the flip-flop count (V3 has the most flip-flops but the
lowest clock estimate). The data-dependent cost of each
layer is therefore the logic-and-signal component, which
grows with every added layer.

We emphasize that plain Xoshiro128** (V0) is
already known to pass the TestUO1 BigCrush bat-
tery [27], as does the full design (V3) in Section 4;
we therefore make no claim that the layers improve
statistical test results, and the long statistical batteries
were run on the full design only. The value of the
layers is structural, as analyzed next, and it comes at
a modest hardware cost: roughly 249 additional LUTs
(36%) and 10 mW of additional logic-and-signal power
over VO in the zero-delay estimate. Including glitch
activity, the dynamic power of the full design rises by
45% (29 to 42mW), compared with 11% for VO, so
the added carry-propagating and multiplexing logic also
adds glitch power. The total dynamic power of V3 is
lower than that of V1 and V2 only because of the clock
estimate explained above and should not be read as a
power saving of the added layers.

4.7.1 Linear State Recovery and a Keyless
Distinguisher

The output scrambler R; = rotl(s; X 5,7) x 9 is a bijec-
tion, and the Xoshirol28** state transition is linear
over GF(2). Consequently, four consecutive outputs of
plain Xoshiro128** yield 128 linear equations that pin
the internal state: in our experiments the full 128-bit
state was recovered from four outputs in 2000 of 2000
trials, at about 28 us per recovery, with no knowledge
of any key. For the full design (V3), the same linear
solve succeeds only once the 64-bit auxiliary key (wo, to)
has been stripped, which makes the attack a guess-
and-determine attack [34]; each candidate (wyo, to) costs
about 27 us, so an exhaustive 264 search on a single core
would take on the order of 1.6 x 107 years. The best
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Table 6. Layer ablation under the same scripted HLS/Vivado out-of-context flow (xa7z010clg225-11, 5.5ns constraint). All
variants achieve IT = 1 and 5.818 Gbps; DSP and BRAM usage is zero. Pgyy, is the zero-delay estimate, given with its clock
and logic-and-signal components; the last power column includes glitch activity (timing simulation). See the text for the

method.

Variant LUT FF WNS Clock Logic+sig. Piyn  Piyn, timing Mbps/
(ns) (MW) (mW) (mW) (mW) LUT

V0 (Xoshiro128** only) 685 847 0.190 18 10 28 31 8.49

V1 (4+ Weyl) 853 975  0.292 24 17 40 48 6.82

V2 (+ Tent) 794 943 0.173 22 15 37 45 7.33

V3 (full, proposed) 934 1071  0.068 10 20 29 42 6.23

shortcut we found lowers this to about 253 (because
to and ~ ty produce identical streams, see below) and
to about 2613 for the ~ 91% of keys whose t; lies on
the dominant Tent cycle. We found no cheaper route,
because the low output bits carry no usable linear
information about wy (maximum observed bias 0.0027
against a statistical noise level of 0.0011 over 2 x 10°
random keys). These are the measured costs of the best
attack we identified.

Applying the same attack to the intermediate vari-
ants shows what each layer adds on its own. With
the Weyl layer alone (V1), the linear solve succeeds
after guessing the 32-bit wy, that is, after at most 232
guesses; with the Tent layer alone (V2), it succeeds after
guessing to, that is, after at most 23! guesses (about
2293 for keys on the dominant Tent cycle). At the
measured cost per guess, either search takes less than
two days on a single core. In the full design the two
keys must be guessed jointly, so the two costs multiply
to about 2%3: the two layers are effective in combination
rather than individually.

As a complementary structural test, we applied a
keyless linear-complexity (LC) distinguisher, computed
with the Berlekamp—Massey algorithm [35], after un-
doing the public scrambler. Plain Xoshirol128** then
exhibits linear complexity of exactly 128 (all 80 of 80
streams flagged with LC < 130), directly revealing
its order-128 linear recurrence. The full design shows
LC ~ 300 ~ N/2 (none of the 80 streams flagged), so
the distinguisher that trivially flags plain Xoshiro128**
does not flag V3. The same holds for V1 and V2 (mean
LC = 300, none of 80 streams flagged), so either layer
alone removes this linear signature.

4.7.2 Algebraic Degree of the Integer Tent Map

An exhaustive algebraic-normal-form analysis over re-
duced word widths (8 to 16 bits), and on a 12-bit sub-
cube of the full 32-bit state, shows that the integer Tent
step is affine (algebraic degree 1) at every width and for
every iteration count tested. In the complete V3 output

the mapping is affine in the Tent key t( only; it remains
non-affine in wy (carry-propagating addition) and in
the Xoshiro128** state (modular multiplication). The
integer Tent layer therefore does not add algebraic non-
linearity. Its role is to contribute an independent, keyed
stream to the XOR fusion and to extend the state-
sequence period, rather than to harden the generator
algebraically.

4.7.8 Cycle Structure and State-Sequence Period

Functional-graph analyses of digitized Tent maps in
fixed-precision integer arithmetic have been repor-
ted [36]; here we apply such an analysis exhaustively
to the specific map used in this work, including its
xorshift perturbation. Iterated over all 232 states, the
integer Tent map has image size exactly 23! and satisfies
Tent(x) = Tent(~ x) for every z, so tg and its bitwise
complement generate identical sequences. The state
space decomposes into 12 cycles, and any state reaches
a cycle in at most one step. The dominant cycles have
length 229276 (three of them, covering ~ 90.8% of
seeds), followed by 226954 (~ 6.1%) and progressively
shorter cycles down to length 15, plus one fixed point.
The only fixed point is state 0; since the seeding
logic remaps ty = 0, it is reached only from t; =
OxFFFFFFFF, for which the Tent stream is constantly
zero, a single weak value out of 232. Combining this
with the Xoshiro128** and Weyl periods, the state-
sequence period, computed exactly as the least common
multiple of the component periods, is 2'2® — 1 for
Vo, (2128 — 1) - 232 ~ 2160 for V1, from 2'*® up to
about 21534 for V2, and for the full design ranges
from about 2'%0 up to about 2'8%4 reaching 2854
for roughly 97% of seeds. Finally, a single-bit seed-flip
changes on average 0.497 of the output bits for the
128 Xoshirol128** seed bits (ideal 0.5) and 0.484 for
the 32 Tent bits, while the 32 Weyl bits change 0.125
of the output bits, reflecting that wg enters the fusion
additively. All ablation variants, power measurements,



14

Milad Mohammadian et al.

attack experiments, and cycle censuses reported here
are reproducible from the deposited package.

4.8 Comparison with State-of-the-Art Architectures

Table 7 places the proposed design in the context
of recent FPGA-based chaotic PRNGs. Rather than
ranking the designs by a single figure, the table is
organized to make the comparison conditions explicit,
and the proposed generator is reported both as the plain
xoshiro128** backbone and as the full hybrid so that
the cost of the added layers is visible.

On the limits of cross-design comparison. A direct nu-
merical comparison between these works is not strictly
meaningful, and we do not claim one. The designs use
different FPGA families (Zyng-7000, Artix-7, Kintex-
7, and an Intel/Altera Cyclone V), different arithmetic
formats (from 8-bit fixed point to 64-bit floating point),
different operating frequencies, and different power-
reporting conventions. Logic utilization in particular
depends strongly on these choices: a 64-bit floating-
point datapath [10] necessarily uses far more look-up
tables than an integer datapath, and logic reported
for an Altera device [19] is counted in adaptive logic
modules that do not map one-to-one to Xilinx LUTs,
so its LUT and Mbps/LUT entries are left blank. This
limitation is not specific to our study; for example, [7]
notes in its own comparison that contrasting resource
consumption or frequency across different FPGA famil-
ies and vendors is not appropriate, since the underlying
logic elements differ. The entries in Table 7 should
therefore be read together with the arithmetic format,
device family, and the conditions discussed here, not as
a single ranking.

Resource and throughput trade-offs. With that caveat,
two broad groups are visible. High-dimensional maps
and structure-varying networks [7, 10, 19] emphasize
dynamical complexity; they report comparatively low
throughput (0.007-1.045 Gbps) and use dedicated DSP
slices (20-52). At the other end, designs that target
multi-gigabit rates rely on parallel hardware multipli-
ers: the Tinkerbell generator in [2] reaches 2.33 Gbps
with 16 DSP slices, and the discrete hyper-chaotic sys-
tem in [25] reaches 10.28 Gbps but uses 224 DSP slices.
In an FPGA, DSP slices are a limited hard resource that
is often shared with other system functions, so heavy
DSP use can reduce portability to smaller devices.

Where the proposed design sits. The proposed generator
does not achieve the highest throughput or the smallest
area in the table. Its distinguishing property is that it
uses no DSP slices and no Block RAM, whereas every

other entry uses between 16 and 224 DSP slices; the
entire datapath is realized in standard logic slices using
branchless integer arithmetic. At 5.818 Gbps it is the
second fastest entry after the DSP-heavy design of [25],
and among the integer/fixed-point designs it offers
a competitive normalized throughput of 6.23 Mbps
per LUT (second to the 227-LUT Tinkerbell design
of [2], which however is DSP-based and validated
only with SmallCrush). Of the other works, only [2]
reports dynamic power, and the proposed design has a
lower energy per bit (5.0 pJ/bit as a zero-delay lower
bound and 7.2 pJ/bit including glitch activity, versus
19.3 pJ/bit for [2]); we restrict this comparison to
dynamic power because the other works report total
on-chip power (0.438 W for [10]; 0.668 W at 10 Gbps
for [25]) or no power figure; total power includes device-
wide static leakage and is not a per-design metric. A
power comparison with the remaining works is therefore
not possible, and we do not report one.

Statistical-validation depth. The works that reach
multi-gigabit throughput [2, 25] report TestUO1 only
at the SmallCrush level, so the behavior of those
ultra-fast generators under the longer Crush and Big-
Crush batteries is not established in the respective
papers. The proposed design is validated with NIST
SP 800-22, the full Dieharder battery, and the complete
TestUO1 BigCrush battery (160 statistics; full sub-
test logs are provided as supplementary material). We
note that plain xoshirol128** is already known to pass
BigCrush [27], and the xoshiro-only row is included
in Table 7 for the resource and power comparison; it
has the same throughput as the full design because
both produce one 32-bit word per cycle at the same
frequency, and its energy per bit is 4.8 pJ/bit as a
zero-delay lower bound and 5.3 pJ/bit including glitch
activity; the value of the added layers is analyzed
separately in Section 4.7 and is structural rather than
statistical.

Summary. Taken together, the proposed design is best
described not as the fastest or smallest generator, but
as a DSP-free, BRAM-free integer core that reaches
multi-gigabit throughput in standard logic while being
validated to the depth of the full BigCrush battery. This
combination of zero hard-macro usage, competitive
normalized throughput and energy, and deep statistical
validation is the practical trade-off that the design tar-
gets for resource-constrained embedded systems, rather
than a record in any single metric.
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Table 7. Condition-aware comparison with recent FPGA-based chaotic PRNGs. Numbers are reproduced from the cited works;
normalized metrics are derived from them. The designs use different FPGA families, arithmetic formats (in parentheses), and
power-reporting conventions, so the entries are not directly comparable and should be read together with the stated conditions
(see the text). The last numeric column gives the normalized throughput with the dynamic energy per bit in parentheses; —
marks values that cannot be derived from the cited work. The proposed design additionally uses no Block RAM.

Design Algorithm (arith.) FPGA Freq. LUT DSP Thr. Mbps/ Stat. batteries
(MHz) (Gbps) LUT (pJ/bit)

[10] 2D-SPCCM (fp-64) Zyng-7000  108.3 16233 52  0.017 0.001 () NIST, TUOL

[19] 5D-MHNN (fx-32) Cyclone V — 40 0.0069 — NIST, TUOL

7] SVCNC (fx-8) Artix-7 100.0 3,113 20  1.045 0.34 (=) NIST, TUOL

2] Tinkerbell (fx-24) Artix-7 227 16 2.330 10.26 (19.3) NIST, DH, SmallCrush

[25] TL-COTDCM (fx-128) Kintex-7 120.5 4,694 224 10.284 2.19 (=) NIST, SmallCrush

This work (xoshiro only) xoshiro128** (int-32) Zyng-7000 181.8 685 0 5.818 8.49 (4.8) BigCrush [27]

This work (full) Hybrid (int-32) Zynqg-7000 181.8 934 0 5.818 6.23 (5.0) NIST, DH, BigCrush

5 Conclusion

This paper presented a hybrid pseudo-random num-
ber generator for FPGA platforms that targets high-
throughput operation in resource-constrained embed-
ded applications. To reduce the resource overhead and
throughput limitations associated with classical chaotic
implementations, we proposed a DSP-free hybrid ar-
chitecture combining the Xoshiro128** algorithm with
a Weyl sequence and a branchless integer-based Tent
map. Designed using high-level synthesis for the Xilinx
Zyng-7000 SoC, the post-place-and-route implement-
ation uses 934 Slice LUTs. The optimized datapath
achieved a sustained throughput of 5.82 Gbps while
consuming 29 mW of dynamic power (zero-delay es-
timate; 42 mW including glitch activity). The reported
design exposes a nominal initialization space of 2192 and
passes the NIST SP 800-22, Dieharder, and TestU01
BigCrush test suites. These results suggest that the
proposed architecture may be suitable for resource-
constrained embedded applications that need a high-
throughput, DSP-free source of statistically strong
pseudorandom numbers. Compared with recent FPGA-
based chaotic PRNG architectures, the proposed design
achieves a favorable balance between resource efficiency,
throughput, and statistical validation depth, delivering
5.82 Gbps without requiring any DSP slices while
passing the full TestU01 BigCrush battery.

The work has the following limitations. The integer
Tent step is algebraically affine and therefore adds no
algebraic non-linearity; the Weyl seed wg has weak one-
bit sensitivity (about 1/8 of the output bits change); the
number of distinguishable initializations is below the
nominal 2'92; the reported power is an out-of-context
estimate with an ideal clock net, and the zero-delay
value is a lower bound; and the TestU01 batteries were
run with a single seed.

Future work may include extending the proposed
architecture to other FPGA families, evaluating the
core inside a complete SoC design, where the clock
network is routed and its power can be measured
directly, and replacing the affine integer Tent step with
a non-linear layer.
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