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Abstract

The rapid growth of the Metaverse creates
major challenges in secure communication
because of its decentralized and data-
intensive nature. Traditional cryptographic
methods are vulnerable to quantum
computing attacks. This research paper
developed a wunified framework for
quantum-secure communication in the
Metaverse. It integrated quantum key

(QKD),
cryptography (PQC), STRIDE-based threat

distribution post-quantum

modelling, and attack tree analysis. A

quantitative risk model based on probability
and impact is developed and validated
using simulations with 10,000 to 100,000
users. The results show that the risk has
come down by 52.2%, the threat detection
rate is 95%, and the attack success rate is
less than 10%. The system demonstrates
linear scalability with controlled latency
and acceptable computational overhead
(10-16%). Statistical analysis indicates that
the risk distribution is stable and the
variance is lower. Compared to existing
methods, the developed framework
provides enhanced security, scalability, and
adaptability, particularly in handling
increased user loads and dynamic network
conditions. It is critical to preserving
performance and reliability in high-demand
scenarios, especially when ensuring that
secure communication remains effective
under varying user loads and network
conditions. The research work offers a
practical solution for secure
communication in  quantum-enabled
Metaverse environments. Additionally, it
addresses challenges such as data integrity,
user privacy, and real-time interaction in
these complex digital spaces.

Keywords: Metaverse security, Quantum
Key Distribution (QKD), Post-quantum
cryptography (PQC), Threat Modeling,
STRIDE, Attack Tree Analysis, Risk
Assessment, Cybersecurity, Quantum-

Secure Communication, Network Security.



1. Introduction

The Metaverse is rapidly emerging as a
novel new ecosystem that combines virtual
reality, augmented reality, and distributed
computing technologies [1, 2]. It enables
immersive interaction and communication
in a shared virtual space. It supports virtual
commerce, digital identity, healthcare,
education, and remote collaboration [3, 4].
As these applications grow, ensuring data
security and user privacy becomes critical.
This study focuses on developing a
comprehensive threat model and risk
assessment framework for quantum-secure

communication in the Metaverse [5].

Recent studies indicate that the Metaverse
depends on decentralized systems and real-
time data exchange [6], which are essential
for ensuring user privacy and enabling
seamless interactions within  virtual
environments. Blockchain technology is
widely used for identity and asset
management among Metaverses [7].
Traditional cryptographic methods, Rivest-
Shamir-Adleman (RSA) and Elliptic Curve
Cryptography (ECC), are commonly used
to secure communication. However,
quantum computing breaks these classical
encryption techniques [9]. By addressing
this issue, Quantum Key Distribution
(QKD) has been introduced as a secure
communication method [10]. Post-quantum

cryptography is being developed to resist

quantum attacks [11], and it aims to create
encryption methods that remain secure even
in the presence of quantum computing
capabilities.  Zero-trust  architectures
improve access control in distributed
environments [12]. Artificial intelligence
(AI) is used to detect abnormal activities in
real-time [13]. Using privacy techniques
such as homomorphic encryption and
secure multi-party computation helps
protect sensitive data [14]. However, these
solutions are investigated separately and
not as a unified framework. This limits their
effectiveness in providing comprehensive
security. Integrating these techniques can

improve data protection and overall system

performance [15].

Earlier works have highlighted key
developments in this field, like Shor
showing that quantum algorithms break
classical encryption systems [16], Grover
presenting a faster search algorithm that
weakens symmetric encryption [17], and
Bennett and Brassard introducing QKD for
secure communication [18]. Gentry
developed homomorphic encryption for
secure data processing [19]. NIST has
started standardizing post-quantum
cryptographic methods [20]; Zyskind et al.
proposed  blockchain-based  identity
systems [21, 22]; zero-trust security was
formalized by Syed et al. [12]; Sommer and

Paxson [13] developed ML-based intrusion



detection; Camara introduced secure multi-
party computation [23]; and Patra et al.
discussed security challenges in the

Metaverse [5].

Although there are advancements, no
integrated framework combines quantum
security, threat modelling, and risk
assessment for the Metaverse. Present
research works failed to address the
dynamic and complex nature of Metaverse
environments. They also lack integration of
quantum security with threat modelling and
risk assessment. They are critical for system
safety and reliability. The study provides
clear evidence for a single, scalable
solution, which can address both classical

and quantum threats.

The objective of the research work was to
establish a Quantum-secure STRIDE and
Attack  tree-based  Risk
framework (Q-STARR Framework) for

Reduction

threat modelling and risk assessment in
quantum-secure Metaverse
communication, which includes identifying
security threats, integrating quantum-
resistant techniques, developing a risk
assessment model, and validating the
framework through simulations. This study
focuses only on communication-layer
security and does not consider hardware-

level quantum implementations. The

proposed work introduces a novel

integrated framework that combines
quantum security, threat modelling, and
risk assessment tailored for the Metaverse.
The main contributions of this work are the
following:

e A unified framework integrating
QKD, PQC, STRIDE, and attack
tree modelling

e A normalized and weighted risk
assessment model

o Simulation-based validation with
large-scale Metaverse users

e Comprehensive  evaluation of

security,

scalability, and

performance metrics

2. Related Research Work

Recent research work on Metaverse
security focuses on challenges facing it in
its decentralized and highly interactive
nature. The Metaverse combines virtual
reality, blockchain, artificial intelligence,
and cloud computing, which increases
system complexity and expands the attack
surface [24, 25]. Common issues include
identity theft, data leakage, and misuse of
virtual assets [26]. Researchers also point
out the lack of standard security
frameworks across platforms, which creates
interoperability and protection challenges,
making it difficult for users to ensure their
data and assets are secure while navigating

different environments in the Metaverse,



especially as these environments often have
varying security protocols and user privacy

policies.

Blockchain has been widely used to
improve trust and identity management in
the Metaverse, which is a collective virtual
shared space that enables secure and
decentralized control of digital assets. It
allows for safe and decentralized
management of digital assets [27].
However, most blockchain systems rely on
classical cryptography, which is vulnerable
to quantum attacks [28]. Studies indicate
that future quantum computers may break
widely used encryption methods, creating
serious risks for Metaverse systems,
particularly in terms of data security and
user privacy, which could undermine trust

in these digital environments [29].

Quantum cryptography and quantum
mechanics offer the solution to these
problems and provide the most secure
communication [30], respectively. QKD
assists in the security of key exchange and
helps eliminate eavesdropping [31].
Researchers are also integrating QKD with
conventional encryption to enhance the
general security. Post-quantum
cryptography offers protection against
quantum attacks [25]. Hybrid methods
classical

combining  quantum  and

techniques, = which  integrate  both

approaches, are intended to offer practical
and scalable solutions for enhancing
security in the face of emerging quantum
threats and ensuring compatibility with
existing systems [32], Al is used to detect
anomalous behaviour and predict threats in
real time [33, 37]. To keep user data safe in
the virtual world, there are other privacy
tools like homomorphic encryption and

secure multi-party computation [34].

Although threat modelling techniques such
as attack trees and STRIDE have been
applied to analyse system vulnerabilities,
they do not fully address the dynamic and
complex nature of the Metaverse [35]. Most
current research examines quantum
security, threat modelling, and risk
assessment in isolation rather than as a
cohesive framework [36]. Practical issues
such as cost, scalability, and the lack of
standard adoption obstruct the development
of effective security measures that can
address the complexities of quantum
security, threat modelling, and risk
assessment in a unified manner. Moreover,
real-time secure communication in large-
scale virtual environments still requires

more efficient solutions.

Recent studies emphasize the necessity of
unified and adaptive security frameworks.
These frameworks should combine

quantum-resistant cryptography,



decentralized identity systems, and
intelligent threat detection [37].
Researchers agree that future solutions
must handle both classical and quantum
threats together. Future research should
focus on integrating quantum computing
with blockchain and AIl. However, a
complete  and  integrated  security
framework for Metaverse communication
is still missing, which is crucial for ensuring
the safety and privacy of users in this

evolving digital landscape.

3. Proposed Framework

3.1 System Architecture

The Q-STARR Framework provides end-
to-end security for Metaverse
communication, which consists of three
layers: the Quantum-Secure
Communication Layer, the Threat
Modelling Layer, and the Risk Assessment
Layer. These layers ensure secure data
exchange, identify vulnerabilities, and
evaluate risks in a scalable and adaptive
manner, as shown in Fig. 1. The quantum-
secure communication layer forms the
foundation of the framework with secure
data transmission among avatars and virtual
assets. The layer integrates QKD for secure
key exchange and PQC for encryption.
QKD prevents eavesdropping by using

quantum principles, while PQC ensures

compatibility with existing systems and

resistance to quantum attacks that employ a
hybrid approach to combine classical and
quantum techniques for better security and

efficiency.

The threat modelling layer identifies and
analyses potential security threats, which
combines STRIDE and attack tree methods
to provide structured analysis. STRIDE
categorizes threats such as spoofing,
tampering, and Denial-of-service (DoS),
while attack trees model possible attack
paths. These threats are mapped to
Metaverse components like user identities,
communication channels, and digital assets.
This layer helps in understanding
vulnerabilities and planning preventive
measures. The risk assessment layer is used
to assess the probability and the effect of the
identified threats. All the threats are rated
with respect to risk scores in terms of
probability. There is the input of weight
factors to indicate the significance of
various  system components, which
facilitates proper prioritization of risks.
Risk matrices and probabilistic analysis are
used to make informed decisions and
respond to changing threats. These three
layers collaborate to come up with a unified
security framework. The communication
layer facilitates the security of the data
transfer, the threat modelling layer
determines the risks, and the risk

assessment layer prioritizes them. The risk



layer provides feedback that helps in the
improvement of the threat models and
security strategies, thus making the system

continuously improve.
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Fig. 1 Proposed layered architecture
integrating quantum-secure
communication, threat modelling, and
risk assessment in Metaverse systems




3.2 Threat Modelling

The Q-STARR Framework takes a hybrid
approach to threat modelling, which blends
analysis of STRIDE and attack tree
modelling to analyse and identify security
threats in the Metaverse in an organized
way, which not only makes it easy to see all
the possible attack paths but also makes it
easy to observe and classify them. Threats
are categorized into six broad groups
(STRIDE): spoofing, tampering,
repudiation, information disclosure, DoS,
and elevation of privilege. They assist in
comprehending  various  kinds  of
vulnerabilities in the system. "Spoofing" is
the term that implies the impersonation of
users/avatars, and '"tampering" is an
unauthorized alteration of information or
virtual resources. Repudiation is used when
users refute their activities, and information
disclosure is associated with access to
sensitive information without permission.
DoS influences the availability of the
system, and an elevation of privilege will
enable an attacker to have unauthorized
access or control.

All the threats are mapped to the main
elements of the Metaverse, which are
avatars (digital representations of users),
digital assets (virtual items or property),
communication  channels (ways of
interaction), and virtual environments

(simulated spaces in which users can

interact). Such mapping assists in the

interpretation of the exposure of various
components of the system to particular
risks. The attack scenarios are created in
terms of attack tree modelling, a
hierarchical format that demonstrates the

threats implemented step by step.

3.3 Risk Assessment Model

The Q-STARR Frameworke valuates
security risks using a quantitative model,
which is based on probability and impact. It
estimates the severity of each threat and
supports better decision-making. The risk
depends on two main factors, such as the
likelihood of a threat occurring and the
impact it may cause. These factors
represent the uncertainty and potential
damage in the Metaverse environment. The
model analyses multiple threats at the same
time. It allows comparison across different
system  components. To  maintain
consistency, all input values are
normalized. This ensures that risks are
measured on a common scale and compared
easily.

A weighted approach is also used for
different threats, which are assigned
different importance levels. Higher weights
are given to critical components such as
communication channels, digital assets, and

user identities.



The total risk is calculated by combining
the contributions of all threats, which
includes their normalized values and
assigned weights. It helps in identifying and
prioritizing high-risk threats, and it also
supports efficient use of security resources.
The model takes into account sensitivity
and looks at how changes in probability and
impact affect the overall risk. This leads to
the system being more sensitive to impact
than probability, which means high-impact
threats must be addressed first, even if they
occur less frequently. The model is flexible
and scalable, which is updated dynamically
and supports real-time risk evaluation in

changing Metaverse environments.

3.4 Quantum-Secure Integration

The Q-STARR Framework uses quantum-
secure techniques to protect
communication in the Metaverse. These
techniques help secure data against both
current cyber and future quantum threats.
The Q-STARR Framework mainly uses
three key methods such as QKD, PQC, and
a hybrid encryption approach. QKD is used
for secure key exchange between users,
which is based on quantum principles; it
makes it possible to detect any
eavesdropping during communication. This
ensures that the encryption keys remain
safe and are not intercepted. PQC
algorithms are used for encryption and

decryption and are specifically designed to

resist attacks from quantum computers
while working with existing systems. Such
an approach makes the framework practical
and future ready. A hybrid encryption
approach is also used. It combines classical
encryption methods with quantum-secure
techniques. This helps maintain a
favourable balance between security and
system performance. By combining these
methods, the framework enables strong
protection of data. It maintains the
confidentiality, integrity, and authenticity
of communication in the Metaverse.
Integration makes the system more secure,
reliable, and suitable for real-world

applications.

4. Methodology

The conceptual design of the proposed
methodology is validated by simulation-
based experiments, which ensures
reliability and practical applicability.
Simulation Setup:

The simulation was conducted using a
Python-based environment with statistical
and network modelling libraries. The
system included 10,000 to 100,000 virtual
nodes interacting through distributed
communication channels. Multiple attack
scenarios, including spoofing, tampering,
data interception, DoS, and privilege
escalation, are used to evaluate system
performance under realistic conditions.

Each experiment was repeated 50 times to



ensure the statistical consistency and
reliability of the results.

Step 1: Metaverse communication
component identification.

All the important elements, including users,
avatars, digital assets, communication
channels, servers, and service providers,
were introduced. Such elements determine
the system boundaries and flow of
interactions, providing the ability to map
security requirements correctly.
Step 2: Threat Analysis using STRIDE
The STRIDE model helped systematically
identify threats. A vulnerability assessment
of each system component was conducted
in terms of spoofing, tampering,
repudiation, information disclosure, DoS,

and elevation of privilege. It provided all-

inclusive threat coverage.

Step 3: Attack Tree

Critical threats were investigated by
developing attack trees. Each node of the
tree is a possible step of an attack, which
helps to visualize attacks that clearly occur
in many steps. Another advantage is that it
is possible to identify weak areas of the
system (i.e., vulnerabilities that attackers
may exploit at different points) and thus
make specific changes to security protocols

to address such threats.

Step 4: Assignment of Probability and
Impact Values: Each threat was assigned a
probability (P) and impact (I) wvalue.
Probability was calculated based on
frequency of occurrence in simulation:

_ N
P; =

Ntotal
Eq. 1
Impact was defined using a normalized
severity scale (0 to 1), based on potential
damage to system components. To

standardize values, normalization was

applied:

pnorm _ Pi—Pmin

! Pmax—Pmin

Eq. 2

jnorm — Ii—Imin

i - 1.
Imax Imln

Eq.3

Step 5: Risk Score Calculation Risk scores
were computed using normalized values:

Ri — PinormX IZ'LOT'TT'L

Eq. 4

A weighted model was wused for
prioritization:

Reotar = Zi=1(RiXW;)

Eq.5

where Wi represents the importance of

each threat.

Step 6: Quantum-Secure Techniques.

Quantum-secure methods such as QKD and
PQC were used to reduce high-risk threats.
A mixed encryption method was used. The

method can be used to ensure good security



and at the same time keep the
computational cost affordable, especially
when it can take advantage of the
advantages of the quantum secure
algorithm and the conventional encryption

algorithm.

Step 7: Validation through Simulation

The Q-STARR Framework was tested
using simulations with various user loads,
and attack conditions were taken into
account. Risk reduction, detection
accuracy, attack success rate, and system
latency were some of the key performance
metrics. The current validation is based on
simulation; real-world validation will be

addressed in future studies.

5. Results

The Q-STARR Framework was evaluated
using simulated Metaverse scenarios
consisting of multiple users, avatars, digital
assets, and communication channels.
Various attack conditions were introduced
to test system behaviour under realistic
environments. Performance was analysed
in terms of risk reduction, threat mitigation,
and system stability. The results clearly
show that the integration of quantum-secure
techniques with structured threat modelling
and risk assessment significantly improves

overall security and reliability.

5.1 Risk Reduction

The effectiveness of the risk reduction
result is plotted in Fig. 2 and tabulated in
Table 1; they show a reduction in risk
across all major threat categories. Fig. 2
shows the risk values after applying the
framework are much lower than the initial
values. The error bars indicate low
variation, which shows stable and reliable
performance. Table 1 provides detailed
numerical results. The average risk
decreases from 87.7 to 42.0. This results in
an overall reduction of 52.2%. Repudiation
shows the highest reduction at 63.2%, while
tampering shows the lowest at 42.1%.
Other threats, such as spoofing and
elevation of privilege, show reductions of
56.3%. Information disclosure and DoS
show reductions of 48.4% and 47.0%,
respectively. The statistical results indicate
that the mean reduction is 52.2%, with a
standard deviation of 7.05% and a 95%
confidence interval (46.6%—57.8%); the
results are reliable and fall within the

expected range.
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Table 1. Risk Reduction and Performance

Analysis by Threat Category

Threat Initi | Post- Reducti
Category | al Framewo | on (%)
Risk | rk Risk
Scor | Score

e

Spoofing | 80 35 56.3
Tamperin | 95 55 42.1
g

Repudiati | 95 35 63.2
on

Informati | 93 48 48.4
on

Disclosur

e

DoS 83 44 47.0

Elevation | 80 35 56.3
of

Privilege

Average 87.7 |42.0 52.2

Mean Reduction (%) = 52.2, Standard
Deviation (%) = 7.05, 95% Confidence
interval 46.6-57.8




5.2 Threat Detection Accuracy

The threat detection performance of the Q-
STARR Framework was evaluated in
multiple attack scenarios. These scenarios
encompass spoofing, tampering, data
breaches, and DoS attacks, with their
results displayed in Fig. 3 and Table 2. The
proposed hybrid model is compared with
traditional and STRIDE-based approaches.
According to Fig. 3, the Q-STARR
Framework achieves higher detection
accuracy across all scenarios. Traditional
methods show the lowest performance due
to the lack of structured analysis. Although
STRIDE-based methods enhance detection
by classifying threats, they still fail
complex attack patterns. The framework
combines STRIDE with attack tree
modelling, = which  enables  better
identification of both simple and complex
threats. The framework achieves an average
accuracy of 95.0%. In comparison,
STRIDE-based methods achieve 75.0%,
and traditional methods achieve 54.9%. The
framework achieves 94.2% for spoofing,
96.0% for tampering, 95.1% for data
breaches, and 94.8% for DoS attacks. The
framework improves by an average of
21.1% over STRIDE-based methods, with
data breach detection showing the highest
improvement at 22.8%. The framework can
look at both direct and multi-stage attack
paths, which makes it less likely that false

positives will happen because of structured

classification. It also captures complex

interactions between Metaverse
components. In addition, risk-based
prioritization helps focus on critical threats.
The statistical analysis confirms the
consistency of the results that the mean
improvement is 21.1%, with a standard
deviation of 7.05%. The 95% confidence
interval (46.6%-57.8%) shows that the

improvement is reliable.
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Table

2. Threat

Detection Accuracy

Comparison with Statistical Analysis

Attac | Tradit | STRI | Prop | Improv

k ional | DE- |osed |ement

Scena | (%) Base | Hybr | over

rio d (%) |id STRID
(o) | E(%)

Spoof | 58.1 | 78.4 |94.2 |20.2

ing

Tamp | 55.0 75.1 196.0 |20.9

ering

Data |523 |[723 |[951 |228

Breac

h

(Info.

Disc.)

DoS |542 |743 |94.8 |20.5
Avera | 549 | 75.0 |95.0 |21.1

ge
Accur

acy

Mean Improvement (%): 21.1, Standard
Deviation (%): 7.05 , 95% Confidence
Interval: 46.6 — 57.8

5.3 Attack Resistance

The Q-STARR Framework’s attack
resistance was assessed to assess its ability
to withstand both classical and quantum-
based cyberattacks. The study considered
multiple scenarios, including brute-force
attacks, eavesdropping, data interception,
and DoS attacks. The simulation results are
presented in Fig. 4 and Table 3, comparing
attack success rates before and after
applying the framework. According to Fig.
4, the attack success rates decrease
significantly after implementation. The
reduction is clear across all attack
scenarios. The post-framework values
remain very low. The error bars show
minimal variation, which indicates stable
and reliable performance. The average
attack success rate decreases from 82.5% to
4.5%, which corresponds to an overall
reduction of 94.4%. Eavesdropping shows
the highest reduction at 97.8%, data



interception at 96.5%, and brute-force
attacks at 93.8%. DoS attacks also show a
strong reduction of 89.3%, showing high
system resilience. Integrating quantum-
secure techniques achieves this
improvement. QKD, or Quantum Key
Distribution, enables secure key exchange
and detects eavesdropping attempts, which
are unauthorized efforts to intercept
communication. PQC provides strong
encryption that resists quantum attacks. The
hybrid encryption model combines
classical and quantum methods to enhance
security. In addition, structured threat
modelling and risk prioritization help

identify and mitigate critical attack paths.

I Before framework
B After Framework

Attack Success Rate (%)

9 jon 05
1 e ’
al

Attack Scenarlos

Fig. 4. Attack success rates
before and after framework

Table 3. Comparative Analysis of Attack

Success Rates Before and After Framework

Attack | Suc | Suc | Redu | Key
Scenario | cess | cess | ction | Securit
Rate | Rate | (%) y

Bef | Afte Mecha
ore |r nism

(%) | (%)

Brute- 80 |5 93.8 | PQC +

Force Hybrid

Attack Encryp
tion

Eavesdr | 90 2 97.8 | QKD
opping Secure
Key

Exchan

ge

Data 85 3 96.5 | PQC +

Intercep Channe
tion 1

Securit

y

DoS 75 8 89.3 | Threat
Modell
ing +
Prioriti

zation

Average | 82.5 |45 944 | —

Average attack success reduced from
82.5% to 4.5%, Overall reduction:
94.4%, Highest
Eavesdropping (97.8%) , All attacks

reduction:

reduced to <10% success rate




5.4 Scalability

The scalability of the Q-STARR
Framework was assessed to study its
performance under increasing users and
communication demands in the Metaverse
environment. The analysis included user
loads from small-scale to large-scale virtual
environments. The results are shown in Fig.
5 and Table 4. According to Fig. 5, system
latency increases gradually as the number
of users grows. This trend is expected in
distributed systems due to higher
communication and processing needs.
However, the increase is linear and well
controlled, which shows that the framework
maintains stable performance even at high
loads. The error bars indicate low variation,
confirming consistent system behaviour.
As users increase from 10,000 to 100,000,
latency rises from 35 ms to 175 ms. The
data exchange rate increases from 15 Gbps
to 150 Gbps. The computational load also
increases from 12% to 89%. Despite this
growth, the system does not show sudden
spikes or instability. This demonstrates
efficient scalability. Efficient resource use
and distributed processing of security
operations achieve stable performance. The
implementation of  quantum-secure
techniques is optimized. The hybrid
encryption model balances security and
performance. Adaptive risk prioritization
reduces unnecessary computations by

focusing on critical threats. It confirms that

the framework provides controlled and
predictable scalability for large-scale

Metaverse environments.
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Table 4. Quantitative Scalability and

Statistical Performance Metrics

User | Num | Syst | Data | Computa
Load |ber |em | Exch | tional

Categ | of Late | ange | Load

ory User | ncy | Rate | (%)

s (ms) | (Gbp
5)

Small- | 10,0 | 35 15 12
scale | 00
Intera
ction
Mid- | 30,0 | 65 45 28
range | 00
Metav
erse
High- | 50,0 | 95 75 46
scale | 00
Virtua

World
Extre | 80,0 | 145 | 120 73
me 00
Load
Testin

Maxi | 100, | 175 | 150 89
mum | 000
Capac
ity

5.5 Statistical Risk Analysis

The statistical behaviour of risk values was
analysed by probability modelling. This
analysis helps understand the overall
distribution of threats in the system. Risk
scores were calculated for multiple
simulated scenarios using probability and
impact values shown in Fig. 6 and Table 5.
From Fig. 6, most risk values are
concentrated in the lower range after
applying the framework. The distribution
follows a near-normal (Gaussian) pattern,
which indicates a stable and balanced risk
profile. The bell-shaped curve shows a
limitation on extreme risk values and also
suggests that the system operates within a
predictable range. The mean risk score is
42.0, showing a clear reduction for the
initial system. The standard deviation is 8.0,
and the variance is 64.0. The values show
reduced variability across different

scenarios. The minimum and maximum
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risk values (25.0 and 60.0) illustrated
effective control over high-risk extremes.
The skewness is close to zero, and the
kurtosis is near three, which confirms that
the distribution is close to normal.
Combining quantum-secure methods with
structured risk prioritization leads to better
statistical behaviour. QKD and PQC reduce
the probability of successful attacks and the

impact of potential threats, respectively.
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Table 5. Statistical Analysis of Risk Score

Distribution After Framework
Implementation
Statistical Value | Description

Parameter

Mean Risk | 42.0

Average risk
Score (p) level after
applying

framework

Standard 8.0 Variation  in
Deviation () risk scores
across

scenarios

Variance (¢?) | 64.0 Spread of risk

values
Minimum 25.0 Lowest
Risk Score observed risk
value
Maximum 60.0 Highest
Risk Score observed risk

value

Distribution | Normal | Gaussian
Type distribution
pattern

observed

Skewness ~0 Indicates
symmetric

distribution

Kurtosis ~3 Indicates
normal
distribution

behaviour

5.6 Computational Overhead Analysis

The computational overhead of the
framework was analysed to determine the
additional processing cost introduced by
quantum-secure techniques. The
performance was compared with traditional
methods to study the trade-off between
security and efficiency, which are shown in
Fig. 7 and Table 6. According to Fig. 7, the
framework adds a small amount of extra
work to the system, regardless of how much
load it has. As the load increases from low
to extreme levels, the overhead increases
gradually. However, the increase is
controlled and consistent; the error bars
show small variations, indicating stable
performance. The average overhead
increases from 18.8% in traditional systems
to 32.0% in the proposed framework. This
results in an average increase of 13.2%. At
different load levels, the overhead increase
ranges from 10% to 16% and remains
within acceptable limits for secure systems.
QKD requires extra processing for secure
key exchange; PQC algorithms have higher
computational complexity than classical
methods. However, the use of hybrid
encryption and optimized system design

reduces unnecessary processing.
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Table 6. Computational  Overhead
Comparison Between Traditional and

Proposed Framework

System | Tradition | Q- Increa
Load al STARR | se (%)
Scenari | Overhea | Framewo
0 d (%) rk

Overhead

(%)
Low 15 25 10
Load
Mediu | 18 30 12
m Load
High 20 35 15
Load
Extrem | 22 38 16
e Load
Averag | 18.8 32.0 13.2
e

5.7 Communication Latency

The communication latency of the Q-
STARR Framework was assessed under
different network load conditions. The load
was defined by the number of active users
in the Metaverse environment. The analysis
includes end-to-end delay, such as
encryption, key exchange, transmission,
and decryption; the results are shown in
Fig. 8 and Table 7. According to Fig. 8,
latency increases as the number of users
grows from 10,000 to 100,000, which is
expected in distributed systems due to

higher communication and processing

demands. However, the increase is smooth
and nearly linear, which indicates that the
framework maintains stable performance
even at high user loads. The error bars
indicate very low variation, confirming
consistent latency across multiple runs.
Latency increases from 40 ms at 10,000
users to 190 ms at 100,000 users. The
increase is controlled and predictable, and
despite this rise, latency remains within
acceptable limits for real-time Metaverse
applications. This is due to the efficient
system design which results in the
controlled latency. The hybrid encryption
model minimizes the processing delay.
QKD is optimized to reduce overheads of
exchanging key. The PQC algorithms are
applied in an efficient way to restrain extra
cost. Distributed processing and adaptive
resource management also assist in
ensuring that performance is sustained with

increasing load.

200 190 mg
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1= < = o

Communication Latency (ms)
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=

0 40m

Low Medium High Extreme
Network Load Levels

Fig. 8. Communication latency
variation across network loads



Table 7. Communication  Latency

Performance Under Varying Network Load

Conditions

Network | Number | Communication
Load of Users | Latency (ms)
Level

Low 10,000 | 40

Load

Medium | 30,000 80

Load

High 50,000 130

Load

Extreme | 100,000 | 190

Load

5.8 Security Strength Evaluation

The security strength of the Q-STARR
Framework was assessed by analysing its
resistance to different types of attacks and
its ability to protect communication in the
Metaverse. The evaluation uses results
from Fig. 2 (risk reduction), Fig. 3 (threat
detection accuracy), and Fig. 4 (attack
resistance). Fig. 2 illustrates how the
framework reduces risk levels across all
threat categories. The average reduction is
over 50%. This indicates that the system
effectively minimizes vulnerabilities and
improves overall security. Fig. 3 shows that
the proposed hybrid model achieves a
detection accuracy of about 95%. This is
higher than both traditional and STRIDE-
based methods. It indicates that the

framework can identify and respond to both
simple and complex threats. From Fig. 4,
the attack success rate drops to less than
10% after applying the framework. This
large reduction shows strong resistance to
both classical and quantum attacks, such as
brute-force attacks, eavesdropping, and
data interception. Quantum-secure
techniques achieve high security strength.
QKD offers secure exchange of keys and
detection of interception. PQC secures
against quantum computing attacks. The
hybrid encryption model is a blend of the
classical and quantum encryption models to
enhance security. Risk-based prioritization
and structured threat modelling are useful
in identifying and dealing with critical

threats.

5.9 Comparative Analysis with Existing
Methods

The performance of the Q-STARR
Framework was compared with existing
methods to assess its effectiveness in
securing communication in the Metaverse.
The comparison includes traditional
security approaches and STRIDE-based
methods. The analysis is based on results
from Fig. 2 (risk reduction), Fig. 3 (threat
detection accuracy), and Fig. 4 (attack
resistance).

According to Fig. 2, the proposed
framework shows a significant reduction in

risk compared to traditional approaches.



Conventional systems have higher residual
risk. In contrast, the proposed framework
reduces risk by more than 50%, indicating
better protection against vulnerabilities.
Fig. 3 compares threat detection accuracy
across different methods. Traditional
methods achieve about 55% accuracy.
STRIDE-based methods improve the score
to around 75%. The Q-STARR Framework
achieves the highest accuracy of about
95%. The framework shows its ability to
detect both simple and complex threats
effectively. From Fig. 4, the Q-STARR
Framework greatly reduces attack success
rates. Traditional systems show higher
success rates for attacks such as brute-force
and eavesdropping. After applying the Q-
STARR Framework, the success rate drops
to less than 10%, which demonstrates
strong resistance to both classical and
quantum attacks. Unlike traditional
methods that rely solely on classical
cryptography, the Q-STARR Framework
combines QKD, PQC, and hybrid
encryption. In addition, the use of STRIDE
and attack tree modelling improves threat

detection and analysis.

5.10 Sensitivity Analysis

Sensitivity analysis was performed to
investigate changes in key parameters
affecting the overall risk of the system. The
analysis focuses on two main factors, such

as probability of occurrence (P) and impact

(I) of threats; they directly influence the risk
values and play an important role in
decision-making. The research investigates
the influence of minor variations in
probability and impact on the risk score.
The results indicate that the model is more
sensitive to changes in impact than
probability. This means high-impact threats
can greatly affect system risk, even if their
probability is low. Fig. 9 presents the
sensitivity analysis of risk with respect to
probability and impact. The graph shows
that risk increases with both parameters.
However, the increase is higher when
impact values rise. This highlights the need
to prioritize high-impact threats during risk
assessment.
The sensitivity analysis helps to:
v' Identify critical factors affecting system
security
v Improve the accuracy of risk evaluation
v Support better decision-making for
threat mitigation
v Enhance the robustness of the proposed
framework
Table 8: Sensitivity Analysis of Risk with
Respect to Probability and Impact
Parameters
Thank you for the observation. The
manuscript has been revised to clearly
indicate the placement of Table 8 within
Section 5.10 Sensitivity Analysis. An
explicit citation to Table 8 has been added

in the text, and the marker has been



included immediately before the table to

clearly identify its intended location.

Case | Probability | Impact | Calculated

(P) @ Risk (R =
P x 1)

1 0.2 0.5 0.10

2 0.4 0.5 0.20

3 0.6 0.5 0.30

4 0.8 0.5 0.40

5 0.5 0.2 0.10

6 0.5 0.4 0.20

7 0.5 0.6 0.30

8 0.5 0.8 0.40

Table 8: Sensitivity Analysis of Risk with
Respect to Probability and Impact

Parameters

Fig. 9. 3D sensitivity analysis showing
risk variation with probability and

6. Discussion

The Q-STARR Framework was assessed
using quantitative results from multiple
experiments. The results show clear
improvements in security compared to
existing approaches. The framework
achieves an average risk reduction of
52.2%, as shown in Fig. 2 and Table 1 but
it falls within the expected range of 40—
60%. Traditional security models usually
achieve less than 30% improvement due to
reliance on classical cryptography [1, 2].
The higher reduction is achieved through
the integration of QKD, PQC, and a

structured risk assessment model.

The framework also shows strong threat
detection performance. As shown in Fig. 3,
the model achieves an average detection
accuracy of 95.0%. In comparison,
STRIDE-based methods achieve 75.0%,
and traditional methods achieve 54.9%.
This gives an improvement of 21.1%.
Previous studies report detection accuracy
in the range of 80-90% using Al-based and
rule-based methods [3, 4]. This shows that
the proposed model performs better by
combining STRIDE with attack tree

analysis.

The attack resistance results further confirm
the robustness of the framework. As shown
in Fig. 4, the attack success rate decreases
from 82.5% to 4.5%, which is a reduction

0t 94.4%. Conventional systems often show



attack success rates above 20-30% under
advanced threats [5,6]. The strong
resistance is achieved using QKD for
secure key exchange and PQC for
encryption, protecting against both classical
and quantum attacks. The scalability
analysis shows that the framework handles
increasing workloads effectively. The
system performs consistently as users
increase from 10,000 to 100,000. Latency
increases linearly from 35 ms to 175 ms.
Many large systems show exponential
latency growth under heavy load [7], but
the proposed framework maintains
controlled performance.

The communication latency results in Fig.
8 show that latency increases from 40 ms to
190 ms with higher user load. Despite this
increase, the latency remains suitable for
real-time applications. Similar secure
communication systems often introduce
higher delays due to complex encryption
mechanisms [8]. The statistical analysis in
Fig. 6 shows that risk values follow a
normal distribution with reduced variance.
This indicates improved system stability
and better control of uncertainty. Similar
probabilistic models show that reduced
variance leads to more reliable system
behaviour [9]. Overall, the Q-STARR
Framework provides a good balance
between security and performance. The
increases

computational overhead

moderately by 10-16%, as shown in Fig. 7.

This increase is acceptable considering the
significant improvements in security.
Although the results are strong, the
validation is based on simulations. Future
work will include real-world deployment
standard

and  benchmarking  using

cybersecurity datasets.

9. Conclusion

This article presents a unified framework
for quantum-secure communication in the
Metaverse. The framework integrates
quantum cryptography, structured threat
modelling, and  quantitative  risk
assessment, which addresses both classical
and emerging quantum threats. The
framework achieves a risk reduction of
52.2%, a threat detection accuracy of 95%,
and a reduction in attack success rate of
more than 94%. The system also
demonstrates excellent scalability. Latency
increases linearly from 40 ms to 190 ms as
the number of users increases from 10,000
to 100,000. The computational overhead
increases moderately by 10—16%, which is
acceptable considering the significant
improvement in security. The statistical
analysis shows that risk values follow a
normal distribution with reduced variance,
which indicates improved system stability.
Compared to existing approaches, the Q-
STARR Framework provides a

comprehensive and adaptive solution,

which combines multiple security layers



into a single architecture. This makes it
suitable for large-scale, quantum-enabled
Metaverse applications.

The current validation is based on
simulation. Future work will include real-
world deployment and benchmarking using

standard cybersecurity datasets.
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