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Abstract

Continuous-variable quantum key distribution (CV-QKD) is a promising route
to secure inter-satellite optical links, as it integrates naturally with coherent
classical communication technology while offering quantum-based security. How-
ever, meeting the stringent size, weight, and power constraints of spaceborne
payloads requires a photonic integrated platform that combines high-speed, low-
noise modulation with low optical losses. Thin-film lithium niobate (TFLN)
is uniquely suited to this role thanks to its outstanding electro-optic proper-
ties, but its application to CV-QKD has remained unexplored. In this work, we
present a feasibility study of a CV-QKD transceiver architecture on a monolithic
TFLN photonic integrated circuit (PIC) oriented towards low Earth orbit inter-
satellite links. We design the modulation scheme and QKD architecture on a
single TFLN PIC, fabricated through a commercial multi-project wafer run, and
experimentally characterize its passive and active building blocks. We further
report gamma radiation testing of the fabricated chips up to 47 krad, observing
no significant degradation in passive performance, RF response, or IQ modula-
tion fidelity. Building on these experimentally measured device parameters, we
develop a simulation environment that maps realistic hardware imperfections
onto the achievable secret key rate in both fiber and free-space optical channels,
obtaining simulated secure key rates in the Mbit/s range at short link distances.
These results provide a first hardware-anchored feasibility assessment of CV-
QKD on TFLN and outline the design refinements needed to progress towards
operational inter-satellite links.

Keywords: Quantum communications, QKD, TFLN, Photonics, PIC, Lithium Niobate

1 Introduction

During recent decades, photonic integrated circuit (PIC) technologies have undergone
tremendous growth and are now crucial in sectors such as global telecommunication
networks [1-3], where they dominate fiber links all over the world. However, the impact
of PIC technology extends beyond this realm. They are now considered a reliable and
efficient technology in free space scenarios, such as satellite communications, a sector
experiencing a rebirth thanks to the development of new private and governmental
constellations [4]. While radio frequency (RF) links have traditionally dominated this
scene, their limited bandwidth and susceptibility to interference have pushed research
towards free-space optical communications (FSOC) [5]. FSOC offers higher bandwidth,
reduced interference, and narrower beam divergence, enabling efficient inter-satellite
and satellite-ground links with high-speed data transfer capabilities. PICs stand out
as a promising technological platform to realize FSOC due to their compactness, low
size, weight and power (SWaP) requirements, high modulation speeds, and scalability
through the semiconductor industry production [1, 2, 6, 7].

However, the capabilities of FSOC links require robust security measures, as the
propagation of sensitive data through free space introduces critical security vulner-
abilities [5, 8]. Quantum Key Distribution (QKD), a cornerstone of the ongoing



second quantum revolution, leverages fundamental quantum principles to provide
information-theoretic security by revealing the presence of eavesdropping attempts.
This is a second area where PIC technology can impact FSOC. Several QKD
approaches naturally align with PIC technology, promising high-data rates and prac-
tical integration [6], [9]. Among QKD methodologies, Continuous-Variable QKD
(CV-QKD) stands out as particularly advantageous for satellite applications. This is
because it seamlessly integrates with existing coherent classical telecommunication
infrastructure. CV-QKD achieves this by encoding information into the quadrature
components of coherent optical states, effectively bypassing the “single-photon bottle-
neck” inherent in discrete-variable (DV) systems [6, 10, 11]. However, implementing
CV-QKD in the challenging environment of Low Earth Orbit (LEO) demands hard-
ware that not only performs exceptionally well but also adheres to stringent size,
weight, and power constraints. Although there is extensive research on QKD for
satellite-to-ground communications, such as the Micius satellite experiments achieving
secret-key rates (SKR) up to 0.59 Mbit/s [12], and the Jinan-1 satellite demonstrat-
ing SKR of 1.07 Mbit /s over 12,900 km with a payload of just 23 kg [13], inter-satellite
QKD is now beginning to be studied [14].

It is precisely at this intersection between the rebirth of FSOC and the break-
throughs in QKD where photonic integrated circuits have emerged as the primary
route towards the miniaturization and stability required for spaceborne quantum
payloads. Integrated CV-QKD has advanced rapidly in recent years. Following the
first chip-based demonstration of the Gaussian-modulated coherent state (GMCS)
protocol on silicon-on-insulator (SOI) [6], photonic-electronic receivers have enabled
CV-QKD at classical telecom symbol rates of 10 GBaud [15], and fully integrated
transmitter-receiver systems have recently reached 16 GBaud with secret key rates
of hundreds of Mbit/s over metropolitan fiber distances [16], including discrete-
modulated (DM) CV implementations exceeding 1 Gbit/s [9]. Transmitter PICs have
also been reported on indium phosphide (InP), demonstrating pulsed GMCS operation
at the proof-of-concept level [17].

In parallel, Thin-Film Lithium Niobate (TFLN) has emerged as a platform that
combines the high electro-optic (EO) efficiency of bulk lithium niobate with the tight
optical confinement of nanophotonics [7, 18]. TFLN provides an outstanding EO coeffi-
cient (133 ~ 31 pm/V), enabling modulators with bandwidths exceeding 100 GHz and
ultra-low propagation losses (< 0.1 dB/cm), properties uniquely suited to the high-
speed, low-noise modulation required in GMCS protocols [10]. TFLN-based QKD has
so far been demonstrated in the discrete-variable domain, including a fully integrated
chip-to-chip time-bin system operating at 2.5 GHz [19], monolithic BB84 circuits
validated over field-deployed fiber [20], and, very recently, gigahertz-rate integrated
receivers for time-bin quantum communication [21]. However, the application of TFLN
to continuous-variable QKD — and specifically to secure inter-satellite links, where
its high modulation efficiency, low drive voltage, and low optical loss directly translate
into reduced payload SWaP — remains unexplored.

In this work, we present a feasibility study of a CV-QKD transceiver architec-
ture on a monolithic TFLN PIC targeting low Earth orbit (LEO) inter-satellite links,
assessing the security attainable when realistic hardware imperfections are taken into



account. Our contributions are threefold. First, we design a complete high-speed mod-
ulation scheme and QKD architecture within a single TFLN PIC, fabricated through a
commercial multi-project wafer (MPW) run, and experimentally characterize its pas-
sive and active building blocks, including propagation losses, extinction ratios, and
half-wave voltages. Second, we report gamma radiation testing of the fabricated TFLN
chips up to 47 krad, observing no significant degradation in passive performance, RF
response, or 1Q modulation fidelity—to our knowledge, the first such validation of
active TFLN PICs for space environments. Third, we build a comprehensive simula-
tion environment, anchored to the experimentally measured device parameters, that
maps these hardware imperfections onto the secret key rate through a GMCS secu-
rity analysis, under progressively more realistic conditions in both fiber and free-space
optical channels. Our results show that optimized TFLN architectures can achieve
simulated SKR in the Mbit/s range at short link distances, establishing a hardware-
anchored benchmark and outlining the design refinements—most notably a reduction
of the modulator half-wave voltage—meeded to progress towards realistic inter-satellite
link budgets.

2 Results and Discussion

2.1 TFLN Platform suitability

Choosing a suitable photonic platform is fundamental for realizing reliable integrated
quantum communication systems. Since each PIC material platform provides a distinct
set of features, it is necessary to assess whether the required functionalities for the
PIC are available, while also considering the associated technological requirements.
The properties of TFLN are summarized in Table 1 and contrasted with the main
technologies currently available.

Table 1 Material platform properties.

Features Si InP LiNbO3 SizgNg4 GaAs
Transparency window [pm] 1.2-85 1.0 - 10.0 0.35-5.0 0.4-6.5 1.0 - 16.0
n(A = 1.55um), An 3.48,2.04 | 3.18, 0.20 2.20, 0.76 | 2.00, 0.56 3.35, 0.35
Optical gain (band-gap) [nm)] X 515 - 1550 X X 1300 - 1600
TO coefficient (22) [K 1] 1.8-107* | 2.7-10=% | 3.8-107° | 25-10=° | 2.3-10~%
EO coefficient [pm/V] x x (rs3) 31 x (ra1) 1.4
CMOS compatible Yes No No Yes No

Silicon-on-insulator (SOI) offers strong optical confinement, CMOS compatibility,
and industrial maturity but lacks direct optical gain and an intrinsic EO effect [2], [1].
Indium phosphide (InP) supports active integration via its direct bandgap, yet pro-
vides only moderate confinement and limited EO performance [3]. Thin-film lithium
niobate (TFLN) combines a large EO coefficient, good confinement, and a broad
transparency window extending to sub-micrometer wavelengths, making it ideal for
high-speed modulation [7]. Silicon nitride (SisN4) is CMOS-compatible with broad-
band, low-loss guiding but has no intrinsic gain or EO response [2]. Gallium arsenide



(GaAs) enables active integration and moderate EO effects with wide transparency,
but is less mature and not CMOS-compatible [22]. Overall, TFLN emerges as the most
suitable platform for the high-speed, low-noise modulation requirements of our appli-
cation. TFLN’s key strength is its high EO coefficient, enabling efficient, > 100 GHz
modulation bandwidth with CMOS-level drive voltages (~1.4 V). Realizing and char-
acterizing such bandwidths, however, demands careful management of microwave
losses and impedance matching. The half-wave voltage-length product (V; - L) typi-
cally lies between 1.8 and 5.4 V-cm at telecom wavelengths, yielding modulator lengths
from a few millimeters to several centimeters, depending on design trade-offs [7]. TFLN
modulators also achieve low insertion loss (~0.5 dB) and high extinction ratios (20-30
dB, exceeding 40 dB in state-of-the-art devices). Combined with the strong optical
confinement of the platform, these features make TFLN a highly attractive choice for
high-performance PICs and advanced QKD applications.

2.2 CV-QKD protocol and modulation scheme

Quantum key distribution (QKD) is a cryptographic approach that exploits funda-
mental principles of quantum mechanics, such as the uncertainty principle and the
no-cloning theorem, to enable secure communication between two parties [8]. Unlike
classical cryptography, QKD leverages quantum properties to detect the presence of
eavesdropping attempts, providing information-theoretic security guarantees.

Continuous-variable (CV) QKD protocols, which encode information onto contin-
uous quantum variables such as the quadrature components of a coherent or squeezed
optical state, have gained significant attention due to their compatibility with classical
optical communication technologies [6]. Its use of coherent detection, which circum-
vents the single-photon bottleneck of DV systems, allows for higher transmission rates.
Nevertheless, their sensitivity to noise and channel losses makes it challenging for long-
distance links, and its security proofs are less well-established than those of DV-QKD
[8], [10].

Finally, QKD protocols can work with different types of optical sources [8]. Among
these, coherent states are more robust and reliable, which makes them ideal candidates
for FSOC links, which are the focus of this work [10].

2.2.1 Protocol description

In figure 1, we can follow the steps of the protocol. In the transceiver side, a strong
pilot tone multiplexed with the quantum signal provides precise frequency and phase
synchronization between Alice’s transmitter and Bob’s locally generated LO, essential
for correct coherent detection. The optical carrier, operating at 1550 nm, is modulated
into discrete pulses at a repetition rate of 250 MHz using a Mach-Zehnder pulse carver.
This pulsed configuration facilitates secure discrete-time encoding and synchroniza-
tion. The quantum information is encoded onto these pulses via QPSK modulation
at 250 Mbaud. Simultaneously, the pilot tone undergoes single-sideband modulation
with carrier suppression (SSB-CS) at an offset frequency of 1 GHz. The quantum sig-
nal is deliberately attenuated to secure photon number levels necessary to leverage the
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Fig. 1 Scheme of our GMCS-QKD protocol. Step 1: a CW laser signal is carved into discrete pulses,
forming the basis of both quantum and reference signals. Step 2: the quantum signal is modulated
using QPSK, while a strong pilot tone provides a phase and frequency reference, two 1Q modulators
are needed for this. Step 3: the quantum signal is then attenuated 23 dB relative to the pilot to ensure
security. Next, both signals are propagated through a quantum channel (optical fiber or free space),
which introduces loss and potential noise into the transmitted states. Step 4: At the receiver, a local
oscillator is used for coherent detection. The incoming signals are mixed with the local oscillator
through polarization-diversity and intradyne detection (simultaneous measurement of I and Q).

security advantages of coherent states, approximately in the order of 0.1 to 10 pho-
tons per symbol. The operating point of the results reported in this work is specified
in Section 2.2.3.

At the receiver, intradyne detection is implemented using a polarization-diversity
90° hybrid, mixing the incoming quantum and pilot signals with the locally generated
LO. The quantum signal is measured using low-noise balanced photodetectors opti-
mized for low power levels, while the pilot tone is captured with higher-bandwidth
balanced detectors tailored for accurate synchronization. Intradyne detection offers
enhanced stability against the frequency and phase drifts common in long-range
optical fiber and dynamic satellite environments, and avoids practical vulnerabilities
demonstrated against heterodyne receiver implementations [23, 24].

2.2.2 GMCS CV-QKD security analysis

In the Gaussian-Modulated Coherent States (GMCS) CV-QKD protocol, Alice pre-
pares coherent states modulated according to Gaussian distributions and sends them
to Bob, who performs the detection. Security in QKD is assessed by comparing the
mutual information between Alice and Bob and the information potentially available
to an eavesdropper, characterized by the Holevo bound.



These parameters are often derived under asymptotic assumptions (infinitely large
number of exchanged symbols), which simplifies the theoretical treatment. While prac-
tical systems inherently operate with finite data block sizes, working in this regime
provides useful upper bounds on achievable security performance and guides imple-
mentations by establishing fundamental limits. The full version of the derivation
followed here can be consulted in [10].

The asymptotic security against collective attacks is given by the Devetak-Winter
formula. Taking into account realistic aspects of a practical CV-QKD implementation,
such as non-ideal reconciliation (reconciliation efficiency 5), frame error rates (FER),
and the fraction of symbols disclosed for parameter estimation (v), the secret key
fraction is

Togympt = (1= FER)(1 —v) (BLap — )., (1)
where rgg’;lmpt is the asymptotic secret key fraction, I4p is the mutual information

between Alice and Bob, and x is Eve’s maximum attainable information (Holevo
information).

Two key quantities are therefore required. First, for heterodyne detection, the
mutual information can be expressed in terms of the signal-to-noise ratio (SNR) as
[10]:

TVmod
115 = log, (14 SNR) = log, [ 1 : 2
am = loy(1-+ SNR) = logy (14 522 ) ©)

where T is the channel transmittance, V,,,q the modulation variance, and ¢ is the
total excess noise at the measurement point.

Second, the Holevo information x(E: B) is computed from von Neumann entropies.
For an entangling cloner attack (entanglement-based frame), the relevant symplectic
eigenvalues needed to recover this quantity can be obtained from

aAEB = Vmod + 1a (3)
bEB = TVmod + g + 1, (4)
ez = \/T(VZog + 2Vinoa)- (5)

Finally, to perform these calculations we will need to connect measured voltages to
shot-noise units (SNU). To achieve this, the measurement setup is calibrated through
the mapping factor ¢

¢~ Pro p’g°Bhf, (6)
where Pro is the local-oscillator power, p is the PIN diode responsivity (A/W), g
is the total amplification of the receiver (V/A), B is the electronic bandwidth (Hz),
h is Planck’s constant, and f the optical frequency. This mapping is experimentally
obtained by disconnecting the quantum signal input and measuring the quadratures
of a vacuum state.

2.2.3 High-speed modulation scheme

Based on practical implementation constraints and the choice of protocol, we selected
Quadrature Phase Shift Keying (QPSK) as the modulation format for our GMCS



CV-QKD scheme. QPSK provides a robust and secure finite-alphabet; its symmet-
ric constellation enhances reconciliation efficiency and aligns seamlessly with readily
available hardware and high-speed modulation techniques.

In GMCS CV-QKD, Alice ideally prepares coherent states of the form |o) = | X +
iP), where X, P ~ N (0, Viyoa). This yields a continuous Gaussian distribution of states
in phase space. However, realizing a perfect Gaussian modulation experimentally is
challenging. Therefore, QPSK modulation, using four coherent states symmetrically
positioned in phase space, approximates the ideal scenario effectively:

(7)

- 3m bw 7
ap = /ne'fs, er{ﬂ T W}.

447404

where n denotes the mean photon number per symbol. It should be noted
that employing a QPSK constellation while evaluating security through the Gaus-
sian (GMCS) framework of Section 2.2.2 constitutes an approximation. Rigorous
security analyses for discrete-modulated (DM) CV-QKD have been developed in
recent years, initially for four-state protocols [25] and later generalized through
semidefinite-programming techniques [26, 27], culminating in explicit asymptotic key
rate expressions for arbitrary modulation formats [28] and protocol optimizations
including postselection [29]. These analyses show that the four-state protocol yields
lower secret key rates than its Gaussian counterpart under identical channel condi-
tions, although constellations with as few as a dozen suitably arranged states can
closely approach Gaussian performance [16]. In this work, we deliberately adopt the
Gaussian security framework of [10] for two reasons. First, the protocol operates in
a low modulation variance regime at the channel input: the transmitter terminal
losses (more details in Section 2.3) act as trusted attenuation on Alice’s side, so that
the quantum states entering the untrusted channel carry a mean photon number of
i = 0.5 per symbol (Vinea &~ 1 SNU at the channel input). At this variance, the
QPSK ensemble closely approximates its Gaussian counterpart (the ensemble correla-
tion Z lies within 5% of the Gaussian value), placing the protocol in the regime where
discrete-modulation analyses are known to approach Gaussian performance [26, 28].
Second, our primary objective is to isolate and quantify the impact of the photonic
hardware (modulator drive voltages, laser noise, detection noise) on achievable secu-
rity, for which the well-established Gaussian formalism provides a common reference
against the integrated CV-QKD literature [6, 15, 17]. The resulting key rates should
nonetheless be read as a Gaussian-equivalent hardware benchmark: a dedicated DM
analysis at the same operating point would certify strictly lower rates, and constitutes
a natural continuation of this work.

2.3 PIC experimental results

The design and fabrication of a photonic integrated circuit (PIC) is a widely diversified
process that requires special attention to each step. The first one has already been
detailed in section 2.1, assessing the capabilities of the TFLN platform for secure FSO
links. Now, we are going to focus on the design and initial characterization stages.
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Fig. 2 Left: IQ Modulator used to implement QPSK using two MZMs. Right: Balanced Mach-

Zehnder Modulator section (MZM), using both TO and EO phase shifters; the complete layout of
the PIC is protected by ARC and cannot be displayed.

Fig. 3 Experimental setup made of COTS pieces and in-house designed pieces for thermal control.

2.3.1 Design and experimental validation

Regarding the design of the chip, we must distinguish the design of the photonic
mask itself and the validation of the used building blocks. The first was performed
using Nazca [30], a Python-based open-source tool that allows us to precisely define
the architecture and its layout. To include the desired TFLN components, we used a
Compact Model Library contained in the Project Design Kit (PDK) developed by the
foundry Luxtelligence [31]. In figure 2, we depict the fundamental building blocks as
included in the photonic mask sent for fabrication. In the validation of the building
blocks we used Luceda IPKISS, the original software used by the foundry to develop
the PDK, to study their frequency responses and extract their S-parameters, in the
form of matrices, to use them as a first semi-ideal approximation of the PIC’s behavior,
using libraries including real material data.



Characterization was realized using a custom-built PIC probe station comprising
commercial off-the-shelf (COTS) optomechanics from Thorlabs, a microscope head
from Motic with an objective for close-up visualization, and discrete lasers from
Eblana, controlled via Koheron drivers. Lensed fibers from OZ Optics were used to
send the light from the laser to the PIC. Fibers were fixed to the fiber V-grooved
holders with Kapton tape. RF signals were sent to the PIC by an arbitrary waveform
generator (AWG) via GSG probes, while DC signals were provided by power sup-
plies via wirebonds. Alignment throughout all of the measurements was performed via
manual handling of 6-axis nanopositioners at both sides of the chip.

Active media are not available in the commercial MPW stack used here, so edge
couplers are required at both facets and the chip cannot operate as a standalone Tx/Rx
stage. While rare-earth-doped TFLN gain sections and heterogeneous I1I-V integration
have been demonstrated at research level, they are not yet part of standard foundry
offerings, unlike the monolithic active integration available in indium phosphide. This
remains the main practical drawback of a monolithic TFLN approach.

For the general assembly, some custom copper pieces were fabricated to set the PIC
at the right height, maintaining thermal stability allocating a thermistor and a Peltier
thermoelectric element for full thermal control, while not losing range of operation
for the fibers at both sides. Custom printed circuit boards (PCBs) were also made
to connect the wirebonds to a Samtec receptacle I/O connector for PCBs and have
the DC interface outside of the chip, in another custom PCB that allowed an easy
handling without compromising the system’s mechanical stability (Fig. 3).

The designed PICs included a series of passive test elements to check the behavior
and build statistics for this MPW run. Statistics of interest include the distribution
of losses per element, the percentage of elements that behave as expected (to validate
fabrication processes and fidelity) or the relation between element losses.

All of this data serves as a backbone to validate sources of disturbance. Any source
of loss and noise adds up against the system performance, thus tightening the range
of several parameters in which we find a positive SKR (a negative SKR would mean
no physically secure information). Elements tested are divided among the different
paths they follow. Negative losses in the reference waveguide are possible because they
are calculated by subtracting the contribution of the simulated insertion losses, index
change losses, and measured transmission losses. This means that the theoretical model
of light coupling calculated numerically does not correspond well with our physical
system.

In general, passive element losses are negligible. 2.5 pm wide waveguides show high
losses because, being multimode, they support higher-order modes, giving rise to mode
cross-coupling at bends, higher bending losses of non-fundamental modes, and modal
noise; short waveguides show very high losses owing to the proximity of the bends
along their path. Transmission losses, taken from 1 pm are notable. Crossings have an
order of magnitude higher losses than bends, but still around 0.24 dB per crossing are
decent levels. Bends have half of the losses with 100 pm of curvature radius than with
50 pm. Transmission losses in standard 1 pm are consistent with expectations, with
a total result of 0.336 £ 0.127 dB/cm. Foundry figures of merit report between 0.2
and 0.3 dB/cm for 1 pm waveguides, in reasonable agreement with our measurements.

10
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Fig. 4 Passive element losses. Each point denotes a measurement on the named path from a PIC,

and the X mark denotes the mean for each path. Box-and-whisker plots represent the extremes and
quartiles.

Both figures compare favorably with the propagation losses reported in the PDKs
of other material platforms, confirming the strong passive performance of TFLN. In
table 2 we show the losses in dB per individual passive element, and in the case of
waveguides, per entire path. Eight different PICs were tested entirely, where there was
a separate path for each element to be tested.

Path Mean | Std Dev

Ref waveguide 0.034 0.945

50 pm 90°(5) Bends 0.065 0.024
50 pm 90°(15) Bends | 0.056 0.030
100 pm 60°(4) Bends | 0.031 0.020
100 pm 60°(8) Bends 0.028 0.017
T um WG (Long) 1.219 2.046
1 pm WG (Short) 0.045 0.365
2.5 pm WG (Long) 1.614 1.491
2.5 pm WG (Short) 6.275 1.890
(4) Crossings 0.258 0.061

(8) Crossings 0.223 0.032

Table 2 Summary of losses per element, in
dB, on each path

In the selected foundry (Luxtelligence), standard commercial MPW stacks do not
allow for DC tuning in RF pads due to fast charge relaxation times (< 1ms), so DC
bias has to be separated using thermo-optical shifters.

Figure 5 shows a DC sweep over a wide voltage range, from which the thermo-
optic half-wave voltage is extracted. Independently, the high electro-optic efficiency

11
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Fig. 5 DC bias sweep of an imbalanced modulator driven by a thermo-optic phase shifter. The optical
power follows a sinusoidal dependence on the induced phase shift, which scales with the dissipated
electrical power (o< V2); hence the progressively shorter voltage period at higher bias.

of TFLN leads to a short V, in the RF sections, enabling shorter modulator lengths
or lower drive voltages than in other substrate materials for the same performance.
Electro-optical electrodes were fabricated in a push-pull configuration, meaning that
for a single signal, the two branches of the MZM are displayed in a GSG configuration
and are affected by the same signal, so we need half of the modulating amplitude.

We observed the spectral behavior of the different active elements. This is useful
because modulators should show a similar behavior as if we were applying a voltage
due to phase imbalance. In general we should see a flat response throughout the
whole C-band, indicating that the chip does not get reflections or losses depending
on the wavelength, which would affect practical applications. We get a flat response
from balanced Mach-Zehnders and other components, and a periodic spectrum on
imbalanced MZMs. We studied the effect of the EO pads length and, because of the
same imbalance, get a similar spectrum. The difference that length supposed was that
for shorter lengths we got a lower extinction ratio.

Modulator length (mm) 0.3 0.5 1.0 2.5

Extinction ratio (dB) 21.77 | 28.47 | 28.72 | 29.66

Free Spectral Range (nm) | 4.651 | 4.698 | 4.710 | 4.702
Table 3 Imbalanced modulators characterized on an example
chip

12



2.3.2 Radiation testing

To validate the use of these chips in space environments, we performed total ioniz-
ing dose (TID) tests on the fabricated PICs, including their associated electronics.
Irradiation was carried out using a Cobalt-60 source placed into a Gammabeam(®)
X200 irradiator. The steady-state irradiation was performed at a dose rate of
230.42 rad(Si)/h, with a relative uncertainty of 4.3% (k = 2), up to a total accu-
mulated dose of 47.32 krad(Si), with a dose uniformity over the samples of 93.21%.
The test plan complies with the ESCC Basic Specification No. 22900 (Issue 5), “Total
Dose Steady-State Irradiation Test Method”. Devices were irradiated unbiased, with
all electrical contacts left floating, and 8 chips were exposed in 4 pairs to ascending
accumulated doses of 10, 20, 36, and 47 krad, with characterization performed after
each exposure. For reference, the TID expected over one year in a typical LEO orbit
behind 10 mm of aluminum shielding ranges between 4 and 40 krad(Si) [32], so the
maximum dose tested exceeds this annual range.

No significant degradation was observed at any dose level. Post-radiation pas-
sive measurements were consistent with their pre-radiation counterparts within the
repeatability of the setup, RF measurements on different modulators showed no mea-
surable change in half-wave voltage, and I1Q modulation tests on the irradiated chips
exhibited no measurable degradation of the QPSK constellation.

@B 30.0mVidiv 500 B:16.06 (@ S0y || 10.0nsIdiv 50.0GSIs IT  4.0psipt
T 30.0mVidiv 500 B:16.0G Preview Single Seq
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Fig. 6 IQ modulation measured after the highest radiation dose (47 krad). The yellow clusters
correspond to the four QPSK symbols; the central magenta trace corresponds to the carrier reserved
for the pilot tone.
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Figure 6 shows the IQQ modulation performance after the highest radiation dose,
using the QPSK modulation scheme; the results were similar to those obtained on the
PICs before irradiation.

A coherent detector was used to decode the phase of the signal, but we lacked the
capabilities to stabilize it. We used one polarization, with polarization maintaining
(PM) fibers, while transmitting mainly the T'Ey mode inside the chip. The other one
(the magenta signal) is left for a pilot tone as one of the feasible ways to correct the
phase in further experiments.

2.4 Signal security simulations
2.4.1 Benchmarking and noise characterization

In this section, we describe the simulation architecture of the experimental setup imple-
mented in Lumerical INTERCONNECT, based on a pilot-assisted coherent intradyne
detection scheme suitable for CV-QKD [11]. This experimental setup serves as an
effective model for studying inter-satellite quantum communication due to its robust
synchronization capabilities and compatibility with high-speed modulation formats.
All SKR were calculated using eq. 1 with the parameters g = 0.97, FER = 0.05, and
v = 0.25 taken from [11].

Initially, our objective was to accurately capture realistic operating conditions by
incorporating experimentally measured device parameters into our simulation model.
Rather than relying exclusively on simulated S-parameters, we introduced passive
measurement data obtained directly from the fabricated PIC. Specifically, we incorpo-
rated the insertion losses and extinction ratios measured experimentally on a balanced
MZM, 5 dB and 20 dB respectively, as well as total losses of the MMI coupler, found
to be 3.5 dB, all characterized at our probe station. Additionally, the figure of merit
(FOM) (V- L) of the RF-driven MZM sections used for IQ modulation was measured
experimentally by Luxtelligence and found to be between 3.0 and 3.5 V-cm. This was
also used in our layout, ensuring realistic modeling of the modulator performance.

Before performing detailed parameter sweeps, it was crucial to identify the sources
of noise impacting the QKD system’s performance. The noise sources modeled in
INTERCONNECT included: shot noise, the inherent quantum noise due to the dis-
crete nature of photons, providing the fundamental limit to measurement accuracy;
Relative Intensity Noise (RIN), amplitude fluctuations of the laser source affecting
signal stability; linewidth, frequency fluctuations causing phase drifts, critical in coher-
ent detection systems. It is essential to highlight the interrelation between RIN and
linewidth, as both typically increase with decreased laser power; modulation noise:
non-idealities arising from deviations in MZM operating voltages and imperfections
in RF drivers; dark current and detection noise, thermal and electronic noise in the
photodetectors, quantified through noise-equivalent power (NEP) data; phase recov-
ery noise, residual phase errors following correction using pilot tones; fiber losses and
dispersion, optical losses and signal distortion in the transmission medium, initially
modeled for optical fiber. This benchmarking phase was carried out at a fixed channel
distance of 13 km.
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The first significant analysis focused on optimizing the operating parameters of the
MZM. First, we performed a diagnostic sweep of the applied RF voltage to visualize its
transfer function. Following our first chip prototype, the active RF and DC sections of
our TFLN MZM were designed to be 1.0 mm long for the first chip prototype. Based
on the experimentally measured FOM, this length corresponds to V¥ = 35 V and
V.PC = 0.82 V respectively.

On the other hand, the input bias voltage determines the modulator’s operat-
ing point. We observed, as expected, maximum transmission at V = 0. Whereas the
quadrature point, which linearizes the modulation response and maximizes sensitivity,
occurred at V' = Vz = 17.5 V. Typically, this quadrature point is chosen by setting
the DC bias voltage to Vyies = Vg in order to optimize modulation efficiency. How-
ever, for the quantum signal part, minimizing excess noise and maximizing security
was prioritized over modulation linearity. By setting V4,5 = 0, we achieved the highest
possible SNR, though at the expense of suboptimal modulation efficiency. This trade-
off affects the clarity of the received symbol constellations at the protocol’s output, as
we will show later in a more complete analysis.

Given that the initially calculated V¥ of 35 V was relatively high, potentially
increasing modulation-induced noise, we investigated lower values of 17.50, 8.75, and
8.00 V. The optimal balance between mutual information and Holevo bound, which
indicate maximal protocol security, was obtained at V' = 8 V, the lowest tested
value. Further reductions in V.*¥" were considered; however, with our current V - L
FOM (L = 4.375 mm), lowering this value further would require an RF active length
approaching the centimeter scale, compromising the compactness and integrability of
the PIC. Such trade-offs are common in PIC design, emphasizing the necessity of
balancing performance, efficiency, and chip size constraints to achieve optimal overall
system performance.

For the modulation of the pilot signal, the V.*¥" was similarly adapted to 8 V. In
this context, reducing excess noise was less critical because the pilot signal is inherently
stronger, and our priority was achieving optimal modulation efficiency rather than
maximizing the SNR. Therefore, we conducted a sweep of the Vj;,s applied to one arm
of the pilot signal MZM to identify the best operational point for security, as depicted
in figure 7 (a). The highest SKR (0.92 Mbit/s) was observed at a Vj;q5 of -1.75 V.

After analyzing modulation noise, we studied the effects of other critical sources
of noise, starting with the transmitter laser. Initially, we evaluated the impact of
laser power while keeping the linewidth and RIN constant. Conducting parameter
sweeps by varying one parameter while keeping the other two constant allowed for
isolated assessment of each parameter’s impact. While physically, these parameters are
often interrelated (for example, linewidth and RIN typically increase as laser power
decreases), isolating them provides valuable insight into optimizing each independently
before addressing complex combined effects.

As illustrated in figure 7 (b), the highest laser power improved modulation effi-
ciency but also increased the excess noise, since the residual phase error left by the
pilot-assisted recovery scales with the modulation variance; the resulting growth in
Holevo information outpaced the gain in mutual information, aborting the protocol.
Reducing the power again improved security until reaching a point of insufficient SNR
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Fig. 7 (a) SKR for different Vj;,s values of the MZMs. (b) SKR for the parameter sweeps of the
TX laser and the LLO; marker meanings are given in the legend. RIN has no specific marker since
its effect on the SKR is not noticeable at this scale.

to sustain secure communication. The optimal transmitter laser power was found to
be -23.01 dBm, with an overall improvement of SKR = 1.1 Mbit/s. Subsequently,
independent sweeps were performed for laser linewidth and RIN. For linewidth, typ-
ical industry values range between 1 MHz to 10 MHz, although low-power lasers can
achieve linewidths as narrow as 50 kHz. Our simulations showed that typical linewidths
induced excessive phase errors, severely compromising security. Surprisingly, extremely
narrow linewidths also presented borderline security issues, suggesting further inves-
tigation into associated RIN impacts at these linewidths is warranted, finding the
optimal point at Av = 575kH z with more than three times the last security upgrade,
SKR = 3.5 Mbit/s. A separate sweep of the RIN from -125 % to -163 % showed
minimal variations in security parameters, though a modest improvement of 10 kbits/s
in the SKR was observed at the lowest values. As coherent detection is, in general,
robust to amplitude and phase noise, this is expected from our setup. Ultimately, we
selected a RIN of -150 %.

Once the first laser is settled, the LLO comes into play. Unlike the transmitter
laser, the LLO significantly affects the coherent detection process directly and, con-
sequently, the phase recovery accuracy. Due to this critical role, optimal performance
was achieved at higher tested power levels, as they provided stronger local oscillator
signals, significantly enhancing coherent detection efficiency. Lower LLO power dras-
tically reduced the SNR, increasing the discrepancy between mutual information and
the Holevo bound, resulting in a strongly negative key rate, i.e., an aborted protocol
with a large gap between the Holevo bound and the mutual information. Regarding the
linewidth, the best SKR was obtained for the narrowest tested value (20 kHz), demon-
strating the necessity of maintaining high coherence in the local oscillator. However,
sweeps of the LLO RIN yielded surprisingly negligible variations in SKR, prompting
questions about why these fluctuations in the local oscillator appear less impactful.
Further investigation into the coherent detection scheme might reveal insights into
this observed robustness against RIN variations.

Finally, we analyzed the impact of detection noise, specifically the dark current of
the photodetectors. For our simulations, we set the responsivity to 0.9 %, consistent
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with models such as the Thorlabs DX20 Series (20 GHz). We performed a sweep of
dark current values ranging from 5 nA (typical low-noise detector performance) to 50
nA and 100 nA. Despite these variations, the SKR remained effectively unchanged,
and the calibrated shot noise unit (SNU) baseline was identical across the cases. This
suggests that the detection noise is dominated by the quantum noise generated by the
photocurrent and that the NEP contributed by the dark current does not significantly
degrade receiver performance under the tested conditions.

After evaluating the key noise contributions (modulation noise, laser linewidth
and RIN, and detector dark current) we can conclude that, within our simulation
framework, the system is primarily shot-noise-limited. Nonetheless, it is important
to acknowledge that certain parameter configurations, particularly suboptimal mod-
ulation settings and broad laser linewidths, introduced substantial excess noise and
severely limited protocol security. Therefore, while shot noise is the fundamental
limiting factor under optimal settings, other noise sources become dominant under
non-ideal conditions and must be carefully managed in practical implementations.
In summary, these parameter sweeps and noise characterizations provided essential
insights into the critical factors determining the practical performance and security of
our CV-QKD protocol.

2.4.2 Protocol simulation and FSO scenario

Now that we have characterized our noise sources, we shift our focus to assessing
the overall performance of our QKD protocol. A fundamental and practical question
immediately arises when dealing with communication experiments: How far can we
reliably transmit quantum-protected information?

Given our objectives, particularly considering potential future applications involv-
ing satellite-based communications, it is important to benchmark our results against
relevant distances. However, to ground our study firmly within the context of estab-
lished literature and to validate our simulations effectively, we begin by considering
typical terrestrial fiber-optic distances frequently encountered in experimental quan-
tum communication setups. Common benchmarks used in literature include 1 km, 4
km, 13 km, 20 km, and 40 km fiber spans.

Initially, during our detailed noise characterization phase, we utilized single-shot
measurements, as this approach provided an efficient method for thoroughly exploring
the extensive parameter space. Nevertheless, to authentically represent the statisti-
cal nature and practical variability inherent to quantum communications systems,
it is essential to aggregate results from multiple measurement runs. Following the
methodology established in [10] - [11], we executed each simulation scenario with eight
measurement iterations.The SKR values quoted in Section 2.4.1 come from single-shot
simulations at 13 km; averaged over eight runs, that distance no longer sustains a
positive SKR.

Upon averaging the results across these multiple measurements, we obtained suc-
cessful SKR for transmission distances of 1 km and 4 km, yielding respective SKRs
of 2.54 Mbit/s and 0.39 Mbit/s. Unfortunately, beyond these distances (at 13 km,
20 km, and 40 km), the protocol failed to produce a positive secure key rate. The
primary limiting factor observed at these longer distances was the increased impact
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of the excess noise attributed to a potential eavesdropper. Despite the counterintu-
itive reduction of total excess noise at longer distances (due to increased losses in the
optical link), the simultaneous drop in channel T and SNR significantly limited the
achievable mutual information between Alice and Bob, making secure key generation
impossible even under the relaxed (trusted-detector) security assumptions.
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Fig. 8 Beam divergence in free space, adapted from [5].

To extend our analysis to the FSO scenario expected in an inter-satellite link,
the optical-fiber channel is replaced by a variable optical attenuator. The attenua-
tion values implemented in the protocol simulation are subsequently mapped onto
an equivalent free-space range using an idealized diffraction-limited Gaussian-beam
model. We consider a symmetric optical terminal with equal transmitter and receiver
aperture diameters, as described in fig. 8, Dy = Dgyx = 15 cm, a value representa-
tive of the aperture scale considered for compact spaceborne optical terminals [33, 34].
The receiver radius is therefore a, = Dgryx/2 = 7.5 c¢m, corresponding to a collecting
area A, = ma? ~ 177 cm?. At the operating wavelength A\ = 1550 nm, we assume
an effective Gaussian beam waist wy = 7.5 cm. The corresponding diffraction-limited
far-field half-angle divergence is 0qiy = \/(7wp) ~ 6.6 prad.
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Fig. 9 (a) Comparison of the SKR obtained in the optical fiber experiment simulation and the free-
space link. (b) Noise values obtained during the simulations. Left vertical axis represents total excess
noise, while the right one represents the excess noise minus the detector noise calculated under the
trusted detector assumption.
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The fraction of the Gaussian optical power collected by a circular receiver aperture
of radius a, is 1 — exp[—2a2/w?(R)]. Since the variable attenuator in the protocol
simulation represents the range-dependent channel loss, rather than the fixed aperture-
coupling loss of the terminal, we normalize this quantity to its zero-range value. The
equivalent geometric link attenuation is therefore

1 — exp(—2a2/w?(R))
1 — exp(—2a2/w3)

Lgeo(R) =-10 10g10 (8)

This model provides an ideal geometric benchmark and does not include pointing and
tracking errors, terminal optical inefficiencies, or additional implementation losses.

FSO Optical Fiber
averaged calib. worst-case calib. averaged calib.
Att. [dB] T SNR Erot Etot — Edet Etot Etot — Edet Erot Etot — Edet
0.2 0.218 0.495 0.041 0.019 0.093 0.069 0.044 0.021
0.8 0.190 0.430 0.040 0.017 0.091 0.068 0.043 0.021
2.6 0.125  0.283  0.036 0.014 0.088 0.064 0.041 0.018
4.0 0.090 0.204 0.036 0.013 0.087 0.064 0.039 0.017
8.0 0.035 0.078 0.033 0.011 0.085 0.062 0.038 0.015
10.0 0.027 0.047 0.033 0.011 0.085 0.062

Table 4 Parameter estimation for different attenuations, with excess noise values normalized to
SNU. Comparison between averaged error values among the different simulation runs and the
worst-case excess noise obtained among them.

As shown in figure 9(a) and table 4, the free-space link sustains a positive SKR
up to a channel attenuation of 0.8 dB, corresponding to approximately 8.6 km, and
aborts from 2.6 dB (a16.5 km) onwards. Over these ranges the beam remains within
its Rayleigh range (zg ~ 11.4 km), so the geometric loss grows slowly with distance
and the free-space link extends further than the fiber link. At equal channel attenu-
ation, the free-space link also yields a higher SKR, consistent with the lower excess
noise attributed to an eavesdropper in this scenario (table 4), which we attribute to
the absence of dispersion in free space. Beyond the Rayleigh range, the loss grows
quadratically with distance and, as in the fiber case, T' and SNR rapidly fall to values
that preclude a secure protocol.

We note that the transmittance T reported in table 4 includes, in addition to the
channel attenuation, a fixed contribution of approximately 6.5 dB from the transmitter
terminal. This accounts for the measured MZM insertion loss together with the excess
loss of the MMI couplers and the fiber-to-chip coupling. Note that the 3.5 dB quoted
for the MMI couplers in Section 2.4.1 corresponds to an isolated device and includes the
intrinsic 3 dB splitting ratio, which is recovered upon recombination in the balanced
modulator and therefore does not accumulate along the signal path. Because these
terminal losses occur on Alice’s side, before the untrusted channel, they are treated
as trusted attenuation and are not attributed to an eavesdropper, placing the states
entering the channel at the operating point quoted in Section 2.2.3.
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To the best of our knowledge, this constitutes the first assessment of a CV-QKD
architecture on a TFLN platform oriented towards inter-satellite links; no prior TFLN
CV-QKD result, in fiber or free space, is available for direct comparison, and TFLN-
based QKD demonstrations to date have been confined to the discrete-variable regime
[19-21]. Since the integrated hardware is identical in both scenarios, the differences
between the fiber and free-space results are governed by the channel itself, namely
the distance dependence of the loss and the presence or absence of dispersion, rather
than by the performance of the photonic chip, which behaves consistently across both
channels.

At the same time, the free-space ranges reported here remain well below realistic
inter-satellite distances, as the steep growth of attenuation with distance in figure
9 (a) makes explicit: extrapolating equation (8) with the same optical terminal to
representative LEO inter-satellite separations of a few hundred kilometers yields link
attenuations of approximately 15-25 dB for separations of 100-300 km, consistent with
the loss budgets reported for LEO free-space quantum links [35]. Bridging this gap
is a matter of link engineering rather than material platform: larger transmit/receive
apertures, a reduced modulator half-wave voltage (Section 3), and advanced classical
post-processing would all move the operating point towards operational inter-satellite
budgets. A complete inter-satellite analysis would additionally need to account for
pointing jitter and residual tracking errors, which our purely geometric Gaussian-
beam model does not capture and which become significant loss and excess-noise
contributions at these distances [35]. We therefore present these results as a hardware-
anchored benchmark for CV-QKD on TFLN.

3 Conclusions

In this work, we presented a feasibility study of a CV-QKD transceiver architec-
ture on a monolithic TFLN PIC oriented towards inter-satellite links, combining chip
design and fabrication through a commercial MPW run, experimental characteriza-
tion, radiation testing, and a hardware-anchored security simulation. To the best of our
knowledge, this constitutes the first assessment of CV-QKD on the TFLN platform.

On the experimental side, we characterized passive and active building blocks
across several chips from the MPW run, including bending, transmission, and cross-
ing losses, extinction ratios, and half-wave voltages, with measured propagation losses
(0.336 £ 0.127 dB/cm in 1 pm waveguides) competitive with foundry figures of
merit and with other material platforms. These measurements validate the fabrica-
tion process and provide the realistic device parameters that anchor our simulations.
Furthermore, the chips were exposed to gamma radiation in ascending doses up to 47
krad, after which passive, RF, and 1Q modulation measurements showed no signifi-
cant degradation. This validation of active TFLN PICs under radiation representative
of space environments supports the suitability of the platform for satellite payloads;
testing against other radiation sources present in space, such as protons and alpha
particles, remains a relevant next step.

On the simulation side, our framework identified the critical noise sources of the
protocol and optimized its operating parameters, showing that the system is primarily
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shot-noise-limited under optimal settings. The resulting simulated secure key rates
reach the Mbit/s range at short link distances, both in optical fiber (2.54 and 0.39
Mbit/s at 1 and 4 km) and in free-space links (up to approximately 8.6 km). The
differences between both channel types are set by the channel loss and dispersion rather
than by the integrated hardware. These distances remain well below operational inter-
satellite requirements; as discussed in Section 2.4.2, bridging this gap is primarily a
matter of link engineering and protocol refinement rather than of material platform.

Several simplifying assumptions delimit the scope of these results. The secu-
rity analysis is asymptotic, treats detection noise as trusted, and applies the
Gaussian framework to a QPSK constellation, as justified in Section 2.2.3; a discrete-
modulation analysis incorporating finite-size effects would yield more conservative,
implementation-faithful key rates and is a natural continuation of this work, together
with advanced classical post-processing techniques [36, 37]. Likewise, certain device
parameters, such as comprehensive waveguide losses and the frequency response of
the EO phase shifters, are not yet fully characterized, and their inclusion will further
improve simulation fidelity.

Finally, our noise characterization points to a clear design route for improvement:
moderately extending the EO phase shifter length, within manageable centimeter-scale
dimensions, would halve V., reducing modulation noise and the required laser power
together with its associated noise contributions. Such focused design refinements,
rather than platform or protocol changes, represent the most promising strategy to
leverage the capabilities of TFLN and move integrated CV-QKD towards operational
secure inter-satellite links.

In summary, this work contributes a fabricated and characterized TFLN PIC for
CV-QKD, the first radiation validation of active TFLN photonics up to 47 krad, and
a security analysis built on measured device parameters, yielding simulated key rates
in the Mbit/s range. Together they establish TFLN as a viable platform for compact,
radiation-tolerant quantum payloads and provide a reference point for the integrated
CV-QKD systems that secure satellite constellations will require.

List of abbreviations

QKD Quantum key distribution
CV-QKD Continuous variable QKD
TFLN Thin film lithium niobate

PIC Photonic integrated circuit

RF Radiofrequency

1Q In-phase and Quadrature
FSO(C) Free-space optical (communications)
SWaP Size, weight and power

LEO Low Earth Orbit

SKR Secret Key Rate

SOI Silicon on insulator

GMCS Gaussian modulated coherent states
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DM Discrete modulated

InP Indium phosphide
MPW Multiproject wafer

EO Electrooptic
DV-QKD Discrete variable QKD
(L)LO (Local) local oscillator
QPSK Quadrature phase shift keying
SSB-CS Single sideband with carrier suppression
FER Frame error rate

SNR Signal to noise ratio
SNU Shot noise units

PIN Positive intrinsic negative (diode)
MZM Mach-Zehnder modulator
PDK Project design kit
COTS Commercial off the shelf
AWG Arbitrary waveform generator
GSG Ground signal ground (probes)
DC Direct current

PCB Printed circuit board
WG Waveguides

PM Polarization maintaining
MMI Multimode interferometer
FOM Figure of merit

RIN Relative intensity noise
NEP Noise equivalent power
ARC Arquimea Research Center

Table 5: Abbreviations used in this document, by order of
appearance
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