Supplementary Information

Quantum utility routing in continuous-variable QKD networks with
trusted and untrusted relays

Farsad Ahmad Aeysha Khalique

This document collects the established theoretical and methodological background used in the main manuscript.
The numerical settings and the QUR routing and weight selection procedures are specified in the main Methods.

Supplementary Note 1. Composable finite-size SKR transition model

We evaluate all physical and relay transitions using the composable finite-size security framework for Gaussian
quantum networks with untrusted relays under collective Gaussian attacks!. A transition contains L, = 1,...,4
physical links, where Ly, = 1 denotes a direct P2P connection and L, > 1 contains L; — 1 untrusted CV
Bell-measurement relays.

For squeezing rqp, the TMSV variance is
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and each physical link £ is represented in standard form by
Ly = T(ag, by, ce), ag=p, bp=Tpu+1-Tp+§& co=Ty(u*—-1), (S2)

where £ is the output referenced excess noise and transmissivity of the link is
T, =1072%/10 4 =0.2 dB/km. (S3)

where dy is the link distance. For P2P transitions, the SKR is optimized over rqp € [1,30] dB. Relay transitions
are reduced recursively using the Gaussian swapping map. For a link £ = 1 and ¢ = 2, the swapped covariance
matrix is
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where np is the efficiency of the Bell measurement device.

For a block of N signals,
m = | feeN], n=N—m, pec = 1 — FER, (S6)

where FER is the frame error rate which gives us pgc as the probability that error correction succeeds, and
fpE is the fraction of signals used for parameter estimation. The parameter estimation uncertainty is

pp = % (S7)

The worst case covariance parameters are taken as
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The corresponding worst case covariance matrix is
Pye = F(awca bwes ch)~ (SQ)

These worst case covariance matrix parameters give us the symplectic eigenvalues

\/ Age F /A2, — 4det Ty
Vi =

S10
: , (510)
where det is the determinant and
Age = a2 + b2, — 2¢2.. (S11)
For heterodyne detection, the conditional symplectic eigenvalue is
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The corresponding worst case mutual and Holevo information, respectively, are
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where the bosonic entropy function is
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The key rate after incorporating parameter estimation uncertainty is
Kpg = BI4s — XBE- (S15)
The composable finite size SKR assigned to the transition ¢ is
NPEC Apxgp | ©
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where the finite sized correction terms are

Axpp = 4logy(V/]X] + 2)4/logy (18pgles ),
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where €., €5, €5, and epg are the security failure probabilities associated with correctness, smoothing, hashing
and parameter estimation respectively and |X| is the size of the discretized measurement alphabet. The
corresponding security parameter for the transition is

€tr — €c + €5 + € + PECEPE. (818)

The numerical parameter used in this study are specified in the main Methods.

Supplementary Note 2. Waxman graph generation

The standard Waxman construction used in the simulations is summarized below 2.

The physical network is modeled as an undirected Waxman graph G = (V, E) with V vertices and F edges,
and Ny nodes are uniformly distributed within a disk of radius R. For each node i, the radial and angular
coordinates are generated as

Pi = R\/ Ul', 01 = 271"/1', xr; = p,;(cos@,;,sin&,;), (Slg)
where U;, V; ~U(0,1) and x; is the resulting position of node i. Edges are generated according to
d
P[(u,v) € E] = fw exp (— 7‘?) , duy = ||Ty — Tol|2, (S20)
where u and v are any two nodes in the network, d,, is their Euclidean distance, and || - || denotes the

Euclidean norm. The parameter ro = 0.07R is the characteristic connection distance and controls how rapidly
the probability of an edge decreases with node separation, while Sy controls the overall connection probability
of the Waxman graph. Each edge represents an optical fiber link with attenuation coefficient a = 0.2 dB/km.



Supplementary Note 3. A* routing

The geometric benchmark uses A* search®. Route notation follows from the main Methods.

A* is the geometric shortest route benchmark. The cost of a transition £ is the total length d; of the fiber
links contained within that transition. For a partial route Rg_,, ending at trusted node v,

Ca-(v) = > do+di(u,v). (S21)
LERS
The search priority is
fa=(v) = Ca=(v) + [|@s — 2|2, (522)

where the second term is the Euclidean distance from current trusted node v to the destination 7. The next
trusted node is selected according to the lowest value of f4«.

Supplementary Note 4. Max—Min routing

The bottleneck rate benchmark uses Max—Min routing*. Here, K (R) = minger Ky, with route notation as in
the main Methods.

Max—Min selects the route with the largest bottleneck SKR,

Rimg = arg max K(R), S23
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where Rg7 is the set of available routes between the source and destination. If the current node is u and v is
a reachable node, extending a partial route Rg_,, through the transition ¢ = (u,v) gives

K (Rgp) = min[K (Rs—u), Ke . (S24)

For each reachable node v, the partial route with the largest bottleneck SKR is retained. The Max—Min
search priority is therefore
Sum(v) = max  K(R), (525)

ReRS—m

and the reachable node with the largest fymv(v) is explored next.

Supplementary Note 5. Gradient boosting score model

Here, z combines graph properties and a QUR weight vector, and S’ denotes the transformed optimization
score defined in the main Methods.

We use histogram based gradient boosting®®. The model is formed from a sequence of regression trees. Each
new tree provides a correction to the prediction obtained from the preceding trees. Since the model is trained
using the transformed score S’, its final prediction is written as
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where Fj is the initial prediction, f;(z) is the correction provided by regression tree ¢, Ty, = 300 is the
maximum number of trees, and Ay, = 0.06 controls the contribution of each new tree. The model parameters
are chosen to limit the complexity of the regression trees and reduce overfitting, with a maximum of 31 leaf
nodes, at least 20 training samples per leaf, and an ¢y regularization value of 1.
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