Appendix A. Mechanism–Control–Verification Checklist
Table 16 maps each mechanism group to a defensive control and a way to check it. It is a proposed, untested review checklist for security reviews, not a new framework and not a validated standard, and no mechanism has a single universal mitigation. The full table is in the data record (control_checklist_v1.2.md): for each row the security failure, the remaining limits, the typical component in the 937 cases of the frame and, separately, in the 130 sampled cases (observed counts, not weighted), and the support of the control, which is documented behavior (a library's own documentation states it, with source, version and retrieval date), inferred from guidance (a specification or weakness entry names the risk or the control) or no guidance (nothing in the documents of Section 3.6 addresses the group). No control was tested in this study (Section 9).
Table 16. The proposed, untested mechanism–control–verification review checklist (the full table, with the support of each control and the typical components, is in the data record).
	mechanism
	control
	how to check it

	A1 unbounded output
	decoded-output, memory and processing-time budgets enforced while decoding
	for each decoding entry point, confirm that decoding stops when a budget is reached

	A2-A3 nesting, recursion, overlapping entries
	a nesting-depth limit and one cumulative budget across entries and levels
	confirm that the budget is shared, not reset per entry or per level

	A4 declared-size trust
	count the bytes actually produced and stop at the budget, whatever size is declared
	confirm that a zero, small or false declared size does not disable or relax the limit

	A5 limit not applied on a path
	the same budgets on every entry point (synchronous, asynchronous, streaming, each codec, redirects and cleanup paths), applied during decoding
	an inventory of entry points with the limits that apply to each

	D1-D3 bounds and integer faults
	bounds checks on every access derived from stream values; checked size arithmetic
	decoder fuzzing and sanitizer builds in continuous integration

	D4-D5 lifetime faults, crashes
	cleanup on every error path; memory-safe code or sanitizers
	error-path tests under sanitizers

	D6 allocation from a declared value
	bound declared sizes before allocating, or allocate as output arrives
	confirm that no allocation is sized by an unbounded input field

	D7 non-termination
	a work or time budget; a step bound on input-controlled references
	confirm that loops over input-controlled references carry a bound

	S1-S2 entry and boundary ambiguity
	one parse result shared by both, or strict rejection of ambiguous archives
	confirm that the checking and the consuming component use the same parse, or that ambiguity is rejected

	S3-S5 name, type and feature gaps
	strict parsing; reject unknown or unsupported features
	compare the interpretations of the components involved

	P1 path traversal by name
	a controlled destination root; reject absolute and parent-relative names after normalization; file operations relative to the root where available
	tests show every written path inside the root

	P2 link following
	an explicit link policy: reject links, or create only links that resolve inside the root, and never write through one
	tests with link entries show them rejected or resolved inside the root

	P3 overwrite, permission or special file
	an overwrite policy; no special files; no privileged modes restored
	tests confirm the policy for each case

	P4 name collision
	detect collisions under the target file system's case and normalization rules
	tests with colliding names on the target platform
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