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Abstract

Intrusion detection systems deployed at the network edge should detect attacks accurately under
severe class imbalance while operating within tight energy budgets. Spiking neural networks (SNNs)
offer event-driven, low-power, and sparse computation. However, their accuracy is limited by three
factors: lossy spike encoding of real-valued traffic features, uncontrolled firing under fixed thresholds,
and poorly separable input representations. This paper proposes an SNN-based intrusion detection
model that resolves the mentioned limitations. First, a class-aware discriminative autoencoder, trained
with a staged schedule of reconstruction pre-training, decoder freezing, and class-weighted fine-tuning,
maps PCA-reduced traffic features to compact embeddings that preserve minority-class structure.
Second, these embeddings are injected directly as constant membrane currents into leaky integrate-
and-fire (LIF) neurons, removing the explicit neural encoding overhead. Third, each LIF neuron uses
an adaptive dynamic threshold, driven by its membrane activity and recent spike history, bounded
between [0.5, 2.0], which suppresses excessive firing. The network is trained end-to-end with surrogate
gradients and backpropagation through time. On NSL-KDD, the proposed model reaches 93.35%
accuracy, a macro Fl-score of 0.93, and an AUC of 0.966. Compared with a rate-encoded, fixed-
threshold SNN baseline, it improves accuracy by 5.2% points, lowers the false-positive rate from 8.4%
to 5.1%, and nearly halves missed attacks (13.9% to 7.6%). These results show that direct feature
injection combined with adaptive thresholding is a practical route to accurate, energy-aware intrusion
detection on neuromorphic and edge hardware.

Keywords: Intrusion detection, NSL-KDD dataset, spiking neural networks, leaky integrate-and-fire
neurons, adaptive thresholding, energy efficiency.

1 Introduction as one of the most disruptive forms of cyber-

attack. According to the NCC Group Annual
The cyber threat landscape has continued to in-

tensify in recent years, with ransomware emerging



Cyber Threat Intelligence 2025 report, global ran-
somware attacks increased by 50% year-on-year
in 2025, reaching 7,874 reported incidents world-
wide [1]. Furthermore, Cybersecurity Ventures
estimates that cybercrime costs reached approx-
imately $10.5 trillion annually in 2025, with the
cost projected to rise to $12.2 trillion annu-
ally by 2031 [2]. Classical defense mechanisms,
such as antivirus software and firewalls, often
rely on static signatures or predefined rules and
may therefore struggle to detect evolving and
previously unseen attacks. This makes Intrusion
Detection Systems (IDSs) a critical layer of mod-
ern cybersecurity frameworks. Unlike traditional
signature-based mechanisms, IDSs can identify
malicious activities by analyzing network traffic
or host behavior. IDSs are broadly categorized
into signature-based, anomaly-based, and hybrid
approaches, with anomaly-based detection receiv-
ing increasing attention because of its ability to
identify previously unseen threats.

Recent advances in Machine Learning (ML)
and Deep Learning (DL) have further enhanced
the capabilities of intelligent intrusion detection
systems. Models ranging from decision trees and
Support Vector Machines (SVMs) to deep archi-
tectures such as Convolutional Neural Networks
(CNNs), Recurrent Neural Networks (RNNs), and
Long Short-Term Memory (LSTM) networks have
demonstrated promising performance on bench-
mark datasets, including NSL-KDD (3], UNSW-
NBI15 [4], and CIC-IDS2017. The major strengths
of these approaches include their ability to learn
complex patterns, adapt to diverse traffic char-
acteristics, and process high-dimensional network
data. Despite their effectiveness, conventional DL
models can involve computationally intensive ar-
chitectures and substantial memory and data re-
quirements, which can limit their suitability for
real-time and resource-constrained cybersecurity
environments.

Spiking Neural Networks (SNNs) provide an
alternative computational paradigm inspired by
biological neural systems, in which information is
represented and processed through discrete spikes.
Their event-driven operation and sparse computa-
tion offer potential advantages in terms of latency
and energy efficiency, making SNNs attractive for
resource-constrained and neuromorphic security
applications [5]. SNN-based approaches have con-
sequently been explored for intrusion and anomaly

detection. For example in [6], an unsupervised
SNN-based anomaly detection approach that does
not require labeled data and is designed for dy-
namic environments in which data distributions
evolve over time, is proposed.

However, the effectiveness of SNN-based in-
trusion detection is constrained by several chal-
lenges. First, conventional spike-encoding schemes
transform continuous-valued network features into
discrete spike trains, which can discard informa-
tion contained in the original feature magnitudes
and introduce additional temporal processing and
latency. Second, fixed neuronal firing thresholds
may lead to excessive or insufficient spiking when
the input characteristics vary substantially across
features or classes, thereby limiting the ability of
the network to represent discriminative patterns
effectively. Third, SNNs remain highly dependent
on the separability of their input representa-
tions. Local learning mechanisms such as Spike-
Timing-Dependent Plasticity (STDP) can adapt
synaptic weights efficiently, but their effective-
ness may deteriorate when input classes exhibit
substantial overlap or severe class imbalance [7].
Importantly, dimensionality reduction techniques
such as Principal Component Analysis (PCA), al-
though effective for retaining dominant variance in
high-dimensional network traffic, do not explicitly
optimize class separability. Consequently, preserv-
ing the principal directions of variance does not
necessarily produce representations that are well
suited for distinguishing minority attack classes
from dominant traffic patterns.

To address these limitations, this work pro-
poses a class-aware representation learning frame-
work that combines nonlinear feature learning
with direct-current SNN processing and adap-
tive neuronal thresholds. First, PCA is employed
as an initial dimensionality-reduction stage to
remove redundancy and retain the dominant in-
formation in the network traffic features. The
resulting representation is then refined using a
Class-Aware Denoising Autoencoder (CA-DAE),
which jointly optimizes reconstruction and class-
weighted discrimination objectives. Unlike PCA,
the CA-DAE explicitly incorporates class infor-
mation during representation learning, enabling
it to learn compact nonlinear embeddings with
improved minority-class separability under imbal-
anced and overlapping traffic distributions. In the



first model (Model-1), these embeddings are pro-
vided to an SNN through conventional spike gen-
eration. In Model-2, the learned continuous em-
beddings are instead injected directly as neuronal
input currents, eliminating explicit spike encoding
and its associated computational overhead. Fur-
thermore, Model-2 incorporates an adaptive neu-
ronal threshold that dynamically regulates spike
generation according to the neuron’s activity, re-
placing the fixed threshold with a time-varying
threshold. This combination of class-aware rep-
resentation learning, direct-current feature injec-
tion, and adaptive thresholding enables the SNN
to operate on more discriminative representations
while reducing information loss and regulating
neuronal firing.
The main contributions of this work are:

1. A class-aware discriminative autoencoder (CA-
DAE) trained with a staged schedule — recon-
struction pre-training, decoder freezing, and
class-weighted fine-tuning that produces com-
pact embeddings in which minority attack
classes remain separable, giving the SNN a
well-conditioned input space.

2. Direct-current feature injection, in which the
CA-DAE embeddings drive LIF membranes as
constant input currents, eliminating explicit
neural encoding and its associated compu-
tational overhead while enabling end-to-end
intrusion classification.

3. A bounded adaptive dynamic thresh-
old denoted by 6W(t) as D) =
clip [0 + ol Vil (5)] + BAD (2), O, O
that couples each LIF neuron’s threshold to its
membrane activity and recent firing, regulat-
ing excessive firing and potentially improving
feature discrimination and classification
performance.

4. A systematic evaluation on NSL-KDD, in-
cluding an ablation that isolates each com-
ponent, an operation-count-based energy anal-
ysis, and comparisons with a rate-encoded
fixed-threshold baseline SNN model and an
adaptive dynamic threshold based SNN model
with direct current injection.

The remainder of the paper is structured as
follows: Section 2 reviews related work in SNN-
based learning and intrusion detection. Section
3 presents the proposed class-aware DAE for

imbalance-robust nonlinear representation learn-
ing. The proposed models are discussed in detail
in sections 4 & 5. Section 6 details the experimen-
tal setup and results. Finally, section 7 concludes
with key insights and future directions.

2 Related Work

Spiking neural networks have been applied to
intrusion detection both as stand-alone classi-
fiers and as components of hybrid deep archi-
tectures. This section reviews these works under
three themes — hybrid and deep SNN-based IDS
(Section 2.1), input encoding and neuron-level
design (Section 2.2), and energy-efficient edge de-
ployment (Section 2.3) — and then states the
research gap addressed in this paper (Section 2.4).

2.1 Hybrid and deep SNN-based
IDS

Wang et al. [8] proposed a convolutional SNN
that improves detection performance while reduc-
ing inference complexity, although the convolu-
tional front end increases architectural complex-
ity and limits interpretability. Xie and Chen [9]
showed that convolutional SNNs can model tem-
poral traffic patterns, but their model depends
on careful spike encoding and is less robust un-
der highly variable network conditions. Karthik et
al. [10] combined attention with spiking dynam-
ics in a protocol-aware Transformer—spiking model
for energy-efficient detection; the work targets
overall accuracy and does not address class im-
balance or minority-class representation. Zarzoor
et al. [11] used SNN-based feature extraction with
a decision-tree classifier; because the features are
pre-selected and handcrafted, the model gener-
alises poorly to unseen attack types. Mustafa et
al. [12] coupled a recurrent network with an SNN
to capture temporal dependencies in IoT traffic,
retaining a dense recurrent component alongside
the spiking stage. Muthusenthil and Devi [13] in-
tegrated deep convolutional SNNs with blockchain
for privacy-preserving intrusion detection in cloud
environments; this framework focuses on secur-
ing the detection pipeline and relies on deep
convolutional stacks.

In these works, performance gains come mainly
from adding ANN components — convolution, at-
tention, recurrence or decision trees —around a



conventional spiking core. How inputs enter the
spiking neurons, and when those neurons fire,
receives comparatively little attention.

2.2 Input encoding and neuron-level
design

At the neuron level, Prajwalasimha et al. [14] em-
ployed STDP-based event-driven learning for edge
and IoT security, but unsupervised local plastic-
ity is sensitive to feature overlap and training
stability. Gretsch et al. [15] proposed single-spike
networks that reduce computational cost by re-
stricting each neuron to one spike, which limits
representational richness for complex multi-class
traffic. Related streaming approaches adapt SNNs
online to concept drift [16] or through semi-
supervised lifelong learning [17], which is comple-
mentary to the offline supervised setting studied
here.

Outside intrusion detection, two lines of work
bear directly on this paper. The first concerns
input encoding. Rate coding converts each real-
valued feature into a stochastic spike train and
needs many time steps to represent values ac-
curately, whereas direct coding feeds real values
to the first layer and lets that layer generate
spikes [18]. Kim et al. [19] showed that direct
coding reaches higher accuracy with far fewer
time steps than rate coding. The second concerns
threshold dynamics. Adaptive LIF (ALIF) neu-
rons raise their threshold after each spike and
let it relax afterwards, which regulates firing and
extends temporal memory [20, 21], while para-
metric LIF neurons learn their membrane time
constants during training [22]. These mechanisms
have been developed and evaluated mainly on vi-
sion and speech benchmarks, and in ALIF neurons
the threshold depends only on the neuron’s own
spike history. To the best of our knowledge, neither
direct coding nor adaptive thresholds have been
examined for network intrusion detection, where
inputs are tabular, heterogeneous and severely
imbalanced.

2.3 Energy-efficient and edge
SNN-based IDS

Dinler [23] proposed a task-scaled SNN with
multi-stage feature selection for resource-
constrained IoT devices; dynamic feature selection

improves efficiency, but the reliance on se-
lected features limits representation learning and
the class imbalance problem is not addressed.
Zivadinovi¢ and Simié [24] showed that SNNs
can substantially reduce energy consumption for
ToT intrusion detection, but reported that this
reduction comes at the cost of detection perfor-
mance, particularly with imbalanced data and
evolving attacks. Together, these studies confirm
the energy case for SNN-based IDS, but also show
that efficiency is often gained at the expense of
minority-class detection.

2.4 Research gap

A review of state-of-the-art studies in this field re-
veals three recurring gaps in SNN-based intrusion
detection. (i) Input representation: most models
operate on raw or handcrafted features, or depend
on ANN front ends, rather than on compact repre-
sentations explicitly shaped for class separability
under imbalance. (ii) Encoding: features are con-
verted to spikes by rate or temporal coding, which
adds latency and information loss, and direct cur-
rent input—effective in other domains [18, 19]—
has not been examined for intrusion detection.
(iii) Neuron dynamics: the reviewed SNN-IDS use
fixed firing thresholds, and the adaptive thresholds
proposed elsewhere respond only to spike history,
so firing is not regulated with respect to membrane
activity as input statistics shift.

This paper addresses all the aforementioned
gaps within a single framework: a class-aware dis-
criminative autoencoder with staged optimisation
that produces separable, imbalance-robust embed-
dings (Section 3); direct current injection of these
embeddings into LIF neurons, removing the ex-
plicit spike-encoding stage (Section 5.1); and a
bounded adaptive threshold that responds to both
membrane activity and recent firing (Section 5.2).
Table 1 summarizes the key mathematical symbols
and variables used in Algorithms 1, and 2.

3 Class-Aware DAE for Robust
Intrusion Representation

To build and evaluate the IDS, we use the bench-
mark NSL-KDD dataset [3], which contains 41
network traffic features, an attack label, and a
difficulty score. Irrelevant features, such as the
difficulty score and service, are removed during



Table 1 Summary of notations used in the proposed
DAE and SNN framework.

Symbol Description Value

X Reconstructed input from the -
decoder

Y Predicted class output

Lyee Reconstruction loss —

Lecis Weighted classification loss —

Liotal Total training loss -

E Total number of training epochs —

P Early stopping patience

T Number of simulation time —
steps

0 ={W;, b} Synaptic weights and biases of —
layer [

L Weighted cross-entropy loss -

C Total number of classes —

y € {0,...,C — 1} Encoded class label -

Deirain, Dval Training and validation datasets —

trains Lval Training and validation data —

loaders

Vi(t) Membrane potential of layer [ at —
time ¢

Si(t) Output spike of layer | at time t —

Ve Gradient-based parameter up- —
date

0 (t) Dynamic threshold of neuron i -
at time ¢

6o Initial threshold 1.0

« Sensitivity to membrane activ- 0.20
ity

V. D (t) Membrane potential for thresh- —
old adaptation

B Sensitivity to recent firing activ- 0.50
ity

A(i)(t) Recent spike-history adaptation -
state

P Decay factor of firing history 0.90

S (1) Spike emitted by neuron ¢ -

Vr(n'i) (t) Membrane potential of neuron ¢ —

H(.) Heaviside spike-generation func- —
tion

Omin Minimum threshold 0.5

O max Maximum threshold 2.0

preprocessing. The attack types are grouped into
five classes: Normal, DoS, Probe, R2L, and U2R.
Missing values are handled using median impu-
tation, followed by a stratified train-test split
to preserve the empirical class distribution and
reduce sampling bias. To address severe class im-
balance, SMOTE is applied to the training data
to oversample minority classes [25]. Finally, the
features are standardized using z-score normaliza-
tion to reduce scale-related bias and ensure scale
invariance across the feature space.

After performing oversampling and standard-
ization, the proposed method employs a class-
aware DAE to model the nonlinear feature repre-
sentations. The main goal of DAE is to optimize

reconstruction and classification objectives as fol-
lows:

Loag = Lree(X, X) + A Leas(y, ) (1)

where L. enforces reconstruction fidelity and
L5 represents supervised classification loss.

The problem with the baseline configuration
is that the optimization is mostly dominated by
the reconstruction objective. Therefore, in case of
severe class imbalance, the learned representation
results in bias toward majority traffic patterns.
This results in representation collapse for mi-
nority classes (R2L and U2R), and consequently
limits the accuracy to approximately 50%. To mit-
igate this limitation, a class-weighted supervision
is introduced as:

C
Las = — Z WeYe IOg(gc)a (2)

c=1

where w, is inversely proportional to the frequency
of class ¢. This weighting amplifies gradient con-
tributions from minority classes and improves
inter-class separation in the latent space. With
staged optimization and decoder freezing, the
DAE achieves an accuracy of 94.92% which is close
to PCA performance while providing class-aware
nonlinear embeddings. To stabilize training un-
der severe class imbalance, a staged optimization
strategy is adopted which involves extended recon-
struction pretraining followed by decoder freezing
and discriminative fine-tuning with class-weighted
supervision. Figure 1 presents a comparative t-
SNE visualization of PCA-reduced features (n =
10) and tuned DAE latent representations. It can
be observed from the figure that the PCA-based
embedding produces compact, globally coherent
clusters for the dominant traffic categories, with
smoother inter-class boundaries and reduced over-
lap.

In contrast, the tuned DAE reveals pro-
nounced local nonlinear structure, with compact
and semantically coherent manifolds for high-
frequency attack classes such as DoS and Probe.
Compared with PCA, it produces more frag-
mented yet class-aware clusters, while minority
classes such as R2L and U2R remain smaller and
sparser but show improved separation. Staged op-
timization, decoder freezing, and class-weighted
supervision help mitigate representation collapse



©:SNE Visualization of PCA Features (Test set) t-SNE Visualization of Tuned DAE Latent Space.

Figure 1 t-SNE comparison of PCA-reduced features and
tuned DAE latent representations on the test set.

under severe class imbalance, producing com-
pact, class-aware embeddings z € R? suitable for
spike-based encoding. These embeddings can be
converted into spike trains using rate- or latency-
based coding,

1
or t;o—, (3)

2

T K 2

thereby addressing the sample-overlap issue dis-
cussed in Section 1 and enabling energy-efficient,
event-driven SNN-based intrusion detection.

4 Development of Proposed
Model-1

Two model variants — Model-1 and Model-2 is pro-
posed. Model-1 serves as a baseline, and Model-2
addresses its limitations, improving overall perfor-
mance. The block diagram in Figure 2 shows the
main components of the proposed Model-1 includ-
ing preprocessing followed by feature extraction.
The next step is the neural encoding (rate en-
coding) to convert real-valued inputs to spikes;
then the SNN architecture, composed of synapse
and neuron models. The proposed Model-1 pa-
rameters were tuned using the Adam optimizer
and surrogate gradient learning [26], implemented
with Backpropagation Through Time (BPTT), to
ensure stable training and reliable performance
evaluation.

4.1 Neural Encoding

The working of rate encoding is as follows: let the
input vector be x € R, where d is the input di-
mensionality. The input is injected at each discrete
simulation step ¢ € {1,...,T}. The encoded input
current to neuron j passed by input layer neurons

Data Input Ill. Feature Selection

Data Cleaning

Label Encoding

Standardization

Il Feature Extraction .
i N [ 3N 0
8 ‘/v\"
PCA-based Feature
Reduction Discriminative Autoencoder-
Based Feature Learning

IV. Neural Encoding

\\ /\\
v VRV ASS
‘ V. SNN Architecture

Spike Train Generation
Neuron Model

VI, Training Phase

r Loss Function 4*]

Surrogate Gradient

NSL-KDD

Missing Value
Imputation

= Adam Optimizer — N r:i;:‘g‘gTTlL
( VII. Prediction
/yNormaI | —
\

Figure 2 The block diagram that clearly represents the
overall procedure followed for the development of Model-1.
Each essential components from data collection to predic-
tion is lucid from the block diagram.

in the first hidden layer is calculated using Eq. (4).

d
1 1
IV =3 wia, (4)
=1

where w(»lA)

;i denotes the synaptic weights. Neu-
ronal membrane evolution with time is the source
of temporal dynamics in rate encoding. Figure 3
shows the overall method to transform the real-
valued features into spikes using rate encoding

method.

4.2 Neuron Model

Each neuron used in the hidden and output lay-
ers are the Leaky Integrate-and-Fire (LIF) [27, 28]
spiking neuron model. The working of LIF neuron
is as follows: let us consider V;;, (¢) is the membrane
potential at time ¢. Then the membrane potential
evolves as described in Eq. (5).

dvglt(t) _ _% (Vm(t) — ‘/rest) + %I(t) (5)

where 7,,, denotes the time constant, Vs is the
resting membrane potential, R is the resistance,
and I(t) represents the input current at time ¢. In
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Figure 3 Illustration of the method for the conversion
of real-valued features into spikes (a) Input current versus
time and the change in membrane potential V,,, with re-
spect to time ¢ is shown where there is spike once Vi, (t)
reaches a defined threshold (b) Calculation of spike firing
rate f1 where number of spikes are getting divide by a time
reference window At;. After calculation f; is found to be
8 Hz, and f2 is 24 Hz.

our case, we set the value V,..ss = 0. The value of
I(t) is calculated using Eq. (6).

1(t) =Y wi Y aft—1) (6)
i k

where w; denotes the weight of presynaptic neuron
1, tgk) is the k*® spike of neuron 4, and «(t) denotes
the synaptic response kernel. When V,,, crosses the
threshold © at time ¢, there is a spike fired at
time ¢. Figure 4 shows the behaviour and working
technique for LIF spiking neuron. In addition, the
equivalent RC circuit for the corresponding LIF
neuron is also shown with spiking and reset mech-
anism, where I(¢) is the input current, R is the
resistance, C' is the capacitance, and V,,(t) is the
potential. A spike is generated when V,,(¢) crosses
© € R. The spike train s(¢) of the neuron can be
formally written as in Eq. (7), where H(-) is the
Heaviside step function.

s(t) = H(Vin(t) ~ ©) (™)

4.3 Proposed Network Topology

A fully connected feedforward network is proposed
for the Model-1 which is shown in Figure 5. In the
architecture, there are a total of 39 input neurons,
two hidden layers (trial and error), first hidden
layer consists of 64 hidden neurons, second hidden

LIF Neuron Spike Firing Soking and
piking an

t t2 5 Reset
(a) (e Mechanism

Spikes t [0] c Vinl®)

Equivalent RC Circuit

Vim ' t Vin
: t \
. Vin
@

Refractory Period

vy

£
MAA

L

Spike

Figure 4 Illustration of the behaviour and working prin-
ciple of the LIF spiking neuron (a) Three discrete events
t1,to,ts in the form of spikes are shown with the same
amplitude (b) Spikes are represented in the form of synap-
tic current Isyn (c) The integration of the total synaptic
current, received by a post-synaptic neuron and when the
membrane potential V,,, reaches a defined threshold ©, then
there is a spike fired (d) The value of V;;, reaches threshold
O at time t;.

layer consists of 32 hidden neurons, and 2 output
neurons.

4.4 Training with Surrogate
Gradient and BPTT

The non-differentiability of the spike generation
function poses a major obstacle for gradient-based
learning. Particularly, the derivative of the Heav-
iside function is zero almost everywhere, making
direct gradient propagation infeasible. To over-
come this limitation, surrogate gradient [26] meth-
ods replace true derivative of the spike function
during the backward pass with a smooth, non-
zero surrogate, while preserving the exact spiking
dynamics during the forward pass. This approxi-
mation enables effective credit assignment across
layers and time, allowing deep and recurrent SNNs
to be trained using gradient descent [29, 30]. In the
discrete-time setting, the spike derivative with re-
spect to the membrane potential is approximated
as shown in Eq. (8).

08¢ o
v " ° (Vin(t) — ©) (8)
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v

Figure 5 The proposed feedforward network architecture
for Model-1, where there are a total of 39 input neurons,
two hidden layers, first hidden layer consists of 64 hidden
neurons, second hidden layer consists of 32 hidden neurons,
and 2 output neurons. Input neurons are represented us-
ing x1,x2,...,239, hidden neurons are represented using
hi1,h12,...,h164. The meaning of hy; is first hidden neu-
ron of first hidden layer, similarly the meaning of haso is
320 hidden neuron of second hidden layer.

where ¢’() is a smooth surrogate derivative, com-
monly chosen as given in Eq. (9).

1

70 = T

(9)

The discretized membrane dynamics can be
written as given in Eq. (10).

Vin(t) = oV (t—1) + Zwixi(t) —0Os;—1 (10)

where o = e 2™ and x,(t) denotes filtered
presynaptic input.

To compute gradients, BPTT is applied. Let
us consider §; = #ﬁm denote the error signal at

time ¢. It satisfies the recursive relation given in
Eq. (11).

_ oL
B 8515
+5t+1 (O[ - 0- O'I(Vm(t) - @))

0 o' (Vim(t) — ©)

(11)

The first term captures the instantaneous contri-
bution of time step ¢ to the loss, while the second
term propagates error information backward from

future time steps due to temporal dependencies in
the membrane dynamics.

For the MSE loss function, the gradient with
respect to the spike output is given by Eq. (12).

0L _ 2 () (12)

ds, T

The gradient of the loss with respect to each

synaptic weight w; is then obtained by accumu-
lating contributions over time using Eq. (13).

L
T = > Grai(t) (13)
v t=1

where z;(t) denotes the filtered input from presy-
naptic neuron i.

4.4.1 Surrogate Gradient
Approximation

The temporal dependency of the membrane po-
tential introduces a recursive gradient term given
in (14).

oL 0L 0s! oL

vt~ astav, gy

which propagates errors backward in time.
However, since ds!/0V,,! = 0 almost everywhere,
the true gradient vanishes. To enable learning, sur-
rogate gradient methods replace this term during
backpropagation with a smooth approximation
o' (Vi — ©), resulting in as shown in Eq. (15).

oL ~ aia/(vmg -

WVt Ost

oL

(15)

This approximation makes BPTT appli-
cable to LIF neurons and enables efficient
gradient-based training of SNNs despite the non-
differentiability of spike events [26, 30]. After
computing the gradients, the parameters are up-
dated using the Adam optimization algorithm
[31]. Adam adapts the learning rate for each pa-
rameter by maintaining estimates of both the
mean and variance of the gradients, which im-
proves convergence and stability in training [31].



5 Development of Proposed
Model-2

The Model-2 is an improvement over Model-1
where the LIF neuron takes the directly injected
current as input rather than the encoded spikes.
For Model-2, the network topology and the train-
ing algorithm is same as Model-1. Limitations of
Model-1 are as follows: it uses a constant-current
encoding method (rate encoding), and an MSE
loss function on spike counts. To overcome the
issues encountered in Model-1, Model-2 was devel-
oped and successfully tested on the same dataset.
Like Model-1, Model-2 also uses rigorous prepro-
cessing and feature engineering methods. Since
there is no standard neural encoding scheme that
works best for SNN. Therefore, in Model-2, in-
stead of rate encoding, the direct current injection
method is used, resulting in a significant increase
in classification accuracy. Model-2 also replaces
Model-1’s fixed threshold with an adaptive dy-
namic threshold, regulating excessive firing and
potentially improving feature discrimination and
classification performance of Model-1.

5.1 Neural Encoding

In Model-2, instead of converting input data into
spike trains using an encoding scheme, the input is
applied directly as a constant current to the neu-
ron’s membrane. This approach is often used in
theoretical studies and hardware-oriented research
because it isolates the intrinsic dynamics of spik-
ing neurons without introducing additional en-
coding complexity. Direct current injection refers
to feeding the raw input value as a constant ex-
ternal current I.,; into the membrane equation
of a spiking neuron. The neuron then converts
this continuous current into spikes through its
natural integrate-and-fire dynamics. Mathemati-
cally, the input signal x is mapped directly as
I.pt = k.x, where x is the input feature value, k
is the scaling factor (normalization or gain), ..
is the injected external current. The neuron gen-
erates spikes depending on whether the integrated
membrane potential crosses the firing threshold.
Direct current injection is typically described
within neuron models such as the LIF model,
which approximates biological neuron membrane
dynamics. The membrane potential evolution is

SPIKE

(Action Potential)
T Vinl®) (\
|
I\
[
Threshold \
t

DC CURRENT
INJECTION SOURCE]|

Depolarization

t

SPIKING NEURON

(soMA)
== POST SYNAPTIC
: = ﬂcg NEURON

Figure 6 Illustration of DC current injection I;n;(t) at
source at time t, where instead of input encoding direct
current injection is done which act as input stimuli for
a post-synaptic neuron. After receiving the input stimuli
from the pre-synaptic neurons, the membrane potential
Vim (t) raises and reaches a defined threshold V4, to generate
a spike. The time at which Vi, (t) reaches V;y, is recorded.

given in Eq. (16).

v (t)

TmT = _(Vm(t) -

Vrest) + RI’Ln] (t) (16)
Where, V(¢) is the potential of the membrane at
time ¢, Vst is the resting potential, 7, is the time
constant, R is the membrane resistance, I;p;(t)
is the directly injected input current. Thus, spike
generation frequency is proportional to the magni-
tude of injected current. Figure 6 shows how direct
current injection is done as the input stimuli for a
post-synaptic neuron.

5.2 Proposed Neuron Model

Although same LIF neuron is used in Model-2
as used in Model-1. However, Model-2 replaces
Model-1’s fixed threshold in spike generation func-
tion SO (t) = H(V(t) — 1) with an adaptive
dynamic threshold S®(t) = H(V, (t) — 00 (1))
for i*® LIF neuron, where 8()(t) is described us-
ing Eq. (17). The meaning and interpretation of
the symbols used in Eq. (17) is described in Table
1. It regulates excessive firing and potentially im-
proving feature discrimination and classification
performance of Model-1.

60)(t) = clip |8 + ol Vi) (1)] + BAD (1), -
17
0min7 emax:|



5.3 Loss Function

Cross entropy is used as loss function unlike
Model-1 that used MSE. The loss function is
described using Eq. (18).

C
L==Y ylogp (18)
i=1
Where, p; is computed using Eq. (19).
. e
Pi=—c—— (19)

D je1 €%

The proposed Model-2 is described clearly with
the Algorithm 1, and Algorithm 2. The procedure
LIF_DYNAMICS(.) takes the input stimuli and com-
putes the output spikes according to the dynamics
of LIF neuron as described in Eq. (16).

Algorithm 1 FORWARD_SNN(X,6,T)
Require: X € R, 0 = {W;, b}, T
Ensure: Y
1: Initialize V; :=0
potentials for layer [
2: out :=0 > Accumulate output spikes
3: fort=1to 7T do
| Si(t) := LippyNAMICS(X x W +b1) >
1% hidden layer spikes
| Sy(t) := LIF_DYNAMICS(S) (t) x Wa + b2)
> 2" hidden layer spikes
6: | S3(t) := LIF_-DYNAMICS(S2(t) x Wi + b3)
> Output layer spikes
7. | out :=out + Si(t)
accumulation
8: end for
9: Y — % Zle Sg(t)
10: return Y

> Resetting neuronal

> Temporal

5.4 Energy Efficiency of Model-1
and Model-2

One of the primary motivations for SNN models
is the energy-efficiency. In this section, the energy
efficiency of ANN and SNN is theoritically anal-
ysed. Let us consider Eyiac represents the energy
cost of a Multiply Accumulate (MAC) operation,
EAc represents the energy cost of an Accumulate
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Algorithm 2 Proposed Model Training with
Early Stopping

Require: X, E, P, T
Ensure: Optimized parameters 6*
1: Initialize synaptic weights 6
2: Define weighted loss: L =
- Zg:ol We Ye IOg(Qc)
3: best := 0o, counter := 0
variables
4: for i =1to F do
5: ‘ for each (X, yy) € Lirain do

> Early stopping

6 | | Y,:= FORWARD_SNN(X;,0,T) >
From Algorithm 1

7 Calculate the loss £(Ys, ys)

8: Update 0 using VoL >
Backpropagation with surrogate gradients

9: end for

10: for each (X3, yp) € Ly do

11: | £, = L(FORWARD_SNN(X3,0,T), yp)

12: end for

13: »Cval = ﬁ Zb Eb

14: if L, a1 < best then

15: ‘ best := L,q1, save 0* > Keeping the
best

16: ‘ counter := 0

17: else

18: counter := counter + 1

19: if counter > P then

20: break > If no improvement, stop

21: end if

22: end if

23: end for

24: return 0*

(AC) operation, N is the number of neurons, M
is the number of synapses, T  is the number of
discrete time steps, and r € [0,1] is the average
firing rate of neurons. Empirically, on digital hard-
ware, Fyiac > Fac often by one to two orders of
magnitude.

In a feedforward ANN, each neuron calculates
a weighted sum then passes through a nonlinear
activation as given in the Eq. (20). The activation
function is denoted by ¢(.), and O; is the output
produced by a neuron j.

M
Oj = 925 (Z ’LUji.Z’i>
i=1

(20)



Where, each synapse requires one MAC opera-
tion. Therefore, the total energy per inference is
Eann =M - Eyac.

However, in an SNN, synaptic computation oc-
curs only when a presynaptic spike is emitted.
Thus, the synaptic current denoted by I;(t) is
given in Eq. (21), where s;(t) € {0, 1}.

1(t) = Z wjisi(t) (21)

Over T time steps, the expected number of
synaptic events is given by E[Synaptic Ops] =
r X M x T. Each synaptic event requires only an
accumulate operation i.e., FsNN, syn = M T Fac.
Thus, SNNs achieve energy efficiency by replac-
ing MAC operations with AC operations [32]. In
addition, membrane updates introduce a small
overhead given by Fyem = NT - Eac. Therefore,
the total energy is calculated using Eq. (22).

Esny =rMTEAc + NTEAc (22)

For large networks where M > N, therefore
ESNN ~ TMTEAc.

The energy ratio between SNN and ANN
inference is calculated using Eq. (23).

’I“TEAC
Envac

Esnn

23
Eann (23)

Since Eyac =~ 10 — 100 x Eac, the ratio is
obtained using Eq. (24).

Esxe T
Eann 10 = 100

(24)

Thus, SNNs are more energy efficient when T <
10. It highlights the core trade-off among the low
firing rates (r < 1), moderate simulation time
(T'), and the sparse event-driven activity. Under
these conditions, SNNs can achieve one to two
orders of magnitude lower energy consumption
than ANNs. In addition, ANNs perform dense
computation: Vi,j : compute wj;x;, while SNNs
perform sparse computation: compute wj; <=
s;(t) = 1. It replaces spatial density with tempo-
ral sparsity, and thus converting energy cost from:
O(M) to O(rMT).

Table 2 Experimental setup and hyper-parameters.

Parameter Model-1 Model-2
Network topology  39-64-32-2 39-64-32-2
Input to first layer = Rate Direct current
encoding injection
Firing threshold Fixed, Adaptive,
0=1.0 0o = 1.0,
bounds
[0.5, 2.0]
Threshold - 0.20, 0.50
sensitivities a, 8
Firing-history - 0.90
decay p
Surrogate 1/(1+ |z))? 1/(1+ |z))?
derivative
Loss function MSE Weighted
cross-entropy
Simulation time - 5
steps T'
Optimizer Adam Adam

Training epochs 500 Early stopping
(convergence at

~325)

6 Experimental Results and
Discussion

This section reports the results of Model-1,
the rate-encoded, fixed-threshold baseline, and
Model-2, which adds direct current injection and
the adaptive dynamic threshold.

6.1 Experimental setup

Table 2 lists the hyper-parameters used for both
models. Results are reported on the held-out test
set of 51,535 samples for binary classification,
where Class 0 denotes normal traffic and Class 1
denotes intrusion attacks.

6.2 Experimental Results for
Model-1

The accuracy curve of Model-1 in Figure 7 rises
quickly in the first few epochs and then fluc-
tuates between approximately 85% and 90% for
the remaining epochs. The close alignment be-
tween training and test accuracy indicates that
the model does not suffer from significant over-
fitting; however, the large fluctuations show that
training with the MSE loss on spike outputs is un-
stable, which is one of the reasons for adopting the
cross-entropy loss in Model-2.
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Figure 7 Training and test accuracy versus epochs for
Model-1.

In the confusion matrix of Figure 8, Model-
1 correctly classifies 17,021 normal and 28,389
attack samples, while 1,555 normal samples are
misclassified as attacks and 4,570 attacks are
misclassified as normal traffic.

Confusion Matrix

25000

20000

15000

True label

r 10000

r 5000

Predicted label

Figure 8 Confusion matrix for binary -classification,
where Class 0 denotes normal traffic and Class 1 denotes
intrusion attacks, for Model-1.

The class-wise metrics computed from this
confusion matrix are given in Table 3. Model-1
reaches an overall accuracy of 88.11%. The preci-
sion for intrusion attacks, i.e., Class 1 (Attack),
is high (0.95), but the recall for this class is
0.86, which means that 13.87% of the attacks are
missed. For normal traffic, i.e., Class 0 (Normal),
the recall is 0.92, while the precision is only 0.79,
and 8.37% of normal samples are raised as false
alarms. The number of missed attacks is therefore
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the main weakness of Model-1, and these are the
limitations that Model-2 addresses.

Table 3 Class-wise performance comparison of Model-1
across different classes.

Class Prec. Recall F1 Acc. (%)
Class 0 (Normal) 0.79 0.92 0.85 88.11
Class 1 (Attack) 0.95  0.86  0.90 '

Figure 9 presents the membrane potential of
the two output neurons of Model-1 for a single
sample over time steps. The membrane potential
of Neuron 1 increases steadily as synaptic inputs
are integrated, while that of Neuron 0 remains low,
so the sample is assigned to Class 1. This confirms
correct temporal integration of the input within
the SNN.

Membrane Potentials of Output Neurons (1 Sample)

—— Neuron 0
—— Neuron 1 —

200 /

Membrane Potential

0 5 10 15 20 25
Time step

Figure 9 Membrane potential of the output neurons of
Model-1 versus time steps for a single sample.

6.3 Experimental Results for
Model-2

The accuracy curve of Model-2 (Figure 10) con-
verges at around 325 epochs and is considerably
smoother than that of Model-1.

In the confusion matrix of Figure 11, Model-
2 correctly classifies 17,660 normal and 30,449
attack samples; only 940 normal samples are mis-
classified as attacks and 2,486 attacks are missed.

The class-wise metrics computed from this
confusion matrix are given in Table 4. Model-
2 reaches an overall accuracy of 93.35%, with
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Figure 10 Training and validation accuracy versus
epochs, demonstrating the progressive improvement and
generalization performance of the Model-2 across epochs.
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Figure 11 Confusion matrix for binary classification,
where Class 0 denotes normal traffic and Class 1 denotes
intrusion attacks, for Model-2.

Fl-scores of 0.91 for normal traffic and 0.95 for
intrusion attacks. Compared with Model-1, the re-
call for attacks increases from 0.86 to 0.92 and the
precision for normal traffic from 0.79 to 0.88.

Table 4 Class-wise performance comparison of Model-2
across different classes.

Class Prec. Recall F1 Acc. (%)
Class 0 (Normal) 0.88 0.95 0.91 93.35
Class 1 (Attack) 0.97 092 0.95 '
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The ROC curve of Model-2 (Figure 12) gives
an area under the curve (AUC) of 0.966, indicat-
ing that the two classes are well separated across
decision thresholds.

Receiver Operating Characteristic Curve
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Figure 12 ROC curve for Model-2 showing the true pos-
itive rate vs false positive rate plot.

Figure 13 shows the membrane potential and
the dynamic threshold of a hidden neuron of
Model-2 over the five time steps (0-4). For this
neuron, the membrane potential stays at approxi-
mately 0.0, while the dynamic threshold rises from
approximately 1.37 to 1.55. The membrane poten-
tial never approaches the threshold, so no spikes
are emitted during this window.

Membrane Potential vs Dynamic Firing Threshold
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o

o
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o
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Figure 13 Illustration of the membrane potential vs dy-
namic firing threshold for Model-2.



As Figure 14 shows, the threshold stays above
the base value of 1.0 and well inside the clamped
bounds [0.5, 2.0]; the clipping in Eq. (17) prevents
runaway drift.
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Figure 14 Variation of the adaptive dynamic firing
threshold in LIF neurons for Model-2.

The spike raster of the 64 neurons of the first
hidden layer (Figure 15) shows that most neu-
rons are either persistently active or persistently
silent over the 5 time steps, while a smaller sub-
set toggles in an alternating pattern, indicating
sparse, largely stable population coding with some
temporal variation.

Spike Raster Plot — Hidden Layer 1

Neuron Index

o 1 2 3 4
Time Step

Figure 15 Visual description of the spike raster plot for
hidden layer 1 used in Model-2.

6.4 Comparison of Model-1 and
Model-2

Table 5 compares the two models, where FPR
is the false-positive rate (normal traffic flagged
as an attack) and FNR the false-negative rate
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Table 5 Comparison of Model-1 and Model-2 on the
test set. Precision, recall and F1l-score are
macro-averaged.

Metric Model-1 Model-2 Change
Accuracy (%) 88.11 93.35 +5.24
Precision (%) 86.82 92.33 +5.51
Recall (%) 88.88 93.70 14.82
Fl-score (%) 87.51 92.92 +5.41
MCC 0.757 0.860 +0.103
FPR (%) 8.37 5.05 —3.32
FNR (%) 13.87 7.55 ~6.32
AUC-ROC - 0.966 -

(missed attacks). Model-2 improves the accuracy
by 5.24 percentage points and the macro F1-
score by 5.41 points over Model-1. It also lowers
the false-positive rate from 8.37% to 5.05% and
the false-negative rate from 13.87% to 7.55%,
so nearly half of the attacks missed by Model-1
are detected by Model-2. The Matthews correla-
tion coefficient (MCC), which is robust to class
imbalance, increases from 0.757 to 0.860.

6.5 Performance Comparison with
State-of-the-art

It is observed from Table 6 that several state-of-
the-art approaches report higher overall accuracy,
particularly deep hybrid models such as SNN +
CNN (98.80%) [8], CNN-SNN with blockchain
(99.15%) [13], and the task-scaled SNN (98.65%)
[23]. Higher accuracy is often achieved through
increased architectural complexity, deeper fea-
ture extractors, or system-level integrations, and
these results are obtained on different datasets
and experimental settings, so they are not di-
rectly comparable. However, when we take a closer
look at these models, we find that many high-
accuracy models rely on convolutional, recurrent,
or attention layers and do not explicitly address
feature overlap or enforce class-aware representa-
tion learning. In contrast, the proposed Model-2
achieves an overall accuracy of 93.35% with a
compact fully connected 39:64:32:2 spiking net-
work, with high recall for normal traffic (0.95) and
high precision for attack detection (0.97), relying
on a representation-centric design (PCA, DAE,
and SNN) rather than complex hybrid layers.
Therefore, while some existing methods achieve
higher raw accuracy, the proposed model offers
a compact, interpretable, and computationally



Table 6 Performance comparison with state-of-the-art methods. The proposed models are evaluated on NSL-KDD
(binary classification) with macro-averaged precision, recall and F1-score; the other results are taken from the respective

studies and datasets.

Ref. Model Acc. Prec. Recall F1
Wang et al. [8] SNN+CNN 98.80 95.00 97.60 96.00
Xie and Chen [9] Conv-SNN 96.85 97.31 97.88 96.72
Karthik et al. [10] Transformer— 96.50 94.00 93.00 93.00
Spiking hybrid
Mustafa et al. [12] RNN-SNN 98.72 98.55 98.52 98.54
(HRSNN)
Dinler [23] Task-scaled SNN 98.65 - 96.00 96.50
Zivadinovi¢ and  Resource-efficient 96.33 - - 95.70
Simi¢ [24] SNN
Proposed Rate-encoded 88.11 86.82 88.88 87.51
Model-1 LIF-SNN
Proposed DC-injected 93.35 92.33 93.70 92.92
Model-2 adaptive
LIF-SNN

efficient solution suited to resource-constrained
deployment.

7 Conclusion and Future Work

In this paper, we propose an IDS that inte-
grates statistical feature reduction, class-aware
discriminative representation learning, and SNN-
based classification to address the challenges of
class imbalance, feature overlap, and computa-
tional efficiency in modern network systems. The
proposed class-aware DAE, trained with class-
weighted objectives and an optimization strategy,
learns compact and separable latent representa-
tions and mitigates representation collapse for
minority attack classes. Building on these struc-
tured representations, two SNN-based models are
developed: Model-1 uses rate encoding with a
fixed firing threshold, and Model-2 uses direct
current injection into the membrane of LIF neu-
rons together with a bounded adaptive dynamic
threshold. Experimental results on the NSL-KDD
dataset show that Model-2 improves the accuracy
from 88.11% to 93.35% and the macro Fl-score
from 87.51% to 92.92% over Model-1, while reduc-
ing false alarms from 8.37% to 5.05% and missed
attacks from 13.87% to 7.55%. The sparse ac-
tivation and event-driven nature of SNNs make
the model well-suited for deployment in edge and
neuromorphic computing environments.

The present study has some limitations. The
SNN models are evaluated for binary classification
on a single dataset, and the energy efficiency is
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analyzed using an operation-count model rather
than measured on neuromorphic hardware. In
addition, the individual contributions of direct
current injection, the adaptive threshold, and the
change of loss function to the improvement of
Model-2 have not yet been isolated through an
ablation study.

In future work, the model will be extended
to multi-class detection and validated on further
datasets such as UNSW-NB15 [4]. Online and in-
cremental learning will be explored for evolving
attacks. Since SNNs are themselves vulnerable
to spike-domain adversarial perturbations [33],
backdoors [34], and hardware trojans [35], the
robustness of the proposed models against such
attacks will also be studied. Finally, deployment
on neuromorphic hardware will provide practical
validation of energy efficiency and latency.
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