
PRISM: Refracting Digital Influence into Ethical,
Adaptive Advertising A Privacy-preserving, Real-
time, Interoperable, Structure-aware and
managerially governed framework for Social
Network Analytics in e-commerce advertising
Linto Thomas 

Christ Academy Institute for Advanced Studies
Ruchi Kumari Sharma 

Christ Academy Institute for Advanced Studies

Research Article

Keywords: social network analytics, influencer marketing, differential privacy, temporal centrality,
multiplex networks, advertising governance

Posted Date: November 5th, 2026

DOI: https://doi.org/10.21203/rs.3.rs-11367043/v1

License:   This work is licensed under a Creative Commons Attribution 4.0 International License.  
Read Full License

Additional Declarations: No competing interests reported.

Page 1/18

https://doi.org/10.21203/rs.3.rs-11367043/v1
https://doi.org/10.21203/rs.3.rs-11367043/v1
https://doi.org/10.21203/rs.3.rs-11367043/v1
https://creativecommons.org/licenses/by/4.0/


Abstract
Social Network Analytics (SNA) promises influence-driven advertising, yet deployed systems still rank
influencers once, on one platform, and treat privacy law as an afterthought. We propose PRISM, a five-
layer framework that addresses these problems together. PRISM (i) computes influence only from
noised node-level scores released under ε-differential privacy, aligned with the GDPR and India's DPDP
Act 2023; (ii) keeps influence maps current through exponentially decayed temporal centrality; (iii) fuses
platforms into a multiplex graph linked by a pseudonymous key rather than raw profiles; (iv) allocates
seeds with awareness of community structure; and (v) embeds the analytics in a cross-functional
governance loop.

We formalise PRISM, state three propositions, and test them in a reproducible simulation of a two-
platform market (2,000 users, 6 periods, 15% edge rewiring per period, Independent Cascade diffusion, 5
replicates). PRISM reached 9.2% more adopters than static single-platform degree seeding on average,
and 16% more by the final period. With ε = 1 it still beat both single-platform baselines and overtook
every static baseline from period 5. Reach stayed within one standard deviation of the non-private level
down to ε = 2. An ablation showed that community quotas slightly reduced reach, so diversity quotas are
better justified by brand-safety goals than by reach. We close with managerial, regulatory and research
implications.

1. Introduction
Influence in digital markets does not sit in individuals; it sits in the structure that connects them. A
recommendation travels only as far as the ties that carry it, and those ties now span several platforms,
shift weekly, and belong to people who have a legal right to decide how they are analysed. Advertising
management has adopted SNA to exploit this structure, typically by ranking users on degree,
betweenness or PageRank and seeding campaigns through the top of the list (Freeman, 1978; Page et
al., 1999; Kempe et al., 2003).

That practice rests on three assumptions that rarely hold in e-commerce. It assumes the graph is one
platform, when consumers split their attention across short-video, messaging and marketplace
communities. It assumes the graph is static, when follower relations and conversational ties rewire
continuously. And it assumes the analyst may see the raw graph, when the GDPR (European Parliament
and Council of the European Union, 2016) and India's Digital Personal Data Protection (DPDP) Act 2023
(Government of India, 2023) make purpose limitation, minimisation and consent binding obligations. A
fourth, organisational assumption sits underneath: that insight flows naturally from data scientists to
marketers, when in practice the two groups seldom share a model of what the network means.

We argue these are not four independent problems. Privacy noise interacts with how often you can
recompute; cross-platform fusion changes which communities you see; and none of it matters if the
outputs cannot be governed. The field lacks a framework that designs for all of them at once and states
what each component should buy in measurable reach.
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Research questions.

1. How much advertising reach is lost when influence rankings are computed once, on one platform,
while the underlying network drifts?

2. Can a privacy-preserving influence map retain competitive reach under budgets strict enough to
satisfy data-protection regulators, and where does it break?

3. Which components of an integrated SNA pipeline contribute to reach, and which do not?

Contributions.

A unifying framework. PRISM integrates privacy, temporal adaptation, cross-platform fusion,
structure-aware seeding and governance into one pipeline with explicit interfaces between layers.

A formal model and three propositions linking network drift, platform fusion and privacy budgets to
expected campaign reach.

A reproducible simulation study with a privacy–reach frontier and an ablation, including an honest
negative result on community-quota seeding.

A managerial and regulatory roadmap mapping each PRISM layer to DPDP/GDPR obligations and to
the cross-functional roles that must own it.

The rest of the paper reviews related work (Section 2), presents PRISM (Section 3), describes the
simulation (Section 4), reports results (Section 5), discusses implications (Section 6), and closes with
limitations and an agenda (Section 7).

2. Literature review and research gaps
Five research streams bear on SNA-driven advertising. Each has advanced quickly since 2022, but they
have advanced separately. This section reviews them in turn and then identifies the integration gap
PRISM addresses.

2.1 Structural foundations of influence
SNA grew from sociology and graph theory. Granovetter (1973) showed that weak ties carry novel
information across groups, and Katz and Lazarsfeld (1955) described a two-step flow in which opinion
leaders relay media messages to their peers. Wasserman and Faust (1994) codified the methods.
Centrality measures (Freeman, 1978; Page et al., 1999) and modularity-based community detection
(Newman, 2006; Blondel et al., 2008) remain the working tools of marketing analytics. Zaefarian et al.
(2022) offer a step-by-step guide to SNA constructs for marketing researchers, which shows that the
methods are now mainstream in the discipline.

2.2 Influencer marketing and seeding strategy
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Kempe, Kleinberg and Tardos (2003) framed influencer selection as influence maximisation under
Independent Cascade and Linear Threshold diffusion. Marketing studies then tested whom to seed. Hinz
et al. (2011) found that seeding well-connected hubs and bridges outperforms random seeding. Watts
and Dodds (2007) and Bakshy et al. (2011) showed that ordinary users can be more cost-effective than
top influencers. Iyengar, Van den Bulte and Valente (2011) found that opinion leadership and social
contagion jointly drive adoption. Aral and Walker (2012) separated influence from susceptibility
experimentally, and Trusov, Bucklin and Pauwels (2009) measured word-of-mouth's long-run effect
relative to traditional marketing.

Recent work has moved from who is central to what makes influence effective. Leung et al. (2022)
modelled influencer marketing effectiveness across influencer, content and follower factors. Joshi et al.
(2025) reviewed 214 articles and found the field dominated by parasocial relationships, sponsorship
disclosure, authenticity and engagement, with far less attention to network structure. Benevento et al.
(2025) restore that structural lens: in Twitter product launches, influencers in central hub positions grew
brand networks most, and interaction frequency mattered more than content type.

Studies published in SN Business & Economics show the same tilt toward individual-level constructs.
Shetu (2026) linked influencer posts to sustainable consumption through a stimulus–organism–
response model. Babu et al. (2026) traced Gen Z brand advocacy to influencer credibility, attractiveness
and relatability. Nyagadza et al. (2026) reviewed 316 articles on influencer and message credibility in
emerging markets. All three measure perceptions of influencers through surveys; none models the
network through which influence travels. PRISM is designed to supply that complementary structural
layer.

2.3 Temporal dynamics of influence
Influence changes over time. Oufaida et al. (2024) modelled influence as a time-varying graph and
showed that an influencer's impact rises and falls across topics and periods. Temporal graph networks
(Rossi et al., 2020) learn node representations on evolving graphs. Wang et al. (2026) combined
continuous-time graph neural networks with deep reinforcement learning to select seeds in dynamic
networks and reported 15–28% higher spread than static baselines on six datasets. These results
support our proposition that static rankings decay. They also show a cost: deep temporal models need
training data, compute and specialist staff that many advertisers lack.

2.4 Machine learning on graphs
Graph neural networks (Kipf & Welling, 2017; Hamilton et al., 2017) learn node representations for
prediction. Ling et al. (2023) applied them directly to influence maximisation, learning a latent space of
seed sets jointly with a neural diffusion model. These models are accurate but opaque: they rarely
explain why a user is ranked highly, which matters when a marketer must justify a seed list to a brand
manager or a regulator.

2.5 Privacy, regulation and advertising
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Differential privacy (Dwork et al., 2006) bounds what any output reveals about one individual, and
federated learning (McMahan et al., 2017) keeps raw data on devices. Rahimian, Yu and Hurtado (2023)
brought differential privacy to seeding itself. Their framework protects individuals' participation in
observed cascades, with central and local variants, and makes the trade-off between privacy budget and
seeding quality explicit. It is the closest precedent to PRISM's privacy layer, but it operates on a single,
static network.

Regulation is raising the stakes. Johnson, Shriver and Goldberg (2023) found that, in the week after
GDPR enforcement, websites' use of web technology vendors fell by 15% for EU residents while vendor-
market concentration rose by 17%. Frey and Presidente (2024) estimated that firms targeting EU markets
saw profits fall by about 2.1% after the GDPR, with smaller firms hit hardest. In India, the Digital Personal
Data Protection (DPDP) Rules were notified on 14 November 2025 (Government of India, 2025), and the
core consent, notice and security obligations take effect on 14 May 2027. Advertisers therefore have a
short window to build privacy into their analytics rather than retrofit it.

2.6 The integration gap
Each stream solves one piece of the problem. Table 1 compares representative approaches against the
five deployment requirements named in this special issue's call; none covers all five.
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Table 1
Coverage of the five deployment requirements. "Partial" means the approach addresses the requirement

indirectly or only in some variants; "Possible" means the method could be extended but the cited work
does not do so.

Approach
(representative work)

Privacy
by
design

Real-time
adaptation

Cross-
platform

Structure-
aware
seeding

Governance
loop

Static centrality ranking
(Freeman, 1978; Hinz et
al., 2011)

No No No Partial No

Greedy influence
maximisation (Kempe et
al., 2003)

No No No Yes No

Deep learning for
seeding (Ling et al.,
2023)

No Partial
(retraining)

Possible Yes No

Temporal seeding (Wang
et al., 2026)

No Yes No Yes No

Differentially private
seeding (Rahimian et al.,
2023)

Yes No No Yes No

Influencer perception
studies (Leung et al.,
2022; Babu et al., 2026)

No No No No No

PRISM (this paper) Yes Yes Yes Yes Yes

The gap is therefore not a missing algorithm. It is a missing architecture that lets privacy, recency, cross-
platform coverage and structure work together, and makes the result governable by the people who must
act on it.

3. The PRISM framework
PRISM is a pipeline of five layers, each with one job and one interface to the next (Fig. 1). The name
reads as a metaphor: a prism does not create light, it separates what is already there into usable bands.
PRISM likewise separates raw interaction data into privacy-safe, current, cross-platform and structure-
aware signals that a manager can act on.

Data flow downward; campaign outcomes flow back into the temporal layer so the next period's
influence map learns from observed adoption.

3.1 Formal setting
Let a market of N users be observed on L platforms over periods t = 1, …, T. Platform ℓ at period t yields a
graph G_ℓ^t = (V, E_ℓ^t). A campaign selects a seed set S_t of size k, and σ_t(S) is the expected number
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of adopters under Independent Cascade diffusion over the union of layers, where a user adopts if
influenced on any platform. The manager's problem is to choose S_t maximising σ_t(S_t) subject to a
privacy budget ε per user per period and the constraint that no raw edge list leaves the platform.

3.2 Layer P — Privacy by design
Each platform computes a node-level influence statistic locally and releases only a noised version. Using
the Laplace mechanism, the released score for user i is:

\tilde{s}_i = s_i + \mathrm{Lap}\left(\frac{\Delta}{\varepsilon}\right)

where Δ is the sensitivity of the statistic and ε the privacy budget. Smaller ε gives stronger protection
and more noise. Consent state and a purpose tag travel with each record, so a user who withdraws
consent under DPDP Act Section 6(4) drops out at the source rather than in a downstream audit.

3.3 Layer I — Interoperable fusion
Platforms differ in scale, density and API semantics, so raw scores are not comparable. PRISM keeps
each platform as a layer of a multiplex graph, computes PageRank per layer, standardises it to z-scores,
and averages across layers. Fusion needs only a pseudonymous shared user key (for example, a hashed
login on the brand's own storefront), never a join of raw social profiles.

3.4 Layer R — Real-time temporal mapping
The influence map at period t blends past evidence with exponentially decaying weight λ (0 < λ ≤ 1):

I_i^{t} = \frac{\sum_{a = 0}^{t-1} \lambda^{a}\, \bar{z}_i^{\,t-a}}{\sum_{a = 0}^{t-1} \lambda^{a}}

where z̄ is the fused layer score. λ near 1 favours stability; λ near 0 favours recency. The update is
incremental: each period adds one term and rescales, so the cost is one PageRank per layer per period
rather than retraining a model.

3.5 Layer S — Structure-aware seeding
Communities are detected on the fused graph with the Louvain method (Blondel et al., 2008). Each user
receives a bridge score, the standardised count of ties that cross community boundaries. Seeds are
ranked by I_i^t plus 0.5 × the bridge score, subject to a quota per community proportional to its size. This
quota-plus-bridge rule is PRISM's default configuration in all experiments; Section 5.3 tests whether it
helps.

3.6 Layer M — Managerial governance
Analytics fail when no one owns the decision. Layer M assigns each decision to a role: the data scientist
proposes seeds and reports expected reach with uncertainty; the marketer approves them against brand
fit; the Data Protection Officer tracks cumulative ε spent per user and can veto. Every decision is logged
with its inputs, which gives regulators an audit trail and gives the next campaign a labelled outcome.
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3.7 Propositions
P1 (Drift penalty). When the network rewires between periods, the reach of seeds chosen once at t = 
1 declines over time relative to seeds recomputed each period.

P2 (Fusion gain). When platforms carry partly different ties, fused multi-layer scores yield higher
reach than single-platform scores of the same kind.

P3 (Privacy frontier). Expected reach does not increase as ε shrinks, but stays close to the non-
private level over a range of moderate ε, giving a practical region for compliant deployment.

4. Simulation study design
We test the propositions in a controlled synthetic market, where the true diffusion process is known and
every strategy faces identical conditions. The code is short (Python, NetworkX 3.6, NumPy 2.4), seeded,
and runs in under a minute; it is provided as supplementary material so reviewers can reproduce every
number.

Market. 2,000 users are assigned uniformly to 8 latent communities. Two platforms are generated as
stochastic block models over the same users with different structure, mirroring a dense, community-
bound platform and a sparser, more cross-cutting one:

Parameter Platform A Platform B

Within-community tie probability 0.018 0.008

Between-community tie probability 0.0008 0.0012

Edge rewiring per period 15% 15%

Dynamics. Over 6 campaign periods, 15% of each platform's edges are rewired to random new endpoints
every period, representing shifting attention and follow/unfollow churn.

Diffusion. Adoption follows Independent Cascade (Kempe et al., 2003) on the union of both layers with
activation probability 0.05 per tie; a user adopts once, whichever platform reaches them. Each strategy
seeds 40 users (2% of the market) per period, and reach is averaged over 60 Monte Carlo cascades per
period.

Strategies compared.
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Strategy Platforms used Recomputed each period Privacy

Random — Yes —

Degree, static A only No (period 1) None

PageRank, static A only No (period 1) None

PageRank, static fused A + B No (period 1) None

PRISM, no privacy A + B Yes (λ = 0.5) None

PRISM, ε = 1.0 A + B Yes (λ = 0.5) Laplace noise

PRISM, ε = 0.5 A + B Yes (λ = 0.5) Laplace noise

The static single-platform baselines represent the most common industry practice: rank influencers
once, on the brand's main platform, and reuse the list across a campaign.

Experiments. (E1) the main comparison above; (E2) an ablation removing one PRISM layer at a time; (E3)
a privacy sweep over ε ∈ {∞, 4, 2, 1, 0.5, 0.25, 0.1} on a single period. Every experiment is repeated on 5
independently generated markets; we report the mean and standard deviation across replicates.

Privacy calibration. In the simulation, noise is added to each user's fused score as Laplace noise with
scale (1/ε) × the standard deviation of scores, a normalised stand-in for Δ/ε. Adding the noise once,
after fusion, simplifies the per-platform release described in Section 3.2. It captures how the ranking
degrades with ε but is not a full sensitivity analysis of PageRank; Section 7 returns to this.

5. Results
PRISM without privacy reached the most adopters overall, and its advantage grew every period while
static rankings decayed. All figures below are from the synthetic study and should be read as evidence
about mechanisms, not as forecasts for any real platform.

5.1 Main comparison (E1)
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Table 2
reports mean adopters per period for each strategy, and Fig. 2 traces reach

period by period.
Strategy Mean adopters SD vs. static degree

PRISM (no privacy) 104.4 1.8 + 9.2%

PageRank, static fused 99.7 1.0 + 4.3%

PRISM (ε = 1.0) 96.9 1.5 + 1.4%

Degree, static, platform A 95.6 2.0 —

PageRank, static, platform A 94.7 2.7 −0.9%

PRISM (ε = 0.5) 88.4 1.9 −7.5%

Random 77.8 1.3 −18.6%

Table 2. Mean adopters per period across 6 periods and 5 replicate markets.

P1 is supported. Every static strategy loses reach as the network rewires: static degree falls from 98.5 to
92.3 adopters and static fused PageRank from 105.2 to 95.8 (Fig. 2). PRISM starts slightly below fused
PageRank in period 1, because decay-weighting has only one period of evidence, then rises to 107.2 by
period 6, 16% above static degree. Even the private PRISM (ε = 1) overtakes every static baseline from
period 5.

P2 is supported. Fusing both platforms lifts static PageRank from 94.7 to 99.7 adopters (+ 5.3%;
Table 2), with no change to the algorithm, only to the data it sees.

5.2 Privacy–reach frontier (E3)
P3 is supported, with a clear knee. Reach stays within one standard deviation of the non-private level
from no privacy down to ε = 2, drops about 7% at ε = 1, and reaches the random-seeding floor near ε = 
0.1. E3 uses a single period and fresh markets, so its non-private level (97.8) sits below E1's six-period
average (104.4), which includes the benefit of temporal updating. For practitioners this marks a usable
compliance zone: ε between 2 and 4 costs almost nothing in reach, and ε = 1 costs about 7%,
comparable to the 5% lost by ranking on one platform instead of two.

5.3 Ablation (E2)
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Table 3
reports the ablation, in which one PRISM layer is removed at a time.

Variant Mean adopters SD Change vs. full

Full PRISM 103.3 1.5 —

Without fusion (platform A only) 100.6 1.7 −2.6%

Without temporal update (period-1 scores) 100.9 1.8 −2.3%

Without community quota (plain top-k) 105.1 1.3 + 1.7%

Table 3. Removing one layer at a time, 5 replicate markets.

The ablation uses its own five markets, so full PRISM scores 103.3 here rather than E1's 104.4. Fusion
and temporal updating each contribute about 2–3% of reach. The community quota did the opposite:
forcing seeds to be spread across communities lowered reach by 1.7%. A plausible mechanism, not
tested directly here, is that a quota forces the model to skip higher-ranked users once their community's
share is filled and pick lower-ranked users elsewhere. The plain top-k variant also dropped the bridge
bonus, so the combined quota-plus-bridge step did not pay for itself here. We report this as a negative
result: in a market like this one, the quota is better justified by brand-safety or fairness goals, such as
avoiding over-exposure of one community, than by reach.

6. Discussion and implications
The central lesson is that an influencer list is a perishable asset. In our market, a list computed once lost
6–9% of its reach within six periods, while a list refreshed each period gained. Freshness, not algorithmic
sophistication, drove most of the difference.

6.1 Theoretical implications
Influence is a flow, not a stock. Classic centrality treats influence as a property a node holds.
PRISM's results support treating it as a property of recent structure, which links SNA to the
temporal-network literature and cautions against cross-sectional influencer studies.

Privacy and performance are not a simple trade-off. The frontier in Fig. 3 has a flat region followed
by a knee, not a straight line. This reframes the ethics debate in advertising from "privacy versus
accuracy" to "where is the knee for this market", an empirical question each firm can answer.

Diversity is a design choice, not a free lunch. The quota result qualifies arguments that community-
spread seeding always helps. Its value depends on how influence is distributed across communities,
which future work should model directly.

6.2 Managerial implications
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Table 4
translates each PRISM layer into an operating decision and names the role that owns it.

PRISM layer What a manager does on Monday Owner

P — Privacy Set a privacy budget between ε = 2 and 4 as a starting point;
record consent and purpose per user record

Data Protection
Officer

I —
Interoperability

Add a second platform before buying a more complex
algorithm; fusion alone added 5% reach

Data engineering

R — Real-time Recompute influencer rankings every campaign cycle, not
once per quarter

Data science

S — Structure Use community quotas for brand-safety or fairness goals,
and measure their reach cost

Marketing
strategy

M —
Governance

Hold a short joint review of each seed list with expected
reach, privacy spend and brand fit

Cross-functional
lead

Table 4. Translating PRISM into operating decisions.

6.3 Regulatory alignment
PRISM maps onto core obligations in both regimes. Local noising and purpose tags support data
minimisation and purpose limitation (GDPR Article 5; DPDP Act Sections 4–6 and 8). Consent flags that
travel with each record make withdrawal effective at the source. The governance log in Layer M supplies
the accountability evidence a Data Fiduciary or controller must be able to show. Timing matters: India's
DPDP Rules, notified on 14 November 2025, bring the core consent, notice and security duties into force
on 14 May 2027, so PRISM's layers can be phased in ahead of that date. PRISM does not by itself make
a firm compliant; legal review of each deployment remains necessary.

7. Limitations, future work and conclusion
Limitations. The evidence is synthetic. Real platforms have heavy-tailed degree distributions, correlated
rewiring, and adoption that depends on price and product fit, none of which a stochastic block model
with uniform rewiring captures. The privacy mechanism adds calibrated noise to a normalised score
rather than deriving the exact sensitivity of PageRank, so the ε values are indicative of shape, not of
certified guarantees. Five replicates give stable means but modest power for small differences. Finally,
the governance layer is specified, not tested; its value is organisational and needs field evidence.

Future work.

1. Field validation. Run PRISM against a static-ranking control in an A/B campaign with a partner
retailer, measuring conversions rather than simulated adoption.

2. Formal privacy accounting. Derive sensitivity bounds for decayed multiplex PageRank and track
cumulative ε across periods with composition theorems.
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3. Learned decay. Replace the fixed λ with a rate learned from campaign outcomes fed back through
Layer M.

4. Federated fusion. Test PRISM's interoperability layer under federated learning so no platform shares
even pseudonymous scores centrally.

5. Organisational study. Use interviews or a multi-firm survey to measure whether a shared governance
loop shortens the path from insight to campaign.

Conclusion. Social network analytics has taught advertisers where influence lives; it has been slower to
admit that influence moves, spans platforms, and belongs to people with rights. PRISM treats these
facts as design inputs. In a controlled test it outperformed the industry-default static ranking by 9% on
average and 16% by the end of a campaign, kept most of that edge under meaningful privacy budgets,
and exposed where a popular heuristic, community quotas, costs reach. The broader message for
advertising management is practical: refresh often, look across platforms, spend privacy deliberately,
and make one team own the decision.
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Figure 1

PRISM architecture · 5 layers, 1 feedback loop

Figure 2
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simulation output (sim.py) · 6 periods × 5 strategies

Figure 3

simulation output (sim.py) · 7 privacy budgets
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