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Abstract

Chemical data platforms are vulnerable to automated bulk collection and low-cost human-
solving services, yet general-purpose completely automated public Turing tests to tell
computers and humans apart (CAPTCHASs) do not exploit users’ chemical expertise. Here we
present ChemCAPTCHA, a domain-specific verification system that combines molecular-
structure recognition, manual drawing and behavioural analysis. Chemically valid candidate
molecules are rendered with visual perturbations that preserve the underlying molecular
graph. A constrained Ketcher editor blocks structure import and records the drawing process.
Two forms of within-session randomisation shuffle the element toolbar and alter selected
element editing outcomes, forcing solvers to track and correct structural changes. In a test of
1,000 molecular images, MolScribe recognition accuracy decreased from 96.4% without
perturbation to 0.0% with perturbation. The server verifies answers by canonical structure
matching and independently assigns a behavioural risk score from interaction logs.
ChemCAPTCHA therefore provides a traceable, domain-specific layer for protecting
chemical databases, although its security and usability require evaluation against adaptive

attacks and diverse users.

Scientific contribution

ChemCAPTCHA introduces a domain-specific access-control challenge—response framework
that combines visually perturbed molecular prompts, constrained manual structure drawing,
within-session randomisation, time-limited interaction challenges and behavioural analysis to

raise automation costs while enabling verifiable answers and auditable risk assessment.

Keywords: CAPTCHA; cheminformatics; chemical data access control; molecular-structure

recognition; behavioural risk analysis
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Introduction

Chemical data platforms underpin both chemical research and industrial practice. Curated
commercial resources such as CAS SciFinder, Reaxys and the Cambridge Structural
Database provide validated links among compounds, structures, reactions and the literature,
helping chemists assess precedent, plan experiments and interpret structure—property
relationships.['# Public repositories such as PubChem and ZINC broaden access to chemical
identities, properties and purchasable molecules, enabling large-scale screening,
computational modelling and candidate selection.>®! Open reaction databases provide
reusable evidence for route design and for training and evaluating reaction-prediction and
retrosynthesis models,>!>"!7] whereas electronic laboratory notebook (ELN) records preserve
procedures, observations and provenance needed for reproducibility and knowledge transfer

5.0 Chemical-reagent catalogues connect

across research and production organisation
digital knowledge to procurement and manufacturing by documenting material availability,

specifications and suppliers.

These platforms are therefore not merely search tools: they are high-value scientific
infrastructure and, for many providers and organisations, strategic commercial assets. Their
reliability depends on sustained investment in curation, manual validation, standardisation,
storage and maintenance, making responsible access and protection essential. However,
exposing data through websites and application programming interfaces also creates
opportunities for persistent automated querying, bulk traversal and centralised downloading.
At scale, such activity can enable unauthorised copying or aggregation, circumvent intended
access controls and consume disproportionate bandwidth and computing resources; bursts of
frequent requests may overload servers, slow response times and reduce availability for

legitimate users.!'®!”] Chemical data platforms must therefore distinguish legitimate scientific



65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

use from unauthorised automated collection while preserving practical and efficient access

for bona fide users.

General-purpose CAPTCHAS use text, image or audio recognition, puzzles, visual reasoning,
and behavioural signals such as pointer trajectories.[*”) Text CAPTCHAs are inexpensive, but
security often comes at the expense of readability. Deep learning has also reduced the
difficulty of automated solving.?!??! Image and visual-reasoning CAPTCHAs are intuitive,
yet specialised recognition models and attack frameworks have exposed their security
limits.?>?*1 Audio CAPTCHASs support users with visual impairments, but recognition
performance, noise and usability constrain their effectiveness.[*>2 Puzzle, slider and
behavioural schemes increase interaction costs, although trajectories can be simulated and
classification depends on devices, habits and risk thresholds.?”! Large user studies have also
revealed substantial differences in completion time, success rate and perceived usability
among CAPTCHA types.[?®*] Multimodal large language models have now been evaluated
as general-purpose CAPTCHA solvers, further intensifying the trade-off between security

and usability.[39-32]

For chemical data platforms, general-purpose CAPTCHASs have an additional limitation.
They test broad perceptual abilities rather than differences in domain knowledge and practical
experience. Chemists can generally recognise and draw simple molecular structures.
Automated programs and low-skill human-solving services may instead require specialised
parsing tools or additional training. A domain-specific CAPTCHA could exploit this
difference to raise the cost of bulk solving without imposing an excessive burden on

legitimate users.

Several engineering efforts have incorporated chemical knowledge into CAPTCHAs. One

open-source chiral-carbon CAPTCHA presents tiled molecular images and asks users to
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[33.341 Although this task requires stereochemical

identify tiles containing chiral carbon atoms.
knowledge, it relies largely on static image recognition and click selection. It verifies the final
selection but captures little information about the response process. Answers may also
depend on image segmentation when a target atom lies at a tile boundary.l** Chemical
structure drawing offers a way to combine domain knowledge with analysis of the interaction
process. However, optical chemical structure recognition tools, including DECIMER, %!
DECIMER .ai,*® MolScribe,?”) MolMiner'**! and MolGrapher,*! can recover atoms, bonds

and some stereochemical information from static images. Verification based only on static

recognition may therefore remain vulnerable to automated solving.

Here we present ChemCAPTCHA, a domain-specific challenge—response framework for
controlling access to chemical data. The system targets automated programs and low-skill
human-solving services while assuming that legitimate users possess basic molecular-
recognition and drawing skills. It generates simple target molecules, applies visual
perturbations that preserve molecular-graph semantics and requires users to reconstruct each
structure manually in a constrained Ketcher environment. By disabling structure-import
shortcuts, including simplified molecular input line entry system (SMILES) pasting,
ChemCAPTCHA enforces stepwise construction and combines image interpretation,
structure drawing and continuous interaction within a single response.!*’! Within-session
element-toolbar randomisation disrupts fixed-coordinate scripts, whereas element-editing
randomisation requires solvers to inspect and correct the evolving structure after each
operation. Throughout this process, the system records pointer trajectories, tool selections,
structural edits, corrections and delays. Canonical structure matching verifies the final
answer, while the interaction record yields a separate behavioural risk score. Together, these
components position ChemCAPTCHA as one layer of protection for chemical databases,

literature portals, ELNs and reagent-procurement platforms.
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Results

System architecture

ChemCAPTCHA is designed for controlled-access chemical data services whose intended
users possess basic chemical expertise. Its design follows three principles: controllable
challenges, auditable interactions and verifiable answers (Fig. 1). A request for a protected
resource initiates a workflow comprising three connected modules. These modules generate
and process the challenge, support interactive structure drawing and behaviour recording, and

verify the response before an access decision.

The challenge-generation and image-processing module produces chemically valid candidate
molecules and renders them as CAPTCHA prompts. A controlled depth-first search generates
molecular scaffolds, followed by chemical-validity checks and canonical deduplication.

Visual perturbations then increase the difficulty of static image recognition without changing

the underlying molecular graph.

The interactive structure-drawing module presents a constrained Ketcher editor. It blocks
input routes that could bypass manual drawing, including structure import, pasting and drag-
and-drop. Within-session uncertainty is introduced by randomising the element-toolbar order
and selected element editing outcomes. As users construct the target structure, the behaviour-
recording module captures pointer trajectories, tool selections, edits, corrections and inter-
event intervals. Selected structural keyframes provide a temporal record from which the

response process can be reconstructed.
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Fig. 1 | Overall architecture and verification workflow of ChemCAPTCHA.
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Molecule generation

To limit repeated use of a fixed challenge library, we implemented a small-molecule
generator based on molecular-graph enumeration and chemical-rule validation. Inputs specify
the target number of heavy atoms, the maximum number of heteroatoms and whether one
ring is permitted. The method enumerates all-carbon scaffolds, substitutes heteroatoms,
validates the resulting structures and removes duplicates. It returns a set of canonical

SMILES strings.

Scaffold generation begins with one carbon atom and adds carbon atoms incrementally by
depth-first search (DFS). Each new atom forms a single bond to an existing carbon whose
degree remains no greater than four. Once the scaffold reaches the target heavy-atom count,
the structure is retained as a candidate. After each expansion, the system converts the
intermediate structure to canonical SMILES and prunes topologically equivalent branches.
When rings are permitted, one single bond is added between eligible unconnected atoms.
RDK:it then evaluates chemical validity and ring count, retaining acyclic or simple

monocyclic scaffolds.[*!]

After scaffold generation, the system identifies substitutable CH: sites. Eligible sites are non-
aromatic carbon atoms with degree two and two total hydrogens. The program retains the
original scaffold and enumerates combinations of CH: sites up to the specified limit. Selected
atoms are replaced with O, S or NH. RDKit evaluates each substitution, and candidates with

invalid valence states or parsing failures are discarded.

All candidates undergo a common standardisation and deduplication procedure. Structures
that pass RDKit validation and satisfy the ring-count constraint have their stereochemical

annotations removed. They are then converted to non-isomeric canonical SMILES. This



160  string serves as a unique structural identifier for duplicate removal and yields the molecular

161  setused for image generation (Fig. 2).

162  Combinatorial molecular-graph enumeration can produce a large challenge space. Under
163  fixed constraints on heavy atoms, elements and bonding, the number of candidates is finite
164  but increases rapidly with scope. GDB-13 enumerated about 977 million molecules

165  containing up to 13 heavy atoms under chemical stability and synthetic feasibility rules.

166  GDB-17 extended the limit to 17 heavy atoms and contains about 166.4 billion

167  structures.*>*! These databases illustrate the structural diversity available in small-molecule

168  chemical space, rather than the size of the present ChemCAPTCHA library.

MOLECULE GENERATION
w”u} Enumerate carbon trees Add optional single ring @ Replace eligible CH2 . Validate and deduplicate
P
[ & e p [
\a/\\/\” singleboncs | > /\’/\ . > o SMILES
b CH2— O/S/NH
Choose 8, 9 or 10 heavy atoms RDKit validity + ring limit

DFS; carbon degree = 4 allow = 1 ring replace 1-2 eligible CH2 sites
unique, sorted molecule pool

Number of heavy atoms = 8
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ZT

Number of heavy atoms = 10
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169

170

171 Fig. 2 | Molecular-generation workflow and representative output structures.
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Visual perturbation of molecular prompts

ChemCAPTCHA applies visual perturbations to molecular prompts to increase the difficulty
of recovering molecular graphs by optical chemical structure recognition. The perturbations

comprise short bond-like line segments, triangles and local geometric deformation.

The system first uses RDKit to render the target molecule as a 720 x 420-pixel two-
dimensional structure. It then applies bidirectional sinusoidal warping at the pixel level. For
image coordinates (X, y), the sampling positions are periodically displaced in the horizontal

and vertical directions (Fig. 3a):

, . 2my
x'=x+ Asm(T + @)

, . 2nx
y =y+ Asm(T + ¢y)

Here, A = 18 denotes the wave amplitude, A = 300 the wavelength, and ¢x and @y phases
generated from a random seed. The transformation introduces continuous wave-like

deformation into bonds and element labels while preserving the overall image structure.

After coordinate warping, the system adds a random intensity offset from —6 to 6 to each
pixel and applies a Gaussian blur with a radius of 0.35. It then overlays 14 random greyscale
line segments and eight hollow equilateral triangles (Fig. 3b). Segment endpoints, greyscale
values and widths are sampled randomly, with opacity fixed at 0.10. Triangle side lengths
range from 24 to 72 pixels, with random positions and rotations and an opacity of 0.16.
Because the perturbations are applied after rendering, they do not alter the molecular graph,
canonical SMILES or verification rules. A fixed seed reproduces the perturbation, whereas
different seeds generate distinct challenge images.Separating image processing from the

chemical structure prevents perturbations from changing bond orders or element labels.

10



194  We evaluated 1,000 molecular structure images with MolScribe. Recognition accuracy was
195  96.4% for unperturbed diagrams and 0.0% after the specified perturbations. Representative

196  recognition results are shown in Fig. 3c.
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198 Fig. 3 | Visual perturbations and MolScribe recognition outcomes. a, Sinusoidal image

199  deformation. b, Background lines and triangles added after warping. ¢, MolScribe recognition

200 outcomes for perturbed molecular structure images.

201  Constrained Ketcher editor and manual-drawing requirements

202  ChemCAPTCHA combines a chemical-knowledge task with interaction analysis to provide
203  complementary evidence for distinguishing ordinary users from automated programs. Users
204  manually reproduce the target in a chemical structure editor. Each response is represented as

205 atemporal sequence of pointer movements, tool selections, structural edits and inter-event

11
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intervals. The final structure determines chemical correctness, while the drawing process

provides supplementary evidence for interaction-risk assessment.

The structure-drawing module is based on the Ketcher chemical structure editor. External
input routes that could bypass manual drawing are restricted to preserve task validity and the
analytical value of recorded trajectories. The system hides or disables file opening, structure
import, clipboard pasting, text and file drag-and-drop, and public structure-injection
interfaces. It also intercepts Ctrl+O, Ctrl/Command+V and Shift+Insert. These restrictions
prevent one-step entry of complete structures encoded as SMILES, Molfile or other Ketcher-
compatible formats. Users must therefore recognise and construct the target structure

manually (Fig. 4).

These restrictions do not alter Ketcher’s core editing functions. Users can still draw
molecules with atom, bond, ring, selection, erase and undo tools. Controlled internal
interfaces remain available for clearing the canvas and replaying behaviour, but structure
injection is unavailable during normal responses. Attempts to open files, paste content, drag
and drop data, or inject structures through an application programming interface are recorded
as import_blocked events. These events provide supplementary risk signals for violations of

the manual-drawing requirement.

12
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Fig. 4 | Constrained Ketcher editor and blocked structure-import routes.

Within-session randomisation

We introduced two forms of within-session randomisation into Ketcher to increase the
adaptation cost for fixed-coordinate clicking, predefined action sequences and automated
scripts. These mechanisms randomize element-toolbar order and selected element editing
outcomes. Neither mechanism changes the target structure. Instead, both add uncertainty to

the drawing process and require users to respond to the current interface state.

The first mechanism randomizes element-toolbar order. The right-hand element toolbar is
divided into three groups: H/C/N/O/S, P/F/Cl1/Br/1, and B/Si/Se/Li/Na/Mg/Fe/Zn. After each

element selection, the system independently applies a Fisher - Yates shuffle within all three

groups, but elements cannot move between groups. Random values are generated through the
browser cryptographic interface, crypto.getRandomValues(), to reduce predictability from
conventional pseudorandom-number generators. The mechanism preserves the available
elements, button functions and native visual style, changing only their positions within each

13
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group. It thereby reduces the reusability of automated scripts that depend on fixed screen

coordinates or click sequences (Fig. 5a).

The second mechanism randomises selected element editing outcomes (Fig. 5b). It operates
after a user selects a non-carbon element from the right-hand toolbar. Eligible actions either
replace an existing carbon atom or add an atom by dragging a new bond from an existing
carbon. The system uses a dynamic probability to replace the intended edit with another
candidate element. If n denotes consecutive eligible operations without a trigger, the trigger

probability is

pn = min(0.40 + 0.1n, 1.0).

The initial probability is 40% and increases by 10 percentage points after each non-triggering

operation, to a maximum of 100%.

The randomised outcome is selected from all non-carbon elements in the right-hand toolbar,
excluding the current selection and the previous randomised outcome. Candidates are
maintained in a shuffled bag to limit short-term repetition. The outcome appears immediately
on the canvas without changing the active element tool, allowing users to inspect and correct

the structure (Fig. 5b).

The mechanisms introduce uncertainty at complementary levels. Element-toolbar
randomisation disrupts fixed-coordinate clicking, while element editing randomisation
requires continuous inspection and correction. Target-structure correctness remains the
primary verification criterion. Response time and corrective behaviour during randomised

events are included among the supplementary behavioural features.
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Randomly timed click task

ChemCAPTCHA adds temporal uncertainty to manual structure drawing through a randomly
timed click task. At an unpredictable point during construction, a prompt identifies an
interface button and requires the user to click it within 5 s (Fig. 6). The interruption is
independent of the sequence of molecular edits, so its timing cannot be embedded reliably in

a fixed action script.

A solver must therefore monitor the interface while drawing, detect the prompt, locate the
indicated button and respond before the deadline. Automated agents must coordinate prompt
detection with structure editing, while human-solving services must maintain attention
throughout the response. The task does not alter the target molecule or the final canonical-
structure comparison. It increases variation between sessions and raises the operational cost

of automated or outsourced solving.

Molecular Structure Drawing Test

.« Target structure 28] - PARAVOLEHD ® O QI %Y e operatio

Fig. 6 | Randomly timed click task during manual structure drawing.
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Structure verification and combined decision process

After submission, the server parses both the target and response as molecular structures. It
generates canonical SMILES that retain bond orders and charges information. The
comparison is recorded as a match, mismatch or invalid response. Structural verification and
behavioural risk are reported separately. The former determines whether the submitted
molecule satisfies the challenge, whereas the latter provides supplementary evidence about

the response process.

Behavioural scoring covers structure construction, pointer trajectories, interaction timing and
input integrity (Fig. S1). Construction risk increases when a final molecule has at least ten
atoms, the response takes less than 5 s and the canvas receives fewer than four operations.
Trajectory risk increases when repeated structural changes lack corresponding canvas
trajectories. It also increases when straight paths constitute at least 0.8 of four or more drags
and the speed coefficient of variation is below 0.1. Curved trajectories with variable speed
can reduce the score. The timing dimension evaluates intervals between canvas operations,
and an interval exceeding 2 s between structural edits can reduce risk. Input-integrity risk
increases after blocked import, paste, drag-and-drop or interface-injection attempts, or when
raw evidence duplicates a previous report. A structural change within 3.5 s after undo, redo or

deletion is recorded as a correction and can reduce the score.

The four dimensions are summed to produce a heuristic behavioural risk score from 0 to 100.
Evidence is classified as insufficient when the final structure is empty, fewer than two
structural changes occur, or the canvas receives fewer than three operations. Responses
shorter than 2 s are also considered insufficient. Remaining sessions are categorised at
thresholds of 30 and 60 as ‘more human-like’, ‘inconclusive evidence’ or ‘suspected

automation’ (Fig. 7 and Fig. S2).
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MOLECULE DRAWING TEST

Molecular Structure Drawing Test

Study the target image and manually reproduce the structure in Ketcher. Structure accuracy and drawing behavior are
evaluated separately.

1 Study structure 2 Draw manually 3 Finish analysis
Target structure a
Impart and paste are disabled & ¢ &
porc st thel Drawing Behavior Analysis Report 13
Test source h
Session nig2-bbVHFne - confidence 95% - Manual drawing only detected Likely human
Molecule library Auto-generated molecule
46.8s 12 0 0
Session duration Structure changes Corrections Drag strokes
7S
H A,
Lo, — Four-dimensional risk score
W
5/30 5/25 0/25 3/20
Construction process Pointer trajectory Operation rhythm Manual integrity
0 )] 0 0
Test complete. Start a new test to try again. Edit transactions Canvas attribution u Unat
Structure test
Matched
Test result Server-verified result The drawn structure matches the test image.
Structure check Correct structure
Behavior verdict Likely human Evidence
S + -3 Canvas operation rhythm has natural variation (€V 1.311)
+ -2 There were 6 pauses longer than 2 seconds between structure edits,

Operation timeline (latest 46 items)
+0.00s session_started Started recording this drawing session -

L0015 moritor ready Ketcher is ready '

Fig. 7 | Structural-verification result and behavioural risk score.

Discussion

ChemCAPTCHA integrates molecular generation, visual perturbation, constrained Ketcher
drawing, behaviour recording, two forms of within-session randomisation and a randomly
timed click task. The task extends static prompt recognition to structure interpretation,
manual construction and dynamic correction. It primarily targets automated programs and
low-skill human-solving services. Blocking structure-import routes forces automated solvers
to interact with the editor, while interface and editing randomisation disrupt fixed coordinates
and predefined action sequences. The time-limited click task adds an unpredictable
interruption that requires continuous monitoring during drawing. Human-solving services
must additionally recognise and draw chemical structures. These mechanisms are intended to
raise the cost of bulk solving, but their effects must be quantified against attacker capability,

attack cost and legitimate-user burden.
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The system separates answer correctness from a supplementary risk score derived from
trajectories, tool selections, timing, corrections and anomalous input events. Structural
verification establishes whether the response matches the target, whereas behavioural
analysis characterises the response process. Multimodal language-model attacks must
coordinate structure recognition, interface manipulation and dynamic correction. This design
may increase their operational cost, but the magnitude of that increase has not yet been

measured.

ChemCAPTCHA has several limitations. First, the current molecular generator is constrained
by heavy-atom count, heteroatom-substitution rules and ring count. The broad potential
chemical space therefore does not represent the challenge library available in the present
implementation. Future work should quantify candidate counts, duplication rates and
structural-complexity distributions across generation settings. These measurements could

guide expansion of the library while controlling the manual-drawing burden.

Second, domain-knowledge requirements, randomised perturbations and the time-limited
click task may burden legitimate users. Users can differ in chemical training, professional

role, device conditions, structure-recognition ability and editing efficiency.

Conclusion

ChemCAPTCHA'’s central contribution is the integration of chemical domain knowledge into
access verification for chemical data. It requires users to interpret and manually reconstruct
molecular structures, while interaction analysis provides a supplementary behavioural risk
signal. A constrained editor, within-session randomisation and a time-limited click task
increase the adaptation required from fixed scripts and low-skill human solvers. However,
chemically trained solvers and adaptive systems that combine structure recognition with
interface control may still complete the challenge. ChemCAPTCHA should therefore
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complement authentication, authorisation, rate limiting and anomalous-query detection rather
than serve as a standalone defence. Attack evaluation, ablation experiments and user studies

are required to establish its security benefits and usability limits.
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