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Abstract
Background

The transformation of healthcare information is rapidly shifting toward implementing digital health hubs
that can effectively manage healthcare data. However, in resource-constrained settings, some healthcare
organizations have limitations in fully implementing digital health hubs. In addition, the perceptions of
health professionals towards digital health hubs were unexplored. Therefore, understanding health
professional perceptions is essential for handling healthcare data effectively and efficiently using digital
health hubs.

Methodology

: A qualitative study was conducted at public hospitals in East Gojjam. Semi-structured interviews were
used to obtain in-depth information on digital health hubs. A purposive heterogeneous sampling technique
was used to select health professionals. Ten semi-structured interviews were conducted from July to
August 2024. Using OpenCode software version 4.2, the data were coded and analyzed thematically.

Results

Using an inductive approach, three main themes were identified: perception of health professionals toward
digital health hubs, challenges related to digital health hubs, and alternative solutions. The findings reveal
that while health professionals hold a positive outlook on the benefits of digital health hubs, it is
compromised by a lack of functional digital literacy, technical problems, and infrastructure gaps. The theme
of challenges related to digital health hubs has three subthemes. There are technical problems, human
resource issues, and logistical constraints. These challenges shall be addressed by the three subthemes of
alternative solutions, such as providing continuous training, management support, and digital infrastructure.

Conclusion

This study finds that health professionals have positive perceptions of digital health hubs, shaped by prior
digital experiences and the availability of current digital information in resource-constrained settings.
However, technical issues, human resource problems, and limited logistics, such as digital infrastructure,
might also be considered bottlenecks to improve health professionals' perceptions further. Therefore,
responsible bodies should develop interventions informed by these practical insights to improve health
professionals’ perceptions of digital health hubs.

Introduction

Digitization in healthcare started in the 1960s in California by integrating computer applications into
hospital settings[1]. Over the years, by using advanced technologies, routine healthcare activities have
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transitioned into digital health with the aid of artificial intelligence and advanced digital wearable and
wireless devices [2]. Digital health hubs are one of the growing healthcare technologies in the industry that
can facilitate routine healthcare activities [3]. The intensity of healthcare information is radically increasing
in healthcare settings[4]. Hence, healthcare information is stored and presented in a disintegrated manner.
Consequently, health information requires leveraging digital health hubs to coordinate healthcare
information to improve patient care and health outcomes[4, 5]. Digital health hubs aid healthcare providers
by combining patient-generated data, practice-generated information, and other medical information to
make informed decisions. Therefore, a digital health hub is a platform to store healthcare information and
facilitate secure and prompt exchange of information between health professionals and their support
networks using digital devicesl6, 7]. ]. This is done after integration of each healthcare unit or digital health
hub. Hence, the World Health Organization (WHO) require digital health hubs to achieve the aim of
Sustainable Development Goals, particularly Goal 3, to improve health [3, 8]. For that matter, resourceful
healthcare organizations have transformed healthcare practice from paper-based to digital systems [3, 9].
Currently, digital health provides a unique opportunity to deliver sustainable, effective, and high-value
healthcare in a variety of settings and integrate different levels of healthcare organizations [3, 9]. As a study
shows, digital health technologies such as smartphone applications, wearable devices, telemedicine,
personal health records, electronic medical records, advanced computing sciences in big health data,
genomics, and artificial intelligence have identified areas for the development of digital health[10].

According to the literature, digital health provides encouragement and the ability to self-manage patients
with chronic conditions [10]. However, there are different constraints regarding the development of digital
healthcare. Previous research revealed that issues related to data quality, evidence-based care, resources,
and digital literacy were barriers to providing effective care in health settings[11, 12]. Other research found
that access to digital health services was hampered by a lack of support and training, a lack of suitable
devices, fears, and a lack of trust regarding digital platforms [13]. However, digital health and remote care
are welcomed by health professionals [14], their perceptions were influenced by digital health adoption and
opportunities for education and orientation [15].

Based on the WHO Global Strategy on Digital Health, healthcare digitization has begun in resource-limited
settings[16]. A systematic review in the African context showed that adoption of digital health technologies
has commenced in maternal and child health, infectious and non-communicable diseases, dermatology and
surgery, and general health conditions [17].

However, despite growing digital health adoption in resource-constrained areas, there are gaps in achieving
full healthcare digitization [3, 18]. A scoping review conducted in Africa, including Uganda, South Africa, and
Kenya, showed that the practical applications of digital health are limited due to limited technical capacity,
fragmented infrastructure, and inadequate regulatory support [19]. A study from Nigeria identified issues
with electricity, lack of internet connectivity, use of obsolete digital technology, inadequate training, and
staffing shortages, as challenges of digital health implementation [20]. Similarly, in South Africa, many
digital health applications are in use, but there is poor integration of workflow and healthcare data, resulting
in issues with digital health apps[21]. A scoping review on the adaptation and implementation of open-
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source electronic health records (EHRSs) in low- and lower-middle-income countries indicated that limited
funding, sustainability, infrastructure, data privacy, and protection emerged as significant issues [22].

In Ethiopia, digitization was launched in 2016 to provide paper-free services through a digital or data-driven
system[23, 24]. Currently, more than 100 hospitals are shifting from paper-based to digital systems[25]. The
Minister of Health has introduced healthcare digitization to transform healthcare practice from paper-based
to a digital system [4, 17]. Furthermore, electronic systems, such as SmartCare, electronic medical records,
laboratory information systems, radiology information systems, pharmacy information systems, and the
district health information system (DHIS2), have been implemented in each department. This aids in
expanding the digital system using digital health hubs in healthcare organizations.

However, healthcare digitization has been running; most of the healthcare organizations have not started
well throughout the country. Hence, there is a limitation of exploration studies regarding the perceptions of
health professionals towards digital health hubs

Therefore, the main objective of this study was to explore health professionals' perceptions of digital health
hubs in resource-limited settings in Ethiopia. The focus is on the lived experience of health professionals'
perceptions about digital health hubs. Hence, the study aimed to uncover context-based insights to inform
responsible bodies of digital health experts to guide basic digital health strategies and provide
recommendations regarding intervention areas of digital health practice. Hence, based on the objective, the
study had two main research questions. 1) How do healthcare professionals perceive digital health hubs? 2)
What are the factors that influence healthcare professionals’ perceptions of digital health hubs? The aim of
the study was to address gaps in the development of digital health hubs and to inform future initiatives in
digital health implementation in resource-limited settings.

Methods

Study Design

Semi-structured interviews were used to obtain in-depth information on digital health data hubs. Qualitative
thematic analysis was used, and the Consolidated Criteria for Recording Qualitative Research Checklist was
used to guide the reporting of this study.

Setting

The study was conducted in East Gojjam, Ethiopia, which is 296 kilometers from Addis Ababa. Eleven public
hospitals in this area have been established, including primary, general, and specialty referral hospitals, and
more than 2,000 healthcare professionals have served the community.

Questionnaire design

A semi-structured interview was selected as a suitable method for the healthcare setting [26]. Hence, the
selected method was help to organize questions sequentially both in follow up questions and multiple prob
questions.
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Interviews guide development

The interview guide was derived from the aforementioned literature [27, 28]. The authors provided some
opening information on digital health hubs, and the interview was modified depending on the participant's
response (File S1). The interview guiding questions were complemented by using follow-up and probing
questions. The questions were structured using clear words in Amharic language, following an open-ended
approach. Hence, the interviewees provided rich and in-depth information. The interview guide began with
easy questions, such as asking about their lived experience of health professionals about digital health, and
then moved into in-depth questions for more detail. The interview guide covered health professionals'
perceptions of digital health hubs, and influential and limiting factors regarding digital health hubs.

Recruitment and sampling methods

This study was conducted at the East Gojjam Public Hospitals from July to August 2024. More than two
thousand health professionals were working in this study setting. The interviews were conducted at Debre
Markos Specialized Referral Hospital, Motta General Hospital, Dejen Primary Hospital, Debre Eliyas Primary
Hospital, and Debre Work Primary Hospital. Study participants were recruited using various steps. First, the
study investigators provided the documentation of ethical approval letter to hospital administrators. Then,
after establishing rapport with the hospital administrators, the administrators cooperated by providing a list
of health professionals. Then, healthcare professionals were approached depending on their position level.
Meanwhile, the investigators used selection criteria such as different professions, work experience, level of
education, and experience with digital data tools to pick the key informants from candidate persons. By
considering the criteria, the potential participants were finally selected for interview using purposive
heterogeneous sampling.

Regarding the sampling procedure, the authors estimated that 10 to 20 interviewees would be needed to
conduct the study, considering the scope of the research topics. However, the sample was determined by
data saturation. Health professionals involved in digital health apps were included as inclusion criteria. On
the other hand, language barriers, unwillingness to give informed consent, and those unable to participate in
person were excluded. Selection bias was managed by considering the inclusion and exclusion criteria.
Further, the participants varied in educational background, years of service, and familiarity with digital
health technologies. Thus, this helped us manage bias during participant selection.

Qualitative training

Interviewers were selected based on professional backgrounds and experiences in digital health. All
interviewers have a master's degree in health informatics. This aided the interviewers, who were more
familiar with the research topic of digital health hubs. Not only that, but the interviewers were experienced
in qualitative studies. To minimize errors and obtain higher-quality information, qualitative training was
provided to the interviewers regarding the objective of the research topics, data collection methods, and
procedures.
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Before conducting interviews, five interviewers were trained in building rapport, active listening, using
probing questions to facilitate thick description, and data triangulation, such as using multiple data sources
by gathering data at different times of the week, collecting data from multiple levels of healthcare
organizations like primary hospitals, secondary and tertiary hospitals, and gathering data from different
types of health professionals. Furthermore, investigator triangulation was carried out by involving more than
two researchers from data collection to findings interpretation.

In addition, the trained investigators routinely revised the topic list and probe items when relevant during
interviews. In addition, a mock interview was administered with the aid of supervisors, from which feedback
was taken. This helped us facilitate ease of understanding and reduce bias before delivering the actual
interviews. Moreover, training was ongoing throughout the data analysis.

Data collection procedure

Five investigators, ASG, SBT, AKM, MKT, and BTA, were selected to administer interviews. These
investigators have a Master's degree in Health Informatics and data science. All are male and currently
work as researchers and lecturers at Debre Markos University and are experienced in digital health
research. The interviews were conducted face-to-face, with interviewers working closely to build rapport
and obtain rich information. The interviews were conducted in their healthcare organizations in a safe and
quiet environment to ensure smooth communication and clear understanding. From each interview, only
one key informant interviewee and a minimum of two interviewers were involved. During the interview, no
one was present except the participants and researchers. Field notes were taken during the interview.
Subsequently, the investigators presented the purpose of the study to the participants, and audio was
recorded using a smartphone. Each selected key informant participant was interviewed until all questions
were completed. Finally, after transcribing the audio into text, feedback was taken from all members or
participants for the verification process and no changes were requested by all participants. Here, the
interviewer's assumptions were set aside to reduce interviewer bias. In the end, the recordings were deleted
for the sake of data anonymity.

Sample size and data saturation

Initially, the authors planned to interview up to 20 key focal participants; fifteen participants were enrolled
and were willing to participate in the interview. However, the sample size was determined by data saturation
[29]. The authors used two main approaches to ensure data saturation. In the early stage, saturation was
checked during data collection by evaluating the information gathered from each key informant interview.
During this stage, the authors distinguished how much information was or was not replicated. The
interviews continued until more than triple replication of the recorded information was achieved. These
replications were checked throughout the interview. The second technique was saturation in the analysis
stage. The authors used inductive thematic saturation to develop codes and themes. Then, more than two
authors coded and developed themes from the transcribed information individually. Later, each code and
theme was checked together. Finally, similarities and differences were checked; any differences were
resolved through discussion. After participant (PID_10) interviews, no new codes or themes were
generated.
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Therefore, the authors ceased data collection after interviewing ten participants. Therefore, because data
saturation had been reached, the remaining five participants were not interviewed. Most interviews lasted
between 25 and 30 minutes, as the participants were constrained by time. There were no non-participants
or refusals during the interview, and no repeat interviews were carried out.

Transcription and translation

Transcription and translation were conducted by ASG, SBT, and BTA. The interviews were conducted and
transcribed in Amharic. Subsequently, the transcripts were verified with the audio records. Then, the
transcripts were translated into English. During translation, exact word meanings were checked between
Ambharic and English. Meanwhile, some words were corrected to give full contextual meanings.

Coding procedures, analyst triangulation, and reflexivity

Three investigators, ASG, SBT, and BTA were selected to code the research data. First, a codebook was
developed from the raw data using an inductive approach as a framework. The team checked the drafted
codebook using a sample transcript. Based on that, the code names, code definitions, and inclusion and
exclusion criteria were modified. Subsequently, the investigators coded the data independently. Later, the
team came together to verify discrepancies and disagreements between the individual coders and the code
rules. Finally, the points marked as disagreements were resolved and refined through team discussion. The
analysis was conducted using OpenCode software version 4.2. To check the reliability of the code, inter-
coder agreement was calculated using a double-coded subset. Cohen's kappa was used to measure
reliability; Cohen's kappa agreement was 88%. This indicates that the coder agreements were highly related.
Regarding triangulation of analysis, ASG, SBT, and BTA participated. Hence, they have close familiarity with
digital health applications in healthcare settings and have conducted various studies in this area. Therefore,
potential biases such as preconceived notions about the topics or study participants, emotional reactions
during interviews, and listening to what the investigators expected to hear were addressed by providing
training. To harness the reflexivity of the study, investigators routinely assessed the participants,
interpersonal ideas, methods, and contexts using memos. Finally, no change was requested after sharing
the findings with the participants.

Theme development

After coding and reviewing all codes, patterns were created based on the shared characteristics of defined
codes. Next, the main themes were developed after a detailed revision of the patterns. Specific and similar
patterns were identified from the main themes to form subthemes, as shown in Table 1. Finally, the
investigators checked that the themes and subthemes fit the data well through detailed revisions.
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Table 1
Main themes, sub-themes and codes developed by inductive thematic analysis

Main theme (Synthesis 2) Subtheme (Synthesis 1) Code

Perception toward digital health ~ S1: Positive perception C1: Ease of using digital
hubs (DHH) health hubs

C2: Have benefits to use
DHH

S2: Negative perception C3: Perceive DHH as
insecure

C4. DHH exposes sensitive
data

Challenges of DHH S3: Technical challenges C6: User-friendly issues
C7: Maintenance issues

C8: Searching problem

S4: Human Resource Challenges C9: Limited experts in DHH
S5: Logistic constraints C10: Limited digital
infrastructure

C11: Poor availability of

budget
C12: Limited digital
investment
Solutions for improving S6: Facilitate technology-based C13: Providing digital
perception healthcare training training
S7: Management Support & Building C14: Closely working with
capacity team
S8: Provide digital infrastructures C15: Provision of digital
service

Quality assurance

This study ensures the validity and reliability of the research findings as well as transferability to other
digital health settings [30, 31].

The credibility of the study was assured by clearly describing each phase of the research, using
triangulation techniques such as data triangulation by asking questions to health professionals from
different backgrounds and investigator triangulation by involving more than two researchers. Investigators
built good rapport with interviewers prior to beginning the main interview. This immersive approach helped
to obtain deeper insights from participants honestly. Moreover, data sources like interviews and confirming
the availability of digital health infrastructures were used to strengthen the credibility of the data.
Subsequently, the collected information from diverse data sources was converged into themes. Further,
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trustworthiness was assessed by verifying the findings from different angles and including the findings in
the results section using quotations.

The transferability of the study was evaluated by presenting detailed contextual information, sampling
methods, and criteria for participant selection that were clearly articulated and presented. The study
findings were consistent with real settings and other studies in the same situations, as reviewed by peer
academics. Finally, the confirmability of the findings was checked by the participants and reviewed by
supervisors and colleagues. Key informant professionals were assured by observing their professional
identification card and asking pre-questions before entering into the actual interview. Throughout the
interview, the investigators took notes and asked the participant reflexive questions.

Results

Overview

Ten interviews were conducted in East Gojjam Public Hospitals. Regarding the interviewees' characteristics,
most of the participants were older than 30 years, four out of ten were female, and five out of ten held
master's degrees as shown in Table 2.
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Table 2

Participant characteristics of health professionals about digital health hubs in Ethiopia, 2024

Participant

PID_01

PID_02

PID_03

PID_04

PID_05

PID_06

PID_07

PID_08

PID_09

PID_10

Sex

Male

Female

Male

Male

Male

Female

Female

Male

Female

Male

Age

35

30

38

35

34

37

28

34

30

32

Healthcare
Facility

Dejen
Primary
Hospital

Debre
Markos
Referral
Hospital

Debre Work
Primary
Hospital

Debre
Markos
Referral
Hospital

Motta
General
Hospital

Debre
Eliyas
Primary
Hospital

Debre
Markos
Referral
Hospital

Dejen
Primary
Hospital

Motta
General
Hospital

Debre Work
Primary
Hospital

Department

Pharmacy

Optometry

Health
Informatics

Laboratory

Public
Health

Midwifery

Midwifery

Public
Health

Health
Informatics

Pharmacy

Level of
Education

Master’s
degree

Bachelor
degree

Bachelor
degree

Master’s
degree

Bachelor's in
Nursing,
Master's in
Public
Health,
Radiology
assistant
experience

Master's
degree

Bachelor
degree

Bachelor
degree

Bachelor
degree

Master’s
degree

Work
experience
in years

10

Used
digital
data
storage
OneDrive

Google
Drive

Dropbox

Google
Drive

Google
Drive

Google
Drive

Google
Drive

Google
Drive

Google
Drive
Databox

Google
Drive

Databox

Google
Drive
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Qualitative Findings

In-depth interviews were conducted for this study. Participants were selected from various healthcare-
related departments. Prominent individuals from healthcare organizations, particularly those working in
planning and monitoring, laboratories, pharmacies, public health, midwifery, health informatics, and
optometry, were included. Following the collection of extensive information, inductive thematic analysis was
used to arrange the information structure. Three primary themes were identified. The first theme was the
perception of digital healthcare hubs by healthcare professionals. Second, there are challenges associated
with digital health hubs, which had three subthemes. These were: 1) technical issues, 2) human resource
issues, and 3) logistic constraints towards digital health hubs. The final theme was alternative solutions for
improving health professionals' perceptions of the digital health hub, which had three subthemes:1)
facilitate technology-based healthcare training, 2) provide management support and build capacity, and 3)
provide digital infrastructure (Fig. 1).

Figure 1: Themes of Health Professionals' Perception Toward Digital Health Hub in Ethiopia, 2024
Theme 1: Health professionals' perception towards the digital health hub

The main theme of health professionals' perceptions of digital health hubs was distinguished into positive
and negative perception subthemes. Hence, the subthemes' operational definitions were concurrently
matched with the text code. The texts were coded and defined as positive when health professionals had
positive thoughts towards digital health hubs, such as being ideal to use, easy to use, effective to manage
health data, and having good opportunities for further development, and negative if health professionals
had a negative perspective on digital health hubs. The use case description of the perceptions of digital
health hubs is as follows.

Positive Perceptions indicates that health professionals thought that digital health hubs have benefits and
opportunities to use, such as improving access and convenience, aiding personalized care, and providing
efficient and quality services. Alternatively, negative perceptions represent how health professionals
perceive digital health hubs as insecure, providing misinterpreted information, and leading to unreliable
decision-making.

The research findings show that digital health hubs are a key aspect of advancing and streamlining medical
record access in healthcare settings. Compared with manual-based systems, health professionals can
obtain swift information about a patient's record that has been obtained from different levels of healthcare
organizations. An interviewee said, "... healthcare activities working previously using paper are shifting to
digital systems so that health professionals have perceptions on digital health hubs" (PID_1). As probing
questions within that interview confirmed, health professionals have a positive outlook on digital health
hubs. To support this, a pharmacy professional remarked that “... this century is the digital time. Processes
that were previously conducted on paper are now becoming digitalized. Hence, it saves time and makes it
easier to find the information. Therefore, we are now entering a digital world. As health professionals, we have
a lot of ... perception of digital health” (PID_1). This is because the key informants believe that the systems
are easier and more beneficial for providing quality care than manual-based systems.
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Furthermore, throughout their journey, health professionals have gained knowledge of digital health
applications through education at colleges or universities and gaining experience from senior experts.
Hence, as interviewees PID_1, PID_4, and PID_5 confirmed, health professionals have a positive perception
of digital health hubs. A health informatics specialist working on planning and monitoring said, "I think that
all health professionals have been passing through schools and practicing with their phones. When they
continued their studies at universities, they were exposed to digital applications and graduation research
papers. Hence, they had a positive outlook on digital health platforms” (PID_3). This statement emphasized
that the perceptions stem from health professionals' previous exposures with practicing healthcare
applications, such as mobile health apps, district health information systems, and electronic medical
records during their educational journey. For this reason, health professionals have a positive outlook on
digital health hubs.

Another influential element that contributes to positive perceptions of digital health hubs is the presence of
adequate information on how easily and quickly the system can provide services to patients and other
stakeholders. As probing questions within that interview confirmed that health professionals are actually
close to accessing digital health applications. Furthermore, one participant suggested that "...digital
systems help us as a data exchange tool from the laboratory to other departments, to the physician, and so on.
Therefore, it makes things much easier for the user. First, the results are delivered to patients at the right time.
As | understand it, most of them are aware of this. | think they have a better perception.” (PID_4). Their
concerns stressed that timely access to healthcare information might facilitate informed decision-making.
Furthermore, a person who was 34 years old remarked that "... | think all health professionals have positive
insight into digital health hubs. Hence, | do not think they will hesitate to use the system if the right conditions
are created” (PID_5).

Another crucial point raised by the participants was the significance of digital health hubs, which surpasses
the current system of health care delivery. In the current system, there are problems with handling medical
records. Most records in organizations are paper based. Hence, health professionals waste time searching
for patient folders and transferring folders to physicians for examination. Thus, this system requires time
and space. Digital health hubs can help to reduce these problems. Hence, probing questions within that
interview highlighted that health professionals have been inclined to use digital health hubs. A midwife said,
"Most health professionals are interested in using digital health hubs. When we look at digital health hubs from
different angles, the benefits are significant; for example, they reduce the frequency of card transactions.
Second, reduce complaints from the community by maintaining order. Third, they can remind us of forgotten
and unreturned prescriptions, laboratory orders, and drug prescriptions. Therefore, | think it is very useful in this
regard, and | think that health professionals are interested in using digital health hubs” (PID_6). This idea
emphasized that health professionals are more concerned about digital health hubs to build smooth
relationships between patients and health care providers.

Although digitization is expanding as a strategy for global health organizations, there is currently a lack of
functional digital health hubs in healthcare organizations. Hence, health professionals continuously request
hospital managers to implement digital health hubs. Moreover, when health professionals engage in
practice, their perception will improve. As a health informatics professional remarked, “There will be a very

Page 13/27



high perception and interest if digital health hub information is made available to the entire hospital staff,
including health informatics, nurses, doctors, and other staff. All health professionals are considering using
this system. Hence, | believe health professionals would be happy if the digital health hub is put into practice.”
(PID_9). This highlights that although health professionals tend to use digital health hubs, their use is
limited by the lack of implementation of digital apps in their settings.

Sustainable Development Goal three emphasizes that healthcare organizations must transform and be
competitive in terms of quality and efficiency. Hence, digital platforms aid health professionals in
developing positive perceptions of digital health hubs: “Nowadays, there is no one who does not use digital
apps like Telegram, Gmail, and others. This is the era of technology, and everyone wants to be competitive.
Based on this scenario, they have both knowledge and an attitude of using digital health hubs” (PID_6).
Furthermore, a midwifery professional with four years of experience highlighted that "We have shared
innovative technologies regarding healthcare information. Hence, using a digital system makes work easier
because it allows us to use our time efficiently and effectively. Subsequently, health professionals save time,
and patients do not worry about their information being recorded. In this sense, health professionals are more
likely to feel that using digital health hubs” (PID_7). These ideas confirm that healthcare providers utilize
different applications for information sharing both within and outside healthcare settings. Hence, they also
gain additional experience in practicing digital health information.

Although most interviewees emphasized the benefits of digital health hubs, there is insignificant
involvement in security measures such as using security techniques and identifying digital breach incidents
or risks. Hence, some participants had negative perceptions of the healthcare data stored in these hubs. A
participant who worked in health informatics explained that “It might be difficult for some health
professionals to address the security issues of digital health hubs. Hence, if training and awareness are not
provided, they may refuse to use the system, and they will be exposed to digital hackers” (PID_9).

In summary, digital health hubs are a core component of data integration in healthcare settings. Therefore,
the theme “perception of health professionals towards digital health hubs” expresses health professionals'
outlook on digital health hubs. Hence, the key informants highlighted that health professionals had positive
perceptions because of their previous digital experience and acquiring information from the digital world.
However, a small number of participants stated that some health professionals had negative perceptions of
data security issues.

Theme 2: Challenges Related to Digital Health Hub

At this time, healthcare technologies are growing rapidly, and health professionals need instant
communication. Although health professionals have a positive outlook on digital health, it is limited by the
existing systems of healthcare practices. Therefore, the following points were raised by health
professionals as challenges to digital health hubs in healthcare organizations. These challenges include
technical, human resources, and logistical constraints.

Subtheme 2.1: Technical challenges
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Some applications have been implemented in healthcare organizations, such as Pharmacy Electronic
Performance and Tracking Systems, to facilitate routine tasks. However, there are difficulties and faults in
these systems. As probing questions within that interview confirmed, limited digital literacy poses a
challenge A pharmacist professional explained that “The Electronic Performance & Tracking Systems app has
been providing services for the pharmacy unit. Every transaction ends with digital apps using digital
computers. However, knowledge gaps remain. Uh... they want assistants to fill in the limitations. Uh ... there is
also a skills gap in setting up and interpreting healthcare data. The person who developed the software was
not nearby to fill the gap by providing continuous training" (PID_1). This emphasizes that the absence of
formal training in their setting may limit their technical skills in using digital health applications. Hence,
informal training, such as watching consecutive training on YouTube, is not sufficient to achieve
competence in using digital apps.

Another main concept raised was regarding digital security. Although digital health technology was
introduced for processing healthcare data, security issues have occurred due to the problem of system
user-friendliness. Hence, follow-up interviews emphasized that user-friendly access to the security interface
would reduce the chances of digital data loss. To support this with evidence, an optometrist stated, "It is
known that technology has both benefits and harms. Problems may arise if the user is not guided by
knowledge regarding data issues. Therefore, it is everyone's responsibility to use it securely to prevent data
damage” (PID_2). Health professionals highlighted that filling knowledge and skill gaps in digital health
technology may make the system easier to access, and user confidence also increased in preventing the
occurrence of digital risks. A professional who was 34 years old mentioned that "... in terms of skills, it is
difficult to say that all professionals have digital skills, to manage the system properly..” (PID_5). Additionally,
a health informatics professional working on planning and monitoring stated that “.. however, data breach or
data hacking may happen, health professionals certainly do not stop using digital apps. Instead, they find
assistants to solve the problem and inquire about maintaining such types of issues” (PID_3).

Currently, the data are found in a disintegrated way, which is vulnerable to risk, either by cyber or offline
means. This is because no authorized person can manage or be accountable for the risk that occurs in such
cases. Hence, as highlighted by probing questions within that interview, "... as a whole, there is risk in the
digital world; in this scenario, some implemented digital health systems were placed in a disintegrated way.
This means that the apps are not interoperable with other systems. Searching for and accessing data quickly
are also problems for organizations. Hence, owing to the fragmented problem, data may be lost.

Fragmentation of the system and human error are other issues that lead to the loss of healthcare data. Beyond
that, if the system is centralized, it is easy to back up and restore the data by adding data protection
techniques” (PID_6).

In summary, the subtheme "Technical challenges" expresses that health professionals have limitations in
handling faults that occur within the systems. This is due to the fact that health professionals have a gap in
acquiring digital knowledge and skills. This may impede the advancement of health professionals'
perceptions of digital health hubs.

Subtheme 2.2: Human Resource Challenges
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In healthcare settings, frequent system failures are a serious issue and disrupt daily healthcare tasks.
Furthermore, protecting data from online attacks requires a guarantee of cybersecurity. However, a lack of
digital health security skills among medical workers increases their susceptibility to online threats. PID_T1
stated, "...doubt will remain. Professionals have been hired to address these issues. Health informatics
professionals are available for this purpose. However, there is still doubt about other professionals’ opinions. If
digital apps are corrupted, they cannot do anything because there is a skill problem.” (PID_1). This highlights
the need for expert healthcare professionals in digital applications to facilitate healthcare tasks. However,
some professionals are working, and there are still insufficient skilled professionals to prevent risks and
manage doubts that may arise in a certain activity. Electronic systems are now implemented in healthcare
settings, especially in specialized and general hospitals. These systems require professional expertise in
digital health technology. However, there is a shortage of expert professionals and a gap in providing
continuous training for the use of digital health applications. Midwives also emphasized that " digital health
hubs are not fully implemented at our institution. ...there is a lack of experts in this setting" (PID_6).
Furthermore, a pharmacist professional criticized, "However, the system is in progress; there is no formal
training” (PID_1). A person who was 34 years old focused on"... I do not believe there are many expert
professionals in digital health applications to perform their routine activity” (PID_5). This highlights that the
digital health application practice is limited to some departments. There are also limited skills in using
digital health security tools such as passwords, two-step authentication, backups, and biometric
techniques.

In summary, the subtheme "human resource challenges” expresses the gap in healthcare professional
performance, which limits their perceptions of digital health hubs. However, digital health has been
implemented in different healthcare units, and there is a shortage of professional experts in digital
applications. This leads to health professionals being ill-equipped to handle doubts in digital health practice.

Subtheme 2.3: Logistic constraints

Running digital health hubs simplifies routine activities regarding health records to provide the right service
within and across organizations. However, there is a significant problem with running a digital system in
resource-limited settings. This is due to the lack of available resources for connected digital health
throughout the country. Although some electronic health applications are working within health
organizations, they are not connected and do not share data to facilitate routine healthcare activities, and
some systems do not sustainably provide services. A participant suggested that " In some rooms, digital
systems have started. For example, we started with image transfer from one class to another, but it did not go
far; we thought that if this were completely digital, it could make a lot of work easier. However, it has not yet
happened because it might require a large budget for the specialist and providing digital technology
infrastructure” (PID_5). However, this emphasizes that digital applications have begun in some units; the
sustainability issue is occurring due to insufficient funds and a shortage of specialists to maintain the
implemented systems.

Public hospitals face many challenges in running digital health hubs. The main problem in running the
system is the lack of trained experts in digital health and digital infrastructure. As PID_6 confirmed, “I have
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tried to talk to the higher managers personally about making a digital hospital. However, they mentioned the
following issues. The first main issue is that we have an inadequate digital system. Second, we do not have a
sufficient budget to fix issues such as network installation, marketing network cables, and digital apps. In our
view, the main reasons are the lack of hiring trained experts, the lack of providing digital health apps, the lack
of networking infrastructure, and the budget. Hence, healthcare stakeholders should find a solution to this
problem to make it fully digital and sustain the system” (PID_6). To be specific, digitalization in healthcare
units is limited by insufficient digital resources and budgets. Operating delays occurred due to the small
number of laptops and tablets in healthcare organizations. Therefore, adequate financing of healthcare
digitization is necessary to create full digitization and ensure the sustainability of the system. To strengthen
this suggestion, a health informatics professional said, "There is a lack of resources, and we cannot provide
better service using digital health. However, if a budget is available and the system is adjusted for the future,
we do not think it will be burdensome to use a digital system” (PID_8).

In summary, the subtheme "logistic constraint" expresses the scarcity of digital infrastructure holding up
health professionals' perceptions of the system. However, digital apps are working in some healthcare units,
and there is a gap in integration within and across healthcare settings. This is due to the unavailability of
budgets, insufficient digital resources such as digital computers and tablets, and a lack of digital
installations in healthcare organizations.

Theme 3: Alternative Solutions for improving HP perception towards DHH

Currently, digital hospitals are prioritized and aligned with the broader objectives of the World Health
Organization. Thus, an integrated digital health system is required across the country. To create Connected
Health Ethiopia[23], the following solutions were highly emphasized by key health professionals. Such
solutions include providing adequate digital infrastructure, facilitating digital training, producing experts,
and improving management. Here, solutions are provided in detail to advance health professionals'
perceptions of digital health hubs.

: Facilitate technology-based healthcare training

Subtheme 3.17: Facilitate technology-based healthcare training

Digital health applications have been introduced and implemented in healthcare organizations. Hence,
health professionals need training to access and use digital health hubs efficiently and effectively. A health
informatics specialist said that "...the institution is also paying great attention to the digital health hubs.
Although digital health hubs have started, it is difficult to implement them fully due to the current situation
[peace instability]. Hence, routine training is required for all health professionals to produce qualified experts.”
(PID_3). Similarly, a public health professional said, "It may take time to provide training in the initial phase.
After getting trained professionals, ... | think the work will be done quickly and smoothly.” (PID_8). A health
informatics professional with five years of experience emphasized that "It may be difficult to start right away
at the current level. Because ... nothing has been implemented so far, if it is prepared in the future, everything
will be employed after training. (PID_9). Health professionals suggest that field-specific digital health training
is required to strengthen digital healthcare practices. Furthermore, on-site support and regularly planned
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and well-structured training sessions help health professionals use digital health technologies. They also
emphasized that "... in our current situation, there is a shortage; | do not think health professionals’ knowledge
is sufficient ... the hospital staff in all departments do not have access. ... if they get enough training, they will
use it, and it will be beneficial for the hospital and the staff” (PID_9).

Subtheme 3.2: Management Support & Building Capacity

The management system of healthcare organizations should be transformed into a digitized one. This is
achieved by creating a connected hospital and improving the culture of information use to provide quality
service. The ability of a healthcare manager should be considered a model for other health professionals.
This shows the power of a good management system and builds the ability of health professionals to have
better perceptions of digital health. A pharmacist said, “Even if there is a positive outlook to use digital health
hubs, the reason for putting it into practice is different. As a solution, if the relevant responsible body, such as
our hospital manager, sees our problems, sets the agenda we need, discusses it thoroughly, and comes to a
solution for forming a digital hospital.” (PID_1). A participant explained that “The institution should be
qualified first to become a complete digital system. Health professionals should also be qualified, this can be
achieved through good leadership platforms in healthcare organizations. Then, a fully digital system will be
implemented” (PID_5).

Subtheme 3.3: Provide digital infrastructures

Digital health infrastructure, such as electricity, computers, network cables, digital data hubs, and digital
applications, should be provided to create an integrated digitized health system. This would facilitate the
efficient performance of routine activities in the future. A person with a bachelor's degree in pharmacy said,
“The first thing is providing infrastructure, particularly electricity, digital health apps, and internet connections
for implementing digital applications. Hence, health professionals can easily access, organize, and use digital
data for the right clinical purposes. Moreover, using a digital health platform, they share and create awareness
among people about the disease and other related conditions” (PID_10). The participant also emphasized
that “...infrastructure like the facility's lighting, connection problems, computers, digital rooms, and other
similar devices should be provided to work with digital apps in the digital century” (PID_10).

To summarize the last theme, it was suggested that digital hospitals would improve healthcare
professionals’ perceptions. Hence, it is necessary to provide digital infrastructure, such as digital health
apps, digital computers, stable electricity, and Internet connections. Furthermore, providing digital training,
smoothing management practices, and building health professionals' abilities will contribute to improving
their perception.

Discussion

The main purpose of this study was to explore health professionals' perceptions of digital health hubs.
Hence, in this study, two main research questions were explored to improve perceptions towards digital
health hubs. In this context, the first research question was how health professionals perceive digital health
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hubs in resource-constrained areas. The findings demonstrate that health professionals have positive
perceptions of digital health hubs. This is because digital technologies are growing rapidly, and health
professionals have gained digital knowledge in routine healthcare tasks. Furthermore, health professionals
are a key part of digital health initiatives to connect each healthcare unit to form digital health hubs. In this
sense, health professionals have positive perceptions about digital health hubs to support healthcare
practice.

As previous studies show, most of the electronic health (eHealth) applications are implemented in
healthcare organizations[32, 33]. Further, as per the Ethiopian Federal Ministry of Health (MoH) plan,
healthcare organizations, such as primary, secondary, and tertiary hospitals, should be interconnected to
create Connected Health Ethiopia (CHE)[34, 35]. Hence, this plan supports health professionals in having
positive perceptions. Previous studies show that health professionals have sufficient perceptions regarding
digital health hubs[27]. As the researchers mentioned, health professionals need to master digital app skills
and use digital devices such as computers, smartphones, and tablets to be competent in providing digital
health services using digital health applications such as electronic health records (EHRs) and electronic
appointment systems[27]. Furthermore, health professionals perceived that digital health applications are
designed to be simple and well-functioning[12, 27, 28]. Therefore, as a result of providing quality service for
healthcare clients, study participants placed higher emphasis on improving the current status of
professionals' perception of digital health hubs.

Additionally, this study investigated the facilitating aspects that support health professionals in having
positive perception. The first enabling expectation was that health professionals have acquired information
from the digital world, such as using Google Drive, Telegram, and other data storage and communication
media. This highlighted that using digital data storage applications has an impact on motivating health
professionals to store healthcare data by establishing digital hub platforms in healthcare organizations.
This finding is consistent with prior research that familiarity with digital applications were a prerequisite for
improving the perception of health professionals towards the application of digital health hubs [20]. Hence,
the interviewees stressed that health professionals should work with any digital technology that has
secured broadband and a positive impact on their routine healthcare activity.

The second facilitating aspect was that health professionals acquired computer skills throughout their
education journey and had connections with digital health applications such as electronic medical records,
smart care, and mobile health apps. This emphasis on the digital experience of health professionals led to a
positive outlook on digital health hubs. As other studies explain, health professionals need to be informed
about the latest digital health solutions that are available and in use, and the contents of various digital
health services[11, 27, 28].

Challenges and improvement areas on Digital Health Hub

There are challenges in advancing health professionals’ perceptions and using digital health hubs in
healthcare settings. This study identified three main challenges. These include technical challenges, human
resources, and logistical constraints.
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One of the prominent issues limiting health professionals' perception of digital health hubs was logistical
constraints. As discussed with the health professionals, the main issues in the healthcare organization were
a scarcity of digital computers and tablets, network installation and connectivity issues, and a lack of
implemented digital health applications in each healthcare department. Hence, a lack of provision of digital
infrastructure restricted the expansion of digital health hubs and was a bottleneck for the advancement of
health professionals' perception. Research has highlighted that inadequately integrated digital platforms led
to information fragmentation and limited the quality of healthcare services[36]. This was due to the limited
provision of digital infrastructure, which widened the digital divide and inequity in care. Other studies also
emphasized that limited structural drivers, such as inadequate connectivity and limited experience of
stakeholders in digital technology, affect the opportunity for investment in digital technology to advance
healthcare practice [11, 28, 33, 36]. Participants in this study recommended that state-based access and
literacy in digital health technology are key determinants for improving the perceptions of health
professionals towards digital health hubs.

Other challenges exist in the health system, such as a shortage of professional experts regarding digital
health hubs. By its nature, a health or hospital information system is more holistic and complex. Therefore,
health professionals should handle health data using digital health apps. However, due to a shortage of
well-digitalized healthcare systems and experts, it is difficult to deliver effective services. These results are
consistent with previous research showing that the lack of unified and standardized data interoperability
was the most frequent obstacle to digital care continuity. This was due to the presence of digital health
dividers across healthcare organizations and the absence of a standard policy [36, 37]. Furthermore,
another study also illustrated that although health professionals have positive perceptions, their
perceptions were restricted by inadequate skills to solve technical problems [11, 27]. As highlighted by the
participants, to close this gap, healthcare organizations should adopt standard and interoperable digital
healthcare services.

The third main challenge was the scarcity of budget and gaps in capacity building regarding digital health
applications. However, although digital health applications have been introduced into marketing, healthcare
organizations are unable to fund and implement digital health applications. The previous study also
highlighted that the primary obstacles to implementing standard digital health hubs were the inability to get
funds within and across the country[37]. Hence, the implementation and sustainability of the systems were
limited due to governance issues and incentive problems [37]. As the participants recommended, such
barriers should be solved by providing the best strategic policy and accessing funding by working closely
with macro and micro institutions throughout the world. Another issue was the inadequate ability of health
professionals to use digital health apps. This challenge was not only due to a lack of continuous digital
training, but also the presence of heavy workload and lack of system user-friendliness. Hence, a lack of
familiarity with innovative digital health technologies creates a gap in further improving health
professionals' perceptions of digital health hubs. As previous studies elucidate, health professionals must
pay special attention to improve interaction with digital technology and require digital health skills in
communicating with the patient, writing messages in digital environments, and using video channels to
interact[11, 27]. In addition, however, creating interaction through digital health was perceived as
challenging; health professionals should fill those skill gaps [27, 32]. Participants recommended providing
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ongoing digital training to help health professionals become more proficient in digital health technology,
which will improve their perceptions towards digital health hubs.

Limitations of the study

Regarding the study limitations, the study was conducted in a limited geographical scope. Some
participants had little experience with digital applications. While saturation was reached regarding general
perceptions, the small number of representatives per specific profession (e.g., only one person from
Optometry) means that profession-specific nuances might not have been fully captured. The studies were
limited in using multiple data sources, such as review documents, training records, usage logs, and policy or
information technology documents. Further, it was conducted once in a single zone of the country, and
there was a gap in using back translation during the interview. In addition to this, even though the
interviewers-controlled bias by removing leading questions, response bias, such as social desirability bias,
may have occurred in the research studies. Because the interviewees were part of the health care system,
they may have placed more emphasis on a positive view of the research objectives. While their perceptions
were positive, the functional lack of digital literacy suggests a gap between attitude and their ability towards
digital health hubs.

Implications for Research and Practice
For Practice

The practical implications of the study were that improving the perceptions of health professionals can be
achieved by providing well-organized training. This helps health professionals improve their perceptions and
provide the right service to healthcare clients and stakeholders. Hence, by improving their perceptions,
digital health hubs may be user-friendly and efficient.

For Research and future perspectives

To ensure digital health for all, future studies should focus on health professionals in digital health centers.
Future studies should broaden the scope by including private healthcare clinics, public healthcare centers,
health posts, and specialized teaching hospitals, as well as different zones and regions of the state. Further,
conducting a longitudinal study may aid in measuring the potential variations in health professional
perceptions towards digital health hubs over time and outline the policy of digital healthcare practice.
Moreover, researchers should use multiple approaches, such as reviewing documents, training records,
usage logs, and policy or information technology documents, and investigate the rate of perceptions by
including different study populations, such as healthcare students, patients, and other healthcare
stakeholders. Using mixed methods will improve the outcomes of future studies.

Conclusions

This study explored the perceptions of health professionals towards digital health hubs. By acknowledging
the limitations, the findings revealed that health professionals have positive perceptions of digital health
hubs. This is due to previous digital experiences and the presence of adequate information from the digital
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world. However, in resource-constrained settings, there are challenges to improving their perception further.
Such identified problems include a lack of professional experts, limited digital infrastructure, and poor
capacity-building practices. These might be considered challenges for improving perceptions of digital
health hubs.

The authors specifically suggested that East Gojjam hospitals implement local policies to enhance the
perception of health professionals by offering digital computers and healthcare apps, supplying regular
electricity, and enhancing health professionals’ ability to access digital health hubs.

Hence, as healthcare organizations, improvement in healthcare professionals’ perceptions of digital health
hubs will be required to ensure a digitally health-connected Ethiopia. As perceptions depend on local
contexts, follow-up is required in future research. Therefore, responsible bodies such as the Federal Minister
of Health, policymakers, and higher healthcare administrators should take interventions based on the
uncovered insights to advance the perceptions of health professionals towards digital health hubs.
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