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FASDP: Frequency-Aware Scale-Diverse
Purification against Pixel-Space Visual Jailbreaks

Abstract

Vision-language models (VLMs) have achieved remarkable success across a
wide range of applications. However, as their deployment becomes increas-
ingly widespread, recent studies have revealed that VLMs are vulnerable to
visual jailbreak attacks, where adversarially manipulated images induce safety-
aligned models to produce harmful responses, posing serious threats to real-world
security. Input purification defenses must balance perturbation suppression
against content preservation; a fixed transformation strength may be unsuit-
able for inputs and attacks with different characteristics. We propose FASDP,
a Frequency-Aware Scale-Diverse Purification framework that adaptively allo-
cates purification strength per image. It fuses multi-scale candidates from a single
frozen denoiser using low-frequency consistency modulated by a self-referenced
frequency cue. The framework requires no task-specific training or access to
the target model. We evaluate FASDP on LLaVA-1.5-7B, InstructBLIP-7B, and
Qwen2.5-VL-7B under three representative pixel-space attacks. FASDP attains
strong protection under these attacks while keeping clean-image performance on
downstream tasks close to that of the undefended models.

Keywords: Vision-language models, visual jailbreak attacks, input purification,
frequency analysis, training-free defense

1 Introduction

VLMs couple visual encoders with instruction-tuned large language models to support
image captioning, visual question answering (VQA), and open-ended multimodal dia-
logue. Representative systems such as BLIP-2 [1], InstructBLIP [2], LLaVA [3], and
the Qwen-VL family [4] are increasingly deployed in real-world applications, where
failures of safety alignment become increasingly consequential.

Visual jailbreak attacks exploit the image channel to elicit responses that an aligned
model would otherwise refuse. Pixel-optimized adversarial images steer a model toward
harmful outputs [5], whereas compositional and typographic attacks encode harmful
intent through visible image content [6, 7]. This paper targets the first family, whose
perturbations may be attenuated by image transformations, and treats attacks driven
by visible semantic content as outside the scope of the proposed purifier.



Clean Attack JPEG DiffPure DiffCAP FASDP (Ours)

Fig. 1: Purified outputs of representative defenses on a pixel-space jailbreak input.

Classical input transformations, such as random resizing, padding, and feature
squeezing [8-10], and diffusion-based purification [11] defend adversarial images with-
out modifying the target model. Recent VLM-specific purifiers, such as F3 and
Diff CAP [12, 13], have shown promising results under visual adversarial attacks. Visual
jailbreaks differ from conventional adversarial examples: they perturb a larger frac-
tion of pixels at higher £,, magnitudes. Mild transformations therefore leave much of
the perturbation, whereas stronger purification introduces artifacts or loses fine detail.
This trade-off also affects clean images, where preserving the undefended model’s per-
formance is itself a requirement. Adaptive approaches reduce it but often rely on
model-derived signals, and effectiveness on captioning, VQA, or classification does not
by itself establish protection against visual jailbreaks. These observations reduce to one
question for an image-only purifier: how to suppress high-budget jailbreak perturba-
tions while minimizing the damage to clean-image performance without target-model
signals.

We propose FASDP for pixel-space visual jailbreak defense. Its central design is
an adaptive aggregation policy over denoised candidates rather than a new denoiser.
For each input, FASDP measures the normalized change in the high-frequency energy
ratio under a mild image transform. This self-referenced statistic is a transformation-
sensitivity cue; it does not directly measure perturbation magnitude or distinguish
adversarial perturbations from natural texture. This cue then modulates the fusion
weights of the scale-diverse denoised candidates. Figure 1 compares purified outputs of
representative defenses under a pixel-space jailbreak input. The reference configuration
requires neither additional training nor access to target-model parameters, gradients,
or embeddings.

Our contributions are threefold.

e Training-free per-image strength allocation. FASDP adapts purification
strength per image by reweighting scale-diverse candidates from a single frozen
denoiser, requiring neither task-specific training nor target-model access.

e A self-referenced frequency statistic. The statistic A measures the normalized
change in the DCT high-frequency energy ratio under a mild image transform, serv-
ing as a target-model-free cue that calibrates the denoising strength 7 and modulates
candidate fusion.

® A low-frequency-consistency fusion rule. Input- and pairwise-consistency
distances of low-frequency components yield closed-form softmax weights that
aggregate the candidates under this cue.



2 Related Work
2.1 Vision-Language Models

VLMs have emerged as a fundamental paradigm bridging visual and textual under-
standing. Early representative models, such as CLIP [14], align images and text
through contrastive pretraining, and subsequent systems, including Flamingo [15]
and BLIP-2 [1], couple frozen visual encoders with large language models through
lightweight connectors. More recent instruction-tuned and open models, such as
LLaVA [3], MiniGPT-4 [16], InstructBLIP [2], Qwen-VL [4], and InternVL [17],
together with proprietary systems, such as GPT-4V [18] and Gemini [19], are now
widely used in real-world applications. With their rapidly expanding use, the safety
issues of these models have become increasingly severe.

2.2 Security and Safety Risks of VLMs

Recent studies have exposed these safety issues across the entire model pipeline. Back-
door attacks, such as BadNets [20] and CBV [21], implant hidden triggers through
poisoned training corpora, and such poisoning is practical at web scale [22]. At infer-
ence time, jailbreak prompts based on competing objectives [23] and learned adver-
sarial suffixes [24] circumvent safety alignment. Visual attacks, such as HADES [25]
and FigStep [7], steer aligned models toward attacker-chosen behavior through opti-
mized perturbations or visible harmful content, and remain effective even under
black-box access [26]. Systematic benchmarks, such as MM-SafetyBench [27] and
OmniSafeBench [28], confirm that current VLMs remain vulnerable to these attacks.
Among them, visual jailbreak attacks are particularly practical, as they require nei-
ther access to training data nor modification of model parameters, and thus directly
threaten deployed systems; they are the focus of this paper.

2.3 Visual Jailbreak Attacks

Visual jailbreak attacks craft images that induce aligned VLMs to produce harmful
outputs. One family of such attacks optimizes pixel perturbations, extending the clas-
sical adversarial-example literature [29-32]: Qi et al. [5] show that a single universal
image can jailbreak aligned VLMs, Image Hijacks [33] control model outputs at run-
time, and HADES [25] optimizes adversarial perturbations to defeat both open-source
and proprietary models, while transfer- or score-based variants remain effective under
black-box access [26]. Other attacks embed harmful intent in visible content rather
than perturbations: FigStep [7] typesets prohibited instructions as in-image text, and
Jailbreak in Pieces [6] spreads a harmful concept across the visual and textual com-
ponents of a query. These failures have been systematized by recent benchmarks and
surveys [27, 28, 34], and effective defenses remain an urgent open problem.

2.4 Defense Methods

Existing defenses intervene at different positions of the inference pipeline. Model-
involved methods operate within or around the target VLM: UniGuard learns



multimodal input guardrails [35], BaThe inserts a virtual rejection prompt [36], Tit-
for-Tat combines visual and textual safety instructions [37], SafePTR prunes harmful
multimodal tokens [38], and E2AT performs multimodal adversarial training [39].
Input-level methods act before inference; ECSO, for example, replaces the image with
its textual description [40].

Input purifiers instead retain the image and seek to suppress adversarial per-
turbations through classical transforms [8-10], learned compression [41], generative
projection [11, 42, 43], or randomized smoothing [44-46]. A motivation for these
approaches is that adversarial perturbations can exploit non-robust features, including
high-frequency components [47-49], and may be attenuated by scale transformations
or denoising priors [50-54]. For VLMs, F3 repairs adversarial images via target-model
cross-modal attention with added noise [12], and Diff CAP selects a per-input diffusion
duration by embedding convergence [13]. Strong or unconstrained jailbreak perturba-
tions [5], however, may be difficult to suppress with mild transforms such as resizing
alone. Increasing the noise level in diffusion purification can strengthen perturbation
suppression at the cost of image fidelity [11, 13]. Content-faithful purification under
strong jailbreak perturbations therefore remains challenging.

3 Threat Model

Adversary goal. The adversary aims to induce an aligned VLM to generate harmful
responses to image-containing queries, circumventing the safety alignment of the target
model.

Adversary capability and knowledge. The adversary perturbs only the input
image in pixel space, possibly in composition with harmful imagery [5, 25, 33].
We consider both black-box transfer [26] and white-box adaptive attackers, includ-
ing gradient-based attacks against non-differentiable or randomized purification
pipelines [55-57]. Attacks encoding harmful intent in visible content or in the text
prompt are out of scope.

Defense assumptions and scope. The purifier observes only the input image
and requires neither task-specific training nor access to target-model parameters, gra-
dients, or embeddings, leaving the target model and its safety alignment unchanged.
It targets perturbation-based pixel-space attacks, whereas attacks conveying harmful
semantics through visible content are out of scope.

4 Method

4.1 Overview

FASDP is an input-purification framework for pixel-space visual jailbreak defense. An
image is an element of [0, 1]“*#*W with C' = 3 color channels; Iiean, Tadv, and Iy
denote the clean, attacked, and purified images, with § = I,qv — Iclean, and the defender
observes only the attacked image. As shown in Figure 2, a frequency analyzer @y
measures the normalized change A in the input’s high-frequency energy ratio under
a fixed reference transformation and calibrates denoising strength 7 using multiple
reference scales. A fixed set of scale transformations {7;}ses, followed by one shared
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Fig. 2: The FASDP framework: self-referenced frequency analysis calibrates denois-
ing strength and modulates the fusion of scale-diverse denoised candidates, with no
training or target-model signal.

denoiser D with strength 7, produces the candidates. A fusion rule ¥ combines these
candidates using low-frequency consistency weights modulated by A, before R clips
the result to the valid range. Algorithm 1 summarizes the procedure, which requires
neither task-specific training nor target-model signals.

4.2 Self-Referenced Frequency Statistic and Scale
Transformations

Fixed-strength purification uses the same transformation setting for images with
substantially different levels of high-frequency activity. FASDP therefore allocates
purification strength per image with self-referenced frequency analysis, without any
target-model signal; multiple reference scales calibrate denoising strength, while the
statistic A enters the fusion of Section 4.4 as a modulating prior, not as a binary
attack detector.

The frequency statistic is based on the channel-averaged high-frequency energy
ratio pgr under the two-dimensional DCT-II transform. For one channel X¢ € RHEXW
of an image X, the coefficient at frequency (u,v) is

H—1W-1
. B . mu(2x+1) wv(2y+1)
C(X)u,v] = ayay ;:O yE:O X[z, y] cos Vi COs— (1)

with normalization factors ag = /1/H, a, = /2/H for u > 0, and «, defined
analogously. With the normalized radial coordinate r(u,v) and the high-frequency
mask

r(u,v) = \}i\/<HU— 1)2 + (Wv_ 1)2, Qur(y) = {(u,v) : r(u,v) > 1=}, (2)



Algorithm 1 FASDP: training-free purification and consistency-weighted fusion

Require: Input image [,q4v; scale set S; reference scales Syof C (0,1) With Syef € Syef;
frequency parameters #; shared denoiser D; fusion parameters \i,, 3,7, k
Ensure: Purified image Ipy,
1: for s; € S do
2 X+ Ts,(Toav)
3: end for
4: po < pHF(Iadv)
5: for s € S;ef do
6 Obtain T;(lagy), reusing X; when s = s;
7 Ps < pHF(Irs(]adv))
8: end for
9: Pref < Psyers A« (pO - pref)/(pO + 5)
10: 1) clip(@ D se s 0, 1)
11: for s; € S do
12: I, + D(X;;n) using Eq. (6)
13: end for
14: Lo ¢ LPF(Lay); Li < LPF(I,) for all i
15: dj  Aindi® + (1 — A\ )d>™" using Eqs. (10)-(12)
16: q; < ( Smln)/(smax Smin + 5)
170 ¢; < 1/(d; 4+ €); ¢ < ¢i(1+ Bq;)
18: w; < softmax;(log(c;)/T — kAg;) return I, = clip (Zl w;l,, 0, 1)

where v € (0,1) controls the radial cutoff rather than the fraction of selected
coefficients, the ratio is

PHF

5 e [COX) i, 0]
OZ > e P e ®)

with € > 0 preventing division by zero. The analyzer parameters 6 comprise the DCT
configuration, the cutoff parameter v, and the reference scales s.of and Syef defined
below. Since natural images concentrate spectral energy at low frequencies, pgp is an
image-level proxy whose absolute value depends on image content and the mask.

Each scale s € (0,1] in the fixed set S = {s1 > s2 > -+ > sk} downsamples the
input and restores the target size,

7;(X) = Ubilinear (Darea(Xa sH, SW), H, W) s (4)

where area interpolation averages local content during downsampling and bilin-
ear interpolation restores the target size. The reference configuration uses & =
{1.0, 0.75, 0.5} to span mild to more aggressive transformations. In Eq. (4), 77 is the
identity; this candidate retains the original spatial resolution before denoising. The
resize-only operator is used without an additional Gaussian prefilter.



The absolute value of pgp depends on content: natural texture, edges, and embed-
ded text can also increase it. FASDP therefore compares the input with its own
transformed version, using a reference scale s,of € (0,1) defined separately from S.
The reference scale is fixed at s, = 0.75, with the candidate scales retained as
S ={1.0, 0.75, 0.5}. The self-referenced frequency statistic is

_ pur(X) = pur(Ts, (X))

A pre () + ¢

()

It measures the normalized change in the high-frequency energy ratio, rather than
the fraction of absolute high-frequency energy removed. A positive value indicates
that the reference transformation reduces this ratio; it serves as a heuristic cue for
modulating purification strength. Natural fine texture can also be attenuated, and
low-frequency perturbations may persist, so A does not identify adversarial content
or estimate its true magnitude. The statistic is bounded above by 1 but may be
negative when the transformed ratio increases. Negative values bias the prior toward
milder candidates; this describes the weighting direction and does not imply a safety
guarantee. To calibrate denoising strength from multiple scales, we additionally fix
Sret = {0.75, 0.5} and compute

n(X) = Chp<|glf| Z pur(X) —PHF(ﬁ(X))’ 0, 1) _

5 pur(X) + e

The analyzer outputs (A, n) = ®y(laay), with n = 1(I,qv) shared across all candidate
scales. This fixed mapping bounds the residual denoising strength in [0, 1] without
introducing an additional tunable coefficient; it is a heuristic control signal, not an
estimate of the true noise level. When reference scales occur in S, their images are
reused from the corresponding candidate inputs. The reference scales remain fixed
when the candidate set changes; if absent from that set, their images are generated
separately without extra denoiser passes.

4.3 Shared Denoiser and Candidate Construction

Each scale s € S yields one candidate through a shared denoiser D(-;7n)
[0 1]C><H><W N [O 1]C><H><W

T'S = 'D(ﬁ(Iadv), 77)7

6
D(Y;n) = (1-n)Y +nge(Y). ©
where scale diversity enters through 7, not through different denoisers or strength
settings across scales. The coefficient 7 controls the fraction of the residual go(Y) —Y
applied to each input; n = 0 returns the scale-transformed image, and n = 1 recovers
the full blind-denoiser output.
The reference setting uses gg, a publicly released blind denoiser of the U-shaped
window-attention—convolution family [54], inside D. A head convolution maps the



input Y to F' feature channels, and three encoder stages apply a stride-2 downsampling
convolution followed by hybrid blocks,

Z° = Conv§ 3F(Y),  Z'=SCi(Down,(Z7)), (=1,2,3, (7)

where Down, doubles the channels, F, = 2¢F. A bottleneck block yields VA
the decoder mirrors the encoder with transposed convolutions and additive skip
connections, for £ = 2, 3,4 with Z* = Z4,

71 =50, (Upg(29) + 2% gelY) = Comi39(21). (8)

Each hybrid block splits its input along channels, [Z,; Zy] = Z, and couples window
self-attention with local convolution,

SC(Z) =7 + COHlel[STL(Za); ¢(COI’1V3><3(Zb))] 5 (9)

where ¢ denotes ReLU and STL(Z) = MLP(LN(Z))+ Z with Z = W-MSA(LN(Z)) +
Z; successive blocks alternate regular and shifted windows.

The weights © are public and frozen, so purification involves no task-specific
training. As a blind denoiser, go takes no noise-level input; 1 controls the residual
interpolation outside this network, with one © shared across scales. Alternative denois-
ers implementing the same image-to-image interface replace go only in the denoiser
ablation, with the strength mapping, scale set and fusion rule fixed.

4.4 Low-Frequency-Consistency Fusion

The candidates provide different trade-offs: larger scales retain more detail, whereas
smaller scales apply stronger smoothing before denoising. Uniform averaging assigns
equal importance to all candidates, while single-candidate selection discards infor-
mation from the remaining scales. FASDP instead aggregates candidates using
low-frequency consistency scores modulated by the statistic in Eq. (5). The consistency
scores are already input-dependent; the frequency statistic provides an additional cue
for adjusting their relative weights. R

Let Lo = LPF([,4v) and L; = LPF(I;,) denote the low-frequency representations
of the input and of each candidate of Eq. (6) under a fixed Gaussian operator. The
input-consistency distance

. 1
L L2 1
dl CHW” 7 O||27 (O)

measures how much a candidate alters the low-frequency content of the received image,

and the pairwise-consistency distance

1
& — ) (K~ 1)CHW i lLi = Ljl3, K >1,
' 0, K=l

(11)



measures its disagreement with the other scales. Their combination
d; = Aind” + (1= Ain)dl™, (12)

with Aiy € [0,1], anchors each candidate to the received image. For K = 2, a posi-
tive input-anchor weight can distinguish candidates when their input distances differ,
whereas their pairwise distances are equal.

Smaller distances receive larger raw scores,

1
d; +¢°

(13)

C; =

A fidelity bias ¢, = ¢;(1 4+ Bqg;) favors larger scales, where ¢; = (8; — Smin)/(Smax —
Smin + &) and 8 > 0. A statistic-conditioned prior modulates these scores:

exp(—k A g;)
Z;il exp(—r A gj) 7

pi = 0. (14)

As A — 0, the prior approaches a uniform distribution; for positive A, it downweights
milder candidates with larger g;. Setting x = 0 removes the fusion frequency prior
while retaining the consistency scores, fidelity bias and denoising-strength calibration.
For positive A, the fidelity bias and frequency prior favor opposite scale directions;
their balance depends on (3, x, T, and the consistency distances. The weights combine
temperature-normalized log scores with the prior, with 7' > 0. Because the prior’s
normalizing constant is shared by all candidates, it cancels inside the softmax:

log(c})
w,; = softmax; <T — kAg; |, Zwi =1, (15)

This equivalent form avoids explicitly exponentiating and then taking the logarithm
of the prior. The fused image is

K
Trysed = szlsl (16)
=1

Per-image strength allocation is therefore realized through residual denoising strength
and continuous fusion weights rather than discrete scale selection. Equivalently, w;
[ci(14-B¢:)]"/T exp(—rAg;). Temperature controls the concentration of the consistency
contribution, but neither the logarithm nor finite temperature guarantees that a single
candidate cannot dominate.

4.5 Reconstruction and Complexity

Since every candidate is already restored to the target size before fusion, reconstruction
consists only of clipping, R(Itused) = clip(lrused, 0, 1).



Let K = |S| be the fixed number of scales. The frequency analysis costs 1 + |Syet|
DCT evaluations, O(HW log(HW)) per channel each, and the scaling, residual inter-
polation and low-pass filtering are linear in the pixel count; with Cp(H, W) denoting
one denoiser pass at the target resolution and the reference set fixed, the total cost is

O (CHW log(HW) + K*CHW + KCp(H,W)) . (17)

The K2C HW term accounts for directly evaluating the pairwise distances in Eq. (11).
For the denoiser of Eq. (8), Cp(H,W) = O(HW Z?:o Fﬁ?4_€), as convolutions thin

out by 47¢ per scale and window attention is linear in the pixel count for a fixed
window size. With K = 3 and |S,ef| = 2, FASDP uses three shared-denoiser forward
passes and three DCT evaluations per input, without iterative diffusion sampling. This
operation count does not establish a measured latency advantage; runtime depends
on resolution, hardware, and implementation.

5 Evaluation

5.1 Experimental Setup

Datasets. Jailbreak evaluation uses WildJailbreak [58], and clean-task utility is
measured on COCO and VQAvV2.

Target Models. We evaluate three classic open-source VLMs: LLaVA-1.5-7B [3],
InstructBLIP-7B [2], and Qwen2.5-VL-7B [59], spanning different vision encoders,
connector designs, and model families.

Attack Methods. We construct the jailbreak attack set with three representative
pixel-space attacks: visual adversarial examples (VAE) [5], HADES [25], and Image
Hijacks [33]. Unless stated otherwise, perturbation-based attacks use an £, budget of
32/255, following the strong-budget setting of visual jailbreak attacks [5].

Baseline Defenses. We compare FASDP with five inference-time defenses: JPEG
compression [8], random resizing and padding (R&P) [9], DiffPure [11], F3 [12], and
DiffCAP [13], with No Defense as the unprotected reference.

FASDP Configuration. The frozen reference configuration uses the candidate
scale set S = {1.0, 0.75, 0.5}, prior strength x = 10, consistency mixing coefficient
Ain = 0.5, frequency cutoff v = 0.25, and fidelity bias 5 = 0.05, fixed once and reused
across all target models and attacks without per-setting retuning.

Evaluation Metrics. We measure safety by the attack success rate (ASR), the
fraction of attacked inputs that elicit a policy-violating response as judged by an online
GPT-5.4 API. Clean-task utility is measured by VQA accuracy on VQAv2 and CIDEr
on COCO captioning; purified-image fidelity is measured by SSIM, LPIPS, and CLIP
similarity.

5.2 Main Experiments

The main experiments ask three questions: how much protection FASDP provides
against pixel-space jailbreak attacks, how well the purified images preserve visual
quality, and what this protection costs on benign inputs.
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Table 1: ASR and post-purification model performance of five inference-time defenses
and FASDP under three pixel-space jailbreak attacks on three classic open-source
VLMs.

A LLaVA-1.5-7B InstructBLIP-7B Qwen2.5-VL-7B
ttack Defense
ASR] VQA?T CIDErt ASR| VQA1 CIDErt ASRJ) VQA?T CIDErt
No Attack - 34.78 67.13 122.48 27.12 72.03 136.53 18.67 81.60 144.31
No Defense 84.57 58.96 99.29 76.34 59.45 110.57 79.41 63.54 113.88
JPEG [8] 38.42 59.26 111.93 36.50 60.13 119.59 25.03 75.90 131.07
R&P [9] 41.15 57.36 112.12 35.49 62.73 119.71 28.25 76.07 130.19
VAE [5] DiffPure [11] 4191 52.35 77.12 33.71 53.02 72.24 23.09 55.81 85.98
F3 [12] 35.65 58.15 119.93 37.14 67.92 131.41 22.77 72.39 136.40
DiffCAP [13] 37.79 59.01 107.75 37.51 69.90 115.83 21.69 72.21 122.53
FASDP (Ours) 35.15 64.29 116.19 28.20 67.17 133.70 21.26 77.93 143.79
No Defense 86.97 56.94 104.65 76.85 59.50 111.89 83.63 61.63 112.62
JPEG [8] 41.53 59.87 112.78 36.77 62.80 121.05 27.46 75.30 138.70
R&P [9] 38.37 56.18 111.57 35.05 61.04 122.63 29.72 76.58 131.50
HADES [25] DiffPure [11] 42.94 48.23 78.47 34.97 50.02 71.78 22.07 56.01 90.14
F3 [12] 38.63 60.15 115.04 39.06 68.20 131.83 21.63 71.21 138.22
DiffCAP [13] 36.99 62.80 107.25 36.27 65.66 115.11 20.54 71.87 122.21
FASDP (Ours) 35.04 64.59 116.43 28.46 67.44 134.94 21.22 76.81 142.88
No Defense 89.26 57.07 101.23 81.83 61.65 108.42 84.25 64.24 119.38
JPEG [8] 41.57 59.51 112.16 37.23 61.07 122.86 28.00 75.37 135.55
R&P [9] 38.19 55.57 115.27 35.91 62.72 121.11 25.81 75.25 138.82
Image Hijacks [33] DiffPure [11] 40.97 49.44 7556 34.74 52.20 70.97 24.91 58.82 82.08
F3 [12] 36.40 58.85 116.58 36.09 69.45 131.56 22.57 70.42 139.10
DiffCAP [13] 37.94 60.73 107.56 39.47 69.19 115.42 22.20 69.64 122.09

FASDP (Ours) 37.80 62.53 115.90 30.21 67.39 133.85 20.47 77.11 143.85

Defense effectiveness.

Table 1 reports the ASR and post-purification task performance of the compared
defenses under the three attacks, together with each model’s harmful-response rate
and clean-task performance in the absence of an image attack. Relative to the no-
attack reference, all three attacks increase the harmful-response rate and degrade task
performance. Across the evaluated settings, FASDP attains the lowest ASR in a clear
majority, and in the remaining cases its ASR stays close to the best value attained by
any defense. Among the compared defenses, DiffPure incurs the largest utility cost,
with post-purification scores below those of the undefended models under the same
attack, whereas FASDP attains task performance closest to the no-attack reference in
most settings.

Purified image quality. Table 2 reports the SSIM, LPIPS, and CLIP similarity
between the purified images and the corresponding clean images on adversarial and
clean inputs. On adversarial inputs, FASDP attains the highest SSIM and CLIP sim-
ilarity and the lowest LPIPS among the compared defenses. On clean inputs, FASDP
attains the highest SSIM and CLIP similarity, indicating that purification leaves the
image content largely intact.

Table 3 reports the benign-input performance of each defense, measured by VQA
accuracy on VQAv2 and CIDEr on COCO captioning across the three target models.
JPEG compression discards fine image detail and lowers benign scores only slightly,
whereas DiffPure degrades them substantially. After processing clean images, FASDP
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Table 2: Purified image quality of the compared defenses on adversarial and clean
inputs.

Adversarial inputs Clean inputs
Defense
SSIM + LPIPS| CLIP1{ SSIM 1 LPIPS] CLIP 1
No Defense 65.33 32.05 82.48 — — —
JPEG [§] 78.18 35.59 87.84 92.93 4.89 90.71
DiffPure [11] 64.98 27.30 84.61 68.08 26.56 85.52
Diff CAP [13] 79.71 33.07 88.35 79.08 21.26 88.26

FASDP (Ours) 87.00 17.71 95.45 95.26 7.97 94.94

Table 3: Benign-input performance of the compared defenses on three classic open-
source VLMs.

Defense LLaVA-1.5-7B InstructBLIP-7B Qwen2.5-VL-7B
VQA Acc. T CIDEr 1t VQA Acc. T CIDEr 1t VQA Acc. T CIDEr 1
No Defense 67.13 122.48 72.03 136.53 81.60 144.31
JPEG [8] 64.50 112.92 68.80 134.39 78.07 138.49
DiffPure [11] 50.33 79.43 58.17 77.92 59.57 90.17
Diff CAP [13] 62.07 107.96 69.47 115.90 72.13 122.91
FASDP (Ours) 67.11 116.62 67.50 135.07 78.07 143.88

keeps task performance close to that of the undefended models on all three VLMs,
and its benign utility is comparable to that of the compared defenses.

5.3 Visualization Analysis

This section visualizes purified outputs to illustrate differences in visible noise and
content preservation.

Purified outputs. Figure 3 compares the purified outputs of representative
defenses on VAE-attacked inputs. In these examples, the VAE perturbation appears
as dense texture noise. JPEG compression smooths visible noise but blurs fine struc-
tures; DiffPure reduces visible noise yet introduces pronounced artifacts; Diff CAP
preserves the global layout but over-smooths textured regions. FASDP reduces visible
noise while retaining more detail and color fidelity in the shown examples, consistent
with the fidelity results in Table 2.

Residual perturbations. Figure 4 shows two further examples, each with its
purified output and the pixel-wise residual against the clean source. A darker resid-
ual map indicates closer agreement with the clean image. The attacked input leaves
a residual of dense unstructured noise, whereas the compared defenses retain visi-
ble semantic structure. JPEG compression over-smooths and leaves pronounced edge
traces, DiffPure gives the brightest residual and the strongest content drift, and Dif-
fCAP lowers the residual magnitude yet distorts object contours. FASDP yields the
faintest residuals, confined to thin object boundaries and thus closest to the clean
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Fig. 3: Qualitative comparison of purified outputs under the VAE attack.

Clean Attack JPEG DiffPure DiffCAP FASDP (Ours)

Fig. 4: Fach case under the VAE attack shows the purified output together with the
pixel-wise residual against the clean source.

images at pixel level. Residual magnitude alone does not determine jailbreak success;
it measures only how much the image has changed.

Attention analysis. Figure 5 compares Grad-CAM activation maps of the tar-
get model under the VAE attack and representative defenses. The attack spreads
dense, high-frequency activation across the maps and displaces the main object, and
all defenses suppress this pattern. FASDP removes the speckle while keeping the main
object activated.
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Fig. 5: Grad-CAM visualizations of the target model under the VAE attack and
representative defenses.

5.4 Ablation Study

We conduct a leave-one-out ablation study to examine the role of each module of
FASDP, disabling one module at a time from the frozen reference configuration. All
variants are evaluated on Qwen2.5-VL-7B under the Image Hijacks attack.

Frequency prior. Removing the prior increases ASR, while benign performance
remains closer to the full model than in the scale and fusion ablations. This supports
the contribution of frequency modulation; input-dependent consistency weights still
provide adaptivity without the prior.

Scale diversity. Reduced to a single fixed scale, security degrades only slightly,
while fidelity and benign utility take the largest drops of any variant; the scale set
enables a per-image choice of strength rather than a single fixed strength.

Consistency fusion. Replaced by uniform averaging, both security and benign-
side performance degrade together, since every scale then contributes equally; the
consistency weights balance detail preservation against perturbation suppression.

Shared denoiser. Removing the denoiser leaves scale transformations and fusion,
and yields the highest ASR among the examined variants. Benign utility is higher than
for the full model, showing that denoising contributes to both attack suppression and
the utility cost.

5.5 Hyperparameter Analysis

This section examines four scalar hyperparameters: the prior strength k, the consis-
tency mixing coefficient A;,, the frequency-cutoff parameter v, and the fidelity bias
5. Each parameter is varied individually around the reference configuration while the
others remain fixed.

Prior strength x. Figure 6 varies the prior strength with the remaining hyperpa-
rameters fixed. ASR initially decreases and then increases at larger , while fidelity and
benign utility also vary across the sweep. These trends show that stronger frequency
modulation does not necessarily improve every evaluation metric.
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Table 4: Module ablation: ASR and fidelity under attack, and
utility on benign images.

Defense Clean performance
Variant ASR | SSIM 1 LPIPS | VQA Acc. T CIDEr ¢
w /o prior 27.18 82.55 21.61 77.66 140.23
w/o multi-scale 23.17  70.46 28.14 65.81 122.64
w/o fusion 28.61 77.67  21.18 70.96 131.32
w/o denoiser 31.14  72.92 27.20 80.09 143.95
FASDP (full) 20.47 87.00 17.71 78.07 143.88
-e- ASR - LPIPS -#- SSIM -~ VQA - CIDEr
28 30
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(a) Attack success rate (b) Purification fidelity (c¢) Benign-input utility

Fig. 6: Sensitivity of FASDP to the prior strength x on attack effectiveness, purifica-
tion fidelity, and benign-input utility.
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Fig. 7: Sensitivity of FASDP to the consistency mixing coefficient Ay, on attack effec-
tiveness, purification fidelity, and benign-input utility.

Consistency mixing \y,. Figure 7 varies the input-anchor weight with the
remaining hyperparameters fixed. ASR is lowest near the middle of the plotted range,
while image fidelity and benign utility generally improve with larger input-anchor
weights. This illustrates the trade-off between input fidelity and attack suppression
across the tested settings.

Frequency cutoff 7. Figure 8 varies the cutoff parameter while keeping the
remaining hyperparameters fixed. Increasing v expands the selected frequency band
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Fig. 8: Sensitivity of FASDP to the frequency-cutoff parameter v on attack effective-
ness, purification fidelity, and benign-input utility.
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Fig. 9: Sensitivity of FASDP to the fidelity bias § on attack effectiveness, purification
fidelity, and benign-input utility.

according to Eq. (2). The plotted results show a trade-off between the frequency band
used for weighting and the measured safety and utility outcomes.

Fidelity bias . Figure 9 varies the fidelity bias, which favors milder candidates
without adding frequency information. Across the plotted settings, larger 8 improves
fidelity and benign utility while increasing ASR, illustrating the corresponding safety—
utility trade-off.

Scale configuration. Table 5 varies the candidate set from a single fixed scale to
four, with the reference scale fixed. A single scale reproduces the fixed-strength trade-
off, whereas coverage of the scale range matters more than the number of candidates:
sets that reach the aggressive end approach the reference, and extending beyond it
adds little suppression.

5.6 Robustness Analysis

Perturbation budget. Figure 10 shows the defense effectiveness of FASDP against
the VAE attack under different perturbation budgets, with the budget swept up to
64/255, indicating that the method remains effective across all the budgets examined.

Denoiser instantiation. Table 6 swaps the shared denoiser with everything else
frozen. Gaussian filtering degrades performance noticeably, DnCNN is intermediate,
and the ASRs of Restormer, NAFNet, and SCUNet are close to one another. The
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Table 5: Attack success rate and benign-
input VQA accuracy of the scale configura-
tions examined.

Scale set S ASR| VQA Acc.t
{1.00} 26.88 75.62
{0.75} 23.63 73.66
{0.50} 23.17 65.81
{1.00,0.75} 24.22 75.39
{1.00,0.50} 21.81 75.61
{0.75,0.50} 22.52 70.72
{1.00,0.90,0.80} 26.00 77.38
{1.00,0.75,0.50}* 20.47 78.07
{1.00,0.70,0.40} 22.18 75.79
{1.00,0.90,0.80,0.70}  24.04 75.62
{1.00,0.80,0.60,0.40}  21.26 77.71
{1.00,0.75,0.50,0.25}  20.57 76.50
-O- No Defense =#= FASDP -O- No Defense =#= FASDP -O- No Defense =#= FASDP
100 100 100
;\3 80 /D’O—O—O-'O“O—O ;\3 30 D,U—O-—o--o"'o‘o ;\3 80 LT’O,—o-—o—-o—o--o
~ 60 o ~ 60 ~ 60 £
%l % wl 7 %l
< 40 ——0—0—o—0—0—0—0 < 40 4/ o _ < 40 ,/
20 201" 201 ¢—o—0—0—0—0o e
0 16 32 48 64 0 16 32 48 64 0 16 32 48 64
?« budget (¢/255) .« budget (¢/255) .« budget (¢/255)
(a) LLaVA-1.5-7B (b) InstructBLIP-7B (c) Qwen2.5-VL-7B

Fig. 10: Attack success rate of the undefended model and of FASDP under the VAE
attack as the perturbation budget grows from 0 to 64/255.

results support compatibility with a range of denoisers and indicate that FASDP is
relatively robust to the choice of denoiser.

5.7 Analysis of Per-Image Strength Allocation

We analyze the response of the per-image allocation to the perturbation budget,
reporting the allocated strength n and the induced fusion weights under the VAE
attack on Qwen2.5-VL-7B.

Response to the perturbation budget. Figure 11 shows the allocated strength
rising monotonically with the budget and approaching its upper bound at the eval-
uation budget, whereas the mean weight of the mild candidate declines and that of
the aggressive candidate increases. The adjustment therefore shifts from the strength
channel to the fusion weights as the strength approaches its bound.
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Table 6: Denoiser robustness under Image Hijacks on Qwen2.5-VL-7B.

Defense Clean performance
Denoiser ASR | SSIM 1t LPIPS | VQA Acc. t CIDEr 1
Gaussian 30.32  66.28 32.05 75.14 135.78
DnCNN [51] 26.56  81.06 24.02 76.32 139.61
Restormer [60] 21.35 87.07  17.86 77.72 143.86
NAFNet [53] 21.01 85.39 18.84 78.38 142.44
SCUNet (reference) [54] 20.47  87.00 17.71 78.07 143.88
—— 5=1.00 (mild)
—=— 5=0.75 —+— Adaptive denoising

9: —+— 5=0.50 (strong) = - =~ Saturated reference
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Fig. 11: Response of the per-image allocation to the perturbation budget.
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Fig. 12: Distribution of the allocated denoising strength on clean and attacked inputs
across four perturbation budgets.

Separation between clean and attacked inputs. Figure 12 shows clean inputs
concentrating in a narrow low range of allocated strength, whereas attacked inputs
shift to higher strength as the budget grows. The limited overlap at the smallest budget
implies that no fixed 7 serves both populations.

5.8 Adaptive Attacks

Under adaptive BPDA and EOT attacks [55-57] on Qwen2.5-VL-7B, the ASR of
FASDP grows as the number of BPDA iterations increases and stays approximately at
its plateau as the number N of transformations averaged by EOT grows (Figure 13),
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Fig. 13: Attack success rate on Qwen2.5-VL-7B under adaptive attacks on the VAE
perturbation. The BPDA panel compares no defense, JPEG, DiffPure, and FASDP;
the EOT panel compares no defense, R&P, DiffPure, and FASDP.

so adaptive optimization recovers part of the effectiveness that the static setting sup-
presses. This increase is nevertheless the smallest among the compared defenses, whose
ASR rises more steeply or settles at a markedly higher level, so FASDP remains the
most robust purifier and the advantage of per-image strength allocation carries over
to the adaptive case.

6 Limitations

FASDP attains strong protection on the perturbation-based jailbreaks evaluated here,
but its scope is bounded by the image channel it acts on. Jailbreaks that exploit the
alignment of the target model itself, such as text-only prompts [23, 24], and other
visual jailbreak families remain outside what the purifier is designed to suppress, since
purification neither rewrites the prompt nor repairs the model. Broadening the defense
to these settings is left for future work.

7 Conclusion

We propose FASDP, a training-free purifier that allocates purification strength per
image by modulating the low-frequency-consistency fusion of scale-diverse candidates
with a self-referenced frequency statistic, using no target-model signals. Across the
evaluated attacks on three VLMs, FASDP attains strong protection and improves
purified-image fidelity, while keeping clean-image performance close to that of the
undefended models.
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