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How Far Does Entropy Go? Duplicates, Confounding, Drift
and Padding in Entropy-Based Detection of Malicious PE Files

Abstract

Shannon entropy is a common static indicator of packed or encrypted Windows executables. We
measure how much the entropy of the first PE section, alone or with the size fields of the same header,
tells about maliciousness, on 43,139 PE section headers and 799,920 labelled EMBER, 2018 samples. In
both datasets 64% of malicious files share their first section with other files, so random cross-validation
largely measures memorisation: grouping identical sections lowers the AUC of an entropy-only model
from 0.87 to 0.76 and from 0.77 to 0.70. On the EMBER temporal split, 97.5% of the detections of
this model at 1% false positives are sections already seen in training; on unseen sections it detects
0.9% of malware, and 7.9% with the size fields added. A strong size confound in the first dataset does
not replicate on EMBER, and empty-on-disk first sections are also frequent in benign software. Using
standard bounds on the entropy of a section after appending arbitrary bytes, we compute from header
data alone which detections are evaded whatever the section content. On the deduplicated dataset,
appends guarantee evasion for 52-92% of the samples detected by an entropy-and-size model, and
for 96-98% if the attacker can also use padding of benign-looking entropy; appends that stay within
the alignment slack or keep the header consistent achieve only 6-24%. Since information content, size
times entropy, never decreases under appends, a monotone model is provably immune, but its AUC
falls to 0.52-0.62. Adversarial training reduces evasion but does not restore detection.

Keywords: malware detection, static analysis, Shannon entropy, packing, dataset bias, adversarial evasion

1 Introduction

Static analysis inspects an executable without
running it. It is the safest and cheapest stage of
malware triage, and the setting in which most
machine-learning (ML) malware detectors oper-
ate [1-4]. Its main weakness is obfuscation: trans-
formations that change the bytes of a program
without changing its behaviour [5, 6]. Run-time
packing is one of the most common obfuscation
techniques adopted by malware authors [7], it
is frequent even among low-entropy malware [§],
combinations of obfuscation and encryption can
still evade modern antivirus software [9], and
cryptography is used in malware obfuscation [10].

Shannon entropy is the most common feature
used to react to packing and encryption. Com-
pressed and encrypted data are close to uniformly
distributed over the 256 byte values, so their
entropy approaches the maximum of 8 bits/byte,
while native code and text sit lower [11]. Entropy

is cheap to compute, appears in many static fea-
ture sets [4], and continues to be proposed as
a detection feature, including in more elaborate
forms such as structural, multiscale and Kol-
mogorov entropies [12, 13]. At the same time,
evasion attacks against static PE detectors are
now routine: reinforcement-learning agents apply
functionality-preserving modifications to PE files,
among which appending bytes to the unused
space at the end of sections [14], and evade a
gradient-boosted tree detector in about half of the
cases [15].

In this paper we ask a simple question: how
much does the entropy of the first PE section,
alone or with the size fields of the same section
header, separate malicious from benign executa-
bles, and how easily can that separation be
removed? We find that the answer depends less
on the classifier than on four issues that are easy
to overlook: duplicated sections, a size confound,
temporal drift, and the ease of padding. We study



them on two datasets of different origin and size,
and complement the measurements with bounds
on the entropy of padded sections that hold for
any section content.

Our contributions are:

® Duplicates and leakage. An audit of a pub-
lic dataset of PE section headers [16] and
of EMBER 2018 [4], showing that in both
64% of malicious files share their first section
with at least one other file, and a quantifi-
cation of the resulting leakage under random
cross-validation, including near-duplicates and
malware families.

® Drift. An evaluation on the temporal split of
EMBER showing that almost all detections of
an entropy-only model on new malware are
sections already seen in training, and that per-
formance on unseen sections is close to useless
at low false positive rates.

¢ Confounding and packing traces. A size-
matched design that separates the contribution
of section size from that of entropy, showing
that a strong size confound in one dataset does
not replicate in the other; and evidence that
empty-on-disk first sections are a packing trace
but not a malice trace.

® Padding, with guarantees. An application
of standard entropy bounds for mixtures [17]
to a section after appending arbitrary bytes
(Proposition 1), and the resulting monotonic-
ity of its information content (Proposition 2).
The bounds let us compute, from header data
alone, which detections are evaded whatever
the section content; the monotonicity yields a
classifier that is provably immune to appends,
whose cost we measure. We also evaluate
two attacker variants, with the virtual size
unchanged or growing, padding of benign-
looking entropy, appends small enough to keep
the section header unremarkable, and adversar-
ial training.

® Reproducibility. Code, results and an extrac-
tion script for EMBER are released (see Data
and code availability).

Section 2 reviews related work and Section 3
presents the entropy results and the threat model.
Section 4 describes and audits the datasets and
Section 5 the experimental setup. Section 6
reports the experiments, Section 7 discusses limi-
tations and Section 8 concludes.

2 Related work
2.1 Static ML malware detection

Data-mining approaches to the static detection of
unknown executables date back to Schultz et al. [1]
and Kolter and Maloof [2]. Later work moved to
larger feature sets and deep models [3], and to
public benchmarks such as EMBER [4], whose fea-
ture vector includes byte histograms, byte-entropy
histograms and section-level information. Several
detectors rely on PE header fields: Belaoued and
Mazouzi [18] selected Optional Header fields with
a chi-square test, and Singh et al. [19] studied fea-
ture representation and selection for PE-header
detectors. Entropy-based features range from the
block entropy of Lyda and Hamrock [11] to struc-
tural entropy [12] and multiscale and Kolmogorov
entropies [13]. We study the simplest member of
this family, the entropy of one section, because it
is the building block of the others and because its
limits can be stated exactly.

2.2 Entropy, packing and packer
detection

Lyda and Hamrock [11] computed entropy over
256-byte blocks and showed that the average
entropy of plain text, native executables, packed
executables and encrypted executables increases
in that order (4.347, 5.099, 6.801 and 7.175
bits/byte respectively). They proposed thresholds
on the average and highest block entropy (6.677
and 7.199 bits/byte) to flag packed or encrypted
malware, and noted that the method can produce
both false positives and false negatives. Ugarte-
Pedrero et al. [7] carried out a longitudinal study
of the complexity of run-time packers, Lita et
al. [20] surveyed the anti-emulation techniques
of modern packers, and Kancherla et al. [21]
addressed packer identification using byte plots
and Markov plots. Bernardinetti et al. [22] built a
packer designed for automated evasion of antivirus
products. Mantovani et al. [8] questioned the
assumption behind entropy-based packing detec-
tion: analysing 50,000 low-entropy Windows mal-
ware samples, they found that over 30% of them
use some form of run-time packing, and that even
a state-of-the-art classifier based on static features
cannot reliably tell whether a low-entropy sample
is packed. We look at entropy from the opposite



direction: rather than detecting packing, we mea-
sure how much first-section entropy tells about
maliciousness, and how easily that signal can be
removed.

2.3 Evasion of static detectors

Attacks against ML malware detectors are usu-
ally grouped by the attacker’s knowledge of the
model. Gradient-based attacks require a differen-
tiable model with known parameters [23]. Score-
based black-box attacks exploit the classifier’s
output score, for example through genetic pro-
gramming [24]. Attacks against binary-output
detectors can train a surrogate model and attack
it instead [25], or learn a policy of file modifica-
tions by reinforcement learning, as in Anderson
et al. [14], whose action set includes append-
ing bytes to the unused space at the end of
sections. Kozdk et al. [15] trained such agents
with proximal policy optimisation and reached
an evasion rate of 53.84% against a gradient-
boosted decision tree detector, and Louthanova
et al. [26] compared gradient-based, evolutionary
and reinforcement-learning generators of adversar-
ial PE malware experimentally. On the defensive
side, Crasta and Kumar [27] studied how to make
deep-learning malware detectors more robust to
adversarial attacks. These works search the space
of modifications empirically. Our padding analysis
studies one modification of this kind, appending
bytes to a section, but characterises its effect on
the entropy feature exactly, which lets us state
which detections are evaded for every possible
section content.

2.4 Evaluation bias

Aghakhani et al. [28] showed that static-feature
classifiers can separate packed benign from packed
malicious samples when packers are evenly dis-
tributed across the two classes, but that this
ability does not generalise to unseen packers, with
false positive rates above 40% in some settings.
Arp et al. [29] list sampling bias and spurious
correlations, i.e. artefacts unrelated to the secu-
rity problem that create shortcuts for separating
the classes, among ten common pitfalls of machine
learning in security, and Pendlebury et al. [30]
showed that spatial and temporal biases in the
experimental setup can inflate the reported per-
formance of malware classifiers. Earlier, Rossow

et al. [31] reviewed 36 malware papers and pro-
posed guidelines for the correctness, transparency,
realism and safety of malware experiments and
datasets. That sampling and temporal biases can
inflate results is therefore well known [29, 30]; our
contribution is to measure how much they do for
one widely used feature, with a duplicate audit, a
size-matched design and a temporal evaluation.

3 Entropy of padded sections
and threat model

3.1 Entropy and packing

Let X be a sequence of bytes and p(i) the rela-
tive frequency of byte value ¢ € {0,...,255}. The
Shannon entropy [32] of X is

255

H(p) = = pli) logy p(i), (1)
=0

which ranges from 0 (a single repeated byte) to 8
bits/byte (uniform distribution).

Packers such as UPX compress the original
code and data and add a small decompression stub
that restores them in memory at run time. This
leaves two traces in the file. First, compressed or
encrypted regions have entropy close to 8. Second,
the section layout changes: UPX, for example, pro-
duces a first section with no bytes on disk and a
large virtual size, which the stub fills at run time.
Entropy captures only the first trace; the second
is visible in the section header.

3.2 Appending bytes to a section

Suppose k bytes with byte distribution r are
appended to a section of n bytes with byte distri-
bution p. The new distribution is the mixture

n

g=Mp+ 1=\, A ——

(2)

Let h(A) = —Xlogy A — (1 — A) logy(1 — A) be the
binary entropy function.

The following bounds are standard: they are
the elementary inequalities H(Y | Z) < H(Y) <
H(Y,Z) [17, Ch. 2] applied to the mixture gq.
We state them in the form we use because,
together with the header fields, they determine



the entropies an attacker can reach without any
knowledge of the section content.

Proposition 1 (Entropy bounds) For every p and r,
H(q) = AH(p) + (1 =N H(r),
H(q) < AH(p) + (1 = ) H(r) 4 h(}).
In particular, for padding with a single byte value
(H(r)=0),
AH(p) < H(q) < AH(p)+ h(N), (4)

®3)

and the upper bound is attained when the padding byte
does not occur in the section.

Proof We include the argument for completeness.
Draw a byte uniformly from the padded section and let
Z € {0,1} indicate whether it comes from the original
section (Z = 1, probability A) or from the appended
bytes. The byte Y has distribution ¢, and conditionally
on Z it has distribution p or r. Since conditioning does
not increase entropy, H(q) = H(Y) > H(Y | Z) =
AH(p) + (1 = N)H(r). Moreover H(Y) < H(Y,Z) =
H(Z)+ H(Y | Z) = h(A) + AH(p) + (1 — \)H(r),
with equality if and only if Z is a function of Y, i.e.
if no byte value occurs both in the section and in the
appended bytes. O

Equation (4) depends only on H(p), n and k,
which are recorded in the section header data. It
therefore lets us study padding without access to
the binaries: if a classifier assigns a benign score
to every entropy value in the interval, the attack
succeeds whatever the content of the section.

Let B = nH(p)/8 be the information content
of the section, in bytes: the size of an ideal order-
0 compression of its content. The lower bound of

Proposition 1 has an immediate consequence for
B.

Proposition 2 (Information content cannot decrease)
For every p, r and k > 0,

(n+k)H(q) > nH(p)+kH(r) > nH(p). (5)

Proof Multiply the first inequality of Equation (3) by
n+kand use A(n+k) =nand (1-N)(n+k) =k O

Appending bytes can therefore lower the
entropy of a section but never its information con-
tent, nor its raw size. This gives a simple sufficient
condition for robustness.

Corollary 1 (Append-robust classifier) Let f be a
classifier score that is non-decreasing in each of B, the
raw size n and the virtual size v. If an attacker can
only append bytes to the section, so that n does not
decrease and v does not decrease, then f cannot be low-
ered, and no malicious section detected at a threshold
T can be moved below it.

The corollary is a sufficient condition, not a
characterisation: the set of reachable feature val-
ues is smaller than the orthant it implies, because
of the upper bound in Equation (3). We use it in
Section 6.5 to measure what provable robustness
to appends costs in detection performance.

3.3 Threat model

The attacker controls a malicious PE file that
a static detector flags, and wants it classified as
benign. The detector uses the features of the first
section header described in Section 5, and the
attacker can evaluate it as often as needed. The
attacker may only append bytes to the raw data
of the first section, updating the raw size, and
may choose the number and value of the appended
bytes but not the content of the section. We con-
sider two variants, which differ in how they treat
the virtual size.

In the fized variant the virtual size is
unchanged. The PE format allows the raw size of
a section to exceed its virtual size [33], and bytes
beyond the virtual size are not mapped into mem-
ory. Enlarging the raw data of the first section
shifts the file offsets of the following sections but
not their relative virtual addresses, so the memory
image of the program does not change. It preserves
functionality for any amount of padding. A large
excess of raw over virtual size is, however, rare:
raw size exceeds virtual size by more than 4 KiB
in at most 0.1% of the files of either dataset, so
a detector that checks the consistency of the two
fields could flag it. We therefore also consider the
fixed variant restricted to an excess of at most
4 KiB.

In the growing variant the virtual size grows
by k as well, as when the appended bytes are
mapped into memory. Without further changes
this is possible only while the enlarged section still
ends before the next section begins in memory,
i.e. within the slack left by the section align-
ment; the section-padding action of Anderson



et al. [14] appends bytes to this unused space.
Larger appends would require moving the fol-
lowing sections in memory and updating every
reference to them, which does not preserve func-
tionality in general. Neither dataset records the
address of the second section, so we estimate the
slack as [v/4096] - 4096 — v, assuming a section
alignment of 4 KiB and contiguous sections. The
slack is a small fraction of the section size: for
the malicious sections detected in the first dataset
its median is 0.3-0.4% of the raw size. We report
the growing variant both for all padding fractions,
a scenario that is not always reachable in a real
binary, and restricted to this slack.

In both wvariants the attacker chooses the
padding content. Besides a single repeated byte,
which minimises the entropy of the padding,
we consider padding of entropy H(r) €
{6.0,6.25,6.5} bits/byte, the range where benign
first sections concentrate (Figures 1 and 2); such
padding cannot be removed by discarding runs of
identical bytes.

We work in feature space: we do not modify
binaries (see Section 7).

4 Datasets and audit

4.1 PE Section Headers

The PE Section Headers dataset by Oliveira [16]
describes each PE file through its MD5 hash
and one section header: raw size on disk, vir-
tual address, virtual size and the entropy of the
section’s bytes. In 93.2% of the records the section
starts at relative virtual address 4096, i.e. it is the
first section, typically .text; the feature is there-
fore the entropy of the first section, not of the
whole file. The dataset contains 43,293 records:
41,568 malicious and 1,725 benign. We removed
24 exact duplicate records (all benign) and the 5
files that appear with both labels, and kept one
record per file (the one with the lowest virtual
address, removing 120 records). This leaves 43,139
files: 41,444 malicious and 1,695 benign.

4.2 EMBER 2018

EMBER 2018 [4] provides raw static features for
one million PE files, with malware family labels
produced by AVClass [34] and the month in which
each file first appeared. We extracted, for each

labelled file, the name, raw size, virtual size and
entropy of the first entry of the section table,
together with the label, the month and the fam-
ily; 80 labelled files without sections were skipped.
This gives 799,920 files: 400,000 malicious and
399,920 benign. The official split assigns 600,000
files that appeared up to October 2018 to training
and 200,000 files from November and December
2018 to testing. EMBER does not record the
virtual address of the section.

4.3 Duplicated first sections

Different files can share the same first section,
for instance variants of a family built from the
same code, or files produced by the same packer or
installer. We call two records identical when they
have the same entropy, raw size and virtual size,
i.e. the same feature vector. Table 1 shows that
duplication is massive and remarkably similar in
the two datasets: in both, 63.9% of malicious files
share their first section with at least one other
file, and the number of distinct first sections is
only 39.3% and 39.6% of the number of malicious
files. In the first dataset the largest group con-
tains 6,046 files (14.6% of the malicious class);
in EMBER it contains 34,943 malicious files with
entropy 7.96 bits/byte, almost all from a single
family (ztrat), and is visible as a spike in Figure 2.
Benign files are more diverse. Some first sections
occur in both classes: 19 sections covering 1,796
files in the first dataset, and 2,735 covering 118,072
files in EMBER.

With random cross-validation, copies of the
same section fall in both the training and the test
folds, which inflates the measured performance
(Section 6.1). For the first dataset we therefore
also build a section-level dataset with one record
per distinct first section, removing the sections
that occur in both classes, whose label is not deter-
mined by the features. It contains 17,605 sections:
16,274 malicious and 1,331 benign.

4.4 Empty first sections

In the first dataset, 223 records have an entropy
of exactly 0, all of them malicious. It is tempt-
ing to treat them as corrupted and discard them.
However, 220 of them have a raw size of 0, almost
all start at virtual address 4096 and they have
a large virtual size (median 323 kB over the 219



Table 1 The two datasets after cleaning. Entropy in bits/byte. Two first sections are identical if they have the same

entropy, raw size and virtual size.

PE Section Headers EMBER 2018

Benign  Malicious Benign Malicious
Files 1,695 41,444 399,920 400,000
Distinct first sections 1,350 16,293 272,126 158,492
Distinct first sections / files 79.6% 39.3%  68.0% 39.6%
Files whose first section no other file has  77.7% 36.1% 63.5% 36.1%
Files in the largest group 302 6,046 8,224 34,943
First sections with no bytes on disk 0 219 16,302 29,244
Median entropy of the first section 6.33% 6.53% 6.27 6.55
Share with entropy > 7.2 0.7%* 16.8%* 4.6% 22.9%
Median raw size 90 kB* 190 kB* 80 kB 94 kB

?Section-level dataset (one record per distinct first section).

cleaned files): they are first sections with no bytes
on disk, the layout produced by packers such as
UPX. Their entropy is 0 because there is noth-
ing to measure. At the section level they are 129
records, all malicious, and we keep them.

EMBER shows that this layout is a packing
trace, not a malice trace: 45,546 files have an
empty first section, and 16,302 of them are benign.
The most common name of these sections is UPXO,
in 12,057 benign and 21,625 malicious files. The
fact that all empty first sections are malicious in
the first dataset is therefore a property of how that
dataset was collected, an instance of the sampling
bias discussed by Arp et al. [29].

4.5 Distributions

Figure 1 and Figure 2 show the distributions
of first-section entropy. In both datasets benign
sections concentrate around 6-6.7 bits/byte, while
malicious sections have a slightly higher median
and heavier tails, both towards 8 bits/byte and
towards 0. In the section-level data, 57.1% of
benign sections lie between 6.0 and 6.5 bits/byte,
and 16.8% of malicious sections lie above 7.2
bits/byte and 24.1% below 6.0. Malicious sections
are larger than benign ones, by a factor of about
two in the first dataset (median raw size 190 vs.
90 kB) but only by about 17% in EMBER (94 vs.
80 kB).

1751 [ benign (n=1,331, median 6.33)

1.50 4 1 malicious (n=16,274, median 6.53)

1.254

>

21,004
c empty raw sections
(entropy 0, all malicious)

v
0 0.75 A
0.50 4 /

0251

0.00 T T
2 3 4 5 6 7 8
Entropy of first section (bits/byte)

Fig. 1 Distribution of first-section entropy on the section-
level PE Section Headers data (density, 0.1 bits/byte bins).
Dotted lines mark the class medians. The bar at 0 con-
sists almost entirely of empty raw sections (129 of its 130
sections), all malicious

5 Experimental setup

5.1 Features and models

We compare three feature sets: E, the section
entropy alone; S, three structural features from
the same header, log(l + raw size), log(l +
virtual size) and their difference (the log ratio of
virtual to raw size); and E4S, all four. For the
robustness analysis we also use log(1 + B), the
information content of Proposition 2. The models
are a decision tree of depth 2 (DT), for inter-
pretability; a random forest (RF, 100 trees, at
least two samples per leaf); and gradient-boosted
trees (XGBoost, 300 trees of depth 4, learning rate
0.05, subsampling 0.8).

5.2 Protocols

For the first dataset, experiments use the section-
level data unless stated otherwise. In the balanced
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Fig. 2 Distribution of first-section entropy in EMBER
2018 (all labelled files, density, 0.1 bits/byte bins). Dotted
lines mark the class medians. The malicious spike at 7.9—
8.0 bits/byte is dominated by one first section shared by
34,943 files; the bar at 0 contains empty raw sections of
both classes

protocol, all 1,331 benign sections are paired
with an equally sized random sample of mali-
cious sections, redrawn ten times; each draw is
evaluated with stratified 10-fold cross-validation,
and we report mean and standard deviation over
the draws. In the full-data protocol, all 17,605
sections are evaluated with stratified 10-fold cross-
validation, and we report only threshold-free met-
rics: ROC AUC and the true positive rate (TPR)
at a fixed false positive rate (FPR). The TPR
at 1% and 5% FPR is the most relevant metric
for a triage tool, which must not flood ana-
lysts with benign files. For EMBER we build
the same section-level data from the training
split (329,855 distinct first sections: 122,600 mali-
cious and 207,255 benign, after removing 1,964
sections that occur in both classes). Since these
sets are large and only mildly imbalanced, we
use the full-data protocol with stratified 5-fold
cross-validation instead of the balanced protocol,
together with the official temporal split.

5.3 Statistics

To compare E and E+4S in the balanced proto-
col we use a paired Wilcoxon signed-rank test [35]
over the ten draws; with ten pairs the smallest
attainable two-sided p-value is 0.002, and since the
draws share the benign sections the test should
be read as indicative. In the full-data protocol
we use the DeLong test for two correlated ROC
curves [36], in the fast implementation of Sun and
Xu [37], on the pooled out-of-fold scores. Con-
fidence intervals (95%) for AUC and TPR are
obtained by a paired bootstrap of the out-of-fold
scores, stratified by class (2,000 resamples for the

full-data protocol, 1,000 for the leakage check); for
evasion rates we use Wilson intervals. Both the
DeLong test, which treats the pooled out-of-fold
scores of different fold models as a single score
vector, and the bootstrap, which resamples predic-
tions without retraining, ignore the variability due
to training, so their p-values and intervals should
be read as approximate. On the EMBER temporal
test set (500 bootstrap resamples) the 95% inter-
vals are at most 0.007 wide for AUC and at most
0.015 wide for TPR at 1% FPR, both on all test
files and on those with unseen first sections; we
report them in the code repository and omit them
from the tables.

5.4 Use of large language models

In accordance with the journal’s policy, we report
that a large language model (Claude Sonnet 5.5,
Anthropic) was used to assist with writing and
debugging the analysis code, improving the lan-
guage of the manuscript, and discussing and plan-
ning the experiments. The model was not used to
make scientific decisions or interpret the results.
All scientific decisions were made by the authors,
who independently checked the code, re-ran the
experiments, verified the results, and take full
responsibility for the content of the manuscript.

6 Results

6.1 Duplicates inflate the measured
performance

Table 2 evaluates XGBoost on all files with ran-
dom stratified folds and with stratified group
folds, in which records of the same group are never
split between training and test. Grouping identical
first sections lowers the AUC of the entropy-only
model from 0.872 to 0.761 on the first dataset
and from 0.775 to 0.696 on EMBER, and its TPR
at 1% FPR from 36.8% to 7.3% and from 21.1%
to 5.2%. The bootstrap intervals of the random
and grouped estimates do not overlap. Results
obtained with random splits therefore largely mea-
sure the ability to recognise sections already seen
in training.

Exact deduplication is not sufficient. Group-
ing near-duplicates (same raw and virtual size,
entropy equal to two decimals) lowers the AUC
of E+S on the first dataset further, from 0.830 to



0.803, and grouping all sections of the same raw
size to 0.786. On the section-level data of the first
dataset, which is already free of exact duplicates,
the same groupings lower the AUC of E+4S only
slightly (from 0.879 to 0.864 and 0.851), so its
results in the following sections are not driven by
residual near-duplicates; on EMBER they matter
more (Section 6.2). On EMBER, grouping near-
duplicates changes little with respect to exact
grouping (AUC 0.772 vs. 0.769 for E+S), while
grouping malicious files of the same AVClass fam-
ily lowers it to 0.731, with a TPR of 12.4% at 1%
FPR.

6.2 Classifiers on distinct sections

On the section-level data of the first dataset, very
high entropy is a precise but narrow signal: a
threshold of 7.2 bits/byte flags 16.8% of malicious
sections at an FPR of 0.68%, and 7.5 bits/byte
flags 13.0% at 0.30%. The depth-2 decision tree
trained on entropy labels the range between 5.2
and 6.8 bits/byte as benign and everything out-
side it as malicious, recovering the two tails of the
malicious distribution in Figure 1.

Table 3 reports the balanced protocol. With
entropy alone, the ensembles reach 69-71% accu-
racy and an AUC of 0.75-0.78, and XGBoost
detects 22.2% of malicious sections at 1% FPR.
The structural features alone reach a similar AUC
(0.74), but the two sets are complementary: with
E+S the random forest reaches 79.1% accuracy,
an AUC of 0.876 and a TPR of 45.0% at 1% FPR,
and XGBoost 78.0%, 0.865 and 36.2%. For both
ensembles E+S outperforms E in all ten draws in
accuracy, AUC and TPR at 1% FPR (Wilcoxon
p = 0.002, the minimum attainable). The depth-
2 tree does not benefit, because its best splits are
on entropy in both cases.

Table 4 confirms these results on all 17,605
sections. With XGBoost, the AUC rises from 0.786
(E) to 0.879 (E+S) and the TPR at 1% FPR
from 24.1% to 34.8%; Figure 3 shows the ROC
curves. For both models the difference in AUC
between E+4S and E is highly significant (DeLong
test, z = 26.4 for RF and z = 20.7 for XGBoost,
p < 107%9). An ablation in the balanced protocol
(Table 5) shows that raw size or virtual size alone
recovers most of the gain of E+S (random for-
est AUC 0.864 and 0.863, against 0.751 for E and

0.876 for E+4S), while the size ratio, the feature
most directly linked to packing, helps less (0.829).

The same pattern holds on the distinct first
sections of EMBER (Table 4, Figure 3). Entropy
alone reaches an AUC of 0.702 (RF) and 0.744
(XGBoost), and a TPR of 15.0% and 13.3% at
1% FPR; adding the structural features raises the
AUC to 0.900 and 0.834 (DeLong test, z = 208
and z = 132, p < 1073%°). The depth-2 tree again
gains little (AUC 0.689 for E, 0.693 for E+S). In
the ablation, raw size or virtual size alone recovers
most of the gain of E4+S and the size ratio helps
least, as on the first dataset (Table 5).

On EMBER the random forest is clearly ahead
of XGBoost, which it is not on the first dataset,
and this advantage comes from near-duplicates
that exact deduplication leaves in place. When
sections with the same raw and virtual size and
entropy equal to two decimals are kept in the
same fold, the AUC of RF with E+S falls from
0.900 to 0.863 and its TPR at 1% FPR from
52.4% to 34.8%; when all sections of the same raw
size are grouped, to 0.765 and 13.0%. XGBoost is
less affected (AUC 0.834, 0.822 and 0.784; TPR
24.4%, 16.0% and 12.0%), and with entropy alone
both models fall to an AUC of 0.63-0.72. A flex-
ible model can memorise exact section sizes, so
on a large dataset even deduplicated results need
near-duplicate grouping before they are read as
generalisation.

The virtual address of the first section, avail-
able only in the first dataset, is a further structural
trace: it exceeds 4096 for 2,772 malicious and 36
benign sections. Adding this binary feature to
E+S raises the AUC of XGBoost from 0.865 to
0.885 in the balanced protocol and from 0.800
to 0.827 in the size-matched design of the next
section. Like the size fields, it is trivial for an
attacker to control.

6.3 Size confounding does not
replicate

Since malicious sections are larger than benign
ones, a classifier can partly separate the classes
by size, and entropy may itself correlate with size.
To separate these effects we match the classes
on raw size: log,(raw size) is divided into bins
of width 0.05 (about 3.5% in size) and, in each
bin, the same number of benign and malicious
sections is drawn at random. Empty raw sections



Table 2 Effect of duplicated first sections: XGBoost, stratified cross-validation with random folds or with groups of
related records kept in the same fold. PE Section Headers: all 43,139 files, 10 folds, 95% bootstrap intervals in brackets.
EMBER: training split (599,944 files), 5 folds

Data Feat. Folds ROC AUC TPRQ1%FPR TPR@5%FPR
E random 0.872 [0.864, 0.879] 0.368 [0.346, 0.388] 0.525
E identical sections grouped 0.761 [0.749, 0.773] 0.073 [0.044, 0.104] 0.210
E near-duplicates grouped 0.736 0.077 0.237
PE Section E same raw size grouped 0.745 0.076 0.155
Headers E+S random 0.935 [0.929, 0.940] 0.479 [0.443, 0.547] 0.703
E+S identical sections grouped 0.830 [0.820, 0.840] 0.168 [0.154, 0.212] 0.492
E+S near-duplicates grouped 0.803 0.193 0.394
E+S same raw size grouped 0.786 0.170 0.373
E random 0.775 0.211 0.349
E identical sections grouped 0.696 0.052 0.220
E near-duplicates grouped 0.700 0.048 0.274
EMBER 2018 E families 4 identical grouped 0.686 0.059 0.260
(training split)
E+S random 0.863 0.329 0.511
E+S identical sections grouped 0.769 0.213 0.342
E+S near-duplicates grouped 0.772 0.178 0.331
E+S families + identical grouped 0.731 0.124 0.270

Table 3 Balanced protocol on distinct sections of the PE Section Headers data: 1,331 benign vs. 1,331 random malicious
sections, ten draws, stratified 10-fold cross-validation per draw. Mean + standard deviation over draws.

Model Features Accuracy F1 ROC AUC TPR@1%FPR TPRQ5%FPR
DT E 0.671 + 0.014 0.566 £+ 0.048 0.684 + 0.022 0.166 £+ 0.032  0.349 + 0.017
DT S 0.635 + 0.008 0.707 4+ 0.006 0.629 £ 0.006 0.003 + 0.003 0.003 + 0.004
DT E+S 0.671 + 0.014 0.566 4+ 0.048 0.683 £ 0.022 0.154 4+ 0.041 0.350 4+ 0.014
RF E 0.692 + 0.010 0.689 £+ 0.010 0.751 + 0.010 0.000 £+ 0.000* 0.312 4+ 0.015
RF S 0.666 + 0.010 0.670 4+ 0.009 0.744 £ 0.011 0.162 + 0.014 0.305 *+ 0.018
RF E+S 0.791 + 0.010 0.786 4+ 0.011 0.876 £ 0.008 0.450 + 0.024 0.600 + 0.011
XGBoost E 0.710 + 0.008 0.699 £ 0.010 0.778 + 0.009 0.222 £+ 0.011  0.377 4+ 0.018
XGBoost S 0.664 + 0.006 0.678 £+ 0.007 0.736 + 0.008 0.089 + 0.014 0.257 4+ 0.016
XGBoost E+S 0.780 4+ 0.008 0.773 4+ 0.009 0.865 £ 0.009 0.362 + 0.042 0.552 4+ 0.014

#With a single feature, the random forest gives the same top score to many benign and malicious sections, so the operating point
at 1% FPR is not reached.

are excluded. On the first dataset the matched
sets contain 1,287 pairs and the matching is tight
(median raw size 90 vs. 92 kB, Kolmogorov—
Smirnov statistic 0.009, and raw size alone has
an AUC of 0.500); on the distinct sections of
the EMBER training split they contain 106,847
pairs. As a reference, we evaluate the same benign
sections against an equally sized random malicious
sample.

Table 6 shows that the two datasets disagree.
On the first dataset, once size is controlled, the
structural features alone fall close to chance (AUC
0.544 for XGBoost, from 0.731), while entropy
is less affected (from 0.772 to 0.738), and E+S
remains better than E (0.800). On EMBER,
matching barely changes any result: the AUC of S
falls only from 0.701 to 0.688 and that of E4-S from
0.819 to 0.808. The strong size confound of the
first dataset is therefore a property of that dataset,
consistent with its much larger size gap between

classes, and not a general property of malware.
What does replicate is that E4+S outperforms E
after matching, i.e. that entropy relative to size
carries more information than entropy alone.

6.4 Temporal drift: detections are
memorised sections

Table 7 trains XGBoost on the EMBER train-
ing split and tests it on the files of the following
two months. On the whole test set, entropy alone
reaches an AUC of 0.704 and a TPR of 19.7% at
1% FPR. However, 92,557 of the 199,976 test files
have a first section identical to one in the training
split. On the remaining 107,419 files, whose first
section was never seen in training, the AUC falls
to 0.638 and the TPR at 1% FPR to 0.9%; with
E+S, from 0.824 to 0.750 and from 30.4% to 7.9%.

The detections of the entropy-only model are
almost entirely memorised sections. At 1% FPR
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< 10%

it flags 19,657 malicious test files; 19,168 of them
(97.5%) have a first section seen in training, 18,829
share the same entropy value (7.9597 bits/byte),
and 18,830 belong to a single AVClass family.
Very high entropy is not what is being detected:
one recurrent packed section of one family is. The
TPR at 0.1% FPR on the whole test set (18.9%)
is almost equal to that at 1% FPR for the same
reason.

The name of the first section gives a com-
plementary view (Table 8). For the 80.2% of
EMBER files whose first section is named .text,
CODE or .code, i.e. looks like ordinary code, the
entropy alone separates the classes with a rank
AUC of only 0.600. The signal is concentrated in
first sections with unusual names, where malicious
sections have a median entropy of 7.96 against 4.02
for benign ones (AUC 0.942, or 0.922 excluding
the largest family). In first sections with known
packer names, which are 96.8% malicious, entropy
is inversely related to the label (AUC 0.115): the
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benign files in this group are packed too, with
entropy close to 8.

6.5 Robustness to padding

We now ask how easily the signal can be removed.
Following the threat model of Section 3.3,
the attacker appends k bytes of a single
value to the first section, with k/n €
{0.05,0.1,0.25,0.5,1, 2,4, 8}. By Proposition 1 the
new entropy lies in [AH, AH + h(\)] for every pos-
sible section content. On the first dataset we train
XGBoost with 10-fold cross-validation on all dis-
tinct sections, set the threshold at the given FPR,
on the out-of-fold benign scores, take the malicious
sections it detects, and score their padded versions
with the model of their own fold. On EMBER we
train on the training split and attack the detected
malicious files of the test split. A detected section
evades with certainty if, for at least one padding
fraction, its score falls below the threshold for
every entropy value in the interval, i.e. whatever



Table 4 Full-data protocol on distinct first sections.
PE Section Headers: 17,605 sections, stratified 10-fold
cross-validation, 95% bootstrap intervals for AUC.
EMBER: 329,855 sections of the training split,
stratified 5-fold cross-validation

Data Model Feat. ROC AUC TPRQ@1%
RF E 0.708 [0.693, 0.722] 0.000*
RF S 0.767 [0.755, 0.779] 0.000*
. E+S  0.896 [0.888, 0.903]  0.500"
" XGBoost E 0.786 [0.775, 0.798] 0.241
XGBoost S 0.755 [0.741, 0.768] 0.087
XGBoost E+S 0.879 [0.870, 0.888] 0.348
RF E 0.702 0.150
RF S 0.812 0.395
RF E+S 0.900 0.524
EMBER XGBoost E 0.744 0.133
XGBoost S 0.746 0.183
XGBoost E+S 0.834 0.244

#The random forest gives the same top score to more than 1%
of the benign sections, so the operating point is not reached.
PFor the same reason this value is unstable under resampling
(95% bootstrap interval 0.000-0.524).

Table 5 Ablation: entropy plus one structural
feature at a time (ROC AUC). PE Section Headers:
balanced protocol, mean over ten draws (standard
deviations at most 0.011). EMBER: full-data protocol
on the 329,855 distinct sections of the training split

PE Section Headers EMBER
Features RF XGBoost RF XGBoost
E 0.751 0.778 0.702 0.744
E + raw size 0.864 0.856 0.869 0.816
E + virtual size 0.863 0.855 0.879 0.817
E + size ratio 0.829 0.823 0.850 0.806
E+S (all three) 0.876 0.865 0.900 0.834

its content. Tree ensembles are piecewise constant
in each feature, so this can be checked exactly:
once the padding fraction fixes the sizes, the split
values of the model on entropy, and on information
content, which is then monotone in entropy, cut
the interval into finitely many pieces of constant
score, and we evaluate one point in each piece. We
also report the case in which the padding byte does
not occur in the section, where the upper bound
is exact.

Figure 4 shows, for the first dataset and the
variant in which the virtual size grows, i.e. the one
less favourable to the attacker, that small amounts
of padding suffice: with padding equal to 25% of
the section size, 60.8% of the sections detected by
the entropy-only model at 1% FPR evade it with
certainty, and 43.5% of those detected by E+S.
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Table 6 Size-matched evaluation with XGBoost:
benign and malicious sections matched on raw
size, against an unmatched reference with the
same benign sections. Mean over ten draws (PE
Section Headers, 1,287 pairs) or three draws
(EMBER training split, 106,847 pairs); standard
deviations of the AUC are at most 0.015

ROC AUC TPRQ1%FPR

Data Feat. ref. matched ref. matched
E 0.772 0.738 0.202 0.170
PESH. S 0.731 0.544 0.076 0.038
E+S 0.863 0.800 0.361 0.258
E 0.735 0.719 0.132 0.089
EMBER S 0.701 0.688 0.181 0.123
E+S 0.819 0.808 0.240 0.187

Table 7 EMBER temporal split: XGBoost
trained on files that appeared up to October 2018
and tested on November—December 2018, on all
test files and on those whose first section never
occurs in the training split

Test files Feat. AUC TPR@1% TPR@5%

all E 0.704  0.197 0.284
S 0.769  0.275 0.391

=199,976

(n=199.976) 1o 0524  0.304 0.453

unseen first E 0.638  0.009 0.117

section 0.636 0.024 0.120

(n=107,419) E4+S 0.750  0.079 0.171

Table 8 EMBER: rank AUC of first-section entropy
(no model) within groups defined by the name and size
of the first section. Packer names: UPX0, UPX1,
.MPRESS1, .MPRESS2, packerBY, .aspack, .adata,
.petite, nsp0, .nsp0

First section Files Malicious AUC of H
code names® 641,559  46.9% 0.600
other names, non-empty 102,695 58.7% 0.942
packer names, non-empty 10,120 96.8% 0.115
empty on disk 45,546  64.2% 0.500
all 799,920  50.0% 0.641

®.text, CODE or .code.

Large amounts of padding are counter-productive,
because they push the entropy into the low range
that the models also flag as malicious.

Table 10 summarises all attacks. Choosing the
best padding fraction, guaranteed evasion of E
reaches 63.7% [62.2, 65.2] in both variants, since



E ignores the sizes. In the variant with the vir-
tual size unchanged, the size features do not
protect the model either: guaranteed evasion of
E+S reaches 91.5% [90.7, 92.2], and the model
detects only 3.0% of the malicious sections after
the attack. Only if the virtual size grows with
the padding do the size fields partly absorb the
attack, and guaranteed evasion of E4S falls to
51.6% [50.3, 52.9].

On the EMBER test set, guaranteed evasion is
100% for E and 97.4% for E+S in both variants.
This result says more about memorisation than
about entropy. As shown in Section 6.4, almost
all detections of these models on the test set are
copies of one first section seen in training, with
entropy 7.9597 bits/byte, and any change to its
feature vector, padding or not, moves it away from
the region the model has learned. The EMBER
padding results therefore confirm that memorised
detections are fragile, rather than measure the
robustness of an entropy signal that generalises;
the first dataset, where duplicates are removed, is
the more informative test of the attack.

Benign-looking and constrained padding.

Table 9 extends the attack in the two directions
of Section 3.3, keeping for each detected section
the best padding content among a single repeated
byte and H(r) € {6.0,6.25,6.5} bits/byte, with
the exact interval of Proposition 1 for each H(r).
On the first dataset, choosing the content per
section helps the attacker: guaranteed evasion of
E+S rises to 96.1% with the virtual size fixed
and to 97.7% with the virtual size growing, and
that of E to 96.7%. Benign-looking padding alone
is more effective than a single byte against E
(96.7% against 63.7%) and against E+S when the
virtual size grows (up to 97.5% against 51.6%),
but less effective against E4+S when the virtual
size is fixed (65.4-73.7% against 91.5%). Discard-
ing runs of identical bytes before computing the
entropy would therefore leave most of the attack
in place. The picture changes when the attacker
must stay inconspicuous. Within the alignment
slack, the growing variant can append less than
4KiB (a median of about 2KiB, 0.3-0.4% of the
raw size) and guarantees evasion for only 5.8%
of the sections detected by E+4+S (3.1% for E);
keeping the excess of raw over virtual size below
4KiB, the fixed variant guarantees evasion for
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Table 9 Guaranteed evasion at 1% FPR (share of
detected malicious samples) under further padding
scenarios. Content: best of a single repeated byte
and padding of entropy H(r) € {6.0,6.25,6.5}
bits/byte. Slack: k < [v/4096] - 4096 — v; excess:
raw size at most 4 KiB above virtual size; in both
cases k is 25, 50 or 100% of the allowed amount.
PE Section Headers: 10-fold cross-validation on
distinct sections; EMBER: temporal split

PE S.H. EMBER
Scenario E E+S E E+S
Single byte, vsize fixed 0.637 0.915 1.000 0.974
Single byte, vsize grows 0.637 0.516 1.000 0.974
Best content, vsize fixed 0.967 0.961 1.000 0.974
Best content, vsize grows  0.967 0.977 1.000 0.974
Best, grows within slack 0.031 0.058 0.005 0.165
Best, fixed, excess < 4KiB 0.068 0.235 0.969 0.855
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Fig. 4 PE Section Headers data, virtual size growing
with the padding: share of malicious sections detected
by XGBoost at 1% FPR that evade detection after low-
entropy padding, as a function of the padding size. Solid:
evasion guaranteed for any section content; dotted: padding
byte absent from the section (exact upper bound of Propo-
sition 1)

23.5% (6.8% for E). With these header features,
detections can be removed with certainty only by
appends large enough to make the section header
unusual, which a consistency check on raw and
virtual size would notice. On EMBER the con-
strained fixed attack still evades 85.5-96.9% of
the detections, consistently with the memorisation
discussed above, while within the slack, which is
zero for most detected sections there, it evades at
most 16.5%.

Adversarial training.

We retrain E4+S with one padded copy of each
malicious training section, with a random padding
fraction and a random entropy within the bounds.



Table 10 Padding attacks at 1% FPR (threshold set on benign scores). TPR clean: share of malicious samples detected
before the attack. Evasion: share of detected samples that evade with certainty for at least one padding fraction, with
95% Wilson intervals where computed. TPR after: share of all malicious samples still detected. Here the threshold is the
99th percentile of the benign scores and a sample is detected if its score exceeds it, so TPR clean can differ slightly from
the ROC-based values of Tables 4 and 11. PE Section Headers: 10-fold cross-validation on distinct sections; EMBER:
temporal split. Adv.: adversarial training on the growing variant only, or on both variants

Virtual size grows

Virtual size fixed

Data Model (XGBoost) TPR clean Evasion TPR after Evasion TPR after
E 0.241 0.637 [0.622, 0.652] 0.088 0.637 [0.622, 0.652] 0.088
E+S 0.354 0.516 [0.503, 0.529] 0.171 0.915 [0.907, 0.922] 0.030
PE Section B+raw-+vsize 0.243 0.624 0.091 0.668 0.080
Headers E+S, adv. (grow) 0.323 0.379 0.201 0.364 0.206
E+S, adv. (both) 0.330 0.396 0.200 0.021 0.323
monotone B-+raw+vsize 0.000 - 0.000 - 0.000
idem, at 5% FPR 0.046 0.000 0.046 0.000 0.046
E 0.197 1.000 0.000 1.000 0.000
EMBER 2018 E+S 0.304 0.974 0.008 0.974 0.008
monotone B+raw-+tvsize 0.000 0.000 0.000

Trained only on the growing variant, the model
reduces guaranteed evasion to 36-38% in both
variants, at a small cost in clean performance
(AUC 0.865 instead of 0.879). Trained on both
variants, it almost neutralises the fixed-size attack
(2.1% evasion) but not the growing one (39.6%).
An attacker who tries both variants and keeps
the better one still leaves only 19.3-20.0% of the
malicious sections detected (bounds from the two
marginal results), against at most 3.0% without
adversarial training. Adversarial training helps,
but only for the perturbations it has seen, and it
does not restore the clean detection rate.

The price of provable robustness.

By Corollary 1, an XGBoost model constrained
to be non-decreasing in log(1 + B), raw size and
virtual size cannot be evaded by appending bytes,
and Table 10 confirms that no detected sample
evades it. Table 11 shows what this guarantee
costs. On the first dataset the monotone model
reaches an AUC of 0.621 and detects no malicious
section at 1% FPR; in the size-matched design its
AUC is 0.487, i.e. chance. On the EMBER tempo-
ral split its AUC is 0.520. The same three features
without the constraint reach an AUC of 0.820,
but they are evaded as easily as E (Table 10).
With these header features, provable robustness
to padding and useful detection are incompati-
ble: the information that separates the classes is
exactly the information that padding can remove.
The monotone model is a way to measure the cost
of a guarantee, not a proposed defence; simpler
checks, such as flagging a raw size much larger
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Table 11 Clean performance (XGBoost, AUC;
TPR at 1% FPR in parentheses) of models on
information content B, raw size and virtual size,
unconstrained or monotone (Corollary 1), compared
with E and E4S. PE Section Headers data unless

stated

Features Full data Balanced Matched
E 0.786 (0.241) 0.778  0.738
E+S 0.879 (0.348)  0.865 0.800
B+raw+vsize 0.820 (0.242)  0.801 0.651
monotone 0.621 (0.000) 0.619 0.487

EMBER, monotone® 0.520 (0.000) - -

#Temporal split.

than the virtual size, address specific variants of
the attack (Table 9).

6.6 Sensitivity to empty raw
sections

Repeating the balanced protocol on the first
dataset without the 129 empty raw sections
changes accuracy by at most 0.85 percentage
points and AUC by at most 0.66 points, for both
ensembles and all feature sets. These records are
not what drives the results.

7 Discussion and limitations

How far does entropy go?

Without duplicates, entropy alone gives an AUC
between about 0.63 (EMBER, sections of the same
raw size grouped) and 0.79 depending on the
dataset and protocol, and detects at best about
one malicious section in four at 1% false positives.



On EMBER, almost all of these detections are
recurrent sections already seen in training, and on
new sections the entropy-only model is close to
useless at low false positive rates. Header size fields
add a significant improvement, partly through a
size confound that is dataset-specific. Entropy is
useful to prioritise samples for deeper analysis or
as one feature among many [4], not as a detector.

What generalises and what does not.

The two datasets agree on the duplication rate, on
the leakage it causes under random splits, on the
benefit of combining entropy with size fields, and
on the fragility to padding, although on EMBER
this fragility largely reflects memorisation. They
disagree on the size confound and on the mean-
ing of empty first sections. Conclusions drawn
from a single dataset of this kind should therefore
be read as properties of that dataset until repli-
cated, as Arp et al. [29] and Pendlebury et al. [30]
recommend for ML security evaluations in general.

Labels and data quality.

Labels come from the original datasets. In the
first dataset, benign files with high entropy are
those whose label is most likely to be wrong, so
we re-checked all 35 benign files with first-section
entropy above 6.75 bits/byte on VirusTotal (Octo-
ber 2026). All 35 were found; each had been
scanned by 48 to 75 engines. Twelve were flagged
by at least one engine, but none by more than
two: eight by one engine and four by two. With
a threshold of three or more engines, a common
choice to filter out isolated false positives of indi-
vidual engines, no label changes, and we keep the
original labels. EMBER labels and families are
those distributed with the dataset.

Scope of the feature and of the data.

We measure the entropy of one section only, the
first of the section table, and we isolate it on
purpose, so that its limits can be stated exactly.
Packers that keep a normal-looking first section
and store the payload elsewhere are not captured;
per-section or windowed entropy measures [11]
would be more informative, although the padding
bounds of Proposition 1 apply to each section
separately. In a full static detector such as the
EMBER model [4], entropy enters through several
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features at once, including the byte-entropy his-
togram of the whole file and the entropy of every
section, and padding moves all of them. Whether
the duplication and padding effects we measure
persist in a model on the full feature vector, and
whether padding then becomes detectable rather
than merely ineffective, is not answered here.
The first dataset is from 2019 and its benign
class is small (1,695 files); EMBER 2018 is larger
but now eight years old, current packers may dif-
fer, and its temporal split covers only two months.
More recent benchmarks with longer time spans,
such as BODMAS [38] and EMBER2024 [39],
would allow the duplicate audit and the temporal
evaluation to be repeated on more recent malware.

Realism of the padding analysis.

Our padding analysis works in feature space: we
do not modify binaries, and we assume that the
two modifications of Section 3.3 preserve function-
ality within the limits discussed there, as previous
work on section padding does [14]. Empirical work
on adversarial PE malware applies functionality-
preserving modifications to real binaries [15, 26];
validating our feature-space results on binaries is
left to future work. The bounds of Proposition 1
make the guaranteed-evasion results independent
of the unknown section content, but other fea-
tures of a real detector could reveal the modi-
fication. The two variants have different limits,
which Table 9 quantifies: within the alignment
slack, or keeping the excess of raw over virtual size
below 4 KiB, guaranteed evasion on the dedupli-
cated data falls to 3-24%. The slack is estimated
assuming a 4 KiB section alignment and contigu-
ous sections, since our data do not record the
address of the next section. Low-entropy packing
is not hypothetical: Mantovani et al. [8] found it
in a large share of real-world malware, and such
samples are invisible to entropy-based checks by
construction.

8 Conclusion

We measured how much the entropy of the
first PE section tells about maliciousness on two
datasets of different origin and size. In both,
almost two thirds of malicious files share their
first section with other files, and random cross-
validation largely measures memorisation; on a



temporal split, almost all detections of an entropy-
only model are sections seen in training, and
on new sections it detects less than 1% of mal-
ware at 1% false positives. Size fields add useful
information, but the strong size confound of one
dataset does not replicate in the other, and empty
first sections are a trace of packing, not of mal-
ice. Finally, standard bounds on the entropy of
padded sections, computable from header data
alone, show that unconstrained appends guaran-
tee evasion for most detected samples, whatever
their content, whereas appends small enough to
keep the section header unremarkable rarely do;
provable robustness is possible, through the mono-
tonicity of information content, but only at the
cost of almost all detection ability.

Future work includes repeating the analysis on
more recent benchmarks such as BODMAS and
EMBER2024, on per-section entropy profiles and
on detectors that use the full static feature vector,
validating the padding attacks on real binaries,
extending the bounds to other modifications such
as section insertion, and studying which combina-
tions of static features make padding detectable
rather than merely ineffective.

Data and code availability

The PE Section Headers dataset is publicly avail-
able on IEEE Dataport [16]. EMBER 2018 is
publicly available from its authors [4]; the first-
section features used here can be regenerated from
it with the script in the code repository.

The code that reproduces all cleaning steps,
tables and figures, the EMBER extraction script
and the scripts used for the VirusTotal label check
are available in an anonymised repository: https:
//github.com/paper9-design/paper. All experi-
ments use fixed random seeds.
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