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Abstract

Mobile money has become hugely popular in Africa, but its growth has been
shadowed by phishing, a form of social engineering in which fraudulent messages,
emails, or calls trick users into revealing sensitive information and surrendering
their funds. Designing effective countermeasures first requires understanding how
attackers actually operate. This paper characterises mobile money phishing with
imitation learning relying on expert demonstrations: instead of hand-crafting a
reward, as prior reinforcement learning approaches must, at the cost of sparse
rewards and limited scalability, we learn the attacker’s strategy directly from
examples of the attacker’s own behaviour. Treating the attacker as the expert, we
formalise the attack as a four-state process in which transitions depend jointly
on the attacker’s actions and on the victim’s reactions, build a simulated dataset



of expert demonstrations (state—action pairs) from the attack scenario observed
in real cases, and apply two imitation learning algorithms to it: Behavior Cloning
(BC) and Generative Adversarial Imitation Learning (GAIL). Behavior Cloning
reproduced the attacker’s actions accurately, performing best at a learning rate
of 0.006, though it struggled with the branching decisions at the exit state.
In GAIL, the learned policy generated state—action pairs while a discriminator
separated them from those of the attacker’s demonstrations; across training the
discriminator loss decreased steadily and the generator loss rose, showing that
the learned policy remained distinguishable from the attacker within the training
budget. The results indicate that imitation learning from expert demonstrations
offers a promising lens for understanding and ultimately countering mobile money
phishing.

Keywords: Mobile money, Phishing, Imitation learning, Expert demonstrations,
Behavior cloning, Generative adversarial imitation learning

1 Introduction

Mobile money lets people deposit, withdraw, send, and receive funds, and reach a
range of financial services, directly from a mobile phone [1]. The model has spread
worldwide, but nowhere has it taken hold as firmly as in Africa. In 2021, the volume
of mobile money transactions on the continent rose by 39% to USD 701.4 billion, with
Africa accounting for roughly 70% of the global market; globally, the total value of
transactions reached USD 1.045 trillion, a 31% increase over 2020 that the GSMA
attributed in part to the COVID-19 pandemic [2]. By reducing reliance on cash and
traditional banking, mobile money has proved especially valuable for the previously
unbanked. Rwanda illustrates the trend. MTN launched the first service there in 2010,
followed by Tigo in 2011 and Airtel in 2013 [3]. By 2021, MTN had registered 6.2
million subscribers and Airtel around 5 million [4], and during the pandemic MTN
Rwanda reported a 450% jump in mobile money transactions over three months, from
7.2 to 40 billion Rwandan francs [5].

This convenience carries a cost. Social engineering, the manipulation of people into
revealing private information, and its best-known variant, phishing, exploit human
trust rather than technical flaws [6]. They may be unsophisticated, but they are dam-
aging, and untrained users remain the weakest link [7]. Attackers pose as banks or
telecom operators and request personal information by call, email, or text [8, 9]. The
consequences for mobile money are tangible: in Rwanda in 2020, fraudulent activity
was blamed for an estimated loss of 12 million Rwandan francs, with 80 complaints
filed in just two months during the pandemic [10].

Most prior work treats this as a detection problem. In our earlier work, Nzeket
Njoya et al. [11] applied reinforcement learning (RL) to characterise and detect mobile
money phishing, but the approach inherited the familiar weaknesses of RL: difficulty in
computing truly optimal policies, limited scalability of value-function representations,
reliance on trial-and-error that produces sub-optimal mistakes, and no guarantee of
identifying the best path upfront. The present paper extends that study. We argue



that to reproduce phishing behaviour convincingly, one should instead learn directly
from the attacker’s own actions. We therefore propose an imitation learning framework
and make the following contributions:

® We formalise mobile money phishing as an imitation learning problem, modelling the
attacker—victim interaction as a four-state process in which the attacker’s actions,
the victim’s reactions and the resulting transition probabilities are defined explicitly
(Section 3).

e We apply two complementary algorithms, Behavior Cloning (BC) and Generative
Adversarial Imitation Learning (GAIL), to attacker demonstrations, and analyse
what each reveals about attacker strategy (Sections 3 and 4).

® We analyse the GAIL training dynamics and clarify that they measure how closely
the learned policy imitates the attacker (Section 4).

The remainder of the paper reviews the relevant background and related work
(Section 2), presents the methodology (Section 3), reports and discusses the results
(Section 4), and concludes with limitations and future directions (Section 5).

2 Background and Related Work
2.1 Social Engineering and Phishing

A social engineering attack manipulates people into divulging confidential information
by exploiting emotions such as trust, fear, greed, and curiosity [12]. It typically pro-
ceeds in four stages: gathering information about the target; building a relationship
and earning trust; exploiting that trust to extract information and launch the attack;
and exiting without leaving a trace [12-14]. Phishing is the social engineering variant
that uses deceptive emails, messages, calls, or websites to trick victims into surrender-
ing credentials or personal data [15, 16]. For mobile money, the dominant vectors are
smishing (SMS phishing), in which a text appears to come from a legitimate operator
or bank and prompts the victim to follow a link or call a number, and vishing (voice
phishing), in which the attacker calls while posing as a trusted agent [17, 18]. Our
own examination of cases in Rwanda involving MTN Rwanda and Airtel-Tigo, draw-
ing on customer complaints, operator awareness campaigns, and direct observation,
confirmed that smishing and vishing are the most common.

2.2 From Reinforcement to Imitation Learning

In reinforcement learning, an agent in state s; takes an action a; according to a

policy 7, receives a reward r;, and transitions to a new state, aiming to maximise its

cumulative reward [19, 20]. A policy maps a state to a distribution over actions,
w(s)=Pr(4]s), seS, (1)

and the optimal policy maximises the expected return,

7" = argmaxE(R | 7). (2)



RL falters, however, when rewards are sparse or when a reward function is hard to
design by hand, both of which apply to modelling a human attacker [11]. Imitation
learning (IL) sidesteps this. Instead of a reward signal, it uses expert demonstrations:
the learner observes state—action pairs produced by an expert and recovers a policy
that reproduces them [21, 22]. The goal is to learn a policy 7 that approximates the
expert policy mg, such that 7(s;) &~ mg(s;) = a;. IL has been applied successfully to
robotics, autonomous driving, and game playing, settings where demonstrations are
easier to obtain than well-shaped rewards. We use two IL algorithms. Behavior Cloning
casts imitation as supervised learning: given a dataset D = {(s1,a1),..., (Sn,an)} of
expert state—action pairs, it learns a policy by minimising a loss between predicted
and expert actions [23, 24],

ﬁ:argrrlrin Z L(7(si), a;). (3)

(si,a;)€D

GAIL [25] borrows from generative adversarial networks: the policy being learned
acts as a generator of state—action pairs, while a discriminator is trained to distinguish
the pairs of the expert demonstrations from those produced by the policy. The two
train adversarially, the policy trying to fool the discriminator and the discriminator
trying to classify correctly, with the discriminator output serving as a learned reward
signal [26].

2.3 Related Work on Mobile Money Fraud

A range of approaches has been proposed to control mobile money fraud. Akomea-
Frimpong et al. [27] traced high fraud rates in Ghana to weak controls and inadequate
training, recommending legal codes and awareness campaigns. Several studies frame
fraud as a supervised classification task: Mohammed [28] found random forest best
among classical and deep models for SMS fraud; Botchey et al. [29] favoured gradient-
boosted trees but reported imbalanced data and overfitting; and Lokanan [30] again
found random forest strongest for transaction fraud, while cautioning about biased
data. El Ayeb et al. [31] applied community-detection algorithms on simulated data,
limited by class imbalance, and Chebii [32] built SAFE-CASH, a prototype focused
narrowly on smishing and vishing. Closest to our work, Nzeket Njoya et al. [11] char-
acterised mobile money phishing with reinforcement learning (Q-learning, Markov
decision processes and deep RL), but encountered the scalability and optimality limits
noted above.

Two recent studies published in this journal illustrate the current state of learning-
based phishing defence. Khan [33] proposed HARE, a deep reinforcement learning
detector whose reward is shaped by scalar ratings from trained human experts; it
reached an Fl-score of 97.62% on the PhiUSIIL URL dataset, but it still depends on
a reward signal that must be designed and calibrated by human raters. Sharafat et
al. [34] combined convolutional, bidirectional recurrent and attention layers to classify
spam and phishing emails, with in-domain accuracies above 98% on four benchmark
corpora; under cross-dataset evaluation, however, accuracy fell to 61.10% on Enron, a
drop the authors attribute to linguistic and distributional shift between corpora. Both



works treat phishing as a classification problem on the defender’s side and learn from
the content of messages or URLs.

Table 1 summarises these works. Our contribution differs on two counts. First,
instead of classifying messages, we model the attacker’s strategy across the successive
stages of the attack, which content-based detectors such as [34] do not capture. Second,
imitation learning learns this strategy directly from demonstrations, without the hand-
designed or human-shaped reward that reinforcement learning approaches require [11,
33].

Table 1 Selected approaches to controlling phishing on mobile money services, and recent
learning-based phishing detectors published in this journal.

Year Author Approach Main limitation

2019 Akomea-Frimpong et al. [27] Legal code, internal fraud policy No dataset

2019 Mohammed [28] ML/DL (RF, SVM, LSTM, CNN)  Limited dataset

2020 Botchey et al. [29] Supervised ML (SVM, GBDT, NB) Imbalance, overfitting
2020 El Ayeb et al. [31] Community detection Unbalanced classes
2021 Chebii [32] SAFE-CASH prototype Narrow scope

2022 Lokanan [30] ML (LR, RF) Biased dataset

2023 Nzeket Njoya et al. [11] Reinforcement learning Scalability, optimality
2025 Khan [33] RL with human feedback Reward to design
2026 Sharafat et al. [34] CNN-BiGRU-attention Cross-dataset drop

BiGRU, bidirectional gated recurrent unit; CNN, convolutional neural network; DL, deep learning;
GBDT, gradient-boosted decision trees; LR, logistic regression; LSTM, long short-term memory;
ML, machine learning; NB, naive Bayes; RF, random forest; RL, reinforcement learning; SVM,
support vector machine.

3 Methodology
3.1 Formalising the Attack

We cast mobile money phishing as an imitation learning problem in which the expert
is the attacker, the learner is a policy trained to reproduce the attacker’s behaviour,
and the environment comprises the states of the attack and the victim’s reactions.
Drawing on the second through fourth stages of a social engineering attack, we define
four states (Table 2):

1. Initial state (S1). The attacker has gathered information about the victim and
is planning the approach, by call or text, and starting to build a relationship.

2. Vulnerability state (52). The pivotal state, where the attacker reads the victim’s
emotions and tries to instil confidence. Success advances the attack; suspicion sends
the attacker back to Sj.

3. Attack state (S3). The attacker waits for the victim to act, by sending money or
information. The victim may still detect the scam, forcing the attacker to stay or
retreat.



4. Data collection and exit (S4). The attacker cuts contact to avoid being traced.
If the goal has been obtained, the attacker seeks the next target; otherwise it either
abandons the victim or tries again.

Table 2 States of a mobile money phishing attack and their associated actions.

Symbol  State Representative actions

S1 Initial state Collect victim information; send fake message; send email

Sa Vulnerability state Call to read emotions and build trust; converse via social media
S3 Attack state Transfer money to attacker; obtain password/information

Sa Data collection & exit  Recover balance; exit and cease contact

3.2 Attacker-Victim Interaction Model

We now make the interaction between the two parties explicit. Let S = {51, Sa, S5, S4}
be the states of Table 2, to which we add two terminal outcomes: S+, success (the
attacker has obtained money or credentials and leaves), and S|, failure (the attacker
gives up on the victim).

Attacker actions. At each step the attacker chooses a move
a € A = {Stay, Up, Down, Left, Right}. (4)

The states are laid out on a 2 x 2 grid: S; at the bottom left, So above it, S3 to the
right of Sy and Sy below S3 (Fig. 1). Each move therefore corresponds to a concrete
decision in the phishing scenario, given in Table 3. Up in S; and Right in S5 are the
advancing moves: the attacker asks something of the victim (to answer the call or
message, then to make the transfer or give the PIN), and the move succeeds only if
the victim complies. Down in S5 and Left in S3 are voluntary retreats, and Down in
S3 means that the attacker collects what it has obtained and cuts contact. A move
that would leave the grid has no effect and is equivalent to Stay.

Victim reactions. After each move, the victim reacts with
TGR:{+7Oa_}7 (5)

where + is a compliant reaction (the victim answers, trusts, pays or discloses), 0 a
neutral one (hesitation, no answer, request for details) and — a negative one (suspicion,
refusal, blocked number). The victim’s strategy is the conditional distribution

p(’l’ | S’a)v Z ,0(7" | Sva) =1, (6)

reR

so that p(— | s, a) is the probability that the victim detects the scam when the attacker
plays a in state s.



Attacker strategy. The attacker adapts its next move to the way the victim has just
reacted. We summarise this information by ¢; = 1[r;_1 = 4], with ¢y = 0, and write
the attacker’s strategy, i.e. the expert policy, as

ar ~ (| st ). (7)

The two values of ¢ give the two scenarios reported in Section 4.1: in scenario (a),
¢ = 0, the victim’s last reaction was neutral or negative; in scenario (b), ¢ = 1, the
victim has just complied.

Transition conditions. A flag g € {0,1} records whether the attacker has obtained its
goal. Given (s, at, r¢), the next state is sy41 = f(s¢, ag, 7¢), with

Syand g =1[r =+] if s =53 and a = Down,

Ise if Sa, S dr=-—
Fs,a,r) = prev(s) e se? s e {52, 3]'» and r , (8)
next(s) else if @ is advancing and r = +,
m(s,a) otherwise,

where next(S1) = S, next(S2) = S3, prev(Sy) = S1, prev(Ss) = Sa, and m(s, a) is the
state reached by a move that does not depend on the victim’s consent: S; for Down
in So, Sy for Left in S3, and s itself for Stay, for a move that leaves the grid, or for
an advancing move that the victim did not accept. In other words, a positive reaction
lets an advancing move succeed, a neutral reaction keeps the attacker where it is, and
a negative reaction in So or S3 sends it back one state, as described in Section 3.1.

Terminal outcomes. If Sy is reached with g = 1, the episode ends in success, St. If
it is reached with g = 0, the victim refused or did not complete the transfer when
the attacker tried to collect. The attacker then has three options: Left, restart the
approach with a new pretext (S1); Up, contact the victim again to rebuild trust (Ss2);
any other move, abandon the victim (51 ). An episode that has not reached St after
Thax steps is also counted as a failure.



Table 3 Meaning of each move in each state. “No effect” denotes a move that would leave the
grid; it is equivalent to Stay. In So and S3, a negative reaction of the victim sends the attacker
back one state whatever the move, except Down in S3 (Eq. (8)).

Move In Sy In Sy In S3 In S4 (9 =0)

Stay Keep gathering Keep the Wait for the victim  Abandon the
information or conversation going to transfer or victim — S
resend the bait to build trust disclose

Up Contact the victim  No effect No effect Contact the victim
(call, SMS) — S if again — So
r=+

Right  No effect (S and Ask for the No effect Abandon the
S4 are not transfer or the PIN victim — S|
connected) — S3 ifr =+

Down  No effect Withdraw and Collect and cut Abandon the

restart the contact — Su victim — S|
approach — S7

Left No effect No effect Back off to rebuild New pretext — S1

trust — So

Stay with r # —; Right with »r =0

Stay; Up with r # +

Stay with r» # —

Down
(collect and
cut contact)

Success

Failure
S1

Fig. 1 Transition diagram of the attacker—victim interaction. Each edge is labelled with the
attacker’s move and, when relevant, the victim’s reaction that triggers it. Dashed edges are the options
left to the attacker after an exit without gain (g = 0). Moves that would leave the grid are treated

as Stay.



Transition probabilities. Combining both strategies, the probability that the attack
moves from state s to state s’ is

P(s'|s,c)= ZTI‘E(CL | s,c) Z p(r|s,a)1[f(s,a,r) =5]. (9)

acA reR

For the main transitions of the attack, Egs. (8) and (9) give

P(Sy | S1,¢) =mr(Up| Si,¢) p(+ | S1,Up), (10)

P(Sg | SQ,C) = WE(Right ‘ SQ,C) p(+ | 52, Right), (11)

P(Sy | S2,¢) = mp(Down | Sa,¢) + Z me(a | Sa,c)p(—| S2,a), (12)
a7#Down

P(Sy | S3,¢) = mp(Left | S3,c)+ Y we(a|Ssc)p(—| Ss,0a), (13)

a¢{Left,Down}
P(S~t | S3,¢) = mg(Down | Ss,c¢) p(+ | S35, Down). (14)

The attacker controls mg and the victim controls p: an attack progresses only when the
attacker chooses an advancing move and the victim complies, and it regresses either
by the attacker’s choice or by the victim’s detection. The probability of a complete
attack trajectory T = (s, co, @o, 70, - - -, ST) 18

T—1
P(r) = H me(ay | e, ce) p(re | se,ar) Lsepr = f(se,ae,74)], (15)
t=0

and the success rate of the attacker against a victim of strategy p is the probability
that 7 reaches St. Imitation learning does not require this quantity, or any reward,
to be specified. It only needs demonstrations D = {(x;,a;)}1,, with z; = (s;,¢),
produced by the attacker interacting with the victim, from which it estimates a policy
mo(a | x) = mg(a | x).

3.3 Behavior Cloning

Behavior Cloning trains a neural-network policy to imitate the attacker from the
demonstration dataset (Algorithm 1). Over a number of epochs, it feeds the observa-
tions = (s,¢) to the network, compares predicted actions against the expert’s via
cross-entropy loss, and updates the parameters by gradient descent.



Algorithm 1 Behavior Cloning

Require: Expert dataset D = {(x1,a1),...,(Tn,an)}; learning rate «; epochs N;
batch size B
Ensure: Policy my that mimics expert behaviour
1: Initialise neural-network policy my and optimiser with rate a
2: for i+ 1 to N do
3: for each mini-batch B of size B do

4 Compute predicted action distribution § = mg(- | z)
5: Compute loss £ = =3 eplogi(a|z)

6: Update 6 < 0 — aVyL

7 end for

s: end for

9: return learned policy my

3.4 Generative Adversarial Imitation Learning

GAIL (Algorithm 2) learns a policy mg that reproduces the expert’s behaviour. A
discriminator Dgy(x,a) outputs the probability that a state—action pair comes from
the expert demonstrations rather than from 7y, and the two are trained on

m@inm(?x Erp[log Dg(z,a)] + Er,[log (1 — Dg(z,a))] — AH(mg), (16)

where H(mp) is the policy entropy, which encourages exploration. The discriminator
output gives the reward used to update the policy, which plays the role of the generator.
In our setting, the expert pairs are the attacker’s demonstrations and the generated
pairs are the policy’s imitation of them. The discriminator therefore measures how far
the learned policy is from the attacker; it is not trained to separate legitimate from
fraudulent behaviour.

Algorithm 2 Generative Adversarial Imitation Learning (GAIL)

Require: Expert demonstrations D; discriminator Dy; policy (generator) mg; rate ¢
entropy weight J\; iterations T’
Ensure: Policy my
1: Initialise ¢ and 6 randomly
2: for t < 1 to T do
3: Sample expert batch Dyagen from D
Generate pairs (z;,a;) by running the current policy gy
Update ¢ to maximise }-, ,ep,.... 108 Do(z,a) + >, log (1 = Dy(xi,a;))
Compute rewards r; = log Dg(z;, a;)
Update 6 to maximise ), r; + A H(mg)
8: end for
9: return policy my

e g e

10



3.5 Experimental Setup

We built a simulated dataset of expert demonstrations, following the attack scenario
derived from the cases described in Section 2.1; it captures the attacker’s actions
together with the corresponding states and the victim’s reactions. Observations were
encoded as feature vectors and actions as one-hot vectors; the data was shuffled and
split into training and test sets. For BC, we trained a neural network with hidden
layers using ReLLU and softmax activations, optimised with cross-entropy loss and the
Adam optimiser. For GAIL, we trained the policy and the discriminator iteratively. We
evaluated both with accuracy and loss, and BC additionally with confusion matrices.

4 Results and Discussion

4.1 Behavior Cloning

Tuning the hyper-parameters showed that a learning rate of 0.006 gave the best
accuracy and smooth convergence (Fig. 2). A higher rate of 0.01 caused overfitting,
the model specializing on the training set, and generalizing poorly, while 0.0001 was
too slow to learn. The accuracy and loss curves at the chosen rate (Fig. 3) show
a close tracking of training and validation, with accuracy approaching 1.0 and loss
approaching 0.

10 =
08 /
> — Lr-0.01
b
i /\ 4 Lr: 0.006
g / —— Lr- 0.0001
04d{ A
02
0 5 10 15 20 2 0

Number of Epochs

Fig. 2 Behavior Cloning accuracy across epochs for three learning rates. The rate 0.006 converges
smoothly to high accuracy; 0.01 overfits and 0.0001 underfits
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— train
validation

model accuracy

10 15
Number of Epach

model loss

0

— train
validation

0 15
Number of Epach

20

Fig. 3 Model accuracy (top) and loss (bottom) on the training and validation sets at learning rate

0.006

The confusion matrices confirm that the learned policy recognizes the attacker’s
actions well, both on the training set (Fig. 4) and on the unseen test set (Fig. 5).
The persistent difficulty arose at Sy: an attacker may reach the exit state without
achieving the goal, then decide whether to return to Ss or S; or abandon the victim
(Table 3), a branching choice that is difficult to predict and exposes the limits of a

purely supervised approach.

Fue Action
b
o
o

" 0 0 0
-- 0 0 1
] 1 2

Predicted Action

Fig. 4 Confusion matrix on the training set; predic-

tions are largely diagonal
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Fue Action

Predicted Action

Fig. 5 Confusion matrix on the test set;
all test actions are correctly predicted



We also estimated the action probabilities 7 (a | s, ¢) of the learned policy (Table 4);
the corresponding transition probabilities follow from Egs. (9)—(14) once the victim’s
reactions are taken into account. From S7, the attacker moves up towards So with
high probability (0.945): early on, the victim, unaware of the deception, tends to
react positively, so the contact is usually accepted. State S is the turning point. In
scenario (a) the attacker most often stays (0.596), continuing to interact and draw
out more information, and otherwise withdraws to Sy (0.236); in scenario (b), after a
positive reaction, the attacker moves right, i.e. asks for the transfer, with probability
0.726. A similar pattern holds at Ss, where the attacker either holds position (0.541 in
scenario (a)) or moves down towards the exit (0.613 in scenario (b)). The probability
given to moves that would leave the grid, such as Up in Sy, has the same effect as
Stay. The attacker’s behaviour is thus governed by the victim’s reactions: neutral
responses prolong the current state, negative ones force a retreat, and positive ones
enable progress towards the goal.

Table 4 Estimated action probabilities #(a | s, c) of the learned policy in each state. For S and
Ss, the two rows correspond to scenario (a), where the victim’s last reaction was not positive
(¢ =0), and scenario (b), where the victim has just complied (¢ = 1). Each row sums to one.

State Scenario Stay Up Left Right Down
S1 - 0.0135 0.9450 0.0029 0.0386 <104
g (a) e=0 0.5961 0.0811 0.0187 0.0680 0.2361
2 (b)e=1 0.0852 0.1793 0.0005 0.7260 0.0090
g (a)c=0 0.5409 0.0026 0.0644 0.0032 0.3889
3 (b)e=1 0.2792 0.0156 0.0023 0.0895 0.6134

4.2 Generative Adversarial Imitation Learning

In GAIL, the generator is the policy being learned: it produces state—action pairs
meant to resemble the attacker’s. The discriminator receives either pairs from the
attacker’s demonstrations or pairs produced by the policy, and must tell which
is which. Both sources therefore describe attacker behaviour, and neither of them
represents the victim.

Across 50 training epochs, the discriminator loss fell steadily, from about 1.35 to
about 0.5, while the generator loss rose from about 0.75 to about 1.4 (Fig. 6). At the
start, the discriminator loss is close to 2In2 =~ 1.39, the discriminator loss obtained
from Eq. (16) when Dy outputs 1/2 for every pair, that is, when it cannot tell the two
sources apart. Its decrease, together with the rise of the generator loss, shows that
the discriminator separated the generated pairs from the demonstrations more and
more easily. Within 50 epochs the policy therefore did not reach the attacker’s state—
action distribution, and the discriminator dominated the adversarial game, a known
balance problem of GAIL. These curves describe the quality of the imitation. Since no
legitimate behaviour enters the comparison, they cannot be read as a victim becoming
better at detecting phishing.

13



o8

..“.
og,
o
064 =" Glloss .."’l'".
-®- D_loss, a=0.001 b 2 T
0 10 n 1 @0 50

Epochs

Fig. 6 Generator loss (rising) and discriminator loss (decreasing) over 50 training epochs in GAIL,
with a discriminator learning rate of 0.001

We further examined how the reward responds to the learning rate (Fig. 7). In
GAIL the reward is derived from the discriminator’s output, read as its confidence
that a generated pair comes from the expert, and fed back to guide the policy. Raising
the learning rate increased the reward, meaning that the pairs generated by the policy
were judged closer to the attacker’s. Like the losses, this reward measures how well the
attacker is imitated and says nothing about the victim’s ability to detect the attack.

104

08

064

Reward

04

00

0.0 05 10 15 20
Learning Rate

Fig. 7 Reward as a function of the learning rate in GAIL; a higher reward means that the generated
pairs are judged closer to the attacker’s demonstrations

4.3 Discussion

Both algorithms shed light on attacker behaviour, but in different ways. Behavior
Cloning accurately reproduces the attacker’s actions in most states and is simple to
train, yet it is vulnerable to distribution shift and stumbles on the branching decisions
at Sy, a known weakness of supervised imitation. GAIL learns the policy by running
it in the environment rather than from the demonstrations alone, which in principle
limits distribution shift; in our runs, however, the discriminator kept the upper hand
over 50 epochs, so the imitation obtained with GAIL still needs to be improved.
Neither model is a fraud detector: the GAIL discriminator compares the learned policy
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with the attacker and never sees legitimate behaviour. What both models provide
is an estimate of the attacker’s strategy mg. Combined with Eq. (9), this estimate
can be used to study how a more cautious victim, for instance one with a higher
p(— | Sz2,-) after an awareness campaign, lowers the attacker’s chance of reaching S+.
These complementary views suggest that imitation learning is a viable, and arguably
more natural, alternative to reinforcement learning for characterising mobile money
phishing.

5 Conclusion and Future Work

We studied mobile money phishing through the lens of imitation learning, formalis-
ing the attacker—victim interaction as a four-state process driven by the attacker’s
actions and the victim’s reactions, and applying Behavior Cloning and GAIL to
attacker demonstrations. Behavior Cloning reproduced attacker actions well but was
limited by distribution shift and by the complex decisions at the exit state. In GAIL,
the discriminator separated the generated pairs from the attacker’s demonstrations
increasingly well, which shows that the imitation had not converged within 50 epochs;
since this discriminator compares the policy with the attacker, it does not model a
victim detecting phishing. These results point to imitation learning as a promising
tool for understanding, and ultimately countering, mobile money phishing. The main
limitations are the modest size of our demonstration dataset and GAIL’s known issues
of sample inefficiency, generator—discriminator balance, and reward definition. Future
work will address these by collecting a larger expert dataset, by estimating the vic-
tim’s strategy p from real complaint data so as to quantify the success probability of
an attack, by training detectors on both legitimate and fraudulent interactions, and
by exploring inverse reinforcement learning, which infers the reward function from
observed behaviour rather than requiring it to be hand-designed.
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