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Abstract—This research paper focuses on problems that
occur when replicating the database (DB) over large-scale
networks. In particular, the emphasis is on the decentralized
Peer-to-Peer (P2P) architecture. The motivation is based on the
trouble that arises when multiple processes need to
simultaneously access the same resource (replica/copy). Often,
updates made by refresh transactions from a peer group are
performed concurrently on a destination peer. This
phenomenon breaks the assurance of the proper execution of
transactions and corrupts resource, or make it inconsistent.
Therefore, this work proposes a token-based concurrency
control approach to serialize refresh transactions performed
concurrently by different peers on a copy of a Replicated
Database System (RDBS). The algorithmic method and the
circulating token ring topology made it possible to realize a
distributed mutual exclusion algorithm for transactions
serialization in a RDBS over a decentralized P2P network. After
an embryonic performance analysis, the result is promising.
(Abstract)

Keywords—Token-based concurrency control, Transaction
serialization, Mutual exclusion algorithm (MEA), Replicated
Database System (RDBS), Peer-to-Peer (P2P) Network (key
words)

L INTRODUCTION

Data replication is the only one strategy that ensures the
consistency, improves data availability, provide good
performance in terms of load balancing and response time in
Distributed Databases Systems (DDBSs) [1]. This distribution
strategy consists of storing replicas of the same DB in
geographically distributed and computer networked sites and
spreading updates from one or more sources toward one or
more targeted destinations [1], [4]. The main objective of the
replication is to maintain consistent replicas [2], [3]. Multi-
master replication is one of replication protocols that offers
good performance and availability benefits [4].

However, nowadays the P2P system applications
advancement is emergent. Typically, they require general
replication capabilities with different levels of granularity and
multi-master mode [5]. In these kinds of systems, each peer
can transfer updates to all others and several peers can update
the same replica [6], [7]. Therefore, in a RDBS, refresh
transactions serialization is a problem that deserves a special
attention because they always conflict each other. Concretely,
updates carried by refresh transactions, from different Peers
reach a destination site at the same time and attempt to be
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performed on the same time. This concurrent execution
always makes copies inconsistent [8].

The aim of this paper is to introduce a new mutual
exclusion algorithm to serialize the distributed refresh
transactions performed concurrently by different peers on a
copy of a RDBS over a decentralized P2P network. Thus, to
reach this purpose, the skeleton of this paper is organized as
follow: the first section has introduced by presenting the
context of this research as well as the status of the problem,
the second section review the related works, the third present
the proposed methodology, fourth section present the
performance analysis and finally the fifth section concludes
this study.

II. RELATED WORKS

In a RDBS environment, updates are data changes
performed to a primary site and what need to be forwarded to
secondary sites to always maintain the mutual convergence of
replicas [8], [9]. Thus, running transactions is the popular
technique used to achieve this. A transaction is a sequence of
read or write operations performed to a Distributed Database
Management System (DDBMS). It takes the DB from one
consistent state to another consistent state and it ends with
“commit”, the validation of all operations or “rollback/abort”,
the cancellation of all operations made by it [11], [12]. In other
words, forwarding updates is nothing else than reading new
data changes from a master copy and writing them to slaves.

However, DDBMSs must ensure that transaction
execution meets a set of properties that lead to the consistency
of Distributed Databases (DDB) and conveniently
summarized by Atomicity, Coherence, Isolation, Durability
(ACID), since when the execution is always concurrent [11],
[13]. Thus, several researches have already been undertaken
to solve the transaction concurrency control problem.
Concurrent execution without synchronization constraints
produces a number of problems who’s the most important are
loss of operations and improper readings. Thus, it is necessary
to fix a property determining a correct execution of
transactions completion: the serializability [14]. The
serializability is NP-Complete problem [15]. Transactions
concurrent execution is correct (produces the same result) if it
is equivalent to a serial running. Serialization is a strong
property that limits parallelism to execution and improve
performance [12].

However, in distributed computing systems several
solutions have already been proposed to this problem of



concurrent and collaborative execution between multiple
processes. Some approaches are those of serializing
transactions performed in DDBMSs while others are those
that comprehensively manage communication between nodes
in a network by advocating mutual exclusion of processes to
ensure sequential execution. Thus, first, we review some
existing algorithms for the serialization of transactions in
DDBMSs and thereafter this review will be extended to
networks mutual exclusion approaches to ensure sequential
execution.

A. Transaction serialization approaches

More than one transaction serialization algorithm, to
attempt to achieve the serial order execution, exist and we can
classify them by two tendencies [8], [15], [16], [22], [24]:

1) Pessimistic approach

It states that we cannot have a correct execution. We have
found two algorithms: Two-Phase Locking (2PL) and
Timestamp Ordering (TO) already implemented in most of
commercial DDBMSs.

a) Two-Phase Locking (2PL) algorithm

In an industrial way, the only solution implemented is the
locking approach. The 2PL algorithm is the oldest, and still
the most used, concurrency control method ensuring strict
serializability. Unfortunately, it is reputed to induce deadlocks
as well as rejections of transactions [17], [18].
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Fig. 1. Growing and shrinking phases in 2PL Protocol [8]

The 2PL is based on the locking of current read or write
tuples. The idea is simple: as illustrated in the Fig. 1, each
transaction wishing to read or write a tuple must first obtain a
lock on this tuple. Once obtained, the lock remains held by the
transaction that placed it, until this transaction decides to
release the lock. A lock is a state variable associated with an
object of the database and indicating its state with respect to
read/write operations [12], [13].

b) Timestamp Ordering (TO) algorithm

In order to maintain transactions serialization in a DDBSs,
apart from the Locking-based algorithm, there is a
Timestamp-based algorithm. With this technique, to maintain
the execution of transactions in serial order, on the
initialization of transactions, the transaction manager assigns
to each one a unique timestamp for its identification and for
transactions ordering [17], [18].

The main rule is enunciated as follow: suppose two
conflicting operations, which can be read or write SQL
commands in a transaction such that O; and Oy respectively
belonging to the transactions 7; and 7%, and ts, the Timestamp.
Oy is executed before Oy, if and only if ts(T}) < ts(Tx); in other
words, 7; would be the oldest transaction and T would be the
youngest. This protocol avoid completely deadlocks of

transactions because even if ts(T;)<ts(Ty), the transaction Tj
cannot rollback rather the operation Oy will be rejected and
the transaction manager would restart the whole transaction
with a new Timestamp [8].

The visible limitation of Timestamp Ordering (TO)
technique is that several restart of transactions influence
negatively the performance of the system. There are other
algorithms to attempt to improve this TO technique:
Conservative TO and Multi-version TO algorithms which
aims to reduce the number of transaction restarts [8], [15],
[16]. However, when one uses timestamp technique in
locking-based algorithm in order to improve the concurrency
level and efficiency, it emerges the Hybrid technique.

¢) Hybrid technique

This technique combines the advantages of 2PL algorithm
and TO algorithm, in other word the notion transaction lock
as well as the transaction timestamp. According to [8], this still
being a challenge, since this has never been implemented in
any commercial DDBMS. But some researches have already
been proposed in this way. So, [12], [13], [18] present a hybrid
algorithm: Wait-Die (WD) &Wound-Wait (WW). This
algorithm follows 2PL technique principals but overcome
deadlock problem by applying the TO technique rule.

2) Optimistic approach

It executes the transaction without constraints and at the
time of the validation one verifies if there are no conflicts with
the other transactions. The optimistic approach of the
concurrency control technique is appropriate in low conflict
systems because the validation of each transaction for
serialization, can reduce performance. In these cases, the
serialization test is adjourned just before validation because
the conflict rate is low and the probability of aborting no
serializable transactions is low as well [8].

Until today no research has yet attempted to implement the
2PL technique for the optimistic approach [15]. But according
to [8], it would be possible to design a technique lock-based
for this approach. Some of the proposed algorithms are
timestamp-based and some have already been extended to
DDBMSs [16]. One of them is Distributed Optimistic
Protocol (OPT) [12], [13], [17], [18]. It is a time-based
concurrency control algorithm that works by exchanging
certification information during the commitment. For each
data item, a read timestamp and a write timestamp are
retained. OPT can provide the possibility of serialization
under the restrictions imposed by two timestamps read and
write basically assuming here above. If the concurrency check
is not used, non-serializable execution orders can be generated
by concurrent transactions.

Apart from these two trends, there is also a network
technique for mutual exclusion to ensure sequential execution
between processes. It is necessary to review this technique to
understand how it works, as its improvement turns out to be
another way to ensure efficient serialization of transactions.

B. Mutual exclusion technique for sequential execution

This section clarifies the uniqueness problem and presents
an overview of the generic solution provided to the mutual
exclusion problem on the distributed architecture of a
network. However, we start with the key concept “critical
section”. In concurrent programming, a section is said to be
critical if its access by concurrent processes or threads results



in an inconsistent state. Usually, it results from a shared
resource. At any one time, at most one process is allowed to
activate in this section [19].

For this problem, the following requirements are set to
ensure the sequentiality or serializability of operations in a
critical section [20]:

1. At a time ¢, a single process occupies the critical section;

2. No order of priority is assigned to the processes, just as
the relative speed of the processes is not a decisive factor for
entering the critical section;

3. Stopping or suspending any process in the system must,
in no case block other processes;

4. At the simultaneous request of several processes, the
final selection must be done in a finite time.

By these rules, the atomicity of operations on a resource in
a critical section is guaranteed. We then speak of execution in
mutual exclusion. In this context, the keyword “lock” is also
often used. It reflects the notion of critical section associated
with an instruction block, in which a particular object is
affected by the locking. Physically, mutual exclusion is
achievable if interruptions are prohibited while a shared
resource is modified within the critical section [21].

1) Properties of mutual exclusion

The mechanisms of synchronization between processes
and mutual exclusion have been adopted in both parallel and
distributed environments long time ago. Different in their
architecture, these environments have in common that they
have concurrent processes. Thus, according to [19] and [20],
any algorithm that claims to ensure mutual exclusion must
respect the following properties:

Safety: nothing bad happens. No two processes can share
the critical section.

Liveliness: any process requesting a critical section must
be able to access it after a finite amount of time.

The algorithm has to protect itself against famines and
ensure fairness between processes. An algorithm is very fair if
it respects the order of arrival of the processes in decision-
making. To achieve this, a queue is made available to the
processes to serve them according to the FIFO (First In/First
Out) order. While low equity ensures that there is no famine,
it nevertheless admits that other privileged processes, which
enjoy higher priority, outstrip one process.

2) Deadlocking in distributed environments

Deadlock is the worst thing that can happen in concurrent
programming. This state reflects two mutually pending
processes. Processes stuck in this state are permanently stuck
[19], [22], [24]. In the literature, we have not found an
effective solution to this problem, because when a process
holds a resource in critical section, no one can force it to
release it. In a system with / processes, the interlocking takes
the form of a cycle in a wait graph according to the following
diagram: Let P = {po, pi...pi}, a set of processes such as: po
waits p; waits ... pi-1 waits pi waits po. Thus, to avoid
interlocking in a system with i competitive processes, the wait
graph must be acyclic. Among the possible strategies for an
algorithm to be free from this problem, we can cite the
deadlock prevention, deadlock avoidance and deadlock
detection [19], [22].

3) Taxonomy of distributed mutual exclusion algorithms

A very wide variety of mutual exclusion algorithms exist
to provide some solution to the growing problems of resource
sharing in distributed systems. The dissimilarity of distributed
environments and the paradigms exploiting them are major
factors leading to the evolution of these algorithms. These
algorithms immediately followed the progression of
architectures, to consider those based on sending messages as
well as those with shared memory.

According to [23] mutual exclusion algorithms are
categorized into two broad families: permission-based and
token-based ones. However, it exists very sparingly in the
literature. In this research, we are interested in the second
family of algorithms, those based on the passing of a token,
because of qualities offered by them. Given that, the existing
ones were developed not having from the outset the idea of
the serialization of the transactions in a RDBS, for what
concerns this research, we review only the generic algorithm
of their category.

4) Circulating token ring technique

In computer networking the circulating token ring
technique uses the “Token Ring” communication protocol
which defines the sequential order of sending messages by
nodes or processes [24], [25], [26]. This protocol is based on
the principle of turn-by-turn communication, i.e. every node
in the network has the opportunity to speak in its turn. Nodes
are connected to each other by means of the same ring [24],
[26]. This protocol uses a special packet of data called "token"
that moves around a ring in a loop from one node to another
to determine which computer has the right to issue
information. When a node is in possession of the token it can
issue for a specified time, after which it hands over the token
to the next node [24], [27]. In this way, the token as well as
the packet of data circulate around the ring to reach the node,
which is the destination, as illustrated in the Fig. 2.

Fig. 2. A logical ring constructed in software [24], [26].

However, when the ring is initialized, the node 0 receives
the token. Thus, in general way, when any node acquires the
token from its predecessor, it acknowledges receipt and
subsequently checks whether it needs to access the critical
section in order to manipulate the shared resource. If so, then
it does what is necessary, frees the resource, and passes the
token to its successor in the ring. As soon as the token is
released to the neighbour, the node is no longer allowed to



perform an operation on the resource using the same token. If
a node receives the token from its predecessor and is not
interested to enter the critical section to use the resource, it
simply passes the token to its successor. Therefore, when no
node needs to enter the critical section, the token simply
circulates around the ring. So, if one can imagine the case
where a node p; crashes, it will therefore be necessary for the
node p;.; to give the token to the node p;+; because when it tries
to give it to p; it would not acknowledge receipt.

Obviously, this algorithm is better for a stable network
whose nodes are always available and their configurations are
homogeneous in advance. But the difficulty remains possible.
Once a node decides to enter the critical section, at worst, it
will have to wait until all the other nodes access the critical
section so that it finally receives the token at the end. In other
words, when a node releases the token it automatically
becomes the last in the list. Another problem arises when the
token is lost; it should normally be regenerated. However,
detecting the loss of the token is difficult since the time of the
token's turn on the network is unlimited. Just because the
token has not been spotted for any length of time does not
necessarily mean that it is lost. A node that is still using it can
still hold it.

This algorithm also runs into trouble if a process crashes.
The recovery is easier than in the other cases because it is
required that a process receiving the token acknowledge
receipt. So a dead process is detected when its neighbour tries
to give it the token and fails. At that point the dead process can
be removed from the group, and the token holder can throw it
over the head of the dead process to the next member down
the line, or the one after that. Doing so requires that every node
maintain the current ring configuration. Still, in the P2P
network, the nodes do not always have the same
configuration. Hence the need to review this topology for its
adaptation to the characteristics of the P2P networks.

III. METHODOLOGY

A RDBS on a P2P network includes p peers and each peer
has a copy of the database. It can leave or join the network
anytime and its configuration is not necessarily same with that
of others. Peers communicate with each other by exchanging
messages and forwarding updates by transactions. Therefore,
transactions run according to a new circulating token
algorithm, which determine their serialization order. This
approach provides not only a new algorithm for managing a
circulating token ring topology that effectively take in
consideration characteristics of P2P networks, but it also
solves the problem of the worst time complexity when a
process decides to enter the critical section as it has to wait for
all other process to use the resource before it also get the
access on it. The other problems are those of token loss and
that of process crash. Moreover, it also provides a solution to
the problem of concurrency control between update
transactions.

The algorithms of two trends reviewed in the literature,
namely the pessimistic and optimistic tendency, have not been
up to solve effectively the concurrency control problem. So,
to hope to solve this problem using the ring topology with
circulating token, the worst time complexity when a process
decides to enter the critical section, the loss of the token and
the unavailability (crash) of the process deserve an effective
solution. Finally, the algorithm requires an adaptation that can

satisfies on the characteristics of P2P networks to work better.
Thus, with this new approach, it can also be given the privilege
to updates from certain sites considered more important.

A. New circulating token ring network topology

Assume a network consisting of 8 peers all networked. The
Fig. 3 below presents the decentralized P2P circulating token
ring network topology for a RDBS.

Fig. 3. Decentralized P2P circulating token ring network topology.

In this new approach, peers of a "token ring" type network
are not arranged in a loop, but are virtually connected to a
splitter called Multi-station Access Unit (MAU) which gives
successively "the word" to each of them [26], [27]. Reason
why, not as it is always done in the everyday circulating token
ring topology, in this case, the predefined order of getting or
releasing the circulating token is not necessary, because we
deal with a P2P network where a peer can or cannot be
available. So, the optimization policy is to give the token
directly to a peer which needs it instead of going through a
ring of peers while attempting to release the token to the next
peer. The probability that it be unavailable when of the token
release is of % or 50%; where ! is the next peer in the list and
2 the possibilities (presence/absence) for it to be or not to be
available when its predecessor wants to hand over to it the
token.

As the token is expressed in bit, this method minimizes the
“Ring Latency (RL)”, the time taken by a bit of the token to
go through the ring [26]. Typically, the RL is obtained by the
formula : RL= d/v+px*t, where d is the length of the ring, v is
the velocity of data in ring, p is the number of peers in ring
and 7 is the time taken by each peer to hold the bit before
transmitting it (bit delay). The term d/v is the propagation
delay (in sec) and pxtis the bit delay (in bits) [27].

Proofi: Let P = {p1, p2,. . .pn} be the set of processes, i.e. set
of participating peers such as cardinal of P, noted #P > 2.
Suppose that #P = n and that p;, an element of P wants to
release or hand over the token (for ex. to p; as it needs it). It
will first release it to pi+1 and pi+2 to pi+s... and pj.1 to pj. If piri
up to pj.1 are not available or do not need to enter the critical
section, then it will take a time T, (RL= T, the token release
time). T is obtained for the firt time by the calculation Ty =
tirn Tt + . Tt
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the time which must pass while some of these j-1 peers are
passing the token to the next one if it is available or to the next
to the next one if the next one is unavailable until to reach p;
that is available and needs the token.

Secondly, at the time of the token release by pi, suppose that
p; had already felt the need to get it. However, during its
passage from pi+i to pj-1, if some peers also had this same need,
then they will use the token before it reaches p; even though p;
wanted it before them. In this logic, the time T:the token can
take to reach py is calculated as follows: Ty = (€ + tiv1) + (e +
ti+2) +...+ (8 + tj.l),

j-1

Tr1=zs+ti @)

i=1
where “e” is the time that a peer p; in the sequence from pi+

to pj-1 may have taken in accessing the critical section before
p; when it even felt the need to get the token after it.

Proof:: Based on the illustration given above, suppose that p;
needs the token and the token is owned by pi+1. With #P = n,
the time T, (in this case RL= T,, the token getting time) will
be obtained at the first time by Tg1 =tis1 + tio +... +ta +t1 +
th+... + i+t

=Y g
i=i+1

We can also add the following possibility: among those peers
to whom the token must circulate, while p; has felt the need to
get it before them, a certain peer p, may also feel its need even
after p;. Well in this case, when the token is in its possession,
it will take a more time "0" for it to access the critical section
before releasing the token. Hence, the time T, (RL) deviates
Ta =@ +te) +(O+twa) +... + (O +t) +(O+t)+... + (0 +

ti) + (0 + 1),
i
Tg1 = Z 9 + ti (4)

i=i+1
with 6 the probable time that a peer p. of this suite may have

experienced the need of the token after p;, may take to enter
the critical section before releasing the token.

Correctness: These anomalies deserve a method, which
minimizes the time T & g i.e. the RL. That is why to manage
the two crucial events, namely releasing or handing over and
getting the token, in order to serialize efficiently refresh
transactions in P2P replication, the algorithms have been
designed.

1. With this new approach, in the set P so the #P = n, the
token is released directly to p; as the one that needs it on
time Tr=t; and p; will give it to px that will need it after
him on another time t;; then T,= t; and so on.

T,=t 5)

Only two conditions are observed: in the best case, p; has
to be the first privileged/unprivileged peer and its request
time less than those of others requesting peers. In the worst

case, pj can be a last privileged/unprivileged peer and its
request time greater than that of others. So, the running
time becomes

To=u+t ©

I3

where “p” is the duration that elapses when testing
alternatives privileged/unprivileged and on which time
requesting peers requested the token. So, T: deviates
minimized because T < Tri.

2. Similarly, to get the token, in the best case, it takes a time
Tq = ® + t; because p; will has to find the token directly at
pi+1 and place its request directly there.

In the worst case the token being at p;.; there will be a time
ng = (tj+1 thot. . tthh+tt+ta+.. + tj_z) + ((D + tj_l),

j-2
Tyo = z ti |+ (o+t_,) ®)
i=j+1

in all cases with w the time that pjplaces its request at p;+|
or pj1 and pj+2 or pj1 hand-over the token to p;. However,
the time o, is a duration that elapses when p; is introducing
the token request to pj.1 or to pj+1. So, Ty is minimized
because Ty < Tgi.

Thus, before presenting our entire approach in a purely
algorithmic language, the following management standards
allow us to specify the new model of data and processing:

1. A P2P replication system updates all databases of all
participating peers. Before running the synchronization for the
first time, the administrator must first initialize the system;

2. To enter the critical section in order to update databases
of the participating peers, a coordinator peer must have the
token conferring to it the status of the master. And all others
at that moment become slaves. The flow of this token on the
topology is managed by specific methods, algorithm 1, 2, 3
and 4, which successively determine available peers, how a
peer can get the token and how it can realise it;

3. To get the token, a peer must send a request on the
network to identify the peer that owns it. As soon as found, it
submits a token request to the current token owner. Else, it sets
its status as token owner because if no peer owns it, it is
directly supposed that the last owner has released it when no
one did not request it or it goes down or crashes;

4. Once a peer gets the token, it can run the
synchronization. This synchronization consists of spreading
its updates to other peers. These updates consist of all write
transactions executed by the user's application;

5. When the synchronization process ends, the token is
given to another participating peer, which has requested it, or
itis released if any peer has not requested to the current owner.
Among the peers that have requested, the token is given to the
one which has a privilege and whose date and time of
application is minimum or old among those of the privileged
applicants. Otherwise, if no privileged peer has requested, the



token is given to an unprivileged peer whose date and time of
request is minimum or old among the non-privileged.

These standards are of paramount importance for
implementing this new approach. Nevertheless, although in
this work the study is limited to the analysis of the theoretical
temporal complexity. The new approach is illustrated fully
algorithmically.

B. New circulating token ring algorithm

It is already known that P = {pi, p2,. . .pn}, is the set of
processes, i.e. the set of participating peers such as cardinal of
P, noted #P > 2. Elements of the set P are divided in 2 subsets:
privileged peers, noted P* = {pPy, pP,,. . .pP»} and unprivileged
peers, noted VP = {®py, "pa,. . ."pn} so that PP U YP =P. Let also
suppose that P2 is the set of available processes such as #P4 <
#P and PY is the set of unavailable processes such as #PV < #P.
A peer p? is available if and only if its connection returns a
“true” value; else, it is noted p"j i.e. unavailable peer. We can
therefore define the sets PA = {p?, p%,. . .p%}, PY = {p®, p“..
. .p%} and denote that P* ¢ P; PV c P and PA U PV =P. The
RDBS on a decentralized P2P network is defined as follows:
let C= {ci, C2,. . .Ca} be a set of copies of the completely RDB
and respectively on the peers of the set P. For each p; € PA, p;
can change the state at a given moment: it can be denoted by
Pm, @ master peer, when its token possession status variable
has a “true” value; otherwise, it is noted s; and qualified as a
slave peer. So then, 3 s € PS, PS = {s), s2,. . .8} is a set of slave
peers, therefore peers whose token possession status variable
contains the “false” value. We can therefore denote PS c PA
and { pm } U PS=PA, Table 1 summarizes key notations used
in this modeling.

Table 1: Summary of key notations.

Symbol Meaning

P a set of peers (processes or nodes)

pi a peer belonging to the set P

PP a set of privileged peers

phi a privileged peer

up a set of unprivileged peers

“pi an unprivileged peer

PA a set of available peers

P4 a peer belonging to the set PA (an available peer)

PV a set of unavailable peers

Pl a peer belonging to the set PY (an unavailable
peer)

Pm a peer belonging to the set P but
owning/receiving the token (a master peer)

PS a set of slave peers

Si a peer belonging to the set PS (a slave peer)

C a set of copies of the DB replicated over the P2P
network

nVP number of unprivileged peer

nTy number of token request

Thus, the serialization of transactions is managed by these
new procedures: algorithm 1 for identifying available peers.

Algorithm 1. P2P identifying available peers
Input: P: a set of peers (processes or nodes)
Output: PA : a set of available peers
begin
1: select * from P (all peers)
for (i — Oto #P—1) do
if (pi. ConnexionStatus = “True”) then
pi-Availability < “True”
else
pi.-Availability < “False”
end if
end for p;
return P* a set of available peers
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end

After having a set/list of available peers i.e. connected
processes or nodes, the following procedure is to get the token
from them, thus the algorithm 2.

Algorithm 2. P2P getting the circulating token

Input. P* : a set of available peers

Output: a Token request success message or a Token
possession “True” status

begin
1:  select * from P (all available peers)
2:  for (i 0to #P*— 1) do
3: select TokenPossessionStatus from p*;
4: if (p°i. TokenPossessionStatus = “True”) then
5: send TokenRequest to p?
6: return a Token request success message
(end for i)
end if

if (i = #P* — ) then
pm-TokenPossessionStatus «— “True”
0: pm.TokenReceptionDateTime «— now()
return a Token possession “True” status
11: end if
12:  end fori
end

=9 * X

As soon as a peer of the ring gets the token it takes the
status of the master (pm). Then it can execute the refresh
transactions. As a result, all of them performed by pm are
accepted because it is the only one to propagate its updates at
the time. Therefore, there is no rejection due to conflicts
between refresh transactions. pm possessing the token has the
permission to execute a transaction to broadcast updates and
bring the data of other elements of the set P* to the
convergence. If pm own the token, as soon as it finishes
spreading its updates to other ps, it releases the token and after
placing a token request at pm any p; may get it in a random
manner. For an any p; € P to be a potential candidate to receive
the token form pm, its request must have the minimum date
and time of all requests received by pm; or it must have a
privilege but also still have the date and time minimum of all
requests of privileged peers (p®;) received by pm. In the latter
case, if there is no peer that requested the token, pm must
release it so that when a peer wants to propagate its updates
take it, according to the instructions of the algorithm 3 and 4.



Thus, algorithm 3 here below, describes the token release
process.

Algorithm 3. P2P releasing the circulating token

Input: P* —py, : set of available peers except the master
Output. nothing

36: if (i = #P1 - 1) then

37: pm.TokenPossessionStatus «— “False”
38: pm.-TokenReleaseDateTime «— now()
39: end if

40: end if

41:  end fori

end

begin
1: select * from P (all available peers) except pm
2: n'P « 0
3: nTq 0
4: for (i — 0 to #P1— 1) do
5: select TokenRequest from s;
6: if (s;. TokenRequest = “True”’) then
7: nTq«—nTq+1
8: if mUP > () then
9: if (s;. PrivilegeStatus = “True”) then
10: if (si. TokenRequestDateTime = Min(s;.
TokenRequestDateTime)) then
11: //call P2P update releasing the
circulating token procedure
updateReleasing Token(pm, si)
12: end for i
13: else
14: Continue (i — i+ 1)
15: end if
16: else
17: if (i = #P1— 1) then
18: if (5. TokenRequestDateTime = Min(s..
TokenRequestDateTime)) then
19: //call P2P update releasing the
circulating token procedure
updateReleasing Token(pm, si)
20: end for i
21: else
22: n'P «—n"P +1
23: i——1
24: end if
25: else if (i < #P1 — 1) then
26: Continue (i —i+ 1)
27: end if
28: end if
29: else
30: if (s;. TokenRequestDateTime = Min(s;.
TokenRequestDateTime)) then
31: //call P2P update releasing the circulating
token procedure
updateReleasing Token(pm, si)
32: end for i
33: end if
34: end if
35: else

For the best readability and the concision of the algorithm
3, there is a procedure as subroutine, the algorithm 4 to update
releasing the circulating token returning a Token realising
success message.

Algorithm 4. P2P update releasing the circulating token
Input: py, : a peer belonging to the set P but owning the
token (a master peer)
si: a peer belonging to the set P (a slave peer)
Output: a Token realising success message
begin

1: pm.TokenPossessionStatus < “False”

2: pm.TokenReleaseDateTime «— now()

3: si.TokenPossessionStatus «<— “True”

4. si. TokenRequest «— “False”

5: return a Token realising success message
end

The token ring network topology having been combined
with the decentralized P2P architecture has made it possible
to achieve the new circulating token ring technique adjusted
to the characteristics of P2P networks. This new approach is
designed for serializing refresh transactions. What should
follow in the next lines is to analyse the performance of this
new approach and to compare it with existing ones.

IV. PERFORMANCE ANALYSIS

This performance analysis aims to present the following
two aspects:

(1) The comparative study of the Ring Latency (RL) of the
new approach (P2P Distributed Mutual Exclusion Algorithm
“P2P-DMEA”) with the existing Token Ring Algorithm
“TRA”. Starting from a simple random sampling, we would
like to illustrate the worst and the best cases of the RL of the
two approaches;

(2) The performance of the new transaction serialization
algorithm (P2P-DMEA) comparatively to the Distributed
Two-Phase Lock (D2PL) currency control implemented in the
most of DBMSs.

Let us assume a P2P network consisting of 12 peers and a
random sample of token release and token getting times in
milliseconds (ms) presented in the Table 2 as follows:

Table 2: Token release and getting time sample data.

Obs. 1 2 3 4 5

6 7 8 9 10 11 12

ti 8 8 8 8 8 8 8 8 8 8 8 8
€ 8 9 10 8 6 5 4 9 10 5 4 3
poo25 25 25 25 25 25 25 25 25 25 25 25
0 7 13 19 25 5 9 18 13 12 18 11 10
o 0 0 0 0 0 0 0 0 0 0 0 12




From this sample presented in Table 2 above, it is first
presented the comparison of the Ring Latency (RL) i.e. the
efficiency between the P2P-DMEA and the TRA based on the
mathematical models that successively determine the token
release and the token getting time.

A. Efficiency of the circulating token ring topology

Two models of the token release (Tr) and the token getting
(Tg) time have been successively compared:

- Tr;: models 1 (for the best case) and 2 (for the worst case)
and Trz: models 5 (for the best case) and 6 (for the
worst case);

- Tgi: models 3 (for best case) and 4 (for the worst case) and
Tgo: models 7 (for the best case) and 8 (for the worst
case).

To carry out the efficiency analysis, based on the
calculation of the execution time according to the sample data
presented in Table 2 above, the execution times are presented
and plotted successively in the Table 3 and in the graphs of
Fig. 4 as follow:

Table 3: Results of the efficiency analysis based on the models of the execution time.

Obs. 1 2 3 4 5

6 7 8 9 10 11 12

Tri (1) 8 16 24 32 40

T2 10 27 45 61 75
Tr2(5) 8 8 8 8 8
Tr2(6) 10,5 10,5 10,5 10,5 10,5

Tgi (3) 8 16 24 32 40
Ter(4) 16 40 56 72 88
Te:(7) 8 8 8 8 8

Tg: (8) 8 16 24 32 40

48 56 64 72 80 88 96

88 100 117 135 148 160 171
8 8 8 8 8 8 8
10,5 10,5 10,5 10,5 10,5 10,5 10,5
48 56 64 72 80 88 96
104 120 136 152 168 184 200

8 8 8 8 8 8 20
48 56 64 72 80 88

108

All the basic factors remaining unchanged, the models of
the token release time (models 5 and 6) and the token getting
time (models 7 and 8) for the new P2P-DMEA prove to be
efficient.

Looking at the results obtained in the Table 3, after
submitting the sample of data presented in Table 2 to models
(equations) 1 to 8, the observation is that the RL of the TRA
is increasing. Thus, when the number of peers increases, the
RL also increases. This can be seen from lines Tr; (1) and Try
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=
% 0
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Number of paers
—Trl{l) ——Trl(2) ——Tr2(5) T2 (6)

(2) for the token release and lines Tg; (3) and Tg; (4) for token
getting in Table 3.

While with the new P2P-DMEA the RL is identical
regardless of the number of peers. This is described from lines
Tr; (5) and Tr, (6) for token release and Tgy (7), of the same
Table, for token getting, for the best case. However, Tg, (8)
for the worst case of token getting, the RL is increasing but
lower than that of the worst case of the token getting of the
TRA (Tg: (4)). This same analysis can be read in the graphs
of the Fig. 3.
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Fig. 4. Effectiveness of the token release (/eff) and the token getting (right) for the new P2P circulating token ring topology.

The illustrative curves of the token release and token
getting time in the TRA are growing while those of the P2P-
DMEA are almost parallel to the abscess axis, i.e. the token
release time and the token getting time are equivalent for all
peers. Except the curve of the token getting in the worst case

for the new P2P-DMEA. Even if Tg, (8) is increasing but it is
not higher than Tg; (4), the worst case of the token getting for
the TRA. On these graphs of the Fig. 4, this is clearly
observable with the different illustrative curves: for all cases,
visibly Tr> < Trjand Tg, < Tg:.



Subsequently, this study must be extended to the
comparative analysis of the theoretical time complexity of the
algorithm.

B. Efficiency of the circulating token ring algorithm

To analyse the efficiency of an algorithm, the
experimental method is frequently used. However, although
valuable, experimental analysis has limitations because it does
not allow analysing a particular algorithm without performing
experiments on its execution time. Thus, in this work, the
more analytical approach consisting in counting the high-level
primitive operations of the pseudocode has been adopted,
independently of the implementation programming
languages. This method consists of a model of a Random-
Access Machine (RAM) [28].

A primitive operation corresponds to a level instruction
with an execution time that depends on the hardware and
software environment but is constant. Instead of trying to
determine the specific execution time of each primitive
operation, we simply count the number of primitive operations
executed and use the number ¢ as a high-level estimate of the
algorithm's execution time.

This number of operations has been correlated to a real
execution time in a specific hardware and software
environment, because each primitive operation corresponds to
a constant-time instruction, and there is only a fixed number
of primitive operations. The implicit assumption in this
approach is that the execution times of the different primitive
operations are identical. Therefore, the number, ¢ of primitive
operations that our algorithms perform is proportional to the
real execution time of these algorithms.

1) The new P2P-DMEA complexity models

The new P2P-DMEA has two phases: the circulating token
getting phase, executed by algorithms 1 and 2, and the
circulating token releasing phase executed by algorithm 3,
which in turn calls the algorithm 4. Between these 2 phases
the processes owning the token can accesses the shared
resource or data.

Here are the time complexity models for the new P2P-
DMEA, circulating token getting phase:

- Algorithm 1 (P2P identifying available peers): O(n),
where n is the number of peers (processes or nodes)

- Step 1: O(n) to select all peers

- Steps 2-8: O(n) to iterate over the peers and check their
connection status

- Algorithm 2 (P2P getting the circulating token): O(n),
where n is the number of available peers

- Step 1: O(n) to select all available peers

- Steps 2-12: O(n) to iterate over the available peers and
check their token possession status

Here are the spatial complexity models of the new P2P-
DMEA, circulating token getting phase:

- Algorithm 1: O(n), storing available peers
- Algorithm 2: O(1), storing the token
Total complexity for the token getting phase:

- Time complexity: O(n) + O(n) = O(2n) = O(n)
- Spatial complexity: O(n) + O(1) = O(n)

The total complexity of algorithms 1 and 2 is therefore
O(n) in terms of time and space.

Here are the time complexity models for the new P2P-
DMEA, circulating token release phase:

- Algorithm 3 (P2P releasing the circulating token): O(n?),
where n is the number of available peers

- Step 1: O(n) to select all available peers except the master
(since it holds the token)

- Steps 4-41: O(n) to iterate over the available peers and
check their token request status in order to release the
token to one of them according to the success of different
conditions

- Steps 11, 19, 31: O(1) to call the updateReleasingToken
procedure (algorithm 4)

- Algorithm 4 (P2P update releasing the circulating token):
O(1), constant operation

Here are the spatial complexity models of the new P2P-
DMEA, circulating token release phase:

- Algorithm 3: O(n), storage of available pairs and token
queries

- Algorithm 4: O(1), storage of the token

Total complexity for the token releasing phase.
- Time complexity: O(n?) + O(1) = O(n?)
- Space complexity: O(n) + O(1) = O(n)

The total complexity of algorithms 3 and 4 is therefore
O(n?) in terms of time and O(n) in terms of space.

Thus, Table 4 presents the models obtained after analysing
the theoretical time and space complexity of the new P2P-
DMEA.

Table 4: Models of the theoretical time and space
complexity of the new P2P-DMEA.

Algorithm Time Space
phases complexity complexity
1 O(n) Om)
2 O(n) o(l)
Total complexity 0O(2n) = O(n) O(n)
token getting
phase
3 om?) O(n)
4 o(l) o(l)
Total complexity O(n?) O(n)

token releasing
phase

2) The D2PL complexity models

Likewise, D2PL algorithm has two phases: the growing
phase and the shrinking phase. The growth phase is the phase
during which a transaction acquires locks and enters the
critical section (accesses the shared resource or data), and the
shrinking phase is that during which it releases the locks and
exits the critical section.



The complexity of the growing phase for the D2PL
algorithm is:

- Time complexity: O(k *(m + n)), where k is the number of
transactions, m is the number of locks requested and n the
number of participant nodes. The growth phase consists of
acquiring the locks necessary for the transaction. Each
lock is acquired in constant time, so the complexity is
linear with respect to the number of locks requested.

- Space complexity: O(k + m), where k is the number of
transactions and m is the number of locks requested. The
growth phase requires storing the acquired locks and
pending transactions.

The complexity of the shrinking phase for the D2PL
algorithm is:

- Time complexity: O(k*(m + n)), where k is the number of
transactions, m is the number of locks held and n the
number of participant nodes. The shrinking phase consists
of releasing the locks held by the transaction. Each lock is
released in constant time, so the complexity is linear with
respect to the number of locks held.

- Space complexity: O(k + m), where k is the number of
transactions and m is the number of locks held. The
shrinking phase requires storing the held locks and
pending transactions.

Since a node cannot execute more than one transaction at
a given time, the term "£" in these complexities models
presented in Table 5 bellow, which is the number of
transactions, symbolizes as well “n” the number of peers.
Thus, the same Table 5, presents the models obtained after
analysing the time and space complexity of the D2PL
algorithm.

Table 5: Models of the time and space complexity of the

D2PL algorithm.
Algorithm Time Space
phases complexity complexity
Growing phase O(k*(m + n)) O(n + m)
Shrinking phase O(k*(m + n)) O(n +m)

It is important to note that complexity can vary depending
on the specific implementation and system characteristics,
such as network topology and lock management policy.

Factors influencing complexity:
- Number of concurrent transactions;
- Number of locks held per transaction;
- Lock management policy (e.g., FIFO, priority, etc.);
- Network topology and communication latency.

In general, the growing and the shrinking phases of the
D2PL are considered to have reasonable complexity for
medium-sized systems, but it can become a bottleneck for
large systems or those with high concurrency, like P2P
networks.

3) Efficiency comparison

Consider a P2P network consisting of a set P of peers
whose cardinality, denoted #P € [2, n], is determined
randomly by the concurrent participants, selected from 12
scenarios. Let us assume 7 a random sample of participating
peers. Let also m = 10 be the number of locks held by each
peer that has executed a transaction n. As the methodology for
analysing the efficiency of algorithms aims to associate with
each one a function f{n) or the number ¢ which characterizes
the execution time as a function of the input size n, Table 6
presents the results of the efficiency (of the running times in
milliseconds (ms)) comparison between the new P2P-DMEA
and the D2PL.

Table 6: Results of the efficiency analysis based on the running time complexity models.

Obs. 1 2 3 4 5 6 7 8 9 10 11 12
Number of participating

peers (1) 11 23 35 47 59 71 83 95 107 119 131 143
P2P-DMEA token getting

phase (in ms) 11 23 35 47 59 71 83 95 107 119 131 143
P2P-DMEA token

releasing phase (in ms) 121 529 1225 2209 3481 5041 6889 9025 11449 14161 17161 20449
Number of transactions 11 23 35 47 59 71 83 95 107 119 131 143
Number of locks

requested by a transaction 110 230 350 470 590 710 830 950 1070 1190 1310 1430
Number of locks held by a

transaction 110 230 350 470 590 710 830 950 1070 1190 1310 1430
D2PL Growing phase (in

ms) 1221 5313 12285 22137 34869 50481 68973 90345 114597 141729 171741 204633
D2PL Shrinking phase (in

ms) 1331 5819 13475 24299 38291 55451 75779 99275 125939 155771 188771 224939

The results presented in Table 6 above, successively for
the two approaches, the new P2P-DMEA and D2PL
algorithm, lead to the following observations:

- Between the time complexity model of the token getting
phase of P2P-DMEA and the growing phase of the D2PL
algorithm, both phases during which a peer excludes
others to access the shared resource, there is a clear



difference in performance. Looking at the results in the
Table 6, one can realise that the token getting phase of
P2P-DMEA is more efficient than the growing phase of
the D2PL algorithm. The same is observable in the graph
(left) of Fig. 5. The curve (in blue) of the token getting
phase of P2P-DMEA is almost parallel to the abscess axis,
meaning it has a very shallow slope, while that (in yellow)
of the growing phase of the D2PL algorithm is increasing;
Hence its steep slope.

- Since the P2P-DMEA token release phase model has
quadratic time complexity, its execution time is much
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50000

Running time (in ms)

[

1 2 3 4 5 & 7 & 9
Number of peers

10 11 12

——P2P-DMEA token getting phase D2PL Growing phase

higher but it does exceed that of the D2PL algorithm’s
shrinking phase. The result presented in the Table 6 proves
this, and it is also observable in the graph (right) of Fig. 5.
The curve (in blue) of the P2P-DMEA token release phase
has a slow exponential growth compared to the curve (in
yellow) of the D2PL algorithm's shrinking phase which
shows a much steeper growth slope. Therefore, the P2P-
DMEA token release phase is more efficient than the
D2PL algorithm's shrinking phase.
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Fig. 5. Efficiency comparison : P2P-DMEA token getting vs D2PL Growing phase (/eff) and P2P-DMEA token release vs D2PL shringi phase (right).

In conclusion, we can therefore state that the D2PL
algorithm has a higher time complexity than the P2P-DMEA
algorithm. However, it is important to note that the D2PL
algorithm is more robust and reliable than the P2P-DMEA
algorithm because it uses a locking mechanism to ensure data
consistency. However, it remains inefficient in the context of
large-scale networks such as the P2P architecture. Thus, the
P2P-DMEA algorithm outperforms the D2PL algorithm in
terms of time complexity, although the D2PL algorithm is
more robust and reliable on small networks.

V. CONCLUSION

This article proposes a new algorithm for serializing
update transactions in a replicated database environment over
a decentralized P2P architecture. Performing data replication
on a decentralized P2P network, frequently updates made by
refresh transactions from different peers reach a destination
peer at the same time and are performed concurrently. This
illustrated scenario is a problem that break the insurance of the
consistency and availability among replicas. To solve this
problem and to achieve the goal of this research, the
algorithmic method combining with the token ring network
topology allowed creating a new circulating token algorithm
adapted on the P2P system. Based on the analysis of its
theoretical temporal complexity, a comparative study was
carried out between the new approach and the existing
approach. This study revealed that the new approach
effectiveness was promising.

However, our approach did not take into account the
aspect that when a peer transfers the token to another on the
requestor list, they should normally pass the list of other
requesters remaining with the new beneficiary; in such a way
that it too when it surrenders, it chooses the one which fulfils
the conditions.
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