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Abstract

Civil-avionics multi-core integration is regulated by DO-178C and FAA Advi-
sory Circular AC 20-193 with its EASA counterpart AMC 20-193, all of which
require the applicant to identify and bound multi-core shared-resource interfer-
ence. On the AMD64 reference configuration considered here, the shared last-level
cache (LLC) is the interference channel analyzed in detail, and hardware way-
partitioning alone does not bound the hypervisor’s own LLC footprint. The
assumed platform is a Type-1 static-partitioning Xen configuration on AMDG64
that uses Xen temporal isolation together with LLC cache coloring across guests
and the hypervisor itself. Combined with the publicly-documented Xen safety-
certification program as hypervisor-element evidence and a lean, model-based
DO-178C / DO-331 workflow for hosted applications, the argument provides a
candidate platform-evidence structure for a DAL-B applicant program, subject



to authority concurrence, program-specific timing closure, COTS hardware assur-
ance, and hosted-application DO-178C evidence. We give objective-by-objective
coverage for AC / AMC 20-193 and the multi-core-touched subset of DO-
178C Annex A; identify DAL-A gaps; and ground the argument in a concrete
UAS partition configuration. The certification mapping presented here is one
input to an applicant program’s certification package; authority concurrence and
hosted-application DO-178C evidence remain program responsibilities.

Keywords: AMD64, DO-178C, AC 20-193, DAL-B, Cache coloring

1 Introduction

Civil-avionics programs increasingly consolidate mixed-criticality workloads on multi-
core system-on-chips: integrated modular avionics (IMA) partitions of different
assurance levels, UAS autopilots that combine control with perception and mission
computing, and UAM vehicles that place flight control beside general-purpose com-
pute. The available compute platforms now include AMDG64 alongside prior-generation
embedded ISAs. DO-178C [22], FAA AC 20-193 [6] and EASA AMC 20-193 [2] require
two platform preconditions for this setting: bounded multi-core interference and a
platform-level safety case for the hypervisor element.

For the reference configuration considered here, both preconditions are tied to
public technical artifacts. The assumed temporal-isolation platform is a Type-1 static-
partitioning Xen hypervisor on AMD64 with LLC cache coloring enabled (Section 3):
the LLC is partitioned at page granularity, each guest is assigned a disjoint color set,
and the hypervisor itself is bound inside a disjoint color set — its text, data and
order-zero heap relocated at boot so that hypervisor execution does not evict guest
cache lines. These platform properties are treated as configuration assumptions for
the certification mapping.

The second precondition — a safety case for the hypervisor element — may be
supported by reusing element evidence produced for the hypervisor independently of
the applicant’s own DO-178C effort, so the two evidence sources must be kept distinct.
The airborne software in this paper is assessed against the DO-178C design assur-
ance levels (DAL-A to DAL-E). Separately, the Xen hypervisor element is the subject
of a publicly-documented safety-certification program [28, 33] that is producing a
hypervisor-element artifact set — software safety requirements, software architecture,
a hazard and operability analysis (HAZOP), a failure modes, effects and diagnostic
analysis (FMEDA) and an element safety manual (ESM) — which an avionics appli-
cant may reuse as element evidence for the hypervisor. The Xen Project marks its
safety requirements as experimental and maintained on a best-effort basis [34]. This
element evidence is distinct from, and not a substitute for, the DO-178C objectives
the applicant owns; Section 6.1 sets out how it enters the DAL-B argument.



1.1 Certification-evidence reuse within the P100 Series

Certification-evidence reuse is governed by FAA AC 20-148 [4]: artifacts produced for
a specific processor can be reused for subsequent applications on the same processor.
Subject to the per-program impact analysis required by AC 20-148, an applicant could
propose reusing the certification mapping on AMD Ryzen AT Embedded P100 Series
processors (Section 3), provided that the same firmware options are used.

Contributions.

The paper makes three certification-methodology contributions.

1. It gives objective-by-objective coverage tables against FAA AC 20-193 with its
EASA counterpart AMC 20-193 (Section 4), and the multi-core-touched subset of
DO-178C Annex A (Section 5) for an AMD64/Xen temporal-isolation platform
using LLC cache coloring.

2. It outlines a DAL-B applicability argument for the reference configuration
(Section 6.1) and a concrete gap analysis for DAL-A (Section 6.2).

3. It extends the lean DO-178C/D0-331 model-based software development workflow
of Dmitriev et al. [1] to AMD64 multi-core platforms (Section 7) and presents a
concrete partition-configuration example.

The validity of the certification argument does not rely on any specific mea-
sured timing value (Section 6.1): the application-layer timing analysis of Saleab et
al. [26] supplies the quantitative timing evidence, while the present article supplies
the objective-level certification mapping for one specified AMD64/Xen configuration.

Scope and non-claims.

For the avoidance of doubt, the claim is narrow: the AMD64/Xen temporal-isolation
platform described in Section 3, together with the publicly-documented Xen safety-
certification program [28], defines candidate platform inputs for evaluating one AMD64
configuration under the robust-partitioning verification path of AC 20-193 §5.5.
Tables 2 and 3 map those inputs to the relevant objectives; Table 4 states what a
DAL-A claim would still require; Table 5 separates platform, applicant and authority
responsibilities; and Section 7 shows where the three platform hooks enter the lean
DO-178C/DO0-331 workflow. Figure 1 summarizes this storyline.

Regulatory need Platform Objective mapping Applicant use
bounded MCP Xen temporal iso- AC/AMC 20- PSAC, SCM base-
interference lation on AMD64 193, DO-178C line, timing closure

/

Non-claims
no certification grant,
no DAL-A closure,
no product warranty

Fig. 1 Self-contained argument map. The article first defines the certification need, then states
the AMD64/Xen platform, maps that platform to the relevant multi-core objectives, and separates
applicant-owned evidence and non-claims. The diagram is methodological and does not assert certi-
fication approval for any aircraft system or product.



We do not claim:

® that any aircraft system is hereby certified;

® that an applicant program has obtained DER or CVE concurrence on the present
argument;

e that the DAL-A gap is closed by this article;

e that AT / ML workloads on the integrated graphics unit are treatable today
(Section 8, F4);

® that cache coloring is the only mechanism that can support a DAL-B argument on
AMDG64 — Table 1 (Section 3.1) enumerates the alternatives;

e that a Type-1 hypervisor, or Xen specifically, is the only way to obtain robust
partitioning on AMD64 — bare-metal deployments and other hypervisors can also
use hardware way-partitioning, as Table 1 records; or

e that the hosted-application DO-178C evidence is contributed by the platform (it
remains the applicant’s responsibility at any DAL).

This article is a certification-methodology contribution; four of the authors are
employed by AMD, and the article is written in their personal academic capacity,
not as an independent product assessment. No statement herein is a representa-
tion or warranty by AMD or any silicon vendor that an AMDG64 product is fit for
safety-critical airborne use. Consistent with industry practice for COTS multi-core
processors, the applicant program addresses the silicon in accordance with the COTS-
component usage guidance of DO-254 §11.2 (and §11.3 where applicable) together
with AC 20-152A §6 (Section 6.2, gap G5).

2 Regulatory and literature context

2.1 DO-178C timing evidence and the multi-core gap

DO-178C [22] defines the software design assurance levels and the Annex A objectives
used by civil-avionics applicants; DAL-A programs satisfy all 71 objectives, DAL-B 69
and DAL-C 62. Its timing objective assumes that executable object code can be shown
to meet its high-level timing requirement. On a single-core target, a task’s worst-case
execution time (WCET) is bounded in isolation and worst-case response time (WCRT)
adds the scheduler and interrupt terms. On a multi-core target, that argument requires
shared-resource isolation: co-resident software can inflate the memory-access penalty
through the shared LLC, DRAM, TLB, interconnect and interrupt paths. That this
interference is a first-order threat to multi-core timing predictability is well established
in the real-time and certification literature [8, 18]. The application-layer studies of
Saleab et al. [25, 26] quantify this effect specifically on UAS flight code and map it to
DO-178C timing evidence.

The reference configuration of Section 3 therefore separates the WCRT input into
three platform terms. Cache coloring bounds the LLC contribution by assigning each
partition and the hypervisor itself a disjoint color set. The Xen null scheduler removes
preemption between hosted partitions in the reference configuration. IRQ-delivery
latency is treated as an empirical term that the applicant bounds for its own platform
and stress model. For DAL-A and DAL-B flight compute, periodic tasks released at



typical 50-1000 Hz flight-control-loop rates [29] must complete within their deadlines
on every iteration. The platform contribution is not the applicant’s schedulability
analysis itself; it is the isolation mechanism and the WCET/WCRT input structure
on which that analysis can rely.

2.2 AC / AMC 20-193 and COTS hardware

FAA AC 20-193 [6] and EASA AMC 20-193 [2] express the same certification need
in multi-core-processor (MCP) terms: the applicant must identify shared resources,
define their intended use, mitigate or bound interference and report the resulting com-
pliance argument. Section 4 presents a single consolidated MCP-coverage table for
them. Earlier cache-partitioning certification work [12] establishes the same pattern on
prior-generation embedded MCPs; the certification mapping below applies that pat-
tern to the AMDG64 Type-1 hypervisor case. The static-partitioning Xen configuration
is inside the AC 20-193 envelope because the null scheduler binds each virtual CPU
(vCPU) to a fixed physical CPU (pCPU); dynamically allocated software applications
are out of scope under AC 20-193 §2.6.4.

The applicability of DO-254 [21] is predominantly for custom and configurable
airborne electronic hardware, not to commercial-off-the-shelf processors developed
outside an avionics assurance process; however, applicants use DO-254 §11.2 COTS-
component usage and possibly §11.3 service-experience for COTS CPUs. AC 20-
152A §6 [5] further supplements DO-254 §11.2 with specific COTS objectives. The
argument keeps the AMD64 silicon on that COTS path and focuses on the Type-1
hypervisor interference mechanism.

2.3 Related Work and positioning

The closest certification-oriented line is the Single Core Equivalent work of Pellizzoni,
Mancuso, Caccamo and Sha [8, 18], which combines predictable execution, cache man-
agement, DRAM-bank partitioning and bandwidth regulation so that a task can be
analyzed as if it ran on a dedicated core. OS-level mechanisms such as Colored Lock-
down [15], PALLOC [37], MemGuard [36], MemPol [38] and X-Stream [31] supply
complementary cache and memory-bandwidth controls.

Static-partitioning hypervisors brought the same idea closer to IMA deployments.
Prior hypervisor-cache-coloring work on embedded-class [13, 16, 17] and on commodity
64-bit ISAs [10, 11, 14, 27] shows that page coloring is feasible, but those systems
color guest memory or expose a virtual LLC; they do not include the hypervisor’s
own text, data and order-zero heap inside the partitioning boundary. The present
argument assumes this hypervisor-self-colored property as a configured feature of the
AMDG64/Xen reference platform and maps its certification consequences.

Commercial IMA platforms with public-record multi-core certification artifacts [9,
30, 32| already pair a hypervisor-element certification artifact pack with ARINC 653-
style partition attributes. The AMD64/Xen temporal-isolation platform considered
here occupies the same architectural slot and uses software page-granularity coloring
to make the hypervisor itself part of the LLC-isolation discipline. The lean DO-178C



/ DO-331 workflow of Dmitriev et al. [1] provides the hosted-application process that
Section 7 extends with three platform hooks.

3 Reference platform and temporal-isolation
discipline
Reference platform.

The reference platform is a Type-1 hypervisor (Xen) on an AMD Ryzen AT Embedded
P100 Series processor, configured for static partitioning. The approach can be scaled
to the AMD Ryzen AI Embedded X100 Series, but it has not been evaluated on that
series in this paper. The Xen null scheduler binds each virtual CPU to a fixed phys-
ical CPU. Partitioning is established at boot by the Hyperlaunch framework, which
constructs each domain directly from a static boot description — the same boot-time
domain-construction model as Arm dom0Oless — so that a DAL-relevant DomU is built
and isolated at boot independently of Dom0, rather than being created and managed
by Dom0 after the fact. I/O devices are statically passed through to the owning par-
tition, so shared-1/O contention between partitions is removed by construction rather
than bounded statistically. Guests run on top: Linux serves as Dom0, and a real-time
operating system serves as the DAL-relevant DomU.

Xen LLC cache-coloring discipline.

Each physical page belongs to an LLC color determined by the address bits that select
its cache set; pages of distinct colors cannot evict one another at the LL.C. The coloring
discipline assigns each guest a disjoint color set declared as a partition attribute, and
crucially applies the same discipline to the hypervisor itself: its text, its data and its
order-zero heap are allocated only from a hypervisor-only color set, and the hypervisor
binary is relocated at boot onto a color-disjoint sequence of physical frames. Three
engineering steps are required. (i) Cache-aware page allocator: every page handed to
a guest or to the hypervisor’s heap is drawn from the requesting principal’s color set;
the allocator maintains a per-color free-list. (i) Colored relocation of the hypervisor
binary: at early boot, before any guest is started, the Xen image is copied to a non-
contiguous set of physical frames whose colors all lie inside Xen’s color set, and the page
tables and trampoline are rebuilt accordingly. (ii1) Layout-aware virtual-to-machine
address translation: the standard virt_to_maddr path is extended to walk the color-
set-aware machine frame number (MFN) sequence inside the Xen image range during
early boot.

Firmware prerequisite.

Classical cache coloring assumes a linear physical-address-to-set mapping. Modern
LLCs commonly distribute physical addresses across cache slices through a hardware
hash, which breaks that assumption [27, 35]. The coloring discipline used here therefore
carries a platform precondition: the LLC address-to-set mapping must be deterministic
for the chosen silicon and firmware so that the per-partition color-disjointness invariant
holds. On the AMD Ryzen Al Embedded P100 Series configuration considered here,
disabling the LLC hash in firmware restores the linear address-to-color mapping used



by the coloring allocator: the color is derived directly from the relevant physical-
address bits rather than from a hashed slice-selection function. The applicant validates
the actual address-to-set behavior of its specific silicon revision and firmware version,
configures the platform so that the mapping is deterministic, and freezes the resulting
firmware settings in the configuration baseline.

Role split (platform / applicant / authority).

Stated in the three roles of Table 5, the temporal-isolation discipline of this section
divides as follows.

¢ Platform supplies: the Type-1 static-partitioning configuration (null-scheduler
vCPU pinning, Hyperlaunch static domains, static I/O passthrough) and the
hypervisor-inclusive LLC cache-coloring mechanism, including colored relocation of
the Xen binary onto a color-disjoint frame sequence.

¢ Applicant must produce: validation of the address-to-set behavior for the specific
silicon revision and firmware version, per-partition timing measured on the target
part, and the frozen configuration baseline that records these settings.

¢ Authority must concur with: the configuration baseline and the platform-
boundary claim as part of PSAC review at SOI #1.

Platform boundary.

The certification argument uses only the following configured platform properties:
disjoint color sets per principal, hypervisor self-coloring, firmware-deterministic set
mapping and applicant-supplied timing terms summarized in Table 8. Figure 2 shows
the evidence boundary used by the rest of the argument.

DAL-relevant partition

declared color set

Xen hypervisor Firmware baseline Platform claim
self-colored — deterministic bounded LLC inter-

text, data, heap LLC mapping ference channel

_— !

Applicant-owned closure
timing values, margins,

DER/CVE review

Other partitions
disjoint color sets

Fig. 2 Platform evidence boundary. The certification argument relies on the configured Xen
temporal-isolation platform: LLC cache coloring, hypervisor self-coloring and firmware-deterministic
LLC mapping. Program-specific timing values, margins and acceptance criteria remain applicant-
owned evidence.



3.1 Cache coloring as an enabling isolation mechanism for a
DAL-B argument on AMD64

A natural certification question is whether cache coloring is the only path to a DAL-
B argument on AMDG64. The answer is no: the certification need is shared-resource
isolation, and Xen LLC cache coloring is the AMD64 mechanism considered here. This
subsection states the precise claim that the rest of the argument relies on:

Cache coloring is not the only path to a DAL-B compliance argument on AMDG64, but
it is the path considered here because it simultaneously (i) supports evaluation under the
robust-partitioning verification path of AC 20-1938 §5.5 [6], (ii) bounds the hypervisor’s
own contribution to the LLC interference channel constructively rather than statistically,
(4ii) scales the partition count beyond the small number of hardware ways, and (i) pre-
serves the multi-core consolidation assumed by the reference configuration. The alternatives
considered below trade one of these four properties away.

The AC 20-193 §5.5 verification-path fork.

AC 20-193 MCP_Software_1 (§5.5) defines two verification paths. On an MCP platform
with robust partitioning, applicants may verify each hosted software component sepa-
rately on the MCP and determine its WCET separately. On all other MCP platforms,
applicants must verify components that are not robustly partitioned by testing on
the target MCP with all hosted software executing in the intended final configuration,
including robustness testing of the MCP interfaces. Separate per-partition verification
is therefore available only when the platform can justify robust partitioning. Cache
coloring is the mechanism that provides the LLC-layer contribution to robust resource
partitioning and robust time partitioning for the AMD64 reference platform.

Why the robust-partitioning path needs the hypervisor inside the discipline.

The robust partitioning definition of AC 20-193 §4 requires that one software partition
cannot consume more than its allocation of any shared resource. The hypervisor is itself
a software component; when it executes during VM exits, interrupt delivery, page-table
walks or inter-partition messaging, its memory accesses contribute to LLC state. A
mechanism that bounds guest LLC use but leaves the hypervisor unbounded therefore
does not establish robust partitioning at the hypervisor layer; it merely reduces inter-
ference between guests. A constructive robust-partitioning argument at the hypervisor
layer requires the hypervisor itself to operate inside a disjoint cache partition — the
hypervisor-self-colored property described in Section 3. Without this property, robust
partitioning is not established at the hypervisor layer and the applicant falls back to
the all-together verification path.

High core-count scaling.

Without an LLC-isolation mechanism every additional active core becomes an addi-
tional potential attacker on every other core’s WCET, so the WCET budget of a
hard-real-time partition grows with the active-core count and the incremental cores
cease to be usable for hard-real-time work. Hardware way-partitioning caps the num-
ber of mutually-isolated partitions per LLC at the number of cache ways W (typically



4-16). Cache coloring lifts that cap to N = C/(W -PAGE_SIZE), where N is the num-
ber of LLC-isolated partitions, C' the LLC capacity, W the number of cache ways and
PAGE_SIZE the page size (4 KiB here); this evaluates to 128 on an 8 MiB CCX and 256
on a 16 MiB CCX. The practical consequence is that a 16-core part can host more than
W hard-real-time partitions only under a coloring discipline; under way-partitioning
alone, additional cores do not by themselves create additional LLC-isolated partitions.

Composition with hardware way-partitioning.

Cache coloring and hardware way-partitioning operate on independent address-bit
ranges and can be layered: the intersection of a Class of Service and a color set is well-
defined. For the DAL-B argument below, coloring provides the LLC-layer evidence
used for the AC 20-193 §5.5 robust-partitioning mapping; adding way-partitioning
increases verification effort without changing that mapping. For a DAL-A claim, the
combination yields two independent isolation mechanisms covering the same channel
and is an optional credit item alongside the gaps cataloged in Section 6.2. AC 20-193
does not require multiple mitigations per channel; the combination is an engineering
choice, not an obligation.

Alternative paths to a DAL-B applicability argument on AMDG6/.

Table 1 summarizes the design space of mechanisms that, in principle, can support a
DAL-B applicability argument on AMD64 silicon. Each row describes one mechanism,
the property it preserves and the property it sacrifices. Xen LLC cache coloring is the
row in this comparison that preserves all four properties of the precise claim above. The
hypervisor’s own contribution to the LLC channel is not a separate column: bounding
it constructively is exactly what the Hyp. RP (hypervisor-layer robust partitioning)
column records.

4 MCP objective coverage

AC 20-193 [6] and AMC 20-193 [2] share the same MCP-objective set (Section 2.2).
This section maps each objective to the evidence produced by the platform of Section 3;
the EASA reorganization is treated as equivalent in industry practice [20].

Applicability envelope.

Before the objective-by-objective mapping, we state the applicability envelope that
the applicant’s PSAC must cite.

e 8§2.2 — IDAL threshold. AC 20-193 applies to MCPs with two or more activated
cores whose hosted software or containing hardware item has IDAL A, B or C. The
target of this paper is DAL-B (Section 6.1); the AC applies.

® §2.6.4.1 — dynamic allocation excluded. The Xen null scheduler binds each
vCPU to a fixed pCPU for the life of the VM. The platform is not excluded under
this clause.

e 82.6.4 — SMT excluded. SMT is disabled in firmware.

¢ 82.6.4 — heterogeneous processors out of scope. The platform uses a homo-
geneous core complex per partition; heterogeneous accelerators sharing the LLC are



Table 1 Alternative paths to a DAL-B applicability argument on AMD64. Hyp. RP marks
whether the mechanism establishes constructive robust partitioning at the hypervisor layer;
Partitions / LLC' is the order-of-magnitude maximum useful partition count per LLC;
Consolidation indicates whether the mechanism preserves multi-core consolidation. Xen LLC cache
coloring is the row in this comparison that satisfies all four properties.

Con-
Mechanism Hyp. Parts./ sol. Principal limitation
RP LLC

Xen LLC cache Yes 128-512  Yes Requires a deterministic LLC address-

coloring to-set mapping; where the LLC uses
non-linear slice hashing this must be
established for the chosen silicon and
firmware.

Hardware way- No 4-16 Yes Per-ISA hardware way-partitioning /

partitioning alone cache-allocation interface [19]. Hyper-
visor evictions are not bounded; falls
back to all-together verification at the
hypervisor layer. May still close the
robust-partitioning path for bare-metal
Linux deployments without a hypervi-
SOr.

One VM per physical Yes" =CCX No “vacuous (no LLC sharing). Limits par-

core complex (CCX; count tition count to the number of physical

no LLC sharing) core complexes (2-8 on contemporary
parts); defeats the consolidation case.

Single-core equivalent Yes N/A No Only one core active per critical task;

(SCE) [8, 18] trades compute density for predictabil-
ity; may be impractical for UAS and
IMA deployments that require consoli-
dation.

Periodic LLC flush at Partial N/A Yes High overhead (cold-cache restart per

partition switches window); does not isolate intra-window
hypervisor execution; requires a parti-
tion scheduler.

Heavy Stat. N/A Yes May be acceptable in some lower-

measurement-based  only
timing with extreme
safety margin

assurance contexts; DAL-B reviews
generally favor constructive arguments,
and large margins can consume the
WCET budget of hard real-time tasks.

addressed as future work; excluding them here is a scope choice, not a statement
that the mechanism cannot work on heterogeneous parts.

Role split (platform / applicant / authority).

The objective-by-objective mapping that follows is read in three roles, consistent with
Table 5 and the columns of Table 2.

¢ Platform supplies: for each MCP objective, the configured platform property or
cited element artifact recorded in the Platform evidence column of Table 2.

e Applicant must produce: the program-specific measurements and PSAC/SAS
statements recorded in the Applicant role column — the resource-usage figures, the
per-partition tests, and the hosted-software evidence that the platform does not

supply.
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¢ Authority must concur with: the objective alignment as presented in the PSAC
and confirmed at the SOI reviews.

The mapping reduces to three checks: the PSAC freezes the AMDG64/Xen
configuration and shared-resource plan; the cache-colored hypervisor provides the
LLC-partitioning input for MCP_Resource_Usage_3 and the separate-verification path
of MCP_Software_1; and the applicant remains responsible for application-level tests,
coupling evidence, safety-net behavior and the SAS / HAS narrative.

4.1 Applicability beyond the null scheduler: time-sliced
ARINC 653 partitions

The robust-partitioning argument under MCP_Software_1 uses a null-scheduler config-
uration because it removes the scheduling term of the worst-case response time and
so isolates the LLC contribution the platform mitigates. A real-world ARINC 653
program instead time-slices a major frame across partitions, but the coloring argu-
ment still holds: each partition’s pages and the hypervisor’s own text, data and heap
stay color-disjoint across context switches. Because each partition keeps a statically
assigned, disjoint color set, the design does not re-color memory at a partition switch;
the number of concurrently color-isolated partitions is therefore bounded by the N
available colors of Section 3.1 (the worked example of Section 7.1 partitions its 128 col-
ors into four disjoint sets). The only added term is non-LLC — the applicant bounds
the partition scheduler’s worst-case context-switch cost from its own timing tests and
adds it to each partition’s WCRT budget.

5 DO-178C Annex A subset coverage

The MCP objectives touch only a subset of DO-178C Annex A. Table 3 lists that
subset and the platform contribution to each objective.

The two Annex A objectives that distinguish DAL-A from DAL-B— A-7 Obj. 5
(modified condition/decision coverage, MCDC) and A-7 Obj. 9 (verification of addi-
tional code that cannot be traced to source code)—are hosted-application source-code
objectives. They are the application developer’s responsibility; no platform mechanism
can supply them. Data-coupling and control-coupling coverage (A-7 Obj. 8) is not a
DAL-A-only objective: it is required at both DAL-A and DAL-B and is therefore part
of the DAL-B baseline, not a DAL-A gap. Section 6.2 returns to this point in the gap
analysis.

6 DAL applicability argument

The platform of Section 3 provides inputs for a DAL-B applicability argument; a
DAL-A argument requires the additional evidence items enumerated in Section 6.2.

11



Table 2 AC 20-193 objective alignment with the platform. The leading MCP_ prefix is omitted in
the objective column for layout. MCP_Resource_Usage_2 is reserved in AC 20-193 and is covered by
AC 20-152A objective COTS-8.

Primary
Objective Platform evidence Applicant ref.
role
Planning_1 Identifies MCP family, active cores, MCP archi- PSAC and §3
(§5.2.1) tecture, hosted software components, dynamic SAS
features, IMA-platform status, and robust- reference
partitioning status. The platform fixes these via the configu-
a named silicon family, the firmware configura- ration
tion baseline, the Xen null-scheduler configura- sheet; SCM
tion, and the Hyperlaunch static configuration. baseline.
Planning_2 Plans use of MCP shared resources to avoid PSAC §3
(§5.2.2) or mitigate contention. Platform evidence: describes
hypervisor-self-colored LLC plan, dual alloca- the
tor, deterministic set-mapping established for allocation
the platform’s firmware, and identification of and
safety-net candidates (Xen fatal-error handler, verification
boot-time color-allocation checks). approach
for shared
resources.
Res._Usage_1 MCP configuration settings determined and PSAC fixes §3
(§5.3) documented: SMT off, LLC-hash disabled, C- the configu-
states / boost set per safety configuration, ration
memory interleaving fixed. baseline.
Res._Usage_3 LLC identified as the interference channel Applicant §3
(§5.4) addressed by the platform, together with extends the
DRAM, TLB and interconnect. The cache- list with
coloring discipline is intended to mitigate the application-
LLC channel by construction, subject to vali- specific
dation of the address-to-set mapping and allo- resources.
cator invariants; because the hypervisor and a
small RTOS partition can be configured with
bounded LLC-resident working sets, coloring
may also reduce downstream DRAM traffic.
Res._Usage_4 Available resources of the MCP and intercon- Applicant §7.1
(§5.4) nect identified; allocation per partition declared verifies
in the color-allocation table; worst-case demand application-
compared with the applicant-supplied bounds level
summarized in Table 8. demand
against
allocation.
Software_1 (§5.5) Software-verification objectives met under the Applicant §3; §3.1
robust-partitioning category: separate per- provides
partition WCET and functional verification jus- per-
tified by the color-disjoint set mapping plus the partition
hypervisor-self-coloring property. tests traced
to high-level
require-
ments.
Software_2 (§5.5) Data-/control-coupling between partitions Applicant 85
on different cores is exercised through the verifies data
declared inter-partition channels (event chan- / control
nels, shared-memory regions). coupling on
the
integrated
MCP per
Annex A
Table A-7.
Error Handling 1  Failure modes within the MCP identified; Applicant Xen
(85.6) Xen fatal-error handler phus boot-time color- defines the Project
allocation checks form the platform safety net; system-level safety
failures contained inside the equipment. error- program
handling
and safety-
net design.
Accomp. Not a platform artifact. The applicant summa- Applicant DO-178C
Summary 1 (§5.7) rizes in the SAS / HAS how each AC 20-193 program; §11.20.1
objective is met for the specific program. Cross-
references

rows above.




Table 3 DO-178C Annex A objectives touched by the platform.

Table Obj. Objective Platform contribution

A-3 5 Design specifies LLC is a named interface element in AC 20-193;
hardware/software cache-coloring turns the LLC into a configured per-
interface. partition attribute.

A-3 6 Algorithms specified in ~ Color allocation is a design-data artifact; §7 pro-
design data. poses a table format and tool integration.

A-5 1 Executable code Timing bounded per partition by LLC coloring plus
complies with HLR complementary bandwidth regulation; IRQ latency
including timing. bounded by null-scheduler.

A-7 1 Test procedures correct. Color allocation under test matches allocation under

flight (configuration frozen at compile time).

A-7 2 Test results correct. Results reproducible under static assignment of

cores and shared resources; §3 defines the configura-
tion baseline and Table 8 defines the timing-closure
template.

6.1 A DAL-B applicability argument

This section outlines how an applicant program seeking certification of civilian
airborne software at software design assurance level B could organize a platform appli-
cability argument, given a platform configured as a Xen Type-1 static-partitioning
hypervisor with the hypervisor-level LLC cache-coloring discipline of Section 3
enabled, the publicly-documented Xen safety-certification program evidence [28]
applied to the hypervisor element and the lean DO-178C/DO0-331 development pro-
cess of Dmitriev et al. [1] applied to hosted applications. Here, applicability argument
denotes constructive support for an applicant’s certification case under the stated
configuration. The argument divides into the three roles of Table 5.

¢ Platform supplies: the Xen Type-1 static-partitioning configuration with
hypervisor-inclusive LLC cache-coloring (Section 3) and the publicly-documented
Xen safety-certification element evidence [28] applied to the hypervisor element.

¢ Applicant must produce: the hosted-application DO-178C Annex A evidence
at DAL-B, the per-partition WCET and WCRT closure measured on the specific
silicon, and the system-level safety net described under MCP_Error Handling 1.

¢ Authority must concur with: the element boundary and the use-case limita-
tions declared in the hypervisor vendor’s element safety manual, the configuration
baseline, and each SOI checkpoint; concurrence by a designated engineering rep-
resentative or equivalent authority remains the gating step between the proposed
argument and a program-specific certification basis (Section 6.3).

Three observations support this outline.

First, every platform objective enumerated in Sections 4 and 5 is mapped to cited
evidence, with residual items assigned either to the applicant program or to authority
concurrence.

Second, the two Annex A objectives that DAL-A requires and DAL-B does not—
A-7 Obj. 5 (MCDC) and A-7 Obj. 9 (verification of additional code that cannot be
traced to source code)—are hosted-application objectives, not platform ones, and a
DAL-B claim therefore does not hinge on them.
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Third, the publicly-documented Xen safety-certification program [28, 33] identi-
fies public hypervisor-element artifacts that the applicant’s PSAC may cite. Under
SAE Aerospace Recommended Practice (ARP4754A) [24], such hypervisor-element
evidence may be cited as supporting evidence for the DAL-B platform-layer argument,
subject to the PSAC documenting the element boundary, the use-case limita-
tions declared by the hypervisor vendor’s element safety manual, and the residual
hosted-application objectives that remain the applicant’s DO-178C responsibility.

Robustness to applicant-supplied timing values.

The DAL-B applicability argument above is structured around the configured platform
properties and evidence roles: (i) the LLC interference channel is bounded con-
structively at the hypervisor layer, (ii) IRQ-delivery latency is an applicant-bounded
empirical term represented explicitly in Table 8, and (iii) the underlying mechanism
is expressible as a configured per-partition attribute that is verifiable by ordinary
configuration-management means. Changes to the applicant-supplied timing values
used with Table 8 would require rechecking only the program-specific WCRT closure;
the objective-level mapping in Tables 2 and 3 depends on the mechanism and evidence
roles defined here, not on externally reported numeric values.

6.2 DAL-A gap analysis

A DAL-A claim for the reference configuration requires the following evidence items
that are outside the scope of the DAL-B applicability argument. Table 4 enumerates
them.

G1 and G2 are application-level source-code objectives owned by the applicant’s
development program. G3, G4 and G6 are program-level items that further work can
supply. G5 is the standing COTS-processor item: for commercial-off-the-shelf proces-
sors, applicants normally use the COTS-component usage guidance of DO-254 §11.2
(and §11.3 where applicable) plus AC 20-152A §6.

6.3 Readiness check: who supplies what

A DAL-B applicability argument does not become certification evidence until an
appropriately-empowered assessor concurs — a designated engineering representative
(DER) in the FAA system, a certification verification engineer (CVE) in the EASA
system, or an equivalent. The structured argument is staged by an applicant program
for that concurrence; it is aimed at the UAS, eVTOL and urban-air-mobility programs
whose deployment context motivated [1].

Three roles share the argument: the platform (a fixed external evidence pack-
age), the applicant program (the aircraft-system development organization), and the
authority (DER, CVE, or equivalent). Table 5 enumerates the responsibility split
row by row, with each row a single auditable evidence item traceable to a nor-
mative objective. Applicant programs may attach the platform evidence at three
documents: the PSAC SCM baseline freezes the platform identification and config-
uration items (MCP_Planning 1, MCP_Resource Usage_1/_2); the SDP/SVP cite the
configured color-allocation artifacts as the evidence supplying MCP_Resource_Usage_3
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Table 4 DAL-A gap analysis. Gaps G1-G6 enumerate the evidence items required for a DAL-A
claim but outside this DAL-B scope. The Indicative effort column reports purely illustrative
order-of-magnitude FTE-month and calendar-month estimates; actual figures depend on the size of
the hosted software, the maturity of the applicant’s tooling and the DER’s expectations. Qwner

identifies who carries the gap.

Gap Required evidence

Indicative effort Owner

G1  Modified condition/decision coverage (A-7 Obj. 5) on
hosted application software.

G2  Verification of additional code that cannot be traced
to source code (A-7 ODbj. 9; object-code-to-source
traceability) on hosted application software.

G3  DO-330 toolchain qualification: TQL-1 of the color-
allocation generator (DAL-A jump from TQL-2 base-
line) plus compiler and Xen build scripts.

G4  Formal verification of the colored-memory alloca-
tor, producing a machine-checked proof of the per-
partition color-set disjointness invariant.

G5  DO-254 evidence for the AMD64 silicon. The usual
applicant path for COTS multi-core CPUs is the
COTS-component usage guidance of DO-254 §11.2
(and §11.3 where applicable) together with AC 20-
152A §6, as used by commercial IMA platforms.
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G6  Independent third-party verification of the hypervisor
element.

Scales with Applicant
hosted-
application size;
for a UAS-class
autopilot
typically 3-6
FTE-months on
top of structural-
coverage
infrastructure.
Scales with the Applicant
compiler / tool
chain and the
volume of
non-traceable
generated code;
typically
addressed by
object-code
verification or by
using a qualified
compiler.

6-12 Program
calendar-months
with third-party
DO-330 support;
~2-4 FTE-
months for the
color-allocation
generator alone
once TQL-2
evidence

(Section 7.2) is
reused.

12-18 calendar- Program
months with a
formal-methods
specialist; ~3-6
FTE-months core-
mathematician
effort plus
support from a
machine-checked
proof assistant.
Service-experience Applicant
and
COTS-evidence
dossier assembled
by the applicant
program; effort
scales with the
depth of available
field data and is
typically a
continuous
activity rather
than a fixed-
duration item.

6 calendar-months Program
at an

ISO/IEC 17025-
accredited
laboratory; ~2-3
FTE-months
program-side
support.




and MCP_Software_1; and the SAS records the applicant’s own MCP_Software_2 and
MCP_Accomplishment_Summary_1 tests. A program that cannot populate the table row
by row has not yet completed the platform portion of its SOI #1 preparation.

The table converts the headline claim into an auditable checklist: each Platform or
paper row is an artifact or template the applicant may cite; each Applicant builds row
is an evidence item the program owns; each Authority concurs row is a DER/CVE
checkpoint. The table is a preparation aid for the platform portion of a DAL-B PSAC;
it does not itself establish certification status for a program.

7 Extension of the lean DO-178C/DO0O-331 workflow

The lean workflow of Dmitriev et al. [1] was specified at the application layer and did
not prescribe a compute platform. The workflow is adapted here to an AMD64/Xen
temporal-isolation platform by identifying three hooks at which platform evidence
plugs into the workflow’s artifact flow.

System Software Software Code &
model requirements design integration V&V
* x A * E4
~ . N .
~ s ! ~ ’
N . | N .
N . N .
N . ! N .
~ 7’ ! ~ 7’
——————— Mo mm e m -y P e S TN
Hook 1 Hook 2 1 Hook 3

1 1
: Color-allocation : ARINC 653 color-set : PSAC — Xen
| table (generated) | partition attribute safety-cert. artifacts

Solid: lean DO-178C / DO-331 workflow of Dmitriev et al. (2020); dashed: platform hooks added for the AMD64/Xen platform mapping.

Fig. 3 Extension of the lean DO-178C / DO-331 workflow to AMD64 multi-core. Three platform
hooks plug the AMD64/Xen temporal-isolation platform into the model-based artifact flow: (1) the
color-allocation table as tool-generated configuration data; (2) the color-set as a new ARINC 653
partition attribute; (3) the PSAC cross-reference to the Xen Project safety-certification program
element artifact set.

Figure 3 shows the three hooks. Hook 1 adds the color-allocation table as tool-
generated configuration data; the generator enforces color-set disjointness at build
time. Hook 2 adds the color-set as an ARINC 653-style partition attribute along-
side CPU affinity, memory footprint, device-passthrough set and scheduling budget.
Hook 3 has the PSAC identify the hypervisor as a system element and reference the
publicly-documented Xen safety-certification artifacts (Software Safety Requirements
Specification, Software Architecture Specification, HAZOP, FMEDA and element
safety manual) [28, 33].

Role split (platform / applicant / authority).

The three hooks connect platform-supplied evidence to artifacts the applicant owns
and the authority reviews, in the roles of Table 5.

® Platform supplies: the generated color-allocation table (Hook 1), the partition-
attribute declaration template (Hook 2), and the publicly-documented Xen safety-
certification artifacts referenced at Hook 3.
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Table 5 Evidence-allocation checklist for a DAL-B AMD64 IMA program using the AMD64/Xen
temporal-isolation platform. Each row is a single evidence item. Platform / mapping marks
evidence or templates provided by the platform description, the publicly-documented Xen
safety-certification program, the lean DO-178C/DO-331 workflow or the certification mapping.
Applicant builds marks evidence the applicant program produces (for the specific aircraft system,
the specific application binary, the specific safety case). Authority concurs marks the gating step at
which an appropriately empowered assessor reviews the evidence.

Platform APPlicant Authority

Evidence item or paper  builds concurs Cross-reference
Cache-colored Xen build Yes — — §3
(mechanism + binary)

Hypervisor-element safety Yes — — [28]

case (HAZOP, FMEDA,

ESM)

AC 20-193 objective Yes — — Table 2
alignment table

DO-178C Annex A Yes — — Table 3
platform touch-points

Lean DO-178C / DO-331 Yes — — [1]
workflow

Worked partition- Yes — — Tables 6, 7
configuration template

WCRT closure template Yes — — Table 8
DAL-A gap analysis with Yes — — Table 4
effort estimates

PSAC scoping memo — Yes — §6.3
(program-specific)

Program-specific — Yes — §7.1

configuration sheet (silicon

part, firmware version,

BIOS settings, Xen build

tag, partition-attribute

table)

Hosted-application — Yes — DO-178C Annex A
DO-178C evidence at

applicable DAL

(requirements, design, code,

MCDC where required)

TOR/TR/TVCP for the — Yes — §7.2
color-allocation generator

(or hand-authored

allocation with independent

review)

Per-partition WCET and — Yes — MCP_Software_1
functional tests on the MCP

Inter-partition data/control — Yes — MCP_Software_2
coupling tests

System-level safety net — Yes — MCP_Error_Handling 1

response (alternate-channel
handover, fail-operational

design)

Software accomplishment — Yes — AC 20-193

summary accomplishment-
summary objective

COTS-component / — Yes — §2.2

service-experience dossier

for the silicon

PSAC concurrence at — — Yes §6.3

SOI #1

Implementation review at — — Yes DO-178C §10

SOI #2 17

Verification review at — — Yes DO-178C §10

SOI #3

Final SAS concurrence at — — Yes §6.3

SOI #4




e Applicant must produce: the populated and verified program-specific instance
of each hook — the concrete color allocation, the concrete attribute table, and the
PSAC text that cites the hypervisor element for the specific system.

¢ Authority must concur with: the resulting PSAC and verification artifacts at
the corresponding SOI reviews.

7.1 Worked partition-configuration example

The worked example is a representative UAS-class IMA configuration with a DAL-
B flight-control partition, a DAL-C perception partition and a DAL-D mission-
management partition on an AMD64 four-core platform whose LLC exposes 128
available colors (Table 6). The example is a template: applicants substitute their own
measured working sets, timing requirements and platform bounds into the same table
layout.

Table 6 Worked partition-attribute declaration (Hook 2). Each row is one partition declared in
the ARINC 653-style attribute table. DAL is the assurance level; pCPU is the dedicated physical
core; Timing policy is the program-declared period/deadline class for the hosted task; LLC working
set and color share are applicant-declared resource attributes recorded in the same configuration
baseline.

Partition DAL Resource Role and sizing rationale
declaration

Flight control B Dedicated pCPU; Inner-loop attitude control. The color bud-
applicant-defined get exceeds the hottest measured working
timing policy; set from the cited flight-code timing study.
declared LLC working
set and color share.

Perception C  Dedicated pCPU set; Vision/lidar processing on a dual-core par-
applicant-defined tition. Half-cache allocation reduces DRAM
timing policy; traffic.
declared LLC working
set and color share.

Mission D  Dedicated pCPU; Mission-management housekeeping. Sized
applicant-defined symmetrically with the flight-control parti-
timing policy; tion for configuration-audit simplicity.
declared LLC working
set and color share.

Hypervisor —  Shared execution Xen self-coloring budget for text, data and

(Xen) context; not periodic; order-zero heap; sized above the measured

declared LLC working
set and reserved color
share.

Xen working set.

Table 6 is the partition-attribute declaration produced at Hook 2 of Figure 3: one
row per partition, with the color-set column added alongside the other ARINC 653
resource attributes that the applicant already maintains. Table 7 is the color-allocation
artifact produced at Hook 1 by the workflow’s generator, derived deterministically
from the declaration. The disjointness invariant is verified by the generator at build
time; the derived allocation is frozen into the SCM baseline together with the Xen
binary and its boot-time command line.
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Table 7 Derived color-allocation table (Hook 1) produced by the workflow generator from the
partition-attribute declaration. The table is a configuration-data artifact tracked in the SCM
baseline and captured in the PSAC. Disjointness of color sets across partitions is enforced as a
generator invariant and is independent of the order of partition declarations.

Partition Color range Disjointness check (generator invariant)
Xen (hypervisor) 0-27 disjoint vs. Flight /Perception/Mission

Flight control 28-52 disjoint vs. Xen/Perception/Mission
Perception 53-102 disjoint vs. Xen/Flight /Mission

Mission 103-127 disjoint vs. Xen/Flight/Perception

WCRT closure template for the DAL-B partition.

The configuration of Tables 6 and 7 provides the inputs used to structure the worst-
case-response-time analysis of the DAL-B flight-control partition by composing the
three component bounds of Section 2.1. Table 8 shows the closure form without declar-
ing platform timing values: the applicant supplies the LLC-free execution term, the
LLC-interference term, the IRQ-delivery term and any scheduling term for its own
certified configuration. The aggregate WCRT is then compared with the applicant’s
declared deadline and program-specific margin.

Table 8 Worst-case-response-time closure template for the DAL-B flight-control partition. Capp is
the applicant-measured LLC-free execution term; Ary,c, Arrg and Agched are applicant-bounded
platform terms. The applicant supplies values, margins and acceptance criteria for its own
configuration.

Term Applicant entry Evidence role

Application execution term measured by applicant LLC-free or otherwise justified appli-
app cation timing baseline
LLC contribution Ayj,c bounded by applicant residual cache-interference term for the
configured color allocation
IRQ-delivery contribution = bounded by applicant interrupt-delivery term under the pro-

IR/ gram’s stress and load model
Sche%uling contribution bounded by applicant absent only when the program justifies
Agched no partition preemption
WCRT relation Capp + ALLc + additive bound to be justified in the

A1RQ + Asched timing-analysis report
Deadline Dapp declared by applicant program-level timing requirement
Closure criterion applicant-defined WCRT must satisfy the declared dead-

line and DER-~agreed margin

Representative PSAC excerpt.

At Hook 3 the applicant’s PSAC cites the Xen Project safety-certification program
artifacts [28, 33] and the platform evidence rows of Tables 2-3. A representative
PSAC excerpt reads as follows: “The hypervisor element is the Xen build identified
in the SCM baseline, configured with the cache-coloring discipline of Section 3 per
the Xen command line and Hyperlaunch device-tree fragment recorded in Annex A
of this PSAC' (reproducing the partition-attribute and color-allocation declarations of
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Tables 6 and 7). Hypervisor-element evidence is cited from the publicly-documented
Xen safety-certification program artifact set [28]. AC 20-193 platform evidence is
traced in Annex B of this PSAC to the rows of Table 2 of the present paper. The hosted-
application DO-178C evidence for the flight-control, perception and mission partitions
is produced by the applicant program in accordance with the lean workflow of [1] and
is the applicant’s responsibility at the corresponding DALs.”

The PSAC excerpt above is illustrative; the wording an applicant adopts is shaped
by its own program template and by the DER’s preferences. The structural elements—
hypervisor element identified, platform evidence cited, applicant responsibility split
made explicit—are the intended contribution of the certification mapping.

7.2 DO-330 tool-qualification for the color-allocation generator

The Hook 1 color-allocation generator emits configuration data linked into the Xen
image; a mis-computed color set would directly insert an error into the airborne soft-
ware’s resource-isolation property. Under DO-178C §12.2.2 this places the generator in
Criterion 1, which yields TQL-2 for DAL-B hosted software via DO-178C Table 12-1
(and TQL-1 for DAL-A, listed as gap G3 in Section 6.2). TQL-2 requires the standard
tool-qualification artifact set (TOR, TR, TAD, TVCP, TQP) per DO-330 [23]; the
generator’s mechanically-checkable disjointness invariant keeps the test suite small.
As defense in depth, Xen runs an independent boot-time invariant check that verifies
(i) every DomU page belongs to its declared color set, (ii) DomU color sets are pairwise
disjoint, and (iii) Xen’s own color set is disjoint from every DomU color set; failure
is fatal at boot, so any tool error is contained before airborne software is exercised.
An applicant may alternatively hand-author the color-allocation table and submit it
as ordinary configuration data under DO-178C Annex A Table A-2 / A-3 (with inde-
pendent disjointness review), in which case DO-330 qualification does not apply; the
TQL-2 path is preferred when partition counts grow.

8 Conclusion and future work

We have outlined how an applicant program could organize a DAL-B applicability
argument for the reference configuration, under a static-partitioning Xen configuration
with the cache-coloring discipline of Section 3, the publicly-documented Xen safety-
certification program [28, 33] hypervisor-element evidence, and the lean DO-178C /
DO-331 workflow of Dmitriev et al. [1] for the hosted application. The argument is car-
ried by the MCP coverage table (Table 2) and the DO-178C Annex A subset (Table 3).
The DAL-A gap analysis (Table 4) identifies DO-330 toolchain qualification of the
color-allocation generator (G3) and formal verification of the colored-memory alloca-
tor (G4) as the next items. Concurrence by a designated engineering representative
or equivalent authority remains the gating step between the structured argument we
present and any program-specific certification basis (Section 6.3).
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Future work.

Five concrete directions follow. (F1) DAL-A gap closure — items G3, G4 and G6 of
Table 4; G3 and G4 are research and engineering tasks, while G6 requires an inde-
pendent laboratory engagement. (F2) Composition with memory-bandwidth regulation
— MemGuard [36], MemPol [38] and PALLOC [37] address the orthogonal DRAM
channel through bandwidth regulation and DRAM bank-aware allocation, and com-
pose with cache coloring; extending the partitioning discipline to DRAM bank and
channel granularity is a natural next step. Hardware quality-of-service (QoS) resource-
partitioning interfaces offer a complementary hardware route whose real-time behavior
has been evaluated empirically [19]. (F3) Display-bearing IMA on AMDG6/ integrated-
graphics platforms — extending the coloring discipline to an integrated graphics unit
that shares the LLC and interconnect (AC 20-193 §2.7). (F4) Accelerator-bearing IMA
under emerging Al guidance. Cache coloring alone does not cover a future certifica-
tion argument for AT / ML workloads on an integrated graphics unit: it bounds the
CPU-iGPU shared resources, but learning assurance, Al explainability and the other
elements of the EASA AI Concept Paper Issue 2 framework [3] and the FAA Al
Safety Assurance Roadmap [7] remain open work outside the present DAL-B scope.
(F5) DER pilot program — staging the argument with one DAL-B applicant program
and one cognizant DER, / CVE (Section 6.3) is a useful external validation item.

Threats to validity.

Four threats are explicit. First, the platform mechanism is evaluated only for the ref-
erence configuration described in Section 3; any material change to the mechanism,
firmware mapping, or hypervisor configuration would require re-examining Tables 2—
3. Second, no DER or CVE has yet concurred with the argument; the article provides
a structured argument, not the certification basis (Section 6.3). Third, the platform
evidence is stated for the specified AMDG64 reference configuration only; reuse on other
P100 Series processors requires the same firmware options and the impact analysis
described in Sections 1.1 and 3. Fourth, the ARP4754A supporting-evidence framing
used in Section 6.1 is a program-level claim that the applicant must evaluate against
its own element-boundary analysis and the use-case limitations recorded in the hyper-
visor’s element safety manual; that element-boundary analysis is not performed in this
article. These threats delimit the scope of the structural argument.
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Abbreviations.

AC, AMC Advisory Circular (FAA) / Acceptable Means of Compliance (EASA)

AEH airborne electronic hardware (DO-254 / AC 20-152A)

ARINC 653 Avionics Application Software Standard Interface (APEX)

ARP4754A SAE Aerospace Recommended Practice for civil-aircraft systems
development

BIOS basic input/output system (firmware)

CcCcX core complex (AMDG64 multi-core building block)

COTS commercial off-the-shelf

CVE certification verification engineer (EASA)

DAL, IDAL (item) design / development assurance level (DO-178C, DO-254,
ARP4754A)

DER designated engineering representative (FAA)

DO-178C RTCA Software Considerations in Airborne Systems and Equipment
Certification

DO-254 RTCA Design Assurance Guidance for Airborne Electronic Hardware

DO-330 RTCA Software Tool Qualification Considerations

DO-331 RTCA Model-Based Development and Verification Supplement to
DO-178C

FMEDA failure modes, effects and diagnostic analysis

HAS hardware accomplishment summary (DO-254)

HAZOP hazard and operability analysis
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HLR high-level requirements (DO-178C)

IMA integrated modular avionics

LLC last-level cache

MCDC modified condition / decision coverage (DO-178C Annex A)
MCP multi-core processor (AC 20-193)

PSAC plan for software aspects of certification (DO-178C)
SAS software accomplishment summary (DO-178C)

SCM software configuration management (DO-178C)

SDP software development plan (DO-178C)

SMT simultaneous multi-threading

SOI stage of involvement (FAA software-certification audit)
SVP software verification plan (DO-178C)

TQL tool qualification level (DO-330)

UAS, UAM unmanned aerial system / urban air mobility

WCET, WCRT worst-case execution / response time
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