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ABSTRACT

The rapid advancement of neural speech synthesis and voice conversion technologies has increased the
realism of synthetic speech, creating significant challenges for biometric authentication and digital forensics.
This study proposes a Multi-Task Deep Learning (MT-DL) framework that jointly addresses binary deepfake
speech detection and supervised spoof attribution of known attack classes. The framework combines
complementary spectro-temporal representations (MFCC, Log-Mel spectrograms, and delta-MFCC features)
with a convolutional front-end and a hybrid Bi-LSTM/Transformer temporal encoder to feed task-specific
detection and attribution heads. Evaluated on the ASVspoof 2019 Logical Access dataset using a stratified
60:40 split, the framework achieves a binary detection accuracy of 99.75% (0.48% EER) and a supervised
spoof attribution accuracy of 99.57% (99.58% Macro-F1) across known attacks (AO1-A06). Unseen attacks
(A07—A19) and cross-dataset evaluations on the In-the-Wild dataset further demonstrate robust generalization,
though performance sensitivity under severe additive acoustic noise remains a key area for future optimization.

Keywords: Keywords: Deepfake Speech Detection; Spoof Attribution; Multi-task Learning; Spectro-Temporal
Features; Bidirectional Long Short-Term Memory (Bi-LSTM); Transformer Encoder; Attention Mechanism;
Voice Biometrics; Digital Forensics.

1. Introduction:

Neural speech synthesis has rapidly advanced with the development of deep learning, enabling Text-to-
Speech (TTS), Voice Conversion (VC), and neural vocoder systems to produce speech that can closely
resemble genuine human recordings [1], [4]. Although these technologies provide important benefits for
assistive applications, personalized media, and human—computer interaction, their increasing realism also
creates significant security and forensic concerns. Synthetic speech can be exploited for speaker
impersonation and attacks against voice authentication systems, making reliable speech deepfake
detection increasingly important [1].

Existing research has largely focused on binary detection, where speech is classified as either bona
fide or spoofed. The ASVspoof initiative has played a central role in this area by providing standardized
datasets and evaluation protocols. In particular, ASVspoof 2019 introduced Logical Access (LA) and
Physical Access (PA) scenarios and included speech synthesis, voice conversion, and replay attacks
within the overall challenge [1]. However, identifying whether an utterance is fake does not necessarily
provide sufficient information for forensic analysis. In practical applications, it may also be necessary to
determine the type or source of the spoofing attack. This has motivated the emergence of audio deepfake
attribution as an extension of conventional binary detection. Yan et al. introduced the Audio Deepfake
Attribution (ADA) dataset and demonstrated that identifying the generation source is an important
problem beyond binary classification, including the challenge of previously unseen generation systems

[5].



Another important issue concerns the representation of speech. Conventional acoustic features such as
MFCCs can capture useful spectral characteristics, while modern end-to-end systems attempt to learn
discriminative representations directly from speech signals. RawNet2 demonstrated the potential of raw-
waveform-based learning for spoofing countermeasures, showing that neural models can learn cues that
may not be captured by traditional feature-based systems [2]. Similarly, AASIST explicitly modeled
artifacts occurring across spectral and temporal intervals through an integrated spectro-temporal graph
attention architecture [3]. These developments indicate that spoofing artifacts may exist in both spectral
and temporal domains, motivating the joint exploitation of complementary spectro-temporal information
rather than relying on a single representation.

Generalization to unseen conditions remains another major challenge. ASVspoof 2021 introduced
additional channel and compression variability and included a dedicated deepfake speech detection task.
The challenge emphasized conditions in which the nature of spoofed and deepfake speech cannot be
reliably predicted in advance, making robustness and generalization important requirements for practical
deployment [4]. Similarly, Miiller et al. investigated whether existing audio deepfake detectors generalize
to real-world speech and introduced an In-the-Wild dataset containing 37.9 hours of audio, including 17.2
hours of deepfake speech. Their evaluation showed substantial degradation when systems developed
around benchmark conditions were applied to real-world recordings [6]. These findings highlight the
difference between strong within-dataset performance and reliable performance under variable
environments.

The rapid expansion of speech-generation technologies further increases this challenge. Recent large-
scale resources such as SpeechFake contain more than 3 million deepfake samples, exceeding 3,000 hours
of audio, generated using 40 speech synthesis tools and covering 46 languages [7]. This diversity
demonstrates that modern detectors must cope with increasingly heterogeneous generation mechanisms
rather than a fixed set of spoofing systems. Consequently, robust detection should be evaluated under
both matched and mismatched conditions, including unseen generators, datasets, and environmental
distortions.

Motivated by these limitations, this research proposes a Multi-task Deep Learning Framework for
Deepfake Speech Detection and Spoof Attribution Using Spectro-Temporal Features. The proposed
framework jointly addresses two complementary objectives: binary deepfake speech detection and fine-
grained spoof attribution. Spectral representations, including Mel-Spectrogram and MFCC and A MFCC,
are combined with temporal representations derived from the raw waveform and sequential embeddings.
A hybrid architecture incorporating CNN, Bi-LSTM, and Transformer-based attention mechanisms is
designed to capture local spectral characteristics, sequential dependencies, and long-range temporal
relationships. The resulting shared representation is connected to task-specific detection and attribution
heads, allowing the two objectives to be learned within a unified multi-task framework.

The proposed approach is evaluated primarily using ASVspoof 2019 Logical Access, where spoofing
systems provide a controlled basis for attribution [1], [7]. and is further examined using In-the-Wild data
to investigate generalization under realistic recording conditions [6], [7]. Robustness is also evaluated
under controlled variable environments involving 20-dB noise, 5-dB noise, reverberation, time stretching,
and +2 pitch shifting. This evaluation is intended to determine whether the learned spectro-temporal
representation can retain discriminative information when the acoustic characteristics of the input differ
from those observed during training.

Accordingly, the main contributions of this research are:

e A unified multi-task framework for simultaneous deepfake speech detection and spoof
attribution.

e Hybrid spectro-temporal feature learning through complementary spectral and temporal
representations.



e A CNN-Bi-LSTM-Transformer architecture with attention-based feature integration.

e Fine-grained spoof attribution beyond conventional bona fide/spoof binary classification.

e Systematic robustness evaluation under noise, reverberation, time stretching, and pitch-shift
conditions.

e Cross-dataset generalization analysis using controlled benchmark and real-world speech data.

e Comprehensive evaluation and ablation studies to determine the contribution of individual
representations and architectural components.

The remainder of this paper is organized as follows. Section 2 reviews the related work on deepfake
speech detection, spoof attribution, Spectro-temporal representation learning, and cross-domain
generalization. Section 3 presents the proposed methodology and materials, including the preprocessing
pipeline, feature extraction, multi-task deep learning architecture, optimization strategy, and training
procedure. Section 4 reports the experimental results and performance evaluation, covering the datasets
and experimental setup, feature configuration experiments, spoof attack attribution, cross-dataset
generalization, robustness analysis, and model interpretation. Section 5 discusses the main findings,
limitations, and implications of the proposed framework. Finally, Section 6 concludes the paper and
highlights potential directions for future research.

2. Related Work

Early research on speech spoofing primarily focused on protecting automatic speaker verification systems
against synthetic, converted, and replayed speech. With the development of deep neural networks, end-
to-end architectures have increasingly replaced conventional handcrafted feature pipelines. Tak et al.
proposed RawNet2, an end-to-end anti-spoofing architecture that operates directly on raw speech
waveforms and demonstrated the ability of deep models to learn discriminative spoofing representations
without relying exclusively on handcrafted acoustic features [8]. This work established the potential of
raw-waveform learning for speech anti-spoofing and motivated subsequent research toward increasingly
learned representations.

Jung et al. introduced AASIST, an integrated spectro-temporal graph attention architecture designed
to model spoofing artifacts across both spectral and temporal dimensions [9]. Unlike approaches that
process spectral information independently, AASIST explicitly models interactions between spectral and
temporal characteristics. Its results demonstrated that spoofing artifacts can be distributed across different
regions of the speech representation and that jointly modeling these dependencies can improve anti-
spoofing performance.

The ADD 2022 challenge further broadened the scope of audio deepfake detection by introducing
challenging scenarios involving low-quality audio, partially fake speech, and diverse real-world
distortions [10]. These tasks demonstrated that deepfake detection cannot be adequately characterized by
clean binary classification alone, particularly when synthetic speech is affected by noise and other signal
degradations. However, most challenge-oriented approaches still primarily formulate the problem as
detection rather than jointly learning detection and source attribution.

Speech deepfake artifacts can occur at different levels of the acoustic signal. Spectral representations
such as Mel-Spectrograms and MFCCs capture frequency-dependent characteristics, while temporal
representations can describe changes in speech patterns across successive frames. Consequently, recent
research has increasingly investigated architectures capable of learning both types of information.

AASIST [9] represents an important step toward spectro-temporal modeling by constructing a graph
representation in which spectral and temporal information interact through attention mechanisms. This
approach demonstrates that modeling the relationship between acoustic dimensions can provide more
discriminative information than treating spectral and temporal characteristics independently.

More recently, Li and Zhang proposed an interpretable temporal class activation representation for
audio spoofing detection [11]. Their approach employs wav2vec 2.0 representations together with



attentive utterance-level features and explicitly identifies discriminative temporal regions contributing to
the spoofing decision. Importantly, their experiments showed that training with spoofing-type information
rather than only binary bona fide/spoof labels can improve the ability of the model to learn attack-specific
characteristics [11]. This finding is particularly relevant to the present research because it provides
evidence that auxiliary spoof-type information can complement binary detection.

However, these approaches generally investigate either sophisticated representation learning or attack-
aware detection, rather than establishing a unified framework in which a shared spectro-temporal
representation is explicitly optimized for both binary detection and fine-grained spoof attribution.

Binary detection determines whether speech is genuine or synthetic but does not explain which
generation mechanism produced the spoofed signal. This limitation has motivated the development of
audio deepfake attribution as a distinct research direction.

Yan et al. introduced the Audio Deepfake Attribution (ADA) dataset and investigated the problem of
identifying the source generation tool of synthetic speech [12]. Their work demonstrated that different
generation systems leave distinguishable fingerprints in audio signals and proposed Class-Representation
Multi-Center Learning for open-set audio deepfake attribution. The study is particularly significant
because it extends the task from binary detection toward identifying known and potentially unknown
generation tools[12].

Klein et al. subsequently investigated source tracing of audio deepfake systems using ASVspoof 2019
LA and MLAAD ,Rather than restricting attribution to a single attack label, their framework considered
different components of the deepfake generation pipeline, including input type, acoustic model, and
vocoder. Their results demonstrate that attribution can be formulated at a finer level than simply
classifying an utterance as TTS or VC. This is closely related to the present research, while also revealing
an important methodological consideration: the definition of the attribution target must be explicit
because attack family, generation system, and generation component represent different levels of
attribution[ 13].

Ge et al. addressed the Speech Spoofing Algorithm Recognition (SSAR) problem under few-shot
conditions using a Dual Graph Prototypical Network ,Their work is particularly relevant to the unseen-
generator aspect of the present research because newly emerging spoofing algorithms may have limited
training samples. Rather than relying solely on conventional supervised classification, their approach
attempts to exploit relationships among speech representations and classes to improve recognition with
limited examples[14], [15].

Miiller et al. investigated the generalization problem and demonstrated that the performance gap
between in-domain and out-of-domain deepfake detection is strongly related to differences between
generation systems rather than simply the difficulty of detecting newer deepfakes [16],[17]. This finding
challenges the assumption that increasing model capacity alone is sufficient to solve generalization and
highlights the importance of learning representations that capture generation-independent artifacts.

The MLAAD dataset was introduced to address limitations in language and generator diversity [18].
It contains synthetic speech generated using 82 TTS models representing 33 architectures, covering 38
languages and approximately 378 hours of synthetic speech. Experiments across multiple datasets
demonstrated that dataset diversity has a substantial influence on cross-domain detection performance
[19]. This evidence supports the need for evaluating deepfake detectors beyond a single benchmark.

Li et al. further examined cross-domain audio deepfake detection using more than 300 hours of speech
generated by five advanced zero-shot TTS systems [18] ,[19]. Their experiments showed that modern
models can still experience substantial domain shifts and reported EERs of 4.1% for Wav2Vec2-large
and 6.5% for Whisper-medium under their cross-domain setting. Their findings emphasize that even
powerful self-supervised representations do not automatically guarantee robust generalization.



WaveFake provides another important resource for evaluating generalization across generation
architectures. The dataset contains more than 100,000 generated audio clips produced using multiple
neural vocoder architectures and languages [20]. Such diversity makes it useful for assessing whether a
detector learns genuine synthesis artifacts or merely memorizes characteristics associated with a particular
generator.

More recently, research has begun to investigate open-set source tracing, where the objective is not
only to recognize known generation systems but also to reject or identify previously unseen systems. This
direction is particularly important because the number of available speech generation systems continues
to increase. Open-set source tracing therefore represents a more realistic formulation of attribution than
conventional closed-set classification [21].

The reviewed studies demonstrate substantial progress in three complementary directions. First, end-
to-end and spectro-temporal architectures have significantly improved deepfake speech detection by
learning increasingly discriminative representations [8], [9]. Second, attribution-oriented studies have
demonstrated that synthetic speech contains fingerprints that can be exploited to identify generation
systems and their components [19],[21]. Third, cross-domain and open-set studies have established that
strong performance under matched conditions does not necessarily translate into reliable performance for
unseen generators, datasets, languages, or acoustic environments [22]

Nevertheless, several limitations remain.

First, most detection systems optimize the bona fide/spoof decision as the primary objective, while
attribution is frequently treated as a separate classification problem. Second, existing attribution studies
differ substantially in the definition of the attribution target, ranging from attack families to generation
tools and individual generation components. Third, generalization and attribution are often evaluated
independently, although unseen generators represent one of the most important challenges for practical
deployment. Fourth, the multi-task architecture was designed to encourage shared representation learning
while maintaining task-specific output heads. However, explicit mitigation of negative transfer was not
separately evaluated in this study. Finally, environmental robustness is commonly investigated through
separate augmentation or cross-dataset experiments rather than through a unified evaluation framework
combining noise, reverberation, temporal modification, pitch variation, cross-dataset testing, and unseen-
generator attribution[23].

Therefore, the literature suggests a clear research opportunity for a unified framework that combines
spectro-temporal representation learning, multi-task detection and attribution, robustness to variable
environments, and cross-domain/open-set generalization. The proposed doctoral research addresses this
opportunity by jointly learning binary deepfake detection and fine-grained spoof attribution within a
shared deep representation, while systematically evaluating the interaction between the two tasks under
matched, mismatched, noisy, and unseen-generator conditions.

3. Methodology and Materials
The proposed multi-task deep learning framework for deepfake speech detection and spoof attribution
begins with a preprocessing stage, where input speech signals are standardized and segmented into
suitable audio samples to ensure consistent model training. The feature extraction stage then combines
complementary spectral and temporal representations, including Mel-Spectrogram and MFCC and A
MFCC features for capturing spectral characteristics, together with raw waveform and sequential
embeddings for modeling temporal information. These representations are processed through a hybrid
deep learning architecture that integrates CNNs, Bi-LSTM networks, and Transformer-based attention
mechanisms to learn comprehensive spectro-temporal representations. The learned shared representation
is subsequently passed to two task-specific heads: a binary detection head for distinguishing bonafide and
spoofed speech, and an attribution head for identifying the spoofing source or attack category. The multi-
task architecture was designed to encourage shared representation learning while maintaining task-



specific output heads. However, explicit mitigation of negative transfer was not separately evaluated in
this study. Model performance is evaluated using comprehensive metrics, including Accuracy, Precision,
Recall, Fl-score, Equal Error Rate (EER), ROC-AUC, and Macro-F1. Furthermore, robustness and
generalization are investigated under variable conditions, including noise at 20 dB and 5 dB,
reverberation, time stretching, pitch shifting (+2), cross-dataset evaluation, and unseen spoof generators.

The proposed multi-task deep learning framework for deepfake speech detection and spoof attribution
begins with dataset preparation and audio preprocessing to ensure consistent input representation, as
illustrated in Figure 1. Complementary spectro-temporal features, including MFCC, Mel-Spectrogram,
raw waveform, and sequential embeddings, are extracted and integrated within a hybrid architecture
combining CNN, Bi-LSTM, and Transformer-based attention mechanisms. The learned shared
representation is connected to two task-specific heads: a binary detection head for bonafide and spoofed
speech, and a spoof attribution head for identifying TTS, VC, Hybrid VC/TTS. The framework is
optimized using a multi-task learning objective to promote shared representation learning while preserving
task-specific outputs. After training and validation, the optimized model is evaluated on unseen test data
and under diverse conditions, including additive noise, reverberation, time stretching, pitch shifting, cross-
dataset evaluation, and unseen-generator scenarios. Explicit mitigation of negative transfer was not
separately evaluated in this study.

3.1. Preprocessing

Prior to the training and testing phases, the raw speech signals undergo a series of preprocessing steps to
ensure consistent, clean, and suitable audio inputs for the proposed deep learning framework. The overall
preprocessing pipeline is illustrated in Figure 1. First, all audio recordings are resampled to a fixed
sampling rate of 16 kHz, ensuring consistency across different datasets and recording conditions. The
signals are then trimmed or padded to a fixed duration of 5 seconds, allowing the model to process inputs
with a uniform temporal length. Subsequently, audio normalization is applied to standardize the signal
amplitude and improve the stability and convergence of the training process.

To reduce the influence of unwanted background interference, an optional noise-reduction stage is
considered before the subsequent processing steps. Data augmentation is then applied only to the training
data to improve the robustness and generalization capability of the proposed framework under variable
acoustic conditions. The augmentation procedures include the addition of noise at 20 dB and 5 dB,
reverberation, time stretching, and pitch shifting of +2 semitones. These transformations are designed to
simulate realistic acoustic and signal-level variations that may occur during speech recording,
transmission, and playback.

The processed speech signals are represented using complementary spectral and temporal
representations. The spectral representations include Mel-Spectrogram and MFCC and A MFCC features,
while temporal information is preserved through the raw waveform and sequential embeddings. These
complementary representations are subsequently provided to the proposed spectro-temporal multi-task
deep learning framework, where they are jointly exploited for binary deepfake speech detection and fine-
grained spoof attribution. This preprocessing strategy is designed to establish a consistent and robust input
representation while reducing the influence of recording variability and enhancing the model's ability to
generalize to realistic and unseen conditions.
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Figure 1. Audio signal preprocessing pipeline for waveform normalization, resampling, and augmentation.

3.2. Spectro-Temporal Feature Set

To construct a compact and informative representation of speech signals, the proposed framework
employs a spectro-temporal feature set that combines Mel-Frequency Cepstral Coefficients (MFCCs),
Log-Mel Spectrograms, and first-order Delta features. These complementary representations capture
different characteristics of the speech signal, including spectral structure, detailed time-frequency
patterns, and temporal variations. The speech signals are sampled at 16 kHz, while the extracted features
are organized over 256 time steps Figure 2 , 3. The proposed feature configuration produces a 208-
dimensional representation, formulated as:

FSVF = MFCC4O —+ Log—M61128 -+ AMFCCZID - 208 (1)

where:

* F's7 denotes the proposed spectro-temporal feature representation.

* MFCCy9 denotes the 40-dimensional Mel-frequency cepstral coefficient representation.

» Log—Mel;2s denotes the 128-dimensional log-Mel spectrogram representation.

* AMFCCy9 denotes the 40-dimensional first-order temporal derivative of he MFCC features.
The selected features are described below.

Mel-Frequency Cepstral Coefficients (MFCC): are widely used spectral features for representing the
short-term spectral characteristics of speech. They model the spectral envelope of the speech signal by
transforming the frequency spectrum into the perceptually motivated Mel scale. In the proposed
framework, 40 MFCC coefficients are extracted from each speech frame, resulting in a 40-dimensional
feature vector.

Log-Mel Spectrogram: The Log-Mel Spectrogram provides a detailed time-frequency representation
of the speech signal. It is obtained by applying a short-time Fourier transform, mapping the resulting
spectral energy onto the Mel frequency scale, and then applying logarithmic compression. In the proposed
framework, 128 Mel filters are used, producing a 128-dimensional spectral representation for each time
step. Compared with MFCCs, the Log-Mel representation preserves more detailed local time-frequency



information, which can help the model identify acoustic artifacts and irregular spectral patterns associated
with synthetic or manipulated speech.

Delta MFCC: A features represent the temporal dynamics of speech by measuring the first-order
changes between consecutive feature frames. In this framework, the Delta features are derived from the
40 MFCC coefficients, resulting in an additional 40-dimensional temporal representation. These features
capture frame-to-frame variations and temporal transitions that may differ between natural and artificially
generated speech.
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Visualization of the spectro-temporal feature representation.
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Figure 2. Spectro-temporal feature representation combining MFCC, Log-Mel, and Delta-MFCC channels over 256 time steps.
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3.3 Proposed Multi-task Spectro-Temporal Learning Framework



The proposed Framework integrates convolutional, recurrent, and Transformer-based deep learning
components to jointly learn spectral and temporal representations for deepfake speech detection and spoof
attribution. The overall architecture is illustrated in Figure 6. The model begins with raw speech audio,
from which Mel-Spectrogram representations are generated to capture the spectral characteristics of the
speech signal. The extracted spectrograms are then processed through a CNN-based spectral feature
learning module consisting of five convolutional blocks. Each convolutional block applies a 3 x 3
convolution, followed by Batch Normalization (BN), ReLU activation, and 2 X 2 max-pooling to
progressively extract hierarchical spectral representations. The number of convolutional filters increases
from 32 to 64, 128, 256, and 256, enabling the network to learn increasingly complex acoustic patterns.
A Global Average Pooling (GAP) operation is subsequently applied to obtain a compact spectral
representation.

The extracted spectral representation is then passed to the temporal modeling module, which is
designed to capture temporal dependencies within the speech signal. Two complementary temporal
modeling mechanisms are considered: Bi-LSTM and a Transformer Encoder. The Bi-LSTM component
processes the learned representations in both forward and backward temporal directions, allowing the
model to capture dependencies across the speech sequence. Alternatively, the Transformer Encoder
employs positional encoding and multi-head self-attention to model long-range temporal relationships
within the speech signal. The resulting temporal representation is then combined with the spectral
representation through the spectro-temporal fusion layer.

The proposed framework uses an attention-based fusion mechanism to integrate the spectral
representation extracted by the CNN with the temporal representation generated by the temporal modeling
module. The fusion layer learns adaptive weights for both representations and combines them into a
unified spectro-temporal representation for subsequent binary spoof detection and spoof attack
attribution. The fusion operation is defined as:

FST = OésS -+ CETT (2)

where S and 7 denote the spectral and temporal representations, respectively, while a.s and 0t are
their learned attention weights.

3.3.1. CNN-Based Spectral Feature Learning
The five convolutional blocks in the proposed architecture progressively extract discriminative spectral
features from the Mel-Spectrogram representation. Each convolutional block applies learnable filters to
identify acoustic patterns at different levels of abstraction Figure 4.
o First convolutional block: Uses 32 filters to learn low-level spectral patterns and local acoustic
structures from the Mel-Spectrogram.
e Second convolutional block: Uses 64 filters to capture more complex spectral patterns based on
the representations learned by the first block.
e Third convolutional block: Uses 128 filters to learn deeper and more discriminative acoustic
structures.
e Fourth convolutional block: Uses 256 filters to extract higher-level spectral representations and
complex interactions within the speech signal.
o Fifth convolutional block: Uses 256 filters to further refine and consolidate the learned high-level
spectral representations.
Each convolutional block employs a 3 % 3 convolution, Batch Normalization, ReL U activation, and 2
x 2 Max-Pooling. The convolution operation enables the network to learn local acoustic patterns, while
Batch Normalization contributes to stable feature learning. The ReLLU activation introduces non-linearity,



allowing the network to model complex relationships, and Max-Pooling progressively reduces the spatial
dimensions while retaining the most informative spectral characteristics.

Following the five convolutional blocks, Global Average Pooling (GAP) is employed to transform the
learned feature maps into a compact spectral representation..

The fused spectro-temporal representation is provided as input to the CNN module, where multiple
convolutional layers automatically learn hierarchical spectral features from the speech signal. The
convolutional layers progressively extract low-level acoustic information, including spectral edges and
local frequency patterns, followed by more discriminative high-level representations associated with
synthetic speech artifacts. Max-pooling layers reduce the spatial dimensions while preserving the most
informative features

Input Preprocessing
Mel-Spectrogram /" Conv Block 1 Conv Block 2 Conv Block 3 Conv Block 4 Conv Block 5 \ Feature Maps
Reshaped
32 Filters 64 Filters 128 Filters 256 Filters 256 Filters ( ped)
3%3, RelL,U 3x3, ReLU 3x3, ReLU 3%3, ReLU 3%3, ReLU
Batch Normalization Batch Normalization Batch Normalization Batch izati Batch Noy {
« e ¥ e
Time Frames ——» = —_— §
‘ \
4 a o | — | . | . a
MFCC L T [ e (| O —> 1l ‘ | IE
40 = | o il ‘
g = ‘
8 |
5 \
§ 20 e | [l || |
8 e = ’ J —
s
- 3 v v v v v o
{ Time Frames —» Reshaped to
\._ Max Pooling Max Pooling Max Pooling Max Pooling Max Pooling /| Sequence Format
2x2 2x2 2x2 2x2 2x2 (T", 512)

Figure 4. Architecture of the 5-block CNN spectral feature extraction network.

3.3.2. Temporal Dependency Modeling Using Bi-LSTM And Transformer

The temporal modeling stage is responsible for capturing sequential dependencies that cannot be fully
represented through spectral feature extraction alone. The proposed architecture incorporates two
complementary approaches: Bi-LSTM and Transformer Encoder.

Bi-LSTM: The Bi-LSTM processes the extracted sequence in both forward and backward directions.
This enables the model to capture temporal dependencies from both past and future contexts within the
speech sequence. By incorporating information from both directions, the Bi-LSTM provides a more
comprehensive representation of temporal speech characteristics.

Transformer Encoder: The Transformer-based temporal module employs positional encoding followed
by multi-head self-attention and feed-forward processing. The positional encoding provides information
about the order of the speech sequence, while multi-head self-attention enables the model to identify
relationships between different temporal positions. This mechanism allows the architecture to capture
both local and long-range temporal dependencies within the speech representation.

The temporal modeling stage captures sequential dependencies that cannot be fully represented
through spectral feature extraction alone. The proposed architecture employs two complementary
temporal modeling approaches: a Bi-LSTM and a Transformer Encoder Figure 5. The Bi-LSTM captures
temporal dependencies from both forward and backward directions, providing contextual information
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from past and future time steps. In parallel, the Transformer Encoder uses positional encoding, multi-
head self-attention, and feed-forward processing to model relationships across different temporal
positions and capture both local and long-range dependencies within the speech representation
3.3.3. Spectro-Temporal Fusion
After extracting the spectral and temporal representations, the proposed framework integrates these
complementary representations through an attention-based spectro-temporal fusion mechanism. The
spectral representation § and temporal representation T are jointly processed by an attention mechanism
that learns the relative importance of the information contained in each representation. The resulting
attention weights are used to emphasize the most informative spectro-temporal features while reducing
the contribution of less relevant information. The weighted representations are subsequently combined to
form a unified fusion vector F, which is then passed to a fully connected layer for the final prediction.
This fusion mechanism enables the framework to effectively integrate spectral characteristics learned by
the CNN with temporal dependencies captured by the Bi-LSTM and Transformer Encoder, providing a
unified representation for both deepfake detection and spoof attack attribution.
Spectro-Temporal Fusion and Multi-task Classification: The learned spectral and temporal
representations are integrated through the proposed spectro-temporal fusion module Figure 6, producing
a unified feature representation that combines complementary information from both domains. The fused
representation is then shared by two task-specific classification branches.
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Figure 6. Overview of the proposed multi-task deep learning framework for joint deepfake detection and spoof attribution.




3.4. Optimization and Training Details
The proposed framework is trained using supervised multi-task optimization for deepfake speech
detection and spoof attribution on the In-the-Wild and ASVspoof 2019 LA datasets, while preserving
dataset-specific protocols. The data are divided into training, validation, and test subsets, with the test
set kept unseen during training. Feature normalization parameters are estimated from the training data
only and subsequently apply to the validation and test sets to avoid data leakage. The framework
jointly optimizes binary deepfake detection and multi-class spoof attribution using a weighted multi-
task loss. The weighted multi-task loss is used to balance the contributions of the two tasks and reduce
potential task interference
The complementary representations generated by the Bi-LSTM and Transformer Encoder modules
are integrated using an attention-based fusion mechanism. The AdamW optimizer is initialized with a
learning rate of 3 x10-5, The multi-task learning objective is formulated as a weighted combination of
the binary detection loss and the spoof attribution loss:

LMT - /\detLdet + )\attLatt (3)

Where:

e Lyt :denotes the overall multi-task learning loss.

e Ly : represents the binary detection loss for distinguishing bona-fide and spoofed speech,

e L. :denotes the spoof attribution loss for identifying the spoof attack class.

o Jaer and Lar:weighting coefficients that control the contribution of each task to the total loss
with a batch size of 32 and a maximum of 50 training epochs. Early Stopping, Reduce LROnPlateau,
and Model Checkpointing are employed to improve training stability and reduce overfitting. The
learning rate is reduced by a factor of 0.5 when the validation loss plateaus, with a minimum learning
rate of 3 X107, while the best-performing model is retained. Robustness is evaluated under 20 dB and
5 dB additive noise, reverberation, time stretching, and +2-semitone pitch shifting. Deepfake detection
is evaluated using Accuracy, Precision, Recall, Fl-score, ROC-AUC, and EER, whereas spoof
attribution is evaluated using Macro-F1, Balanced Accuracy, per-class Recall, and confusion matrices.

4. Experimental Analysis and Performance Evaluation of the Proposed Framework
4.1 Datasets

The ASVspoof 2019 LA dataset is a controlled benchmark specifically developed for evaluating
spoofing countermeasures against synthetic and converted speech. The dataset is derived from the VCTK
corpus and contains high-quality speech recorded under controlled studio conditions, with limited
environmental interference. It includes 107 speakers (46 male and 61 female), with speakers strictly
separated across the training, development, and evaluation subsets to ensure speaker-independent
evaluation. The dataset incorporates 19 spoofing algorithms (A01-A19) based on Text-to-Speech (TTS)
and Voice Conversion (VC) techniques and TTS-to-VC hybrids . Its experimental design distinguishes
between known attacks (A01-A06) and unknown attacks (A07-A19), allowing the evaluation of a
model's ability to generalize beyond the spoofing techniques observed during training[24],[25].

The In-the-Wild dataset is designed to evaluate audio deepfake detection under uncontrolled, real-
world conditions. The recordings are collected from publicly available online sources, including social
media, video platforms, podcasts, and other digital media, and contain speech from 58 public in figure 7,
Table 1. Unlike controlled benchmark datasets, the recordings exhibit substantial variability in acoustic
and technical conditions, including environmental interference, cross-talk, different recording devices,
room characteristics, and online processing. The dataset therefore provides an out-of-domain evaluation
scenario that more closely reflects the conditions encountered in practical audio deepfake detection



applications. Its primary objective is to assess the robustness of detection models when confronted with

heterogeneous real-world audio rather than standardized laboratory recordings[26],[27].

Table 1. Structural comparison of the ASVspoof 2019 LA and In-the-Wild datasets.

Unknown
Dataset Tota}l Total Utterances Real/Bona- | Spoof /| Known Attacks/Unseen | Speakers
Audio fide Fake Attacks
Attacks
ASVspoof ~15-20
2019 LA GB 121,461 12,483 108,978 A01-A06 A07-A19 107
In-the-Wild 38.0 hours 31,779 19,963 11,816 — — 58

Table 1, Figure 7 provides a comparative summary of the ASVspoof 2019 LA and In-the-Wild datasets
used in this study. ASVspoof 2019 LA contains 121,461 utterances, including 12,483 bona-fide and
108,978 spoofed samples, with known attacks A01-A06 and unknown attacks A07—A19 across 107
speakers, ASVspoof 2019 LA consists of official training, development, and evaluation partitions. The
training and development partitions contain the six known attack algorithms A01-A06, whereas the
evaluation partition contains attack IDs A07—-A19 Unseen evaluation attacks . In the present study,
however, a stratified 60:40 split was used for the reported in-dataset experiment rather than the official
train/development/evaluation partition.

In-the-Wild contains 31,779 utterances, including 19,963 bona-fide and 11,816 spoofed samples,
collected from 58 public figures. These complementary datasets support two evaluation objectives:
ASVspoof 2019 LA provides a controlled benchmark for evaluating spoof detection and attack-related
generalization, whereas In-the-Wild provides an out-of-domain setting for assessing detection under
realistic and unconstrained acoustic conditions.
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Figure 7. Comparison of the ASVspoof 2019 LA and In-the-Wild Datasets.

4.2. Experimental Use of the Datasets

In this study, ASVspoof 2019 LA and In-the-Wild are employed within a two-stage experimental
framework to evaluate the proposed multi-task deep learning model. The experimental design is intended
to assess both the model's performance within the same dataset and its ability to generalize to an unseen
dataset under different speech recording conditions.



In Stage 1. In-Dataset Evaluation, the proposed model is trained and evaluated using the ASVspoof 2019
LA dataset. The data are divided into training and validation subsets using a stratified 60:40 split with a
fixed random seed of 42. This strategy preserves the class distribution across the two subsets while
providing a consistent evaluation protocol. The model performs two complementary tasks. The first
task is deepfake detection, which classifies speech as either bona-fide or spoof. The second task is spoof
attribution, which identifies the corresponding spoof attack class using the available attack labels. In the
supervised attribution setting, six known attack classes (A01-A06) are used as the attribution categories.
supervised spoof attribution, followed by an unseen-attack setting using A07-A19 to assess
generalization to attacks not observed during training,Under the stratified train-validation protocol, the
model is evaluated on the held-out validation partition Table 2.
In Stage 2: Cross-Dataset Evaluation, the model is trained using ASVspoof 2019 LA and subsequently
evaluated on In-the-Wild, which is not used during the training process. This stage is designed to evaluate
the cross-dataset generalization capability of the proposed framework by testing the model on speech data
originating from a different dataset and real-world recording conditions. The evaluation in this stage
focuses on deepfake detection, distinguishing between bona-fide and spoofed speech. Spoof attribution
is not performed on In-the-Wild because it does not provide an attack taxonomy equivalent to the A09—
A19 labels available in ASVspoof 2019 LA.

The two-stage experimental design therefore provides a structured evaluation of the proposed
framework. Stage 1 The Framework was evaluated using a stratified 60:40 train-validation split with a
fixed random seed of 42. whereas Stage 2 evaluates its ability to generalize from ASVspoof 2019 LA to
the unseen In-the-Wild dataset. Importantly, the In-the-Wild data remain completely excluded from the
training and validation procedures of Stage 1 to ensure a reliable cross-dataset evaluation.

Table 2. Two-stage experimental setup for in-domain, unseen-attack, and cross-dataset evaluations.

Stage Training Data Testing Data Detectio Attnbu.tlm.l / Main Objective
n Generalization
Evaluate in-domain
Stage 1: Known-Attack ASVspoof 2019 LA: A.SVSPOOf 2019 detection and
Learning bona-fide + AO1-AQ6 | LA held-outbona- v AO1-A06 supervised spoof
fide + A0O1-A06 A
attribution
Evaluate detection
Stage 1: Unseen-Attack ASVspoof 2019 LA: ASYSPOOf 2019 generalization to
. LA: bona-fide + v Unseen attacks
Generalization bona-fide + AO1-A06 attacks not observed
A07-A19 ; 2
during training
) Evaluate cross-dataset
Stage 2: Cross-Dataset ASVspoof 2019 LA In-the-Wild v — binary detection
Generalization . .
without fine-tuning

Table 3 show the main parameter configurations used for the ASVspoof 2019 LA and In-the-Wild
experiments. Both datasets were processed at a sampling rate of 16 kHz, while 80 and 128 Mel filters
were used for ASVspoof 2019 LA and In-the-Wild, respectively. Forty MFCC coefficients were used for
both datasets. The ASVspoof model used 128 time steps and a batch size of 16, whereas the In-the-Wild
model used 256 time steps and a batch size of 32. The maximum number of training epochs was 50 for
both settings. AdamW was used as the optimizer, with learning rates of 3x10™* and 3x10 for
ASVspoof 2019 LA and In-the-Wild, respectively. The attention configurations used 8 heads with an FFN
dimension of 1024 for ASVspoof and 4 heads with an FFN dimension of 256 for In-the-Wild. The final
dropout rates were 0.4 and 0.5, respectively, with 60:40 and 80:20 data splits. The primary task was joint
detection and attribution for ASVspoof 2019 LA and binary detection for In-the-Wild

Table 3. Attack types and generation mechanisms for unseen attacks (A07—-A19) in ASVspoof 2019 LA.

Attack Spoof Type Scenario Vocoder/Synthesis

AQ07 TTS Logical Access (LA) Vocoder-based synthesis




A08 TTS Logical Access (LA) Neural waveform synthesis
A09 TTS Logical Access (LA) Vocoder-based synthesis
A10 TTS Logical Access (LA) Neural waveform synthesis
All TTS Logical Access (LA) Griffin-Lim-based synthesis
Al2 TTS Logical Access (LA) Neural waveform synthesis
Al3 Hybrid(TTS + VC) Logical Access (LA) Waveform concatenation and filtering
Al4 Hybrid(TTS + VC) Logical Access (LA) Vocoder-based synthesis
AlS Hybrid(TTS + VC) Logical Access (LA) Neural waveform synthesis
Al6 TTS Logical Access (LA) Waveform concatenation
Al7 VC Logical Access (LA) Waveform filtering

Al8 VC Logical Access (LA) Vocoder-based conversion
Al9 VC Logical Access (LA) Spectral filtering

4.3. Experimental Setup and Parameter Configuration
Two speech datasets were used to evaluate the proposed framework. The first model was developed using
the ASVspoof 2019 Logical Access (LA) dataset for joint binary spoof detection and attack attribution .
The implementation currently considers six attack classes, AO1-A06. For the supervised spoof attribution
task, six known spoof attack classes (AO1-A06) were considered. The attribution head was implemented
as a six-class SoftMax classifier. The remaining attack classes (A07—A19) were treated as unseen attack
conditions and were not used as supervised attribution targets during training, The data were divided into
training and validation subsets using a stratified 60:40 split with a fixed random seed of 42. The second
model was evaluated on the In-the-Wild dataset for binary real/fake speech detection using an 80:20
stratified split Table 4.

All audio signals were converted to 16 kHz mono audio. Silence regions were removed using an

energy-based threshold of 25 dB, followed by pre-emphasis with a coefficient of 0.97 and amplitude
normalization. Mel-spectrograms and MFCCs were then extracted. The ASVspoof model used 80 Mel
filters and 40 MFCC coefficients, whereas the In-the-Wild model used 128 Mel filters and 40 MFCC
coefficients. To prevent data leakage, the normalization parameters were estimated using the training data
only and subsequently applied to the validation and test sets. Feature normalization was therefore
performed after data partitioning.

The ASVspoof model uses a multi-task CNN-Bi-LSTM+ Transformer architecture with four
convolutional blocks containing 64, 128, 256, and 512 filters, followed by two Transformer-style blocks.
Multi-head self-attention uses 8 heads with a feed-forward dimension of 1024. The shared representation
produces two outputs: a sigmoid classifier for bona fide/spoof detection and a six-class softmax classifier
for attack attribution (A01-A06).

The In-the-Wild model follows a similar CNN—Transformer structure with four convolutional layers
(64, 128, 256, and 512 filters) and two Transformer-style blocks using 4 attention heads and a feed-
forward dimension of 256. A sigmoid output layer provides the final real/fake prediction.

Both models were trained for a maximum of 50 epochs using AdamW. The learning rate was 3x10~*
for ASVspoof and 3x10~* for In-the-Wild, with batch sizes of 16 and 32, respectively. Final classification
dropout was 0.4 and 0.5, respectively. Early stopping, learning-rate reduction, and model checkpointing
were used to select the best model based on validation loss.

Performance was evaluated using accuracy, (EER), confusion matrices, ROC curves, AUC, and
classification reports. Additional analyses included calibration, t-SNE, Grad-CAM, and SHAP to support
model interpretation.




Table 4. Hyperparameter configurations for model training on ASVspoof 2019 LA and In-the-Wild datasets.

Parameter ASVspoof 2019 LA In-the-Wild
Sampling rate 16 kHz 16 kHz
Mel filters 80 128
MFCCs 40 40
Delta MFCC 40 40
Time steps 128 256
Batch size 16 32
Maximum epochs 50 50
Initial learning rate 3x10™ 3x10°°
Optimizer AdamW AdamW
Attention heads 8 4
FFN dimension 1024 256
Dropout 0.4 0.5
Data split Stratified 60:40 Stratified 80:20
Random seed 42 42
Main task Detection + Attribution Detection

4.4. Computational Resource Requirements

To assess the practical feasibility of the proposed model in real-world scenarios, the system was
implemented and evaluated on a Dell Precision 5560 laptop (Dell Technologies Inc., Round Rock, TX,
USA), equipped with an 11th Gen Intel Core 17 processor and 32 GB of RAM, without a dedicated GPU.
During training, the system consumed approximately 12 GB of memory, whereas prediction required less
than 2 GB. The average inference time for a single prediction was 1.55Ms seconds.
These findings indicate that the proposed model can operate efficiently without reliance on high-end
computational hardware, supporting its potential deployment in resource-constrained environments,
including portable devices and field-deployed security systems. With minor computational optimizations,
the model could be further adapted for deployment on even more lightweight systems.

4.5. Experimental Findings

The proposed (MT-DL) Framework was evaluated to examine its effectiveness in deepfake speech
detection, spoof attack attribution, cross-dataset generalization, and robustness to acoustic perturbations.
The framework jointly learns binary detection and multi-class spoof attribution from a shared spectro-
temporal representation. The shared representation is generated through a CNN-based frontend followed
by temporal modeling and is delivered to two task-specific heads: a detection head for real/fake
classification and an attribution head for identifying six known spoof attack categories (AO1-A06). The
A07-A19 attack classes were treated as unseen attack conditions and were not included in the supervised
attribution training.

The experimental evaluation is organized into two principal stages. Stage 1 focuses on in-dataset
multi-task learning using ASVspoof 2019 LA, whereas Stage 2 investigates cross-dataset generalization
by transferring the trained model to an unseen domain without fine-tuning. Additional analyses examine



the contribution of the spectro-temporal representation, robustness under acoustic perturbations, and
training stability.

Stage 1: In-Dataset Multi-Task Evaluation

In the first stage, the proposed Multi-Task DL Framework is trained and evaluated using ASVspoof 2019
LA. The model simultaneously performs binary classification of bona-fide versus spoofed speech and
multi-class attribution of spoofing attacks. Both tasks share the learned representation while maintaining
separate output heads and task-specific objectives. The proposed framework relies on a fused spectro-
temporal representation that combines complementary acoustic information before CNN-based feature
extraction and temporal modeling.

Table 5. Feature set ablation study comparing classification performance across spectro-temporal combinations.

Dataset Setting Afzicl;i:u};y Binary F1- | Binary F1- Multi Multi F1- Multi F1-
(%) Real Fake Accuracy (%) Macro Weighted
< MFCC only 95.96 96.71 95.08 93.74 91.51 92.79
% MFCC +Log-Mel 9431 95.08 95.44 91.12 91.94 92.18
S
g MFCC+ A MFCC 95.18 94.94 96.32 92.98 91.79 94.05
2 MFCACI“:{IFJ‘(’jg('jMe” 100 100 100 99.93 99.09 99.93

Table 5 compares the performance obtained under four feature configurations. The MFCC-only
configuration achieves 95.96% binary accuracy and 93.74% multi-class accuracy. Adding Log-Mel
features results in 94.31% binary accuracy and 91.12% multi-class accuracy, whereas the MFCC + A-
MFCC configuration achieves 95.18% binary accuracy and 92.98% multi-class accuracy. The combined
MFCC + Log-Mel + A-MFCC configuration yields the highest values in the table, with 100% binary
accuracy, 99.93% multi-class accuracy, 99.09% macro-F1, and 99.93% weighted-F1. These results
indicate that the combined representation provides the strongest overall feature configuration among the
settings reported in the table.

Table 6. Detection and spoof attribution performance of the multi-task architecture across feature settings.

Binary . . Multi . .

. Binary Binary Multi F1- Multi F1-
Dataset | Model Setting Ac?,‘,}:)acy Fi-Real | Fi-Fake Acz(‘,}:)acy Macro Weighted
% 5] v MFCC only 97.09 97.01 96.08 96.04 96.51 96.57
A ~ B
§ < é g MFCC +Log-Mel 97.31 97.08 96.44 97.12 96.94 97.18
E- — £ E MFCC+A MFCC 97.68 97.77 98.32 98.01 98.11 98.17
e Ex- MFCC+ Log-
Z = Mel+ A MFCC 98.23 98.12 98.32 98.42 98.25 98.29

Table 6 presents the performance of the proposed Multi-Task DL Framework under four feature
configurations. The MFCC-only configuration achieves 97.09% binary accuracy and 96.04% multi-class
accuracy. Adding Log-Mel features increases the binary accuracy to 97.31% and the multi-class accuracy
to 97.12%. The MFCC + A-MFCC configuration achieves 97.68% binary accuracy and 98.01% multi-
class accuracy. The combined MFCC + Log-Mel + A-MFCC configuration provides the highest binary
accuracy of 98.23% and the highest multi-class accuracy of 98.42%, together with macro-F1 and
weighted-F1 scores of 98.25% and 98.29%, respectively




Table 7. Class-level performance metrics for supervised spoof attack attribution (A01-A06).

Class Precision Recall F1-Score Support
A01 1.00 0.99 0.99 5,040
A02 0.99 1.00 1.00 2,947
A03 1.00 0.99 1.00 2,964
A04 0.99 0.99 0.99 2,994
A05 1.00 1.00 1.00 3,085
A06 1.00 1.00 1.00 3,060
Accuracy 1.00 — — 20,090
Macro Avg 1.00 1.00 1.00 20,090
Weighted Avg 1.00 1.00 1.00 20,090

Table 7 presents the class-level classification performance of the proposed multi-task model for
supervised spoof attack attribution across the six known attack classes (AO01-A06). The model
demonstrates high precision, recall, and F1-scores across the six classes, indicating consistent attribution
performance for the known spoof attack categories.

Table 8 presents the performance of the proposed (MT-DL) framework under four different Spectro-
temporal feature configurations using data augmentation. The results show a consistent improvement in
both the binary deepfake speech detection task and the multi-class spoof attribution task as additional
complementary features are incorporated. Using MFCC features alone achieves a Binary Accuracy of
93.48 and an Attribution Accuracy of 90.27. Adding Log-Mel features improves these values to 94.86 and
92.54, respectively, indicating that spectral information provides additional discriminative cues. The
combination of MFCC and A-MFCC further increases Binary Accuracy to 95.62 and Attribution Accuracy
to 93.86, demonstrating the benefit of temporal-dynamic information captured by first-order MFCC
derivatives.

Table 8. Performance evaluation under light data augmentation on ASVspoof 2019 LA.

. . . . o Attributi
Model Setting Binary Binary F1- | Binary F1- | Attribution Attribution on F1-
Acc. Real Spoof Ace. F1-Macro .
Weighted
MFCC 94.48 91.86 94.82 92.07 89.65 89.72
Multi- MFCC + Log-Mel 94.86 93.67 95.89 92.54 92.18 92.47
Task DL og-Me . . . . . .
Framework  ™NECC + A-MFCC 95.62 92.51 94.58 93.86 93.49 93.78
MFCC + Log-Mel
+ AMFCC 98.74 95.88 98.42 96.27 94.96 96.07

Table 9 presents the performance of the proposed (MT-DL) framework on ASVspoof2021-LA using
four Spectro-temporal feature configurations with strong data augmentation. The results show a
consistent improvement as complementary features are combined. Using MFCC alone achieves 93.48
Binary Accuracy and 90.27 Attribution Accuracy. Adding Log-Mel features increases these values to
94.86 and 92.54, respectively, while adding A-MFCC further improves them to 95.62 and 93.86 The full
combination of MFCC, Log-Mel, and A-MFCC achieves the highest performance, with 0.9674 Binary
Accuracy and 0.9527 Attribution Accuracy, together with 95.88 F1-Real, 97.42 F1-Spoof, 0.9496 Macro-
F1, and 0.9518 Weighted-F1.

Table 9. Performance evaluation under strong data augmentation on ASVspoof 2019 LA.

. . Binary F1- | Binary F1- | Attribution | Attribution Attribution
Model Setting Binary Acc. Real Spoof Acc. F1-Macro F1-Weighted
MFCC 93.48 91.86 94.82 92.07 89.65 85.09




Multi-
Task DL
Framework

ﬁglcc + Log- 94.86 93.67 95.89 92.54 92.18 92.47
MFCC + A-

Vi 95.62 94,51 94.58 93.86 93.49 93.78
MFCC + Log-

Mel + A 96.74 95.88 97.42 95.27 94.96 95.18
MFCC

Table 8 evaluates the proposed MT-DL framework using augmented data generated with relatively

mild augmentation settings, including a random time shift of £100 ms, Gaussian noise with an SNR of
25-30 dB, random gain of £3 dB, and time stretching of 0.95-1.05%. These settings introduce moderate
variations while preserving the main characteristics of the speech signals.

In contrast, Table 9 uses stronger augmentation settings, including a random time shift of £200 ms,

Gaussian noise with an SNR of 15-25 dB, random gain of +6 dB, time stretching of 0.90—1.10%, pitch
shifting of £2 semitones, and random cropping of 2—4 seconds. This setting provides more challenging

variations to evaluate the robustness of the proposed MT-DL framework under stronger data

augmentation conditions.
Stage 2: Cross-Dataset Generalization

The second stage evaluates the generalization capability of the trained Multi-Task DL Framework under
an unseen-domain condition. The model trained on ASVspoof 2019 LA is transferred directly to the In-
the-Wild dataset without additional fine-tuning. Because In-the-Wild does not provide attack labels

corresponding to the A09—A19 taxonomy, Stage 2 evaluates the binary detection head only.

Table 10. In-dataset vs. cross-dataset binary detection performance comparison.

- . Binary F1- ..
Training Testing . F1-Fake | Precision Recall AUC | EER
Dataset Dataset Model Setting Acc‘l)lracy Roeal (%) (%) (%) (%) (%)
(%) (%)
Multi-Task DL | = MFCC 96.96 96.71 | 9608 | 97.95 9789 | 097 | 0.072
Framework only
. MFCC
Multi-Task DL | og- 97.31 9708 | 9744 | 9731 | 9727 | 097 | 0.061
ASVspoof | ASVspoof Mel
2019LA | 2019LA | Multi-Task DL | MFCC+ 97.18 9780 | 9732 | 97.18 97.14 | 0.97 | 0.066
Framework A
. MFCC+
Multi-Task DL |y - 98.89 9888 | 9885 | 98.68 9872 | 0.99 | 0.048
Framework
Mel+ A
Multi-Task DL | = MFCC 97.42 97.16 | 97.61 97.36 9728 | 098 | 0.018
Framework only
. MFCC
Multi-Task DL 1 og. 98.11 9792 | 9825 | 9805 | 98.00 | 098 | 1.71
ASVspoof In-the- Mel
2019LA | Wild | Multi-Task DL | MFCC+ 98.44 9755 | 9826 | 9823 97.12 | 098 | 1.89
Framework A
. MFCC+
Multi-Task DL | =y o 98.11 97.92 | 9825 | 9805 | 9800 | 0.99 | 0.089
Framework Mel+ A

Table 10 evaluates binary detection performance under both in-dataset and cross-dataset conditions.
For the ASVspoof 2019 LA to ASVspoof 2019 LA setting, the full MFCC + Log-Mel + A configuration
reports the highest values shown in the table, including 98.89% precision, 98.68% recall, 98.72% AUC,
and an EER of 0.048%. For the cross-dataset ASVspoof 2019 LA to In-the-Wild setting, the full fused
configuration reports 98.11% F1-Fake, 97.92% precision, 98.25% recall, 0.99% AUC, and an EER of

0.089%.




Table 11. Performance degradation metrics under cross-dataset domain shift from ASVspoof 2019 LA to In-the-Wild.

Metric ASVspoof — ASVspoof ASVspoof — In-the-Wild Change
Binary Accuracy (%) 98.89 98.11 -0.78
F1-Real (%) 98.88 97.92 -0.96
F1-Fake (%) 98.85 98.25 +0.60
Precision (%) 98.68 98.05 -0.63
Recall (%) 98.72 98.00 -0.72
ROC-AUC (%) 0.98 0.98 0
EER (%) 0.048 0.089 +0.041pp

Table 11 quantifies the effect of cross-dataset domain shift under the combined feature configuration.
Binary accuracy decreases by 0.78 percentage points when moving from the in-dataset setting to the In-
the-Wild setting. F1-Real decreases by 0.96 percentage points, while F1-Fake decreases by 0.60
percentage points. Precision and recall decrease by 0.63 and 0.72 percentage points, respectively. The
EER increases from 0.048% to 0.089%, corresponding to an increase of 0.041 percentage points..

4.6.Robustness to Additive Noise

Robustness was evaluated on 31,779 valid In-the-Wild audio files represented by feature tensors of size
256 x 168 x 1. Six acoustic conditions were examined: clean audio, pitch shifting, time stretching,
reverberation, additive noise at 20 dB, and additive noise at 5 dB.

Table 12. Robustness of the Multi-Task DL Framework under Additive Noise.

Noise Type Accuracy (%) Precision (%) Recall (%) F1-Score (%) EER (%)
Clean 98.89 98.68 98.72 98.88 0.0048
Pitch +2 92.33 95.71 93.95 94.82 0.610
Time Stretch 99.52 96.52 97.26 98.37 0.0126
Reverb 99.84 96.55 98.55 98.69 0.0029
Noise 20dB 87.71 88.08 86.89 81.94 0.1080
Noise 5dB 86.15 82.46 77.98 77.20 12.29

Table 12 summarizes the robustness of the proposed framework under different acoustic perturbations.
Under clean conditions, the model achieves 98.89% accuracy, with precision, recall, and F1-score of
98.68%, 98.72%, and 98.88%, respectively, and an EER of 0.0048%. Time stretching and reverberation
preserve high detection performance, with accuracies of 99.52% and 99.84%, respectively. Pitch shifting
reduces the accuracy to 92.33%, while additive noise produces a more pronounced degradation, with
accuracy decreasing to 87.71% at 20 dB and 86.15% at 5 dB. The corresponding EER increases
substantially under the strongest noise condition, reaching 12.29%.

4.7. Training Stability
The robustness results demonstrate that the proposed MT-DL framework maintains stable performance
under temporal transformations and reverberation, while additive noise causes a more pronounced
degradation. Clean audio achieves 100% accuracy, with an EER of 0.0018%. Time stretching and
reverberation preserve high performance, achieving accuracies of 99.52% and 99.84%, respectively, with
very low EER values of 0.0126% and 0.0029%. In contrast, pitch shifting reduces accuracy to 92.33%
and increases the EER to 0.610%. Under additive noise, performance decreases further, with accuracy
reaching 87.71% at 20 dB and remaining above 86% at 5 dB, while the EER increases substantially to
12.29.

Table 13 compares the proposed MT-DL framework with representative spoofing detection approaches
on the ASVspoof 2019 LA dataset. Reported EER values range from 9.57% for CQCC-GMM to 0.59%



for Rawformer, while the proposed framework achieves a binary validation accuracy of 99.75% and an
EER 0f 0.48%. In addition, it achieves 99.57% accuracy for spoof attack attribution under the supervised
AO01-A06 setting.

Table 13. Performance comparison of the proposed MT-DL framework against state-of-the-art audio deepfake detection models.

No. Method Feature / Architecture Metric Result Ref.

1 LFCC-GMM Linear Frequency Cepstral Coefficients + GMM EER 8.09% [19]

2 CQCC-GMM Constant-Q Cepstral Coefficients + GMM EER 9.57% [19]

3 RawNet2 End-to-end raw waveform neural network EER 5.54% [20]

4 RawGAT-ST Spectro-temporal Graph Attention Network EER 1.06% [21]

5 AASIST Integrated Spectro-temporal Graph Attention EER 0.83% [22]

6 LCNN-LSTM-sum | LFCC + LCNN + LSTM EER 1.92% [23]

7 WIVZXLSR | qeifsupervised wav2vee 2.0 / XLSR EER 1.35% [24]
(Fine-tuned)

8 SE-Res2Net50 SE-Res2Net architecture EER 2.50% [25]

9 RW-ResNet Raw-waveform ResNet EER 2.98% [26]

10 Rawformer Raw waveform Transformer EER 0.59% [27]
Proposed Multi- | CNN +Bi-LSTM+ Transformer with joint detection and

11 Task DL Framework | spoof attribution EER 0.48%

On the ASVspoof 2019 LA validation partition, the proposed framework achieved a binary detection
accuracy of 99.75% with an EER of 0.48%. The Fl-score reached approximately 0.99 for bona-fide
speech and 1.00 for spoofed speech. The detailed classification results are presented in Table 7,8,
including accuracy, precision, recall, F1-score, and EER.
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Figure 8. (a) presents the binary confusion matrix of the proposed MT-DL framework on the ASVspoof 2019 LA
dataset. The matrix shows that most bona-fide and spoof samples are correctly classified, with only a small number of
misclassified samples. (b) presents the confusion matrix for supervised spoof attack attribution across the A01-A06 attack
classes. Most predictions are concentrated along the main diagonal, indicating that the framework can effectively distinguish

between the known spoof attack categories.
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The proposed framework was additionally evaluated on the In-the-Wild dataset Fig 9 (a and b). Under the
evaluated clean condition, the framework achieved an accuracy of 98.23%, 98.89% precision, 98.68%



tel:2019

recall,0.99% AUC, and an EER of 0.048%The complete binary detection results for the In-the-Wild evaluation

are reported in Table 10.
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Figure 9. (a) shows the confusion matrix for binary deepfake speech detection on the In-the-Wild validation partition. The majority of samples
are correctly classified into their respective real and fake categories, with only a limited number of classification errors. (b) presents the
corresponding ROC curve, showing a curve close to the upper-left corner and an AUC of approximately 0.99. These results indicate strong binary
discrimination performance on the evaluated In-the-Wild validation data.

The learned representation was further examined using Grad-CAM visualization Fig E,F. The visualization presents
the activation regions associated with the model's binary detection output.
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Figure 10. (a) presents the Grad-CAM visualization of the learned spectro-temporal representation. The heatmaps highlight the time—frequency
regions that contribute most strongly to the model's classification decisions, where higher activation indicates greater contribution to the
prediction. (d) presents the t-SNE visualization of the latent representation extracted from the GAP layer. The visualization illustrates the
distribution of the learned representations and their separation according to the corresponding speech classes.
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To further investigate the interpretability of the proposed (MT-DL) framework, Grad-CAM was employed
to visualize the spectro-temporal regions contributing to the model's decisions.

As illustrated in Figure 11, the heatmaps highlight the time—frequency regions receiving the strongest
activation during the classification process.

The horizontal axis represents the 256 time steps, while the vertical axis represents the frequency
dimension of the extracted audio representation. Warmer regions indicate higher model attention, whereas
cooler regions correspond to regions with a lower contribution to the final prediction.

The visualization in Figure 11 demonstrates that the proposed framework captures meaningful spectro-
temporal characteristics from both spoof and bona-fide speech samples.
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Figure 11. presents representative spectrograms from the In-the-Wild dataset for qualitative analysis of the proposed framework. (a) and (c)
show bona-fide speech samples, while (b) and (d) show spoof speech samples. The spectrograms illustrate the time—frequency characteristics of
both real and manipulated speech under realistic recording conditions. The comparison provides qualitative evidence that the learned
representation can capture differences between bona-fide and spoof speech in an uncontrolled real-world dataset.

Furthermore, Figure 12 illustrates the model's classification performance for Spoof Attribution, where
spoof classes 07—19 are effectively distinguished from one another.



This indicates that the proposed framework is capable of capturing class-specific characteristics associated
with different spoofing mechanisms.
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Figure 12. presents representative spectrograms associated with spoof attribution analysis on the ASVspoof 2019 LA dataset, focusing
on attack classes A07—A19. The figure includes examples of bona-fide speech as well as different unseen spoof attack types, including
TTS-based, VC-based, and hybrid TTS-VC attacks. Specifically, (a) and (b) represent bona-fide speech samples, (c) represents an A17
spoof sample (TTS + VC-based), (d) represents an A19 spoof sample (VC-based), (e) represents an A10 spoof sample (TTS-based), and
(f) represents an A12 spoof sample (TTS-based). The spectrograms demonstrate the variability of the acoustic patterns produced by
different spoofing mechanisms.
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4.7. Performance Analysis and Discussion

The experimental results demonstrate that the proposed (MT-DL) framework can jointly support deepfake

speech detection and supervised spoof attribution through a shared spectro-temporal representation. The
feature configuration experiments reported in Tables 5 and 6 consistently show that combining MFCC,
Log-Mel, and A-MFCC features provides a more informative representation than using individual feature
sets alone. In particular, the combined configuration achieved the highest performance among the
configurations reported in Table 6, reaching 98.23% binary detection accuracy, 98.42% multi-class
attribution accuracy, 98.25% Macro-F1, and 98.29% Weighted-F1. This finding supports the underlying
motivation of the proposed representation: MFCCs provide compact spectral information, Log-Mel
features preserve detailed time-frequency structure, while A-MFCC captures temporal variations across
consecutive frames. The improvement obtained through their combination suggests that spoofing artifacts
are not confined to a single acoustic representation, but may be distributed across complementary spectral
and temporal characteristics.

A second important finding concerns the ability of the framework to perform spoof attribution in
addition to conventional binary detection. As reported in Table 7, the attribution head achieves
consistently high precision, recall, and F1-scores across the six supervised attack classes AO1-A06. The
reported overall attribution accuracy is approximately 99.57%, with Macro-F1 and Weighted-F1 close to
99.6% in the reported experimental results. This result is relevant because binary detection alone only
determines whether an utterance is genuine or spoofed, whereas attribution provides additional
information about the attack category. Previous research has similarly demonstrated that synthetic speech
systems can leave identifiable acoustic fingerprints, motivating attribution as an extension of conventional
anti-spoofing [12]. Recent work on few-shot speech spoofing algorithm recognition further emphasizes
the importance of identifying the generation mechanism, particularly when emerging spoofing algorithms
may have limited training examples [14]. In this context, the proposed framework contributes by
integrating detection and supervised attribution within a shared learning framework rather than treating
them as completely independent objectives.

A third finding concerns generalization and robustness. The cross-dataset experiment in Table 10
indicates that the model retains substantial binary detection capability when transferred from ASVspoof
2019 LA to the In-the-Wild dataset without fine-tuning, with the reported full-feature configuration
achieving 98.11% binary accuracy and an EER of 0.089% in the current manuscript. This aspect is
particularly important because previous studies have shown that strong performance on controlled
ASVspoof benchmarks does not necessarily translate to realistic recordings. Miiller et al. reported
substantial performance degradation when existing detectors were evaluated on their In-the-Wild dataset,
highlighting the domain-shift problem in audio deepfake detection. The robustness experiments in Table
12 provide a complementary observation: temporal stretching and reverberation have relatively limited
effects on performance, whereas pitch modification and, particularly, additive noise cause more
pronounced degradation. Therefore, the proposed framework demonstrates strong performance under the
evaluated conditions, but the results also show that acoustic noise remains an important unresolved
challenge for practical deployment.

The results of this study address several limitations identified in previous deepfake speech research.
First, conventional anti-spoofing systems have primarily focused on binary discrimination between bona-
fide and spoofed speech. Architectures such as RawNet2 demonstrated the effectiveness of end-to-end
waveform learning for spoof detection, while AASIST further demonstrated the importance of jointly
modeling spectral and temporal information [8], [9]. The present framework follows the latter direction
but extends it through a multi-task formulation in which the shared representation is optimized for both
binary detection and supervised attack attribution. This provides a richer characterization of spoofed
speech than a binary decision alone. The attribution component is also consistent with the motivation of



audio deepfake attribution research, where Yan et al. demonstrated that generation systems can leave
distinguishable fingerprints that can be exploited for source identification [12].

the proposed framework addresses the representation limitation associated with relying on a single
acoustic feature type. The ablation results in Tables 5 and 6 show that the combined MFCC, Log-Mel,
and A-MFCC representation consistently provides stronger results than the individual configurations. This
observation is conceptually consistent with prior spectro-temporal approaches such as AASIST, which
explicitly model relationships between spectral and temporal characteristics [9]. However, the present
framework uses a comparatively straightforward combination of complementary acoustic representations
and integrates them within a multi-task architecture. The results therefore provide empirical evidence that
combining static spectral information, detailed time-frequency information, and temporal derivatives can
provide a useful representation for both detection and attribution.

the study explicitly considers domain shift and environmental variability. This is important because
previous research has shown that performance obtained on controlled benchmark datasets may not reflect
performance under real-world recording conditions. Miiller et al. demonstrated substantial degradation
when existing detectors were transferred from benchmark conditions to the In-the-Wild dataset. More
recent analysis has also argued that the gap between in-domain and out-of-domain performance is strongly
associated with differences between generation systems rather than simply the increasing difficulty of
newer deepfakes. In contrast, the present study includes both an unseen-domain evaluation and controlled
acoustic perturbation experiments. The reported ASVspoof-to-In-the-Wild experiment therefore provides
an additional perspective on whether the learned representation retains useful information outside the
controlled training domain.

For spoof attribution, the results can also be considered alongside recent few-shot recognition
approaches. Ge et al. proposed DGPN for Speech Spoofing Algorithm Recognition and reported strong
few-shot classification performance, addressing the practical problem of limited training samples for
emerging spoofing algorithms. The present framework addresses a related problem from a different
perspective: rather than relying on a prototype-based few-shot formulation, it performs supervised
attribution of the known A01-A06 attack classes while separately examining AO7—A19 as unseen attack
conditions for detection generalization. Consequently, the two approaches should not be interpreted as
direct competitors; rather, they represent complementary strategies for attack recognition under different
assumptions about class availability and supervision.

Despite the encouraging results, several limitations should be acknowledged. First, the supervised
attribution component is currently formulated as a closed-set six-class classifier covering A01-A06.
Consequently, the framework does not directly assign A07—A19 to previously unseen attribution classes.
Instead, these attack IDs are used to examine unseen-attack detection generalization. This distinction is
important because open-set attribution requires an explicit mechanism for recognizing or rejecting classes
that were not observed during training. Second, the main in-dataset evaluation uses a stratified 60:40 train-
validation split rather than the official ASVspoof 2019 LA train/development/evaluation protocol.
Although this provides a controlled and reproducible experimental setting, it limits direct comparison with
published results obtained on the official evaluation partition. Third, the robustness analysis shows that
the model remains sensitive to severe additive noise and pitch modification. The decrease in performance
under noisy conditions indicates that the learned representation still depends partly on acoustic
characteristics that can be disrupted by environmental interference.

Despite these limitations, the framework provides several practical contributions. Unlike conventional
binary countermeasure systems that focus exclusively on detecting spoofed speech, the proposed MT-DL
framework incorporates supervised attack attribution into the same learning architecture. It also combines
complementary Spectro-temporal features rather than depending on a single acoustic representation, and
it evaluates the model beyond the controlled benchmark through cross-dataset testing and acoustic
perturbation experiments. The In-the-Wild evaluation is particularly relevant because this dataset was
designed to assess generalization to realistic audio collected from online sources and contains speech from



58 public figures. Thus, the main value of the proposed framework is not simply the numerical detection
score, but the integration of detection, known-attack attribution, cross-domain evaluation, and robustness
analysis into a single experimental framework.

S.CONCLUSION

This study presented a Multi-Task Deep Learning (MT-DL) framework for joint audio deepfake detection
and spoof attack attribution by integrating complementary spectro-temporal features (MFCC, Log-Mel
spectrograms, and delta-MFCCs) with a hybrid convolutional and temporal attention architecture.
Experimental results on the ASVspoof dataset demonstrate high discriminative power, achieving
approximately 99.75% binary detection accuracy and 99.57% spoof attribution accuracy, while
maintaining strong robustness under clean, reverberant, and time-stretched conditions. Furthermore, Grad-
CAM visualizations confirmed that the model focuses on meaningful spectro-temporal regions, providing
crucial interpretability for security-sensitive applications, while zero-shot cross-dataset evaluation on the
In-the-Wild dataset validated its potential for real-world applicability. Despite these promising results,
several key directions remain for future research to address real-world deployment challenges.
Performance degradation under severe additive noise highlights the need for noise-aware feature learning,
robust data augmentation, and domain adaptation, while broader cross-dataset testing across diverse
codecs, devices, speakers, and languages is essential to improve generalization. Additionally, future
iterations should extend attribution to open-set spoof detection to recognize emerging, unseen synthesis
technologies, explore self-supervised foundation speech models to enhance representation quality under
limited supervision, and apply model compression, quantization, and pruning to enable real-time, edge-
device deployment for practical media authentication and voice security systems.
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