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Port-Range Rule Management and Matching-Path Measurement for 
eBPF-Based Network Functions 

Abstract 

eBPF is increasingly used to implement programmable network functions on Linux hosts, including 

boundary filtering, transparent proxying, and firewall-like access control. For network and systems 

management, such functions require not only correct policy installation but also predictable rule-

processing behavior in the data path. This paper studies ZFW, an open-source eBPF-based network 

function, and identifies an insertion-order-sensitive port-range matching path. In the original 

implementation, port-range entries are kept in insertion order, so hot-port traffic may traverse many 

unrelated ranges before reaching the matching rule, while selected miss traffic cannot terminate early 

even when later ranges are impossible to match. We propose a lightweight management-plane 

optimization that combines ordered rule insertion and data-plane early termination. The user-space rule 

maintenance path keeps port-range indexes in ascending order of low_port, while the TC-BPF hot path 

stops scanning once the destination port is smaller than the current low_port. We further add scan-step 

instrumentation and reset/read interfaces to support measurement-driven operation and ablation analysis. 

Experiments covering hit position, rule scale, public-cloud access, local netns/veth environments, mixed 

workloads, and ablation variants show that the method reduces average scan steps from 100.00 to 1.00 in 

the core N = 100 scenario. Controlled local tests reduce average latency from 8.10 ms to 6.63 ms and 

from 3.98 ms to 2.63 ms under lower concurrency. The results show that lightweight rule organization 

can improve the predictability of eBPF network-function management, while end-to-end latency remains 

affected by external system and network noise. 

Keywords: network function management; eBPF; rule processing; packet filtering; matching-path 

measurement; performance evaluation 

1. Introduction 

Extended Berkeley Packet Filter (eBPF) provides a safe and verifiable execution facility inside the Linux 

kernel. Its technical lineage can be traced back to the original Berkeley Packet Filter for kernel-level 

packet filtering [1], and modern Linux extends this model through XDP, TC-BPF, maps, helper functions, 

and the verifier [2-4]. These mechanisms are increasingly used to implement programmable network 

functions on cloud hosts and edge nodes, including boundary filtering, transparent proxying, access 

control, traffic pre-filtering, and observability. As a result, part of network-function management is 

moving from fixed kernel modules or external appliances toward programmable in-kernel rule installation 

and measurement paths. 

For network and systems management, moving network-function logic into eBPF does not automatically 

make rule processing efficient or predictable. Operators still need to know how rule updates in the 

management plane affect the per-packet matching path in the data plane. Hot-path overhead is determined 

by the attachment point, rule organization, index structure, and matching procedure. If user-space rule 

maintenance does not preserve a useful order, the kernel program may scan many port-range entries that 

cannot match the packet being processed, increasing the cost and variability of policy enforcement. 



This paper focuses on ZFW, an open-source eBPF-based network function with firewall-like rule 

processing. In its ingress and egress paths, ZFW first locates a rule tuple according to prefix and protocol 

fields, and then sequentially scans a port-range index table containing low_port/high_port intervals. The 

observation that rule organization affects the matching path is consistent with prior work on packet 

classification, Linux firewall mechanisms, firewall rule ordering, and rule-set optimization [8-14]. In the 

original ZFW implementation, the index table is maintained in insertion order. Therefore, the hit position 

of a hot-port rule depends on the rule insertion layout. If the hot rule is inserted near the tail of the index 

table, each packet must traverse many unrelated entries before reaching the matching interval. In selected 

miss cases, the system also lacks a condition to determine that later entries can no longer match. This path 

makes the average scan depth grow with both hit position and rule scale, reducing the predictability of 

managed eBPF network functions as the rule set grows. 

Port-range reordering also has a semantic boundary. If overlapping port intervals exist under the same 

prefix and protocol, sorting only by low_port may change the original first-match priority. Therefore, the 

optimization studied in this paper assumes non-overlapping intervals, or rule sets in which conflicts have 

already been explicitly resolved by the policy layer. For overlapping intervals, the user-space policy logic 

should reject conflicting rules, split ranges, or preserve explicit priorities. This semantic boundary is 

essential for the correctness of the proposed method. 

To address the insertion-order-sensitive scan path, we introduce two complementary mechanisms within 

the existing prefix-port mapping structure of ZFW. First, the user-space management path maintains port-

range indexes in ascending order of low_port during rule insertion. Second, the kernel data path 

terminates scanning early when the destination port is smaller than the current low_port. To separate 

mechanism-level benefits from end-to-end deployment noise, we further implement scan-step statistics 

and construct four build variants for ablation analysis: baseline, sort-only, break-diagnostic, and full-opt. 

The break-diagnostic variant is used only for diagnosis; early termination without an ordering guarantee is 

not a safe deployment configuration. 

The main contributions of this paper are summarized as follows. 

• We identify and quantify an insertion-order-sensitive port-range scanning problem in an eBPF-based 

network function, showing how management-plane rule layout affects data-plane matching cost even 

after prefix matching has already selected a rule tuple. 

• We propose a low-intrusion ordered-insertion and early-termination mechanism that keeps the 

original ZFW map layout and command-line rule format largely unchanged while reducing average 

scan steps for typical hot-port traffic and selected early-terminating miss traffic. 

• We implement scan-step statistics, read/reset interfaces, and independent ablation build switches in 

the user-space management tool and TC-BPF hot path, enabling scripted rule installation, statistics 

reset, traffic generation, and result aggregation. 

• We evaluate the method using hit-position, rule-scale, public-cloud, local netns/veth, mixed-

workload, and ablation experiments, and distinguish direct matching-path management benefits from 

end-to-end latency effects. 



2. Related Work 

2.1. eBPF, XDP, and kernel programmable data planes 

BPF was originally designed to execute user-level packet-capture filters efficiently inside the kernel [1]. 

Modern eBPF extends this model into a verifier-constrained in-kernel execution environment. XDP has 

shown that eBPF programs can run in the driver or early receive path to reduce packet processing before 

packets enter the full networking stack [2]. The Linux kernel documentation further specifies BPF 

program types, maps, helper functions, and verifier mechanisms, indicating that eBPF has become a 

mature kernel programmable infrastructure [3]. 

In network security and traffic processing, eBPF has also been used for in-kernel intrusion detection and 

traffic pre-filtering, demonstrating that partial rule checks can be moved into the kernel to reduce user-

space processing pressure [4]. Unlike complete detection engines, this paper focuses on a local rule-

management and matching-path optimization inside a TC-BPF network function. The goal is to reduce 

per-packet scan cost caused by port-range index organization. 

2.2. Linux firewalls, Netfilter, and interval-set mechanisms 

Linux has long provided packet filtering, NAT, logging, and packet transformation through Netfilter 

hooks in the protocol stack. iptables and nftables are both built within this ecosystem [5]. nftables 

provides sets, maps, verdict maps, and interval sets, enabling addresses, ports, and ranges to be 

represented by data structures such as hash tables and red-black trees [6]. ipset also supports set types 

such as bitmap:port, hash:ip,port, and hash:net,port, allowing large address or port conditions to be moved 

out of linear rule chains [7]. 

These systems show that Linux firewall implementations have long considered rule-set representation and 

lookup-path optimization. The proposed method shares the same broad goal of reducing unnecessary 

traversal in hot paths, but its scope is different. It does not replace Netfilter, nftables, or a general set 

engine. Instead, it optimizes a specific port-range scan path inside an existing ZFW/eBPF map structure 

by combining management-plane ordered insertion with data-plane early termination. 

2.3. Packet classification and firewall rule-set optimization 

Packet classification is a fundamental problem in firewalls, QoS systems, router access control, and SDN 

switches. Gupta and McKeown showed that multi-field packet classification can have high worst-case 

complexity and that rule organization strongly affects classification performance [8]. Taylor further 

summarized how rule scale, field distribution, and lookup structures influence matching efficiency [9]. 

Subsequent work such as HyperCuts, EffiCuts, and ClassBench advanced packet classification from the 

perspectives of decision-tree cutting, memory-throughput tradeoffs, and benchmark rule-set construction 

[10-12]. 

Firewall rule optimization also studies policy anomalies, rule ordering, and traffic-aware optimization. 

Firewall Policy Advisor identified that shadowing, redundancy, and conflicts among rules may affect 

policy correctness [13]. Dynamic rule-ordering methods use traffic characteristics to adjust rule order and 

reduce average matching cost [14]. This paper follows the insight that rule order affects the average 

matching path, but it does not dynamically reorder rules based on historical traffic. Instead, it uses the 

monotonicity of low_port to derive a verifiable early-termination condition. 



2.4. Programmable network-function management and performance measurement 

SDN, NFV, and P4 emphasize decoupling control logic, network functions, and forwarding paths, 

enabling network functions to be deployed and evolved in software [15-17]. Modern network 

management also requires measurement mechanisms that can distinguish control- or management-plane 

decisions from data-plane effects. High-speed packet generation and measurement work shows that 

system evaluation must distinguish mechanism-level indicators from end-to-end indicators and must 

account for noise introduced by traffic generators, links, and system scheduling [18]. Following this 

principle, this paper treats avg_scan_steps as the primary mechanism metric, while CPU usage, success 

rate, and latency are used as system-observation metrics. 

2.5. Positioning of this work 

Existing work mainly targets general classification algorithms, set engines, programmable network-

function platforms, or complete security systems. This paper studies a narrower but practical network-

management question: given an existing eBPF-based network function, how can rule organization in the 

management path and pruning in the hot path reduce matching cost for hot ports and selected miss traffic? 

Compared with rebuilding the rule engine, the proposed method is small and directly embeddable. 

Compared with generic rule-ordering techniques, it explicitly states the semantic boundary under non-

overlapping intervals or conflict-resolved rule sets. 

3. Problem Analysis 

3.1. Rule organization as a management-plane issue in ZFW 

ZFW maps destination prefixes, source prefixes, protocols, and related fields to a tproxy_tuple. Inside 

each tuple, an index_table stores the low_port values of multiple port ranges. Each low_port is then 

associated with a high_port, an action, and forwarding information through the existing map structure. 

From a management perspective, user-space rule insertion determines the layout of this index_table, 

while the TC-BPF ingress and egress programs consume the resulting layout in the data path. After a 

packet enters the hot path, the program first locates the corresponding tuple according to prefix and 

protocol fields, and then sequentially traverses the index_table to check whether the current port range 

covers the destination port. 

This structure is simple and reuses the prefix-matching result. Its weakness is also clear: when the number 

of port-range entries under a single prefix grows, the hot-path matching cost depends on the position of 

the target rule in the index_table. If a hot-port rule is located near the tail, each request scans many 

irrelevant entries. 

3.2. Performance bottleneck and semantic risk 

In the original implementation, the index_table is maintained by appending entries in insertion order. As a 

result, rule order has two effects. First, it directly determines performance. If a hot-port rule is inserted at 

the tail of the index table, each match must linearly scan multiple unrelated entries before reaching the 

target interval. Average scan steps therefore grow with the hit position. This means that a management-

plane insertion decision is reflected as data-plane scan cost. 

Second, rule order may affect semantics. A broad allow rule inserted before a more specific deny rule 

may shadow the latter. Hence, insertion order can determine not only scan complexity but also whether a 



policy is enforced as intended. We therefore abstract the problem into two questions: how to keep port-

range entries logically ordered under a clear semantic boundary, and how to use this monotonicity to 

avoid scanning entries that can no longer match. 

4. Optimization Design 

4.1. Ordered insertion in the management path 

To address unstable insertion-order behavior, we introduce ordered insertion in the user-space rule-

writing path. When a new port-range rule is inserted into a tproxy_tuple, the system no longer appends 

the new low_port to the tail of index_table. Instead, it searches for the correct position according to 

ascending low_port and inserts the entry at that position. The rule-management path therefore maintains 

an index layout that is usable by the data-plane early-termination logic. 

This mechanism has two effects. First, for non-overlapping intervals or rule sets whose conflicts have 

already been resolved by the policy layer, the ordered index preserves rule actions and provides useful 

monotonicity. If overlapping ranges or explicit priorities exist under the same tuple, sorting only by 

low_port is not sufficient for semantic equivalence; conflict detection, range splitting, or explicit priority 

handling is required in user space. Second, the ordered index provides the necessary precondition for 

early termination. Once the index_table is monotonic, the kernel program can infer whether later entries 

still need to be checked according to the relationship between the destination port and the current 

low_port. 

4.2. Early termination 

After rules are organized in ascending low_port order, if the current low_port is already greater than the 

destination port, all following low_port values will also be greater. No later interval can cover the 

destination port. Therefore, we add the following early-termination condition to the ingress and egress 

port-range scan loops: 

if dst_port < low_port, break the scan loop immediately. 

The correctness of this condition comes from low_port monotonicity. Once the current low_port is larger 

than the destination port, later low_port values can only be larger, so later ranges cannot match. If the 

index is not sorted by low_port, this inference does not hold and early termination may skip a later 

matching rule. 

Under the same assumption, the range coverage check after the current low_port has been passed can be 

simplified from low_port <= dst_port <= high_port to dst_port <= high_port, because dst_port >= 

low_port is guaranteed by the ordered scan and early-termination logic. This simplification is valid only 

when the index is indeed sorted by low_port. 

The optimization does not make all rule sets constant-time. Its benefit depends on the relative position of 

the destination port in the ordered list and on the distribution of miss traffic. In the hot-port scenarios 

evaluated in this paper, ordering moves the target rule to an earlier position and thus greatly reduces 

average scan depth. For miss traffic whose destination port is smaller than the minimum low_port, early 

termination reduces scan steps to 1. If the destination port is located near the end of the ordered list, or if a 

miss port is larger than all low_port values, the worst-case path remains O(N). 



4.3. Scan-step statistics and ablation support 

To quantify hot-path complexity, we add statistics to the ingress and egress scan loops. The 

implementation accumulates total_steps and total_scans, and user space computes avg_scan_steps. The 

user-space tool is extended with a --scan-stats interface for reading and resetting scan statistics. This 

interface makes the optimization observable to operators and experiment scripts instead of relying only on 

noisy end-to-end latency. 

To analyze the contribution of each mechanism, we introduce two independent build switches: 

ZFW_DISABLE_ORDERED_INSERT_OPT disables ordered insertion, and 

ZFW_DISABLE_EARLY_BREAK_OPT disables early termination. These switches construct four 

variants. The baseline variant disables both mechanisms. The sort-only variant enables only ordered 

insertion. The break-diagnostic variant is used only to diagnose the effect of early termination under 

specific layouts and is not a safe standalone deployment configuration. The full-opt variant enables both 

mechanisms and is the recommended deployment version. 

5. System Implementation 

5.1. User-space rule maintenance 

In the user-space zfw tool, we refactor the port-range index insertion logic. The original add_index() 

function appended entries to index_table. The optimized version searches for the insertion position 

according to the new low_port, inserts the entry into the correct location, and keeps duplicate-entry 

detection and index-length checks. This logic is compatible with the original map structure and does not 

change the existing rule format or command-line arguments. 

5.2. Kernel hot-path matching 

In zfw_tc_ingress.c and zfw_tc_outbound_track.c, we modify the destination-port scan loop. For each 

entry, the program first reads low_port. If early termination is enabled and dst_port < low_port, the loop 

exits directly. Otherwise, the program reads high_port and evaluates the range match. The implementation 

records the number of scan steps for hit paths, miss paths, and early-termination paths. 

5.3. User-space statistics interface 

The zfw user-space tool is extended with the --scan-stats option. When used with -L, it outputs 

total_steps, total_scans, and avg_scan_steps. When used with -F, it resets scan statistics. This interface is 

used in public-cloud experiments, local controlled experiments, and ablation experiments, and it also 

illustrates how a lightweight management interface can expose data-plane matching-path behavior. 

5.4. Code and experiment-script closure 

The implementation contains the mechanisms described in this paper. In user space, add_index() inserts 

indexes in ascending low_port order unless ordered insertion is disabled by a build switch. In the TC-BPF 

ingress and egress programs, scan_stats_map and egress_scan_stats_map maintain total_steps and 

total_scans in the scan loops. The user-space tool reads or resets these values through --scan-stats. The 

experiment scripts package rule generation and build-version selection, allowing baseline, sort-only, 

break-diagnostic, and full-opt variants to be built from the same code base. 



5.5. Implementation boundary 

The current implementation preserves the original MAX_INDEX_ENTRIES = 100 limit for the number 

of port-range entries under a single prefix. This constraint does not affect the experiments within N <= 

100, but it limits evaluation beyond this scale. We do not claim that the current prototype covers larger 

single-prefix rule sets. For larger rule sets, hierarchical indexing, rule partitioning, or more compact range 

representations should be considered. 

6. Experimental Design 

6.1. Experimental environments 

We use two experimental environments. The first is a public-cloud environment. The server runs on an 

Ubuntu cloud host with a Linux 6.8-series kernel and two visible CPUs. The eBPF programs are attached 

to the TC ingress and egress paths of the primary network interface. The client accesses a Python HTTP 

server through a public endpoint. This environment is used to confirm that the optimized version runs in a 

realistic deployment path for managed host network functions. Because public links, cloud scheduling, 

and short-lived TCP connections introduce measurement noise, this environment is not used as the sole 

basis for latency claims. 

The second environment is a local controlled environment. We use ip netns and veth to construct client 

and server namespaces on the same Ubuntu host. The server binds to a private test endpoint and a fixed 

test port inside the isolated namespace, and the client namespace sends requests through the virtual link. 

This environment reduces public-link noise and helps observe how a shorter matching path affects local 

end-to-end latency. 

6.2. Metrics 

We use four metrics: avg_scan_steps, the average number of scanned entries per matching attempt; 

avg_cpu_usage_pct, average CPU utilization; avg_success_rate_pct, request success rate; and 

avg_latency_ms, average request latency. The primary mechanism metric is avg_scan_steps because it 

directly reflects matching-path depth. Latency and CPU utilization are used to observe whether the 

mechanism-level change is visible at the system level. Since public-cloud latency is affected by external 

noise, scan steps are used to prove the managed matching-path reduction. 

6.3. Experiment groups 

We design six experiment groups. The hit-position experiment fixes the total number of rules at 100 and 

changes the insertion position of the target rule. The rule-scale experiment fixes the target rule as the last 

inserted rule and varies N = 10, 25, 50, 75, and 100. The public-cloud core comparison uses N = 100, 

places the target rule at the last insertion position, sets concurrency to 10, and repeats the test 50 times. 

The local controlled comparison evaluates the baseline and optimized versions in the netns/veth 

environment. The mixed-workload experiment constructs hotspot, hitmiss, and miss-only workloads. The 

ablation experiment compares baseline, sort-only, break-diagnostic, and full-opt variants. 

6.4. Workload generation and failure definition 

In local controlled experiments, each round sends REQ = 2000 requests with CONC = 20 and repeats 

ROUNDS = 10 times unless otherwise stated. The public-cloud core comparison uses N = 100, the target 



rule at the last insertion position, concurrency 10, and 50 repeated rounds. The hit-only workload sends 

all requests to the hot port 1500. The hotspot workload uses HOT_RATIO = 80 for hot-port requests and 

sends the remaining requests to non-allowed ports. The hitmiss workload generates hit and miss requests 

with equal probability. The miss-only workload sends all requests to non-allowed ports. Requests are 

generated by curl, with a connection timeout of 2 s and a total timeout of 5 s. HTTP status code 200 is 

counted as success; other status codes or timeouts are counted as failures. 

7. Experimental Results and Analysis 

7.1. Hit-position experiment 

Table 1 reports the average scan steps for different hit positions under N = 100. The baseline scan steps 

closely follow the target rule position, showing that the original matching cost is linear in the hit position. 

In contrast, the optimized version remains at 1.00 for all four positions. This result shows that the 

proposed method eliminates the scan-depth increase caused by placing a hot rule near the tail of the 

insertion sequence. 

Table 1. Average scan steps under different hit positions (N = 100). 

Hit position Baseline avg_scan_steps 
Optimized 

avg_scan_steps 
Reduction 

1 1 1 0% 

25 25.01 1 96% 

50 50.01 1 98% 

100 100 1 99% 

 



7.2. Rule-scale experiment 

Table 2 reports the average scan steps under different rule scales. In the evaluated setting, the target rule 

is moved to the early part of the index by the optimized ordering. The baseline scan steps grow almost 

linearly with the number of rules, while the optimized version remains at 1.00 for N <= 100. This result 

demonstrates that the method substantially reduces average scan steps for this hot-rule pattern. It does not 

imply constant worst-case complexity for all port distributions or all rule sets. 

Table 2. Average scan steps under different rule scales. 

Number of rules N Baseline avg_scan_steps 
Optimized 

avg_scan_steps 
Reduction 

10 10 1 90% 

25 25 1 96% 

50 50 1 98% 

75 75 1 98.67% 

100 100 1 99% 

 

7.3. Public-cloud core comparison 

Table 3 gives the core comparison in the public-cloud environment. The optimized version reduces 

average scan steps from 100.00 to 1.00, corresponding to a 99.00% reduction. Meanwhile, average 

latency decreases only from 270.36 ms to 265.29 ms, or 1.88%. This observation indicates that in a 

realistic deployment path, the main benefit of the optimization lies in reducing the matching complexity 

of a managed eBPF network function, while end-to-end latency is still dominated by link and system-

level factors outside the matching loop. 



Table 3. Public-cloud core comparison. 

Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

Baseline 100 3.74 97.48 270.36 

Optimized 1 3.85 97.13 265.29 

 

7.4. Local controlled experiments 

Table 4 reports the hit-only comparison in the local netns/veth environment. Compared with the baseline, 

the optimized version reduces average latency from 8.10 ms to 6.63 ms, a decrease of 18.15%. Table 5 

further reports the low-concurrency case, where latency decreases from 3.98 ms to 2.63 ms. These results 

show that a shorter matching path can produce more visible end-to-end latency improvements in a 

controlled local environment. However, CPU usage is close to saturation in the local stress tests, so CPU 

utilization mainly reflects the generated load and should not be interpreted as an isolated optimization 

benefit. 

Table 4. Local netns/veth hit-only comparison. 

Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

Baseline 100 92.20 100 8.10 

Optimized 1 92.18 100 6.63 

 

Table 5. Low-concurrency local hit-only comparison. 

Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

Baseline 100 91.74 100 3.98 

Optimized 1 91.90 100 2.63 



 

7.5. Mixed-workload experiment 

Table 6 reports three mixed workloads. The optimized version reduces average scan steps to 1.00 in all 

three workload modes. The hotspot mode mainly sends hot-port requests, hitmiss mixes hit and miss 

requests, and miss-only sends requests to non-allowed ports. Differences in success rate come from the 

request composition and the failure definition in short-connection tests. Therefore, success rate is not used 

as the optimization benefit itself; it is used to confirm that each workload behaves as intended. 

Table 6. Mixed-workload results. 

Workload Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

hotspot Baseline 100 35.60 80.30 2.04 

hotspot Optimized 1 34.37 79.80 2.01 

hitmiss Baseline 100 16.81 50.37 1.84 

hitmiss Optimized 1 17.02 49.85 1.86 

miss-only Baseline 100 9.26 0 0 

miss-only Optimized 1 8.95 0 0 



 

7.6. Ablation experiment 

We first evaluate the four variants in the hit-only workload, as shown in Table 7. In this scenario, because 

the hot port is placed at a position that can be reached early under the tested layouts, sort-only, break-

diagnostic, and full-opt all reduce scan steps to 1.00. This result only shows that ordering or early hit 

conditions affect scan depth; it does not prove that early termination without ordering is safe for 

deployment. The full-opt latency in Table 7 is higher than that of sort-only and break-diagnostic, but all 

three variants have the same average scan steps and the current data do not report variance or tail latency. 

We therefore do not interpret this difference as a stable performance regression. 

Table 7. Ablation results under hit-only workload. 

Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

Baseline 100 92.09 100 6.46 

sort-only 1 92.16 100 6.74 

break-diagnostic 1 92.11 100 7.00 

full-opt 1 92.15 100 8.88 



 

To further analyze the independent contribution of early termination, we compare sort-only, break-

diagnostic, and full-opt under the miss-only workload, as shown in Table 8. Ordered insertion alone does 

not reduce scan steps for all miss cases. When the miss port is smaller than the minimum low_port and 

early termination is enabled, full-opt reduces scan steps to 1.00. The break-diagnostic result should be 

interpreted only as a diagnostic comparison, not as a deployable configuration, because early termination 

without an ordering guarantee may skip a later matching rule. 

Table 8. Ablation results under miss-only workload. 

Version avg_scan_steps avg_cpu_usage_pct avg_success_rate_pct avg_latency_ms 

sort-only 100 8.51 0 0 

break-diagnostic 1 9.10 0 0 

full-opt 1 8.90 0 0 



 

7.7. Reproducibility 

To reduce measurement irreproducibility, rule installation, statistics reset, request generation, and result 

aggregation are scripted. Server-side scripts build different variants, initialize rule sets, and reset statistics. 

Local namespace scripts construct isolated client/server environments, generate traffic, and summarize 

CSV outputs. Public-cloud matrix scripts repeat tests across rule scales, hit positions, and build variants. 

Each round resets scan statistics, runs a fixed number of requests with fixed concurrency, and then reads 

total_steps, total_scans, and avg_scan_steps through the user-space statistics interface. Since scan steps 

are counted inside the eBPF hot path, they directly reflect the matching-path length for each rule and 

workload configuration. 

7.8. Summary of results 

The experimental results lead to three observations. First, the proposed method consistently reduces hot-

port matching depth. Across hit positions, rule scales, and workload modes, the optimized version has 

much lower average scan steps than the baseline, and in multiple representative scenarios the value 

decreases from 100.00 to 1.00. Second, the optimization benefit appears differently across environments. 

For avg_scan_steps, the reduction reaches 96% or higher, and up to 99% in the core scenarios. In the 

public-cloud environment, however, average latency improves only by 1.88%. The local improvements of 

18.15% and 33.92% indicate that public-link noise and external system factors can mask matching-path 

optimization in end-to-end measurements. Third, mixed-workload and ablation results show that the 

method is not limited to a single hot-hit case. Ordered insertion mainly improves hot-hit positions, while 

the difference between sort-only and full-opt in the miss-only workload shows the independent 

contribution of early termination for selected miss distributions. 



8. Discussion and Limitations 

8.1. Semantic boundary 

The method relies on one key assumption: port-range rules under the same prefix, protocol, and direction 

are non-overlapping, or their conflicts have already been explicitly resolved by the policy layer. Under 

this assumption, maintaining the index in ascending low_port order does not change rule actions. If the 

rule set contains overlapping intervals, explicit priorities, or first-match semantics, simple sorting may 

change the result. Therefore, the method should not be described as a semantic-preserving reordering 

algorithm for arbitrary rule sets. It is a path optimization for non-overlapping or conflict-resolved rule 

sets. 

8.2. Complexity boundary 

Ordered insertion and early termination reduce average scan steps under selected traffic distributions. 

They do not eliminate linear scanning in all cases. If the destination port is near the end of the ordered 

index, or if a miss port is larger than all low_port values, matching may still scan O(N) entries. Therefore, 

the 1.00 scan-step results should be interpreted under the constructed hot-port and early-terminating miss 

scenarios, not as a general constant-complexity claim for arbitrary rule sets. 

8.3. Experimental generalization 

The current prototype is limited by MAX_INDEX_ENTRIES = 100 and has not evaluated larger single-

prefix rule sets. The evaluation also does not include stronger external baselines such as nftables/ipset 

interval sets, manually optimal reordering, binary search, or more general packet-classification structures. 

The public-cloud experiment demonstrates deployability in a realistic path for a host-based eBPF network 

function, but its end-to-end latency is affected by link noise. These factors limit the generalization of the 

current results to larger rule sets and other network-function implementations. 

8.4. Threats to validity 

Internal validity is affected by public-link variation, cloud scheduling, short TCP connections, and mpstat 

sampling windows. We therefore prioritize avg_scan_steps when interpreting mechanism-level benefits. 

Construct validity is limited because avg_scan_steps measures the average number of scanned entries in 

the matching path and is not equivalent to end-to-end latency. External validity is limited by the ZFW 

single-prefix port-range index structure and the MAX_INDEX_ENTRIES = 100 bound. Reproducibility 

validity is mitigated by scripting build, rule generation, traffic generation, and statistics collection, but an 

anonymized patch, build commands, and raw CSV files should be provided as supplementary material 

when required. 

9. Conclusion 

This paper studied port-range rule management and matching-path measurement for an eBPF-based 

network function. We proposed two lightweight mechanisms: ordered insertion in the user-space rule-

management path and early termination in the TC-BPF hot path. To quantitatively evaluate the 

optimization, we implemented scan-step statistics and ablation build switches, and constructed 

experiments covering hit position, rule scale, public-cloud deployment, local controlled environments, 

mixed workloads, and ablation variants. 



The results show that, under the tested hot-port and selected miss scenarios, the optimization substantially 

reduces average scan steps. In hit-position and rule-scale experiments, the optimized version keeps 

average scan steps at 1.00. In the public-cloud core scenario, average scan steps decrease from 100.00 to 

1.00. In local controlled experiments, average latency decreases by 18.15% and 33.92% in two settings. 

At the same time, public-cloud latency improvement is much smaller than scan-step improvement, 

showing that end-to-end performance is still affected by link and system noise. Therefore, the core 

conclusion is a reduction in managed matching-path complexity, not a uniform end-to-end latency 

improvement in all deployment environments. 

Overall, the proposed method provides a low-cost optimization for eBPF-based network-function rule 

management while keeping the existing ZFW data structure largely unchanged. It is suitable for non-

overlapping port intervals or rule sets whose conflicts have been explicitly handled. Future work includes 

hierarchical indexes for larger rule sets, dynamic hot-rule reordering, multi-field joint optimization, and 

more complete performance comparisons with existing Linux firewall and network-function management 

mechanisms. 
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