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Abstract

Learned anomaly detectors for smart grid telemetry read every sensing node through one model, so an
attacker who controls a few smart meters, relays or process sensors can hide a real event, raise false
alarms, or inject false data without being pointed at. This paper presents TALLY, a three-layer detection
framework in which the number of compromised nodes that can be tolerated is a design parameter with a
proof. Every channel is scored by an ensemble of small predictors that each read one block of other nodes,
plus a predictor of the channel’s own past; the blocks partition the other nodes, so a compromised node
can corrupt at most one member of every honest channel’s ensemble, and an order statistic of the member
residuals is provably confined between two honest order statistics. Thresholds calibrated on attack-free
data at a guarded rank keep honest nodes from being flagged, a quorum keeps the compromised nodes
from raising an alarm on their own, and a per-window certificate states when an alarm survives every
compromise of the tolerated size. We evaluate ten detectors with three seeds on a real power generation
testbed with labelled attacks, a relay testbed, and a distribution feeder driven by real customer demand
with coordinated load surges, against gradient, gradient-free and nominal-value attacks that adapt to the
defence. On the feeder the tolerant design is the best detector we measured; on the generation testbed
tolerating four compromised tags costs five points of area under the curve against an untolerant predictor;
every joint baseline reaches a false-alarm rate near one under a single compromised node while the
framework stays within its bound; no certified alarm was removed by any attack; and the cases where the
framework is weaker, or where no detector works, are reported with their numbers.

Keywords: Smart grid security, Internet of Things, Anomaly detection, Sensor compromise, False data
injection, Certified robustness, Industrial control systems

1 Introduction

A modern power system is monitored by a large population of networked sensing devices: smart meters at
customer connections, phasor measurement units and intelligent electronic devices in substations, and
process instrumentation in generating plants [1, 2]. Their readings are collected over field networks and
read at an aggregation point or a control centre, increasingly by a learned anomaly detector: a model
trained on attack-free telemetry that raises an alarm when the readings stop looking like normal operation



[3, 4, 5]. Such a detector needs no attack labels, reads hundreds of channels at once, and catches process
manipulations that no single threshold would.

The same population of devices is the weakest part of the system. Sensing nodes are cheap, numerous,
physically exposed, and often remotely updatable, so the compromise of some of them is the threat that
every survey of smart grid security lists first [6, 7, 8]. Authentication, key agreement and access control
protocols for grid devices and home area networks [9, 10, 11, 12, 13] raise the cost of getting in, but a
node that has been taken over holds valid credentials and reports whatever its controller wants. Against a
learned detector this is decisive: every published detector of this kind reads the whole measurement
vector through one map, and a map with unbounded sensitivity to each coordinate is steered by whoever
controls a few coordinates. An attacker with a handful of nodes can hide a physical attack that the honest
nodes are reporting, raise alarms from normal operation until operators stop trusting the detector, or inject
false data, for instance to move the state estimate [14, 15], without being pointed at.

This paper builds a detection framework for loT-based smart grid systems in which the number of
compromised nodes that can be tolerated is a design parameter with a proof attached, and measures what
that tolerance costs on real telemetry. The construction has three layers (Figure 1). At the node layer
nothing is trusted. At the consistency layer every channel is scored by a small ensemble of learned
predictors, each reading one block of other nodes, plus a predictor of the channel’s own past; the blocks
partition the other nodes, so a compromised node corrupts at most one member of every honest channel’s
ensemble, and an order statistic of the member residuals is provably sandwiched between two honest
order statistics. At the decision layer thresholds are calibrated on attack-free data at the guarded rank the
sandwich prescribes, a node is flagged when any of its channels is in excess, and the alarm requires a
quorum of g flagged nodes. With g larger than the tolerated number k of compromised nodes, the
compromised nodes can neither raise the alarm on their own nor make an honest node look guilty;
whether they can silence the alarm is decided window by window, and an alarm is certified against every
compromise of k nodes when at least ¢ + k nodes are flagged at the pessimistic rank. Scoring inputs
through ablated views and taking a majority comes from certified defences against sparse and patch
attacks on classifiers [16, 17], and secure state estimation establishes the same counting limit for linear
systems [18, 19]; what is new is the transfer to normal-only detection with per-channel consistency, the
two certificates, and an evaluation on grid telemetry with attacks that adapt to the defence.
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Fig. 1 Node compromise against a learned grid detector.

We evaluate on three deployments that differ in what the telemetry is, how fast it is sampled and what a
node is: HAI, a hardware-in-the-loop power generation testbed with real labelled attacks [20, 21]; the



Mississippi State and Oak Ridge power system dataset of four phasor measurement relays under faults
and cyber attacks [22]; and an IEEE 33-bus feeder [23, 24] with simulated physics and real demand,
whose loads follow the consumption records of real customers [25], a smart meter at every load bus, and
coordinated load surges by high-wattage [oT botnets as events [26, 27].

The contributions are the following.

e We formalize node compromise as a threat model for learned grid anomaly detection, with the
attacker goals of suppression, alarm induction and false data injection, and show that standard
detectors have no tolerance to it.

e We design TALLY, a three-layer framework whose consistency layer scores every channel
through a partitioned ensemble of cross-node predictors and an own-history predictor, and whose
decision layer combines guarded calibrated thresholds, node flags and a quorum.

e We prove that honest evidence is bounded by honest order statistics under any compromise of k
nodes, that the false-alarm rate of honest nodes is controlled, that an alarm can be certified
window by window, and that the block size sets the tolerance; we also state what cannot be
certified.

o We evaluate ten detectors on three deployments with three seeds against white-box, gradient-free
and nominal-value attacks, chart the trade-off between tolerance and clean detection, and report
where the framework is weaker than an unprotected detector.

2 Related work

This section places the framework among the security architecture of loT-based grids, secure estimation,
learned anomaly detection for control systems, and certified robustness against sparse attacks.

2.1 Security of loT-based smart grids

Surveys of smart grid security share the layered picture used here, with device compromise and data
integrity attacks at the top of the threat lists [6, 7, 1, 2]. Much of the defensive literature is preventive and
works at the device boundary. Identity-based authentication of grid devices with physically unclonable
functions [9] and lightweight authenticated key agreement on the same primitive [12] bind a reading to a
device that cannot be cloned; access control for loT-based critical infrastructure in the grid [10] decides
which device may talk to which; authentication for the home area network of a smart city [11] covers the
customer side of the feeder studied here; and blockchain-backed, quantum-resilient protocols for grid loT
[13] protect the record of what was reported. All of these keep an attacker out of the device population;
they are complementary to the present work and are assumed to have failed for the compromised nodes,
so that detection at the aggregation point is the layer that must hold. Load-altering attacks by botnets of
high-wattage devices show that the demand side is also a physical attack surface [26, 27].

2.2 False data injection and secure estimation

The false data injection attack of Liu, Ning and Reiter builds a measurement error, from knowledge of the
network model, that the residual test of state estimation cannot distinguish from a legitimate state [14];
the detection literature that followed is surveyed in [8, 3]. Secure estimation studies the same problem



from the control side: Fawzi, Tabuada and Diggavi show that the number of attacked sensors that can be
corrected is a counting quantity [18], Pasqualetti, Dorfler and Bullo give detectability and identifiability
conditions [19], and Urbina et al. study the limits of stealth in process control [28]. These results rest on a
known linear model. The framework here uses learned predictors instead, which makes it applicable to a
boiler, a turbine and a feeder alike, and pays with a weaker but still exact statement: not a recovery of the
state, but a bound on what compromised nodes can do to the evidence of honest ones.

2.3 Learned anomaly detection for control systems

Reconstruction and forecasting models are the workhorses of unsupervised detection on industrial
telemetry: autoencoders and convolutional or recurrent forecasters [4, 29], adversarially trained
autoencoders [30], and graph networks that learn which sensors predict which [5]. Their evaluation has
been questioned for flawed benchmarks and point-adjusted scoring [31], so we report point-wise metrics
on released labels plus an event-level rate. Their adversarial fragility is documented: Erba et al. conceal
attacks from reconstruction-based detectors under realistic constraints [32], and Zizzo et al. attack time-
series intrusion detection for control systems [33]; both assume an attacker who perturbs the readings the
detector sees, which is what a compromised node does. Self-supervised detection of anomalous IoT nodes
reads features the node itself reports [34, 35], so the same question arises there. Training-time attacks,
such as poisoning in federated intrusion detection, and the robust aggregation rules that answer them [36,
37, 38] are a different threat: the model below is trained on trusted data and only the inputs at test time are
hostile.

2.4 Certified robustness against sparse attacks and robust statistics

For sparse (¢,) attacks on classifiers, Levine and Feizi certify by ablation: each vote reads a random
subset of the coordinates, and a coordinate the attacker controls influences only the votes that read it [16];
derandomized smoothing turns the random subsets into a fixed set of blocks and certifies against patches
[17]. The consistency layer of TALLY is a derandomized ablation over sensing nodes, adapted to a
setting with no labels, a per-channel target instead of a class, and an order statistic instead of a plurality.
The median has breakdown point one half [39], and the same counting argument underlies Byzantine-
tolerant aggregation in distributed learning [40]; Lemma 1 is its finite-sample form for a fixed rank.
Thresholds are set by split conformal calibration, whose finite-sample validity under exchangeability is
classical [41] and whose use for outlier testing is analysed in [42].

3 System and threat model

This section fixes the deployment, the attacker, and the quantities that the framework controls and the
experiments measure.

3.1 Deployment

The deployment has N sensing nodes. Node n reports the channels C,, € {1, ..., C}, and the C,, partition
the C channels. A node may be a single tag (a sensor or actuator of a process), a relay that reports a vector
of phasor quantities, or a smart meter that reports active power, reactive power and voltage magnitude.
Readings are collected at a fixed interval and standardized channel by channel with statistics of the
training data. At step t the aggregator holds the window X, € RE*C of the last L readings, whose last row



x, is the current reading. Training data consist of attack-free windows; a further attack-free set is held out
for calibration. No attack label is used anywhere.

3.2 Attacker

Definition 1 (Node compromise). The attacker controls a set K of at most k nodes. For every channel
¢ € Cy = UpexCy and every lag of the window it may replace the reported value by any value inside the
range observed for that channel in the training data. It may choose X after seeing the honest readings
and with full knowledge of the detector. It does not modify the readings of any other node.

The range constraint is a plausibility check any aggregator can apply; without it the results below would
only be stronger for the framework and weaker for the baselines. The attacker has three goals.

o Suppression. A physical attack or event is in progress and visible in the honest readings. The
attacker wants the detector not to alarm.

e [nduction. Operation is normal. The attacker wants the detector to alarm, or to point at an honest
node.

o [njection. The attacker reports false values for its own ends, for instance to bias a state estimate or
a billing record, and wants not to be pointed at.

We consider a white-box attacker who computes gradients of the detector’s statistic, a gradient-free
attacker who searches the range of each controlled channel, and a nominal attacker who reports the
calibration mean of each controlled channel. All three are evaluated, and the strongest per window is
reported.

For a detector with alarm rule A(X) € {0,1}, we measure false-alarm and detection rates with and without
a compromise, the rate at which honest nodes are flagged when the attacker acts, and, for injection,
whether the compromised nodes are the ones flagged. A detector folerates k compromised nodes when no
compromise of k nodes can raise the false-alarm rate of honest nodes, and its alarm on a window is
certified at k when no compromise of k nodes can remove it.

4 The TALLY framework

TALLY has three layers (Figure 2): the node layer reports and is not trusted; the consistency layer turns
the window into two evidence values per channel through small learned predictors arranged so that a
compromised node touches as little as possible; the decision layer turns evidence into node flags, a system
alarm, an attribution and a certificate, with thresholds calibrated on attack-free data at ranks dictated by
the tolerance.
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Fig. 2 The three layers of TALLY.
4.1 Consistency layer: block design and evidence bands

Fix a block size m in nodes. For every channel c, the nodes other than the one that owns c are partitioned,
in a fixed random order, into M. blocks B 1, ..., B¢y, 0f m nodes each; when the count does not divide, a
remainder smaller than half a block is merged into the last block. Every other node therefore appears in
exactly one block of c; we write a = 1 for this multiplicity, and keep a in the statements so that
overlapping designs are covered. Member j of channel c is a predictor f; that reads the window
restricted to the channels of B, ; and outputs a prediction of x ;. Its standardized residual is

|xc,t - fc,j(X'BC‘j)l

Sc,j

pc,j(X) =

where s ; is the root mean square of the member’s residual on the calibration windows. Let p (1) < -+ <

Pec,m,) be the sorted member residuals. The cross evidence of channel ¢ is the order statistic at the median
rank,

ec(X) = Pe,(ro) X)), ro=1[M/2], M= mcinMc-

A second predictor g, reads only the channel’s own past values X ¢_j 11, ..., X¢t—1, and its standardized
residual is the self evidence eZ(X) =[x+ — gc(-)|/Sc. The cross band asks whether the reading agrees
with what other nodes report now and stays high for as long as an inconsistency lasts; the self band asks
whether it agrees with the channel’s own recent trajectory, catches changes at their onset, and is
unaffected by any other node. Which band matters more depends on the sampling interval relative to the
process dynamics, and Section 7 shows that the two deployments with context differ in exactly this way.
All members are trained jointly as one batched model, a two-layer network of width 64 per member, by
minimizing the squared residual over the training windows; a linear variant is an ablation. The block size
m is the only structural hyperparameter and the tolerance dial of Section 5.



4.2 Decision layer: guarded thresholds, flags, quorum

The decision layer is parameterized by the tolerated number of compromised nodes k, the quorum q > k,
and a per-channel false-alarm level a. It first fixes thresholds on the calibration windows. For the cross
band it does not calibrate the median itself but the guarded order statistic p¢ r+kaq): the threshold 77 (k)

is the [(n + 1)(1 — a/2)]-th smallest of the n calibration values of p¢ (r +kqa), the split conformal

quantile at level a/2 [41]. For the self band the threshold 7§ is the same quantile of the calibration values
of e5. At test time channel c is in excess when

Ec(X) = 1[ed(X) > (k)] v 1ec(X) > ¢],

node n is flagged when any of its channels is in excess, F,(X) = maxcee, E-(X), and the system alarm
fires when at least g nodes are flagged:

N
AX) =1 [Z E, (X) = q].
n=1

The flags are also the attribution, and Section 5 shows that a compromised node can make itself flagged
but not an honest node. For ranking the continuous score is the g-th largest node ratio, the ratio of a node
being the largest e/t over its channels and bands. Finally, let F,;” (X) be the flag computed with the cross
band at the pessimistic rank ry — ka; the alarm is certified at k when Y, F,; (X) = q + k, and Section 5
proves that a certified alarm survives every compromise of k nodes. Algorithms 1 and 2 summarize the
offline and online steps.

Algorithm 1 TALLY, offline: design, training, calibration

1: Require: nodes Cy, ..., Cy; training windows J°; calibration windows V (n windows); block size m;
tolerance k; level a
2: for each channel ¢ do
3: permute the other nodes with a fixed seed; cut into blocks B 1, ..., B¢ p, of m nodes, merging a
short remainder into the last block
4: end for
5:M <« min M.; ry < [M/2]; require ry — ka = 1 and ry + ka < M // Proposition 1
6: train all members f; ; and g, jointly on T by minimizing Y. j (X — fc ;)% + Xe (Xee — 9c)?s
stopping on V
7: S¢,j < root mean square of x.; — f. ; on V; s. « the same for g,
8: for each channel ¢ do
9: compute p¢ (r, +ka) and e on every window of V
10: 73 (k) « the [(n + 1)(1 — a/2)]-th smallest value of p. (r, +ka); Té < the same for eZ
11: end for
12: Ensure: members, scales, thresholds

Algorithm 2 TALLY, online: evidence, flags, alarm, certificate

1: Require: window X; members, scales, thresholds; tolerance k; quorum q > k
2: for each channel ¢ do

3ipcj < |xee — fc,j(XBc,j)l/Sc,j forj =1,.., M; sort



4. e? < Pc,(ry)> ecS < |xc,t - gc(xc,t—L+1..t—1)|/Sc
5:Ec « 1[ef > t¥ ()] v i[ed > 18]; B « 1pc,(ry-rkay > TE (k)] V 1[e > 7]
6: end for
7: for each node n do
8: Fy « maxeee Ec; By < maxeee Ec
9: end for
10: alarm A < 1[}}, F, = q]; suspects « {n: F, = 1}
11: certified « 1[Y,, F; = q + k] / Theorem 2
12: Ensure: A, suspects, certified

Figure 3 shows the three steps for one honest channel under a compromise of k = 2 nodes: two members
read a compromised node and can take any value, the median of all M values stays between the (ry — 2)-
th and the (ry + 2)-th honest value, the threshold was set on the latter, and the compromised nodes
control their own flags and nothing else. The online step is one batched forward pass of all members
followed by a sort of M values per channel, so its cost is linear in the number of members and in the
window length and needs no attack model, no state estimate and no communication beyond the readings
the aggregator already receives; the tolerance k and the quorum q can be changed at run time without
retraining, because only the thresholds depend on them.
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Fig. 3 Block design, order-statistic sandwich and quorum.
5 Guarantees

Throughout, a compromise is a choice of K with |X| < k and arbitrary values on Cy at every lag, and
clean quantities are those computed from the true readings. For an honest channel the clean and the
compromised self evidence coincide, so only the cross band needs an argument.

Lemma 1 (Order statistics under bounded corruption). Let v € RM and let v’ differ from v in at most
b coordinates, which may take any values. For every rank r with b <r < M — b,

Vr-b) < V() S V(r+b):

Proof. Let U be the set of at least M — b coordinates on which v’ and v agree, and write wy (; for the i-th

smallest entry of a vector w restricted to U. Adding elements to a multiset can only lower an order
statistic of fixed rank, so v(,) < vy ) = Vy,ry; and U omits at most b entries of v, so its r-th smallest

entry is at most the (r + b)-th smallest entry of v. For the lower bound, at most b of the r smallest entries



of v’ lie outside U, so at least r — b of them lie in U and vér) > v,'],(r_b) = Vy,(r-b) = V(r—p), the last

step because an order statistic over a subset is at least the same-rank order statistic over the whole set. =

Theorem 1 (Honest evidence under compromise). Consider a compromise of at most k nodes in a
design in which every node appears in at most a blocks of every channel, and let ¢ be a channel of an
honest node. Then

1 1 _ _scl

pg,(er?]rlka) < eé( < pg,(er?)r-}-ka)' ecs - egcean
If the calibration windows and the benign test window are exchangeable, then under every such
compromise Pr[E, = 1] < « for every honest channel, Pr[F, = 1] < |C,,|a for every honest node, and
forq >k

Ca

Pr[A =1 [ benign] < P

Proof. Member j of channel c is affected only if B ; contains a compromised node, and each of the at

most k compromised nodes lies in at most a blocks of ¢, so at most ka member residuals differ from their

clean values; the target x, . is honest. Lemma 1 with b = ka and r = 1, gives the sandwich; the self band

reads only channel c. For the probabilities, eX < pg}frzﬂ ka)» and the threshold 73 (k) is the split conformal

quantile of exactly this clean statistic at level a/2, so the clean statistic exceeds it with probability at most
a /2 under exchangeability [41]; the same holds for the self band, and a union bound gives a. A node is
flagged when one of its channels is in excess, which gives the second bound. Compromised nodes
contribute at most k flags, so an alarm requires at least ¢ — k honest flags, and Markov’s inequality
applied to the expected number of honest flags, at most Ca, gives the last bound. -

The alarm bound is loose because it assumes no independence across nodes; the measured rates are far
below it. Exchangeability is the assumption that fails in practice: when calibration data come from other
weeks than the test data, as on HAI, honest channels drift and exceed a for reasons unrelated to the
attacker, which is reported.

Theorem 2 (Per-window certificate). For a window with clean readings X, let F; (X) be the node flag
computed with the cross band at rank vy — ka. If ., F; (X) = q + k, then every compromise of at most k
nodes leaves the alarm on: A = 1 for all admissible replacements of the compromised readings.

Proof. Among the at least g + k nodes with F; = 1, at most k are compromised. Every other such node
is honest and has a channel ¢ with pg}f’rirlka) > 7%(k) or e > 5. By Theorem 1, eX > pg_l(erirlka) and e3
is unchanged, so c stays in excess and the node stays flagged. At least g nodes are therefore flagged
whatever the compromised nodes report. =

The certificate is computed from the clean window: in deployment it is a confidence label on each alarm,
and in the evaluation it is checked against the strongest attacks we can mount; an uncertified alarm may
still survive a particular attack.

Proposition 1 (Tolerance of the partition design). With N nodes and blocks of m nodes, every channel
has M, = M = |(N — 1)/m| blocks, up to the merge of a short remainder, and a = 1. The guarded and



pessimistic ranks exist for every k < k* = [M /2] — 1 = |(M — 1) /2], and for no larger k. The self band
alone admits every k, and the full predictor m = N — 1 has M = 1 and k* = 0.

Proof. The ranks ry — k and ry + k lie in {1, ..., M} exactly when k <1y — land k < M —ry; withry =
[M /2] the first condition is the binding one and gives k* = [M /2] — 1. A design with a > 1 divides k*
by a. The self band reads no other node, so no rank condition arises. =

The proposition is the tolerance dial: k* = (N — 1)/(2m), so halving the block size doubles the tolerance
and halves what each member may read; members that read less predict less well, and Section 7 measures
the price.

Remark 1 (Joint detectors). A detector whose statistic is one function of the whole window with
unbounded sensitivity to each coordinate, such as a reconstruction error or a joint forecast residual, has
tolerance zero in the sense above: a single controlled channel with a wide enough range can move the
statistic to either side of any threshold. Section 7 shows that this is not only a worst case but the typical
outcome of a sixty-step gradient attack on one node.

Proposition 2 (What is not certified). (@) With q > k, an injection confined to at most k nodes never
raises the system alarm; it is reported through the flags of the injecting nodes, and only if their readings
are inconsistent with the honest ones or with their own past. (b) An event whose pessimistic flags cover
fewer than q + k nodes cannot be certified at k, whether or not it is detected. (c) A reading that keeps
every member residual and the self residual inside the calibration bulk is undetectable by any statistic
built from these residuals.

Proof- (a) follows from the flag count, (b) from the definition of the certificate, and (c) from the fact that
all decisions are functions of the residuals. =

Point (c) is the detectability boundary of every consistency detector. Point (a) is a design decision: a
system alarm is an operator action, a node flag a maintenance ticket, and an attacker with k nodes can
generate at most k tickets, all pointing at itself.

6 Experimental setup

This section describes the three deployments, the detectors, the attacks and the metrics (Figure 4).
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Fig. 4 Experimental pipeline.
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6.1 Deployments

Table 1 summarizes the three deployments. They were chosen to differ in what a node is, how fast the
telemetry is sampled, and where the physical coupling between nodes comes from.

Table 1 The three deployments.

Deployment Node N C Interval L Train Calib. Test Event steps
HAI tag 57 57 10's 10 73,731 18,432 40,205 897
Morris relay, logs 5 124 sample 1 13,646 2,930 20,886 14,748
Feeder meter 32 96 15 min 4 35,136 7,680 15,360 842

HAI The HAI 21.03 release of the HIL-based augmented ICS security testbed records a boiler (P1), a
steam turbine (P2), a water treatment loop (P3) and the power simulation that couples them (P4) at one-
second resolution, with three attack-free training traces and five test traces containing labelled attacks on
setpoints, controllers and actuators [20, 21]. Every tag is a node. We decimate to ten seconds, drop tags
that are constant in training, and use ten steps of context. The last fifth of every training trace is held out
for calibration, so that calibration spans three operating periods; the test traces come from other weeks.
The subsystem labels give three attack groups plus a group of attacks touching several subsystems.

Morris. The power system attack datasets of Mississippi State University and Oak Ridge National
Laboratory record four phasor measurement relays on a two-line transmission testbed, twenty-nine
quantities per relay plus control-panel, relay and intrusion-detection logs, under thirty-seven scenarios:
natural faults and line maintenance, no-event operation, and cyber attacks of three kinds, replayed fault
data, remote tripping commands and relay setting changes [22]. A node is a relay, the log columns form a
fifth node, and the context is one step because the released samples carry no usable time order. Benign
rows of nine of the fifteen files form the training set, those of two further files the calibration set, and all
rows of the remaining four files the test set. Every row of an attack scenario counts as an attack step,
including those recorded before the attack has any physical effect.

Feeder. The IEEE 33-bus radial feeder [23] is solved with pandapower [24] every fifteen minutes; each of
its thirty-two loads follows the consumption record of one real customer of the
ElectricityLoadDiagrams20112014 set [25], rescaled to the nominal load of its bus at power factor 0.9,
and a smart meter at every load bus reports active power, reactive power and voltage magnitude with
class-0.2 metering noise. Training uses the whole of 2012; the first 240 days of 2013 are split day by day
at random into calibration (one third) and test (two thirds), so calibration and test are exchangeable by
construction. Sixty percent of the test days carry one physical event, a coordinated surge in which two to
four buses raise their demand by 50 to 150 percent for one to four hours, the demand-side attack of a
high-wattage IoT botnet [26, 27]. The context is four steps.

Channels are standardized with training statistics, windows never cross a trace boundary, and no attack
label is used for training, calibration or model selection.

6.2 Detectors

TALLY is run with blocks of six tags on HAI (M = 9, k* = 4), three meters on the feeder (M = 11,
k* =5) and one relay on Morris (M =4, k* = 1), with @ = 1073 per channel and, unless stated
otherwise, ¢ = 2 at k = 0. Members are two-layer networks of width 64 trained with Adam for at most
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thirty epochs with early stopping on the calibration windows. Four ablations isolate the design choices:
the cross band alone, the self band alone, a single mixed member per block that reads the block and the
channel’s own past together, and linear members. The full-block predictor uses both bands with one
member that reads every other node (M =1, k* = 0), the strongest per-channel predictor the design
admits and one with no tolerance. Four joint detectors represent the reconstruction and forecasting
families used on industrial telemetry [4, 30, 29]: a dense autoencoder on the flattened window (256 and
32 units), a joint forecaster (256 and 128 units) that predicts every channel of the last step from the earlier
steps, the Mahalanobis distance of the last step under a Ledoit—Wolf covariance [43], and an isolation
forest [44]; each alarms above the split conformal one-percent quantile of its score on the calibration
windows. The forecaster and the self band need context and are absent on Motris. Every detector is
trained with three seeds.

6.3 Attacks and metrics

Clean detection is measured point-wise on the test stream, without any point adjustment [31]: the area
under the ROC curve of the continuous score, the recall at a matched one-percent false-alarm rate (an
oracle threshold on the test stream, the same yardstick for every detector), the recall and false-alarm rate
of each detector’s own rule, and the fraction of labelled events, defined as maximal runs of attack steps,
that receive at least one alarm.

Compromise follows Definition 1: four hundred event windows are attacked for suppression and eight
hundred benign windows for induction. The attacker picks its k nodes at random or as an insider, the k
nodes with the largest evidence (TALLY) or the largest gradient of the score (joint detectors), and runs
three attacks on the controlled channels, keeping the best per window: the nominal attack reports each
channel’s calibration mean; the gradient attack runs forty steps of projected gradient descent [45] on the
attacker’s objective, a soft count of flagged nodes for TALLY and the score for a joint detector, inside the
box of Definition 1; the search attack, which needs no gradient, tries the bottom, middle and top of every
controlled channel’s range one channel at a time and keeps improvements, and is also the check
recommended for defences with piecewise gradients [46]. TALLY is attacked in its certified
configuration, tolerance k and quorum g = k + 1, and with g = 2 held fixed, which Theorem 1 says must
fail once k = 2; detectors with no tolerance keep their clean configuration. We report detection and false-
alarm rate under the strongest attack, the honest-node flag rate before and during the attack, the certified
fraction of attacked windows, and the number of certified windows on which the strongest attack removed
the alarm, which Theorem 2 says must be zero.

Injection takes 1,500 benign windows and k random nodes that report a lie, a bias of 0.5 to 4 standard
deviations held over the whole window, a doubling of every deviation from the window mean, or a frozen
value replayed from the first lag, clipped to the training range. We report the precision of the k highest-
ranked nodes against the true liars, the fraction of lying and of honest nodes flagged, and the system alarm
rate, which Proposition 2(a) says must stay at its clean value.

7 Results

The results answer, in order, what tolerance costs when nobody attacks, how the cost scales with the
block size, what compromised nodes can do to each detector, and whether injecting nodes are the ones
flagged.
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7.1 Clean detection

Table 2 gives the clean detection of every detector on every deployment with the tolerance k* of its
design; the AUROC and the recall at a matched one-percent false-alarm rate compare rankings, and the
own rule shows what a deployment would see at the configuration used in the rest of the paper.

HAI The ordering is the one Proposition 1 predicts: the detector that reads the most is the best, and
tolerance is paid for in detection. The full-block predictor reaches an AUROC of 0.961 and a recall of
0.874 at one percent, the joint forecaster 0.947 and 0.795, and TALLY with blocks of six tags, which
tolerates four compromised tags, 0.915 and 0.739. The self band alone reaches 0.906, because process
telemetry sampled every ten seconds is strongly autocorrelated and most released attacks move a tag
away from its own trajectory; the cross band alone reaches 0.885; the mixed member, which reads block
and own past in one network, is two points better than the two-band design at 0.926, a small price that the
feeder justifies. Linear members lose three thousandths of AUROC, so the members are not where the
capacity lies. The own rule at g = 2 fires on 3.8 percent of benign steps against a design level of 0.1
percent per channel; this is calibration drift, the calibration tails coming from the training weeks and the
test traces from other weeks, and the cross band is more sensitive to it than the self band, whose own rule
fires on 1.4 percent. Per attack group TALLY reaches 0.935 on the boiler, 0.843 on the water treatment
loop, 0.952 on attacks that touch several subsystems and 0.784 on the turbine, where the autoencoder is
best at 0.940.
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Table 2 Clean detection, three seeds.

Own rule
Detector kK AUROC Recall at 1% Recall FPR Events
HAI
TALLY 4 0.915 £0.005 0.739 £0.012 0.787 0.038 0.95
TALLY, cross band only 4 0.885 + 0.005 0.694 + 0.007 0.744 0.048 0.95
TALLY, self band only any 0.906 = 0.004 0.646 £ 0.008 0.673 0.014 0.93
TALLY, mixed members 4 0.926 +0.002 0.733 £0.005 0.761 0.014 0.99
TALLY, linear members 4 0.912 +0.002 0.705 = 0.009 0.804 0.044 0.98
Full-block predictor 0 0.961 £ 0.002 0.874 £ 0.004 0.922 0.081 1.00
Autoencoder 0 0.932 +0.003 0.705 £ 0.001 0.731 0.017 0.92
Joint forecaster 0 0.947 +£0.002 0.795 £0.002 0.836 0.017 0.98
Mahalanobis 0 0.904 = 0.000 0.719 £ 0.000 0.727 0.012 0.94
Isolation forest 0 0.742 £ 0.017 0.114 £ 0.041 0.110 0.010 0.36
Feeder
TALLY 5 0.941 £ 0.000 0.689 + 0.004 0.718 0.013 0.91
TALLY, cross band only 5 0.946 = 0.000 0.756 £ 0.005 0.782 0.016 0.91
TALLY, self band only any 0.677 £0.001 0.134 £ 0.003 0.148 0.013 0.87
TALLY, mixed members 5 0.831 £0.001 0.274 £ 0.007 0.324 0.014 0.89
TALLY, linear members 5 0.927 +£0.001 0.616 £0.010 0.679 0.017 0.89
Full-block predictor 0 0.937 £0.001 0.567 £0.019 0.679 0.019 0.92
Autoencoder 0 0.920 = 0.004 0.346 £ 0.004 0.699 0.031 0.87
Joint forecaster 0 0.915 +0.003 0.405 £0.019 0.530 0.018 0.94
Mahalanobis 0 0.927 +0.000 0.557 £0.000 0.677 0.031 0.77
Isolation forest 0 0.701 £ 0.003 0.024 £ 0.000 0.056 0.030 0.09
Morris
TALLY 1 0.509 + 0.003 0.034 £0.002 0.033 0.009 1.00
TALLY, linear members 1 0.519 £ 0.003 0.031 +0.000 0.030 0.009 1.00
Full-block predictor 0 0.535£0.004 0.025 +0.001 0.026 0.010 1.00
Autoencoder 0 0.506 = 0.004 0.032 +0.001 0.027 0.008 1.00
Mahalanobis 0 0.499 +0.000 0.030 £ 0.000 0.030 0.011 1.00
Isolation forest 0 0.507 £0.002 0.020 £ 0.001 0.019 0.010 1.00

Feeder. Here the tolerant design is the best detector outright: TALLY with blocks of three meters,
tolerating five compromised meters, reaches 0.941 AUROC and 0.689 recall at one percent, against 0.937
and 0.567 for the full-block predictor, 0.927 and 0.557 for the Mahalanobis detector, 0.920 and 0.346 for
the autoencoder and 0.915 and 0.405 for the joint forecaster. The cross band alone is marginally better
still at 0.946 and 0.756, and the self band alone collapses to 0.677 and 0.134: at fifteen-minute resolution
a customer’s demand is weakly predictable from its own last hour, whereas a surge is a large departure
from what the other meters predict. The mixed member collapses to 0.831 and 0.274, because the own-
past input explains most of the training variance and the block input is under-used; the two-band design
avoids this by construction, which is why the bands are kept separate. The full-block predictor loses to the
small blocks because one member of fixed width reading 93 channels overfits the calibration split,
whereas eleven members reading nine channels each vote through a median. The own rule at g = 2 fires
on 1.3 percent of benign steps against a bound of 4.8 percent from Theorem 1, calibration and test being
exchangeable by construction.

Morris. Every detector is at chance, with AUROC between 0.499 and 0.535: the attack rows include
samples recorded before the attack has any physical effect, the replayed fault data are coherent across
relays because they are recordings of real faults, and the natural faults in training widen normality until a
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remote trip looks like one more disturbance. We keep the deployment for injection and induction, for
which its relay structure is right, and report the failure rather than tune it away.

7.2 The tolerance ladder

Figure 5 runs TALLY at every block size from one node to all nodes, with the self band present
throughout, at k = 0, ¢ = 2; Figure 6 then fixes the deployed block size and raises the tolerance k at
which the thresholds are set.
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Fig. 5 Clean detection along the tolerance ladder.

HAI pays for tolerance; the feeder does not. On HAI the AUROC falls from 0.961 with one member
reading all 56 other tags (k* = 0) through 0.927 at four members (k* = 1) and 0.915 at nine (k* = 4) to
0.900 at nineteen (k* = 9), where it meets the self band alone at 0.906; blocks of two to four tags are
slightly worse than no cross band at all, because three tags of a boiler predict a fourth less well than its
own last ninety seconds do, and the noisy residual adds false excesses without adding detections. Recall at
the own rule follows the same course, from 0.922 to 0.767. On the feeder every block size between one
and ten meters beats the full-block predictor: 0.931 at blocks of one meter (k* = 15), 0.941 at three (k* =
5) and 0.950 at seven and ten (k* = 2 and 1), against 0.937 for the single member reading all 31 other
meters. A HAI operator who tolerates four compromised tags gives up five points of AUROC and thirteen
of recall; a feeder operator who tolerates five compromised meters gives up nothing.

Raising k at a fixed design. Once the block size is fixed, tolerance k costs detection twice: the guarded
rank 1y + k moves the thresholds outward and the quorum g = k + 1 needs more flagged nodes. On HAI
with blocks of six tags, recall at the certified configuration goes from 0.892 at k = 0 (g = 1) to 0.750 at
k =1and 0.606 at k = 2, the false-alarm rate of the own rule from 0.239 to 0.020 and 0.007, and the
event rate stays at 0.95 and 0.87 because a labelled attack that lasts minutes needs only one flagged step
to count. On the feeder recall goes from 0.932 to 0.685 and 0.438 and the event rate from 0.98 to 0.89 and
0.67: surges are visible at two to four meters, so a quorum of three often exceeds what one surge exposes,
which is Proposition 2(b) at work.
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Fig. 6 Detected against certified event steps as tolerance rises.

Certified fraction. The certified fraction is always below the detected fraction, and the gap widens with k
because the certificate needs g + k nodes whose inconsistency survives the removal of k members from
the honest side of the median. On HAI 0.601 of the event steps are certified at k = 1 against 0.750
detected, and 0.331 against 0.606 at k = 2, with 0.88 and 0.67 of the labelled attacks containing a
certified step; on the feeder 0.429 against 0.685 and 0.101 against 0.438, with 0.67 and 0.48 of the surges.
In Figure 6 the detected fraction declines slowly with k while the certified fraction declines quickly,
because every tolerated node is one more the attacker may take from the flagged set; Section 7.3 tests
whether it can take more.

7.3 Node compromise

Tables 3 and 4 and Figure 7 report what k compromised nodes achieve against each detector: detection of
real events under the strongest suppression attack with random or insider node choice, the certified
fraction, and the false-alarm rate under the strongest induction attack; a dash in the certified column
marks a detector with no tolerance, for which no certificate exists. Morris is used for induction only.

Induction is the decisive experiment. On HAI one compromised tag, chosen by the insider, raises the
false-alarm rate of the joint forecaster and the Mahalanobis detector from 0.012 and 0.010 to 1.000 and
that of the autoencoder from 0.013 to 0.752; with four tags every joint detector reaches 1.000. The full-
block predictor, TALLY’s decision layer with a single member per channel, goes from 0.090 to 0.948
with one tag, because with M = 1 a tag that appears in every other tag’s block can push every honest
evidence value wherever it likes: Remark 1 measured. TALLY in its certified configuration goes from
0.020 to 0.043 at k = 1 under the insider’s choice and to 0.160 under the random choice, which is the
stronger choice for induction because the insider spends its nodes on tags already in excess; to 0.013 and
0.071 atk = 2; and to 0.003 and 0.024 at k = 4. The nominal bound of Theorem 1 atk =1,q = 2 is
0.057, and the random-choice rate exceeds it. The excess is not the attacker’s doing: honest tags on HAI
are in excess at 0.003 per tag without any compromise, three times the calibration level, because the
calibration weeks differ from the test weeks; substituting the measured rate into the same bound gives
0.17, which the attacked rate does not exceed, and under attack the honest tags are flagged at 0.002 to
0.004 against 0.001 to 0.003 without it, inside the sandwich of Theorem 1. The fixed quorum q = 2
shows what the theorem forbids: it holds at k = 1 (0.043), fails at k = 2 (0.740 under the insider, 0.907 at
random) and fails completely at k = 4 (0.998). The isolation forest, which the search attack barely moves
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(0.007 to 0.015 at k = 1), is the exception among the baselines and also the detector that does not detect
(recall 0.125).

Table 3 Compromise on HAI: detection of real events and false alarms, three seeds.

Detection of real events False alarms
Detector k clean random insider certified clean random insider
TALLY 1 0.774 0.765 0.645 0.613 0.020 0.160 0.043
2 0.621 0.599 0.423 0.312 0.007 0.071 0.013
4 0.312 0.268 0.043 0.028 0.003 0.024 0.003
TALLY, q = 2 fixed 1 0.774 0.765 0.645 0.613 0.020 0.160 0.043
2 0.741 0.719 0.501 0.423 0.014 0.907 0.740
4 0.677 0.657 0.224 0.154 0.009 1.000 0.998
TALLY, self band only 1 0.698 0.692 0.556 0.556 0.014 0.041 0.014
2 0.556 0.539 0.329 0.329 0.008 0.040 0.008
4 0.329 0.288 0.045 0.045 0.004 0.039 0.004
Full-block predictor 1 0.921 0.906 0.868 - 0.090 0.990 0.948
2 0.892 0.870 0.748 - 0.019 1.000 0.997
4 0.821 0.762 0.617 - 0.007 1.000 1.000
Autoencoder 1 0.739 0.734 0.652 - 0.013 0.343 0.752
2 0.739 0.730 0.637 - 0.013 0.709 0.965
4 0.739 0.726 0.512 - 0.013 0.983 1.000
Joint forecaster 1 0.859 0.835 0.780 - 0.012 0.857 1.000
2 0.859 0.820 0.724 - 0.012 0.990 1.000
4 0.859 0.777 0.646 - 0.012 1.000 1.000
Mahalanobis 1 0.752 0.752 0.677 - 0.010 0.810 1.000
2 0.752 0.748 0.665 - 0.010 0.965 1.000
4 0.752 0.738 0.632 - 0.010 1.000 1.000
Isolation forest 1 0.125 0.112 0.109 - 0.007 0.014 0.015
2 0.125 0.098 0.095 - 0.007 0.032 0.028
4 0.125 0.074 0.077 - 0.007 0.084 0.084

Suppression. Against a real attack in progress a compromised tag is worth less to the attacker than against
a benign window, on every detector. With one insider-chosen tag the strongest attack lowers TALLY’s
detection from 0.774 to 0.645, the joint forecaster’s from 0.859 to 0.780, the autoencoder’s from 0.739 to
0.652 and the Mahalanobis detector’s from 0.752 to 0.677. The certified fraction at k = 1 1s 0.613, below
the 0.645 that survived, as it must be, and no certified window lost its alarm under any attack in any seed,
at any k. As k grows the picture turns against TALLY: at k = 2 its certified configuration detects 0.423
of the attacked event steps and at k = 4 only 0.043, against 0.637 and 0.512 for the autoencoder, because
q = k + 1 demands five flagged tags at k = 4 and the released attacks rarely put five tags in excess once
the four most affected are silenced. This must be read with the induction rows: a detector that the same
attacker can make alarm on every benign window detects everything and nothing, so the autoencoder’s
0.512 is not the detection rate of a usable detector. The self band alone behaves like TALLY with slightly
lower recall (0.698 clean, 0.556 attacked at k = 1), and its certified fraction equals its attacked recall
exactly, because no honest self residual can be moved. Against the joint detectors the gradient attack is
the strongest in every cell, whereas against TALLY the gradient-free search is as strong or stronger in
every suppression cell and the nominal attack is the strongest at k = 4: the attacker of a median-based
detector needs no gradients, and the gradient it computes is not masked [46].
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Fig. 7 Detection and false alarms under insider compromise.

Feeder. Where calibration and test are exchangeable the bound of Theorem 1 holds as stated (Table 4).
Under induction by one compromised meter TALLY’s false-alarm rate goes from 0.014 to 0.021 under
the insider and 0.068 under the random choice, against a bound of 0.096; at k = 2 to 0.012 and 0.060, and
at k = 4 to 0.009 and 0.042, with the same bound. Honest meters are flagged at 0.003 to 0.005 with and
without the attacker. Every joint detector, the full-block predictor included, reaches a false-alarm rate of
1.000 from one meter, and the full-block predictor flags 0.635 of the honest meters while doing so,
against 0.005 without the attacker. The fixed quorum g = 2 again holds at k = 1 and reaches 1.000 at
k = 2. Under suppression TALLY loses more than on HAI, from 0.705 to 0.558 at k = 1 under the
insider, from 0.463 to 0.221 at k = 2 and from 0.137 to 0.060 at k = 4, with certified fractions of 0.450,
0.118 and 0.042 and no certified alarm removed: the surges touch two to four meters, so the insider who
silences the two most affected takes most of the evidence and the quorum of k + 1 takes the rest. The
joint detectors are hit harder by the same attacker, the autoencoder falling from 0.702 to 0.402, 0.262 and
0.097 and the joint forecaster from 0.539 to 0.282, 0.159 and 0.045, and only the Mahalanobis detector
keeps more (0.612, 0.540, 0.382), at a false-alarm rate of 1.000. Here the gradient attack is the strongest
against TALLY too and the nominal attack the weakest, the reverse of HAI; reporting the strongest per
window is what makes deployments comparable.
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Table 4 Compromise on the feeder: detection of real events and false alarms, three seeds.

Detection of real events False alarms
Detector k clean random insider certified clean random insider
TALLY 1 0.705 0.686 0.558 0.450 0.014 0.068 0.021
2 0.463 0.414 0.221 0.118 0.009 0.060 0.012
4 0.137 0.092 0.060 0.042 0.005 0.042 0.009
TALLY, q = 2 fixed 1 0.705 0.686 0.558 0.450 0.014 0.068 0.021
2 0.682 0.654 0.342 0.192 0.012 1.000 1.000
4 0.651 0.577 0.131 0.052 0.011 1.000 1.000
TALLY, self band only 1 0.169 0.166 0.117 0.115 0.016 0.053 0.018
2 0.115 0.107 0.077 0.072 0.012 0.052 0.014
4 0.072 0.068 0.052 0.051 0.008 0.050 0.012
Full-block predictor 1 0.688 0.588 0.527 - 0.023 1.000 1.000
2 0.542 0.340 0.284 - 0.015 1.000 1.000
4 0.359 0.125 0.108 - 0.010 1.000 1.000
Autoencoder 1 0.703 0.665 0.402 - 0.035 1.000 1.000
2 0.703 0.628 0.262 - 0.035 1.000 1.000
4 0.703 0.538 0.097 - 0.035 1.000 1.000
Joint forecaster 1 0.539 0.405 0.282 - 0.023 1.000 1.000
2 0.539 0.320 0.159 - 0.023 1.000 1.000
4 0.539 0.208 0.045 - 0.023 1.000 1.000
Mahalanobis 1 0.695 0.682 0.613 - 0.033 1.000 1.000
2 0.695 0.667 0.540 - 0.033 1.000 1.000
4 0.695 0.617 0.383 - 0.033 1.000 1.000
Isolation forest 1 0.071 0.065 0.065 - 0.028 0.030 0.030
2 0.071 0.061 0.064 - 0.028 0.034 0.033
4 0.071 0.053 0.052 - 0.028 0.088 0.090

Morris. A relay node is twenty-nine phasor quantities at once, the design has four members per channel
and tolerates one relay. One compromised relay drives the autoencoder, the Mahalanobis detector and the
full-block predictor to a false-alarm rate of 1.000 from 0.006, 0.008 and 0.012, the full-block predictor
flagging every honest relay while doing so; the isolation forest reaches 0.282 with one relay and 0.978
with two. TALLY atk =1, g = 2 goes from 0.005 to 0.012 under the insider and 0.026 under the
random choice, against a bound of 0.124, and honest relays are flagged at 0.004 to 0.009 against 0.002 to
0.004 without the attacker, inside the sandwich of Lemma 1. The largest single node in this study moves
the honest evidence by less than a hundredth.

One day on the feeder. Figure 8 follows a test day at k = 2, ¢ = 3, on which two buses raise their
demand for 3.75 hours from four in the morning. The cross evidence of the surged meter climbs to 2.7
times its threshold and stays above it for the whole surge, while its self evidence peaks at the onset (1.9
times its threshold) and returns below it within an hour, the surged level having become the meter’s own
recent past; an honest meter’s cross evidence never crosses its threshold. The flag count reaches seven
meters, the alarm fires on 16 steps, one of them a benign step at the end of the surge, and 12 surge steps
carry the certificate: on those steps no choice of two meters, reporting anything, would have silenced the
alarm.

19



= surged bus P (m25) == surged bus P(m20) —— honest bus P (ml)

standardized P

T T T T T

—— surged node, cross band  --+-  surged node, self band —— honest node, cross band

evidence / threshold

node flags
wh

hour of the day

Fig. 8 One surge day on the feeder, with flags and certificates.
7.4 False data injection

Injection is the attack in which the compromised nodes are the event. Table 5 and Figure 9 report, for k
lying nodes, whether the liars are ranked highest and flagged, whether honest nodes are flagged, and
whether the system alarm fires, the last two being what Theorem 1 and Proposition 2(a) constrain; the
joint detectors have no node flags, so those columns carry a dash for them.

HAI With one lying tag, TALLY ranks it first in 0.121 of the windows for a bias of one standard
deviation, 0.349 for two and 0.606 for four, and flags it in 0.070, 0.249 and 0.518 of them; a frozen value
or a doubled deviation is caught in fewer than one window in ten. The cross band does the work (0.384
and 0.645 alone at two and four standard deviations); the self band alone stays near 0.05, because a lie
held over the whole window is consistent with its own past by construction; the mixed member reaches
only 0.117 and 0.200, a second reason to keep the bands separate. Honest tags are flagged at the same rate
with and without the lie, 0.003 per node at k = 1 and 0.001 at k = 2 and 4, and the system alarm stays
near its clean rate, 0.020 against 0.022 to 0.050 at k = 1 for biases up to two standard deviations, rising to
0.083 only for a four-standard-deviation lie that puts one flag on the liar and needs one honest flag more.
The full-block predictor shows the opposite: one lying tag raises the honest flag rate from 0.018 to 0.028
at half a standard deviation and to 0.087 at four, and the system alarm from 0.084 to 0.534, so one lying
tag alarms the plant at will. The joint forecaster ranks the liar first in 0.415 of the windows at one standard
deviation, better than TALLY at small lies because it reads the tag’s own past together with every other

tag, but its alarm goes from 0.016 to 0.329 at two standard deviations and 0.495 at four: the attribution is
usable, the alarm is not.
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Table 5 Injection on HALI: attribution and flags, three seeds.

Precision at k Flag rates, bias 20
Detector k lo 20 4o scale freeze liar honest alarm
TALLY 1 0.12 0.35 0.61 0.08 0.07 0.25 0.003 0.050
2 0.16 0.39 0.62 0.12 0.09 0.17 0.002 0.011
4 0.18 0.35 0.51 0.19 0.08 0.03 0.001 0.003
TALLY, cross band only 1 0.14 0.38 0.65 0.05 0.07 0.29 0.003 0.056
2 0.19 0.43 0.66 0.10 0.10 0.21 0.001 0.007
4 0.25 0.47 0.64 0.15 0.14 0.04 0.000 0.000
TALLY, self band only 1 0.05 0.05 0.08 0.11 0.00 0.01 0.001 0.017
2 0.07 0.08 0.12 0.14 0.01 0.01 0.001 0.011
4 0.12 0.13 0.17 0.20 0.02 0.01 0.002 0.005
TALLY, mixed members 1 0.05 0.12 0.20 0.13 0.03 0.03 0.001 0.015
2 0.09 0.16 0.25 0.16 0.05 0.02 0.001 0.007
4 0.14 0.22 0.30 0.20 0.07 0.01 0.000 0.000
Full-block predictor 1 0.31 0.43 0.48 0.10 0.15 0.72 0.063 0.744
2 0.40 0.45 0.47 0.22 0.23 0.72 0.105 0.864
4 0.43 0.45 0.45 0.26 0.26 0.72 0.185 0.942
Autoencoder 1 0.09 0.40 0.58 0.07 0.07 - - 0.026
2 0.18 0.47 0.58 0.11 0.12 - - 0.048
4 0.31 0.54 0.60 0.16 0.16 - - 0.196
Joint forecaster 1 0.42 0.50 0.59 0.12 0.13 - - 0.329
2 0.42 0.48 0.54 0.15 0.16 - - 0.592
4 0.45 0.49 0.52 0.21 0.19 - - 0.874
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Fig. 9 Precision of the flagged nodes under injection.

Feeder. Where the cross band is strong, attribution is strong (Table 6). A meter with a persistent bias of
half a standard deviation is ranked first in 0.838 of the windows, one standard deviation in 0.923, and two
or more in 0.990 or better, and the lying meter is flagged in 0.762, 0.854 and 0.961 of them; with two or
four liars the precision at k is the same to within a point. Honest meters are flagged at 0.003 with or
without the lie, and the system alarm rises from 0.010 to at most 0.055 at k = 1, under the bound of 0.096,
and to at most 0.036 at k = 4. Frozen and rescaled lies are attributed in about a third of the windows,
because a demand held for an hour or with doubled swings is inside what a real customer does. The self
band alone attributes nothing (0.044 to 0.059), the mixed member is a few points behind the two-band
design and the cross band alone a few points ahead. The full-block predictor again shows what zero
tolerance means: one lying meter with a half-standard-deviation bias raises the honest flag rate from 0.004
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to 0.055 (0.537 at four standard deviations) and the system alarm from 0.017 to 0.584 (0.968 at four); the
autoencoder and the joint forecaster alarm on 0.654 and 0.822 of the windows for a two-standard-
deviation lie on one meter.

Table 6 Injection on the feeder: attribution and flags, three seeds.

Precision at k Flag rates, bias 20
Detector k lo 20 40 scale freeze liar honest alarm
TALLY 1 0.92 0.99 1.00 0.32 0.33 0.96 0.003 0.052
2 0.92 0.99 1.00 0.38 0.35 0.96 0.003 0.044
4 0.92 0.99 1.00 0.44 0.35 0.95 0.003 0.030
TALLY, cross band only 1 0.94 1.00 1.00 0.29 0.35 0.98 0.003 0.074
2 0.94 1.00 1.00 0.34 0.38 0.98 0.003 0.061
4 0.94 1.00 1.00 0.38 0.40 0.97 0.002 0.033
TALLY, self band only 1 0.05 0.06 0.05 0.28 0.00 0.01 0.004 0.013
2 0.10 0.10 0.08 0.36 0.00 0.00 0.004 0.010
4 0.18 0.19 0.15 0.46 0.00 0.01 0.004 0.005
TALLY, mixed members 1 0.88 0.97 1.00 0.39 0.33 0.94 0.003 0.056
2 0.88 0.97 1.00 0.45 0.34 0.93 0.003 0.042
4 0.89 0.97 1.00 0.50 0.36 0.91 0.002 0.025
Full-block predictor 1 0.85 0.92 0.93 0.26 0.26 0.97 0.392 0.924
2 0.54 0.59 0.62 0.32 0.29 0.98 0.619 0.994
4 0.28 0.30 0.32 0.40 0.34 0.98 0.797 1.000
Autoencoder 1 0.86 0.99 1.00 0.13 0.05 - - 0.654
2 0.90 1.00 1.00 0.18 0.07 - - 0.993
4 0.94 1.00 1.00 0.28 0.13 - - 1.000
Joint forecaster 1 0.95 0.99 1.00 0.22 0.18 - - 0.822
2 0.95 0.99 1.00 0.30 0.22 - - 0.986
4 0.95 0.98 0.99 0.40 0.28 - - 1.000

Morris. A relay that biases its twenty-nine phasor quantities by one standard deviation is ranked first in
0.862 of the windows and by two in 0.976; it is flagged in 0.085 and 0.417 of them and in 0.999 at four
standard deviations, while honest relays stay at 0.004 to 0.006 and the system alarm at 0.004 to 0.018.
The full-block predictor flags honest relays in 0.154 and 0.395 of the windows at two and four standard
deviations and alarms in 0.484 and 0.845 of them; the autoencoder alarms in 0.867 at four. A frozen or
rescaled relay is attributed by no detector (precision at the chance level of one in five), because one
sample of a frozen phasor is a plausible phasor. That a lying relay is separated so cleanly on a deployment
whose released attack labels are at chance says what the two tasks share: the relays are physically coupled,
so a lie that breaks the coupling is visible, whereas the released attacks do not break it.

8 Discussion

Tolerance is a dial with a price that depends on the physics. On HAI, where a tag’s own trajectory is its
best predictor, every step of tolerance bought by shrinking the blocks costs clean detection, from 0.961
with no tolerance to 0.915 at four tolerated tags, and the certified fraction falls faster than the detected
fraction because the released attacks touch few tags. On the feeder, where a meter is best predicted by the
other meters, the tolerant design is the best detector we have and tolerance up to five meters costs nothing
measurable. A deployment can read its own position on this dial from calibration data alone, by
comparing the calibration residuals of the self band with those of a cross band at the candidate block size.
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What the certificate buys. A certified alarm is a statement that no choice of k nodes, reporting anything,
would have silenced it. A numerical audit of Theorem 2, in which the members that read a compromised
node are set to arbitrary values, over every subset of one and two compromised meters on the feeder,
every single compromised tag on HAI and six hundred random pairs of tags, and the strongest adaptive
attacks of Section 7.3, found no certified alarm that was removed. Everything above the certified curve in
Figure 6 is detection that depends on the attacker not choosing the right nodes.

Exchangeability. On the feeder, where calibration and test are exchangeable by construction, the
measured rates sit under the bound of Theorem 1. On HAI the calibration tails come from the training
weeks and the test traces from other weeks, and the cross band’s own rule fires on several percent of
benign steps at a design level of a tenth of a percent per channel. This is calibration drift, the effect that
moves every calibrated detector in Table 2 off its nominal rate, and not something a compromised node
causes: under attack the honest-node flag rate stayed within a thousandth of its clean value in every cell,
and the alarm rate under compromise is what the drifted honest rate predicts. A deployment that wants the
bound as stated must recalibrate on recent attack-free data, which touches only the thresholds.

Design decisions. The quorum counts nodes, not channels, because a node with several channels would
otherwise contribute several flags; a first version counted channels and a single compromised meter
defeated it. The two bands are kept separate because a member that reads both inputs leans on the one that
explains most of the training variance, and on the feeder that is the wrong one.

Limitations. The Markov bound of Theorem 1 is loose by an order of magnitude and would tighten under
an independence assumption across nodes that we did not make. The adaptive attacks are three, run once,
on subsamples of the test streams; a stronger attacker could use more steps or an attack designed against
the median, though the gradient-free search already matches or beats the gradient attack in most cells. The
feeder’s physics are simulated, its demand is real, and the surge model is a stylized version of a
documented attack. Morris is a negative result for every detector, including ours. Three seeds bound the
variance of training, not of the released test data. The framework says nothing about an attacker who
compromises the aggregator itself or corrupts the training data; those threats belong to authentication,
access control and robust learning, which it assumes in place.

9 Conclusion

We built a cybersecurity framework for IoT-based smart grid systems around one question: how many
sensing nodes can an attacker control before a learned anomaly detector stops being trustworthy? For the
detectors in use today the answer is one; for TALLY it is a design parameter. Every channel is scored by
an ensemble of predictors that each read one block of other nodes, plus a predictor of the channel’s own
past, and the evidence of an honest channel is provably confined between two honest order statistics
under any compromise of k nodes; guarded thresholds keep honest nodes from being framed, a quorum
keeps k compromised nodes from raising an alarm on their own, and a per-window certificate says when
an alarm would have survived every such compromise. On a real generation testbed, a relay testbed and a
feeder driven by real demand, the price of tolerance ranges from several points of detection to none, the
certificates held against every attack we mounted, injecting nodes were the ones flagged, and the cases
where the framework is weaker than an unprotected detector, or where no detector works, are reported
with their numbers.
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