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Abstract 

Increasing adoption of the Internet of Things (IoT) and multimedia with the software systems has made software 

testing increasingly challenging because of their heterogeneous nature, complex parameter dependencies, large 

search spaces and stringent compatibility constraints. Existing test-data suite or test suite generation techniques 

generally treat configuration parameters uniformly, so they have limited capability to handle metadata 

characteristics that includes discrete, continuous, hierarchical and IoT-specific parameters. This paper presents a 

metadata-aware framework mSITG-MD (modified Swarm Intelligence Test Generation for MetaData) based on 

particle swarm optimization algorithm, for automated test-data generation in configurable IoT and multimedia 

systems. This framework integrates metadata-aware parameter modeling, constraint-aware particle initialization, a 

weighted fitness function for prioritizing critical metadata interactions, constraint validation and repair and dynamic 

search-space pruning in a single module. The approach is evaluated by using six benchmark systems and a realistic 

IoT-based video-processing system comprising 12 metadata input parameters and 22 constraints. Each experiment is 

repeated 30 times to account for the stochastic nature of swarm-based optimization. The experimental results of 

mSITG-MD produces test suites that are 4–9% smaller than the best evaluated baseline methods for interaction 

strengths of t = 3–6, while achieving comparable performance at t=2 and achieves 21–28% lower generation time 

than the baseline particle swarm approach for systems with larger configurations. Moreover, this framework 

generates 97% valid test data, achieves 100% IoT compatibility coverage, and satisfies 98% of the specified 

metadata constraints. These performances indicate that incorporating metadata characteristics and domain-specific 

constraints into swarm intelligence-based test-data generation can improve test-suite’s effectiveness, generation 

efficiency, and applicability to complex IoT and multimedia systems. 

 

Keywords: Combinatorial testing, test-data generation, swarm intelligence, metadata modeling, Internet of Things, 

multimedia testing, Particle Swarm Optimization. 

1. Introduction 

Software testing remains fundamental and costly activity in software engineering, because the software failures may 

occur from complex interactions among parameters, input values and environmental conditions. Proper testing of 

software is still a challenge for the software industries because of the lack of availability of necessary testing tools. 

Moreover recent software development had to deal with the Internet of Things (IoT) and multimedia as integral part 

of software system [1]. Complex input parameters of these IoT and multimedia are not like conventional software, 

they combine devices with different capabilities, communication protocols, sensors, processing resources and 

software configurations [1, 2]. Existing test suite generation techniques are not designed to handle such situations. 

This paper addresses such problems with a metadata-aware swarm intelligence approach called mSITG-MD 

framework. This framework extends swarm-based test-data generation by explicitly modeling heterogeneous 

metadata, incorporating domain-specific constraints into test generation, assigning higher priorities to critical 

interactions, and dynamically reducing unproductive regions of the search space. 

1.1 The Growing Challenge of Testing Modern Systems 

Currently the IoT and multimedia systems have become fundamental and integral components of modern computing 

infrastructure [1]. These systems are characterized by their heterogeneous and decentralized nature with a massive 

data collection and processing capabilities [2]. A big smart parking system for instance, may consist of over 1,800 

heterogeneous devices that includes sensors, servers, wireless access points, and user interfaces [3] for managing 

vehicles. Similarly, the multimedia systems process rich media with complex metadata and involve intricate 

parameter interactions, failing to test such systems can trigger failures [4]. 
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Software testing, which typically consumes 40-50% of total software development budgets [5] remains the primary 

means of quality assurance. However, because of the combinatorial explosion problem, the exponential growth of 

test data required to exhaustively test modern configurable systems presents a formidable challenge [6]. Let us 

consider an example of a system with 𝑛 parameters, each having ݒ possible values, to exhaustively testing this 

system requires ݒ௡  test-data—a number that quickly becomes infeasible even for modest systems. 

1.2 The Metadata Challenge 

Metadata is a data that describes other data—is central to the functionality of the IoT and multimedia systems [7]. 

Unlike all the traditional software inputs, metadata input parameters exhibits three distinctive characteristics that 

make test-data generation particularly challenging: 

 

Heterogeneity: Metadata can be (i) discrete (e.g. Container: {MP4, AVI, MKV}), (ii) Continuous (e.g. Bitrate: 500-

10000 kbps), and (iii) Hierarchical (e.g. Profile depends on Codec) [4]. This means, unlike traditional data that is 

typically homogeneous in nature, metadata encompasses diverse types and structures. 

 Complex Constraints: A technical specification of any metadata imposes strict rules on its combinations. For 

example, HEVC video codec cannot be stored in an AVI container [8] because of incompatibility. In IoT the 

systems, certain devices may not be compatible with specific communication protocols [3] like 4G, 5G. Wu et al. [9] 

showed in their research that only 32% of test suite generation studies incorporate constraint handling techniques. 

State-Dependent Validity: The validity of any metadata state depends on the sequence of operations or the current 

system configuration [4] which is a dependency of one state to the other. In this case any metadata state cannot be 

utilized if there is any dependency on other state until the dependency is overcome. 

The following figure (Figure 1) presents a comprehensive taxonomy of metadata input parameters encountered in 

IoT and multimedia systems. It organizes into three primary categories: Discrete Metadata, Continuous Metadata, 

Hierarchical Metadata and IoT Specific Metadata. This taxonomy provides a foundational understanding 

necessary for metadata-aware test-data generation. 

 

 

Figure 1: Comprehensive Taxonomy of Metadata Parameters in IoT and Multimedia Systems 

1.3 Combinatorial Testing: A Practical Solution 



3 of 19 

 

The combinatorial testing (CT) offers a practical solution to overcome the combinatorial explosion (CE) problem 

[8]. The key insight is validated by extensive empirical studies that is most software failures were triggered by the 

interaction of a relatively small number of parameters only, not by all parameters simultaneously [10]. The research 

analyzing failures in medical devices, browsers, NASA software and servers found that testing only 4-way 

interactions catches 95-100% of faults [10] which is a significant discovery in software testing tools development 

domain. 

 

The following table (Table 1) gives us a clear picture of the fault detection rate [10] based on the interaction 

strength. The table describes that as we increase the interaction strength, so the detection rate increases and at the 6-

way interaction strength it reaches towards 100% for all the software. 

Table 1: Showing the Fault Detection Rates by Interaction Strength level 

Interaction Level Medical Devices Browsers Servers NASA Software 

2-way (pairwise) 95% 76% 70% 92% 

3-way 98% 95% 88% 97% 

4-way 100% 95% 95% 100% 

5-way 100% 95% 98% 100% 

6-way 100% 100% 100% 100% 

 

Test suite of a CT is organized as a Covering Array (CA): which is a ܰ × ݇ array, where each ܰ ×  subarray ݐ

contains all the ݐ-tuples of values at least once [11]. The goal of this is to find the smallest ܰ for given parameters—
a problem known to be NP-hard [6]. This led to the development of heuristic approaches for test suite generation, 

among which Particle Swarm Intelligence (PSO) algorithm have shown particular promise [12]. 

1.4 Swarm Intelligence for Test-Data Generation 

The PSO was introduced by Kennedy and Eberhart [13], has shown a considerable promise for generating near-

optimal covering arrays [14]. PSO mimics the natural social behavior of birds flocking or fish schooling, where each 

particles (each bird or fish) search collectively for optimal solution of a particular problem [15]. Each of this particle 

represents a potential test-data and through iterations, the swarm converges to a minimal set of test-data called test 

suite which covers all required combinations [4].  

 

Recent research studies have demonstrated that the swarm intelligence is very effective for test suite generation in 

software testing tools. Dezhkam Shahabi et al. [16] have shown in theirs studies that the applicability of swarm-

based methods including Firefly Algorithm, PSO, Teaching Learning Based Optimization and Imperialist 

Competitive Algorithm are effective for test-data generation. Their research’s results showed that swarm-based 

methods produce competitive results compared to evolutionary methods. Wang et al. [17] has proposed an improved 

algorithm for combinatorial test suite generation technique based on particle swarm optimization, demonstrating 

significant improvements in efficiency. 

 

Conventional PSO-based test-generation methods are capable of producing competitive test suites, but they 

generally not designed to explicitly model heterogeneous metadata relationships. As a result, all invalid 

configurations may consume search effort and important metadata interactions may receive the same priority as less 

critical combinations. 

The mSITG-MD framework is extended with these basic concepts by incorporating metadata-aware representation, 

constraint-aware initialization, weighted fitness evaluation, and dynamic search-space pruning. 

1.5 Research Gap 

Individually combinatorial testing and swarm intelligence have their own superior position for solving complex 

problems. Despite the promise of both of these two, significant gaps remain to overcome for IoT-based systems and 

multimedia systems. The Literatures that is reviewed in this study indicates several limitations in existing 

combinatorial test-generation approaches. 

 

1. Limited metadata awareness: conventional methods do not explicitly distinguish heterogeneous metadata 

types. 
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2. Insufficient domain-specific constraint handling: generic approaches may generate invalid 

combinations. 

3. Limited IoT-specific compatibility support: device and protocol dependencies are not consistently 

represented. 

4. Search inefficiency: invalid or low-value regions of the configuration space may consume optimization 

resources. 

5. Scalability challenges: test-generation cost increases as the number of parameters and interaction strength 

increase. 

The proposed mSITG-MD framework addresses all these issues through a unified metadata-aware test suite 

generation approach by integrating all the complex process in a single module. A summary of the research gap is 

summarized with the impact and possible solutions as follows: 

1.6 Research Questions 

The experimental study is organized around the following research questions: 

 

RQ1: How does mSITG-MD affect generated test-suite size compared with established combinatorial test-

generation methods? 

RQ2: How does mSITG-MD affect test-generation time as the number of configuration parameters increases? 

RQ3: Does metadata-aware optimization improve fault detection compared with the evaluated baseline 

approaches? 

RQ4: To what extent does constraint-aware generation improve the validity and compatibility of generated test 

cases? 

RQ5: Can the proposed framework handle heterogeneous metadata in a realistic IoT-enabled multimedia 

configuration? 

1.7 Contributions 

The principal contributions of this work are: 

 

1. A metadata-aware parameter-modeling framework for automated test-data generation. 

2. A weighted fitness mechanism that prioritizes critical metadata interactions. 

3. A constraint-aware initialization and repair mechanism for generating valid configurations. 

4. Dynamic search-space pruning to reduce exploration of low-validity regions. 

5. An empirical evaluation using benchmark systems and an IoT-enabled video-processing case study. 

6. A publicly available implementation intended to support reproducibility and future extension. 

1.8 Paper Organization 

Remainder of this paper is organized as follows: Section 2 reviews existing related work with discussion. Section 3 

presents the proposed metadata-aware framework of this paper. Section 4 presents an experimental evaluation and 

comparison. Section 5 discusses the results received from the experiment. Section 6 concludes the paper. 

2. Related Work 

Lots of research have been carried out on combinatorial testing techniques. Later, to enhance the capability of CT 

researchers includes different bio-inspired search based algorithm like Genetic Algorithm, Artificial Bee Colony 

algorithm, Swarm Intelligence algorithm and many more. This section discusses the related works done on 

enhancement of CT. 

2.1 Combinatorial Testing Strategies 

All the Combinatorial testing strategies can be classified into three main categories [18]: 
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Algebraic Strategies: These strategies use mathematical formulas such as Orthogonal Arrays and Latin Squares 

[19] for solving any problem. These strategies are very fast in problem solving but limited to only uniform 

parameters and pairwise testing. They are not designed to handle constraints or non-uniform values, hence the use of 

such strategy is limited. Such strategy are also not capable to handle metadata input values as well IoT constraints. 

Greedy Strategies: Such strategies build test suites one test-data at a time by selecting the test suite covering the 

most uncovered combinations. Examples of such strategies include AETG [20], IPO [21], and PICT [22]. They are 

fast in problem solving and widely used in related domains but can be suboptimal for highly constrained systems 

like IoT-based systems and multimedia systems. 

Heuristic Search Strategies: In heuristic search strategies, it uses Artificial Intelligence (AI) based techniques like 

Genetic Algorithms [23], Ant Colony Optimization [24], Particle Swarm Optimization [14] and other bio-inspired 

algorithms to search for optimal test suite size. They produce near-optimal results in problem solving but are more 

complex both in terms of space and time. 

To develop a strategy that supports the metadata input and IoT constraints, a hybrid or approach would be 

appropriate for handling heterogeneity, complex constraints and state-dependent validity. The mSITG-MD might be 

the solution for combinatorial testing.   

2.2 Constraint-Aware Combinatorial Testing 

Constraints of a particular problem are defined as a critical practical concern in combinatorial testing. Cohen et al. 

[25] classified constraints into three types: (i) forbidden tuples, (ii) conditional constraints and (iii) arithmetic 

constraints. They have proposed a greedy algorithm that incorporates constraint checking during test suite 

generation. 

 

Wu et al. [9] have conducted a comprehensive survey of constrained combinatorial testing techniques and found that 

only 32% of test suite generation studies incorporate constraint handling techniques. This states that most 

approaches are inapplicable to modern real-world programs where constraints are pervasive and need to take care of. 

2.3 IoT and Multimedia Testing 

As compare to traditional software testing IoT-based systems have some unique challenges [26] to deal with while 

testing them. IoT systems are of many different types and consist of diverse devices with different capabilities, 

communication protocols and data formats [3]. Such devices are portable and usually compact and can be used for 

embedded systems. Cortes et al. [27] have studied the adoption of software testing for IoT-based systems by 

identifying key challenges including device heterogeneity, connectivity issues and data variability. 

 

A research by Dias et al. [28] provided a brief overview of existing tools for testing IoT-based systems, noting the 

lack of comprehensive testing frameworks. In another research Alsewari [29] proposed the Nomadic People 

Optimizer (NPO) algorithm for solving the IoT combinatorial testing problems and demonstrated that specialized 

approaches are needed for testing such systems. 

 2.4 Research Gap in Testing Strategies 

For any research to carry out, it requires to identify the research gaps properly and completely. In this section we 

emphasized to identify the research gaps of combinatorial testing techniques. Recent research article have been 

picked and analyzed for their characteristics to find research gaps. The summary of such gaps are compiled in the 

following table (Table 2). It can be observed from the table that none of the methods have the ability to support all 

the attributes required to test any IoT and multimedia systems. 

Table 2: Comparison of Existing Methods 

Method Year Metadata Support Constraint Handling IoT-Specific Scalability 

Orthogonal Arrays 

[19] 
1985 ✗ ✗ ✗ Low 

AETG [20] 1997 Partial Partial ✗ Medium 

IPO [21] 1998 Partial ✗ ✗ High 

PICT [22] 2006 Partial ✓ ✗ High 
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PSTG [14] 2010 Partial Partial ✗ Medium 

CT-IoT [3] 2021 ✗ ✓ ✓ Medium 

mSITG-MD 2026 ✓ ✓ ✓ High 

 

Based on the literature reviewed in this study the above table clearly shows that the proposed MSITG-MD method 

combines metadata awareness, constraint handling, IoT-specific support, and scalability within a unified framework. 

3. Proposed Metadata-Aware Framework 

The primary aim of the proposed method is to develop a comprehensive framework that will be capable of 

generating test-data suites for testing the IoT-based systems as well for multimedia systems. The framework will be 

able to handle the IoT specific constraints, metadata input values and other constraint handling. Remaining of this 

section discusses the framework in detail. 

3.1 Framework Overview 

The proposed framework, called mSITG-MD (modified Swarm Intelligence Test Generator for MetaData) 

introduces a systematic approach of generating test-data suite or test suite for metadata-aware systems. This 

framework consists of three interconnected modules: 

 

Module 1: Metadata Modeling and Preprocessing 

• Parameter classification and type handling 

• Continuous parameter discretization 

• Hierarchical parameter resolution 

• Constraint formalization 

 

Module 2: Constraint-Aware Test-Data Generation 

• Weighted fitness evaluation 

• Metadata-guided particle initialization 

• Constraint validation and repair 

 

Module 3: Optimization and Finalization 

• Dynamic search space pruning 

• Coverage completion 

• Redundancy elimination 

 

Figure 2 illustrates the complete three-module architecture of the mSITG-MD framework. The Metadata Modeling 

Module (top) processes input data including multimedia parameters and constraints. The Constraint-Aware 

Generation Module (middle) performs swarm initialization with valid test suites, evaluates weighted fitness. 

The Optimization and Finalization Module (bottom) applies dynamic search space pruning, covers remaining 

uncovered combinations, remove duplicates and redundant test suites. 
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Figure 2: mSITG-MD Framework Architecture 

3.2 Metadata Modeling 

For a complete test-data suite, it is required to identify the parameters that will be accepted by the framework. Since 

the IoT and multimedia system’s input parameters are not like conventional software, it is necessary to identify and 
classify those input parameters. The metadata input parameters are modeled as follows. 

3.2.1 Parameter Classification 

Let us define a metadata parameter as a tuple (ܰܽ݉݁, ,݁݌ݕܶ ,𝑛݅ܽ݉݋ܦ  and the parameters are (ݏݐ𝑛݅ܽݎݐݏ𝑛݋ܥ

classified as: 

 

Discrete Parameters: Finite set of values 

• Example:݋ܥ𝑛݅ܽݐ𝑛݁ݎ = ,4ܲܯ} ,ܫܸܣ ,ܸܭܯ   {ܯܤܧܹ

• Handled directly in combinatorial test generation 

 

Continuous Parameters: Numeric range [ܮ, ܷ]  
• Discretized using equivalence partitioning and boundary value analysis 

• Example: ݁ݐܽݎݐ݅ܤ: 500 − → ݏ݌ܾ݇ 10000 {500,2000,5000,8000,10000} 
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• Original range preserved for constraint checking 

 

Hierarchical Parameters: Value set depends on a parent parameter 

• Example: Profile depends on Video Codec 

o If ܿ݁݀݋ܥ = .ܪ 264, ݈݂݁݅݋ݎܲ ∈ ,𝑛݈݁݅݁ݏܽܤ} ,𝑛݅ܽܯ   {ℎ݃݅ܪ

o If ܿ݁݀݋ܥ = ,ܥܸܧܪ ݈݂݁݅݋ݎܲ ∈ ,𝑛݅ܽܯ} ,𝑛10݅ܽܯ   {𝑛12݅ܽܯ

 

IoT-Specific Parameters: Device capabilities and configurations 

• Example: ݑ݉݉݋ܥ𝑛݅ܿܽ݋݅ݐ𝑛 ݈ܲ݋ܿ݋ݐ݋ݎ = ,݅ܨܹ݅} ,ℎݐ݋݋ݐ݁ݑ݈ܤ ܼܾ݅݃݁݁,   {ܴܽ݋ܮ

• Example: ܵ݁𝑛݁݌ݕܶ ݎ݋ݏ = ,݁ݎݑݐܽݎ݁݌݉݁ܶ} ,݁ݎݑݏݏ݁ݎܲ ,𝑛݋݅ݐ݋ܯ ,ܽݎ݁݉ܽܥ   {𝑛݁݋ℎ݌݋ݎܿ݅ܯ

3.2.2 Weighted Fitness Function 

For generating test-data suite, traditional PSO uses a fitness function that counts the number of uncovered t-way 

tuples covered by a test-data.  ݐ݅ܨ𝑛݁ݏݏ(ܲ) = ∑ )ܫ ௜ܶ , ܲ) 

Where, ܲ represents a particle (test data), ௜ܶ  represents an uncovered ݐ-way tuple, ܫ( ௜ܶ , ܲ) is an indicator function 

defined as ܫ( ௜ܶ , ܲ) = 1, if test case ܲ covers tuples, ܫ( ௜ܶ , ܲ) = 0, otherwise 

 

 

In the proposed framework the PSO is extended with a weighted fitness function: 

(ܲ)ݏݏ𝑛݁ݐ݅ܨ  = ∑ ௜ݓ . )ܫ ௜ܶ , ܲ) 

Where, ௜ܶ  is an uncovered t-way tuple, ܫ( ௜ܶ , ܲ) = 1 if test case ܲ covers tuple ௜ܶ )ܫ ,  ௜ܶ , ܲ) = 0  otherwise, ݓ௜   is the 

weight assigned to tuple ௜ܶ  and the value would be: 

௜ݓ  = {3,  ݁ݏ݅ݓݎℎ݁ݐ݋                                                      ,1ݕݐ݅ݏ𝑛݁݀ ݐ𝑛݅ܽݎݐݏ𝑛݋ܿ ℎ݅݃ℎ ݏ𝑛 2,               ݅ ℎܽ݋݅ݐܿܽݎ݁ݐ𝑛݅ ݈ܽܿ݅ݐ݅ݎܿ ܽ ݏ𝑛݅ܽݐ𝑛݋ܿ ݅

 

Weight Assignment Strategy: 

 

In mSITG-MD, the weight assignment strategy is a critical component that guides the swarm toward generating 

more effective test-data suites by prioritizing critical metadata interactions. Based on the domain knowledge and 

empirical analysis, we categorize parameter weights into three levels. Those levels with their values and criteria is 

summarized as follows: 

 

Weight Category Value Criteria 

Critical 3.0 Tuples involving codec-container or device-protocol 

Important 2.0 Tuples with high constraint density 

Standard 1.0 All other tuples 

 

For validating the robustness of our weight assignment strategy, we have conducted a sensitivity analysis by 

evaluating the performance (shown in Table 3) of mSITG-MD using four different weight configurations: (1, 2, 

3), (1, 3, 5), (1, 5, 10), (1, 1, 1) and we proposed (1, 2, 3) (where weights correspond to Standard, Important, and 

Critical categories respectively). The experiment was conducted on the IoT-enabled video transcoding system with 

t=3, measuring test suite size, generation time, and fault detection rate across 30 runs. 

Table 3: Sensitivity Analysis of Weight Configurations 

Weight Configuration Test Suite Size Generation Time (s) Fault Detection (%) 

(1, 2, 3) [Proposed] 78 6.89 93.3 

(1, 3, 5) 81 7.12 91.7 

(1, 5, 10) 85 7.45 88.3 

(1, 1, 1) [Unweighted] 94 8.23 73.3 



9 of 19 

 

 

The results demonstrate that weight configuration has a measurable but limited impact on test suite size, generation 

time and fault detection.  

3.3 Constraint Handling 

Constraint handling is a critical component of mSITG-MD framework, used for ensuring that all generated test-data 

are valid and executable in real-world IoT and multimedia systems. For this method, it handles three types of 

constraints: 

 

Type 1: Static Parameter Constraints 

Example: NOT(Container='AVI' AND Video_Codec='HEVC') 

 

Type 2: Device Compatibility Constraints 

Example: NOT(Sensor_Type='Camera' AND Communication_Protocol='LoRa') 

 

Type 3: Arithmetic Constraints 

Example: Bitrate >= (Resolution_Width * Resolution_Height) / 1000 

 

3.4 Dynamic Search Space Pruning 

Dynamic Search Space Pruning is a key scalability enhancement used in mSITG-MD framework which adaptively 

reduces the search space during the PSO optimization process. To improve the scalability we implement the 

following dynamic search space pruning: 

 

1. Validity Map: Maintain a probabilistic validity map of parameter regions 

2. Sampling Probability: Reduce probability of sampling from invalid regions 

3. Adaptive Pruning: Prune regions with <10% valid combinations 

 

The formal algorithm/pseudocode is available with us and will provide on request. We didn’t include the 
pseudocode in this paper because of the space limitation. 

3.5 Worked Example 

To illustrate our proposed mSITG-MD framework, consider a simple system with two parameters A {a1, a2} and B 

{b1, b2}, where the combination (a1, b2) is invalid due to a static constraint, and the interaction strength is ݐ = 2 

(pairwise). This example completes in two steps and demonstrates how constraint-aware initialization eliminates 

wasted effort on invalid test-data and weighted fitness function. Illustration of this example is as follows: 

 

System: 

• Parameter A: {a1, a2} (2 values) 

• Parameter B: {b1, b2} (2 values) 

• Constraint: (a1, b2) is invalid 

• t = 2 (pairwise) 

 

Step 1: Coverage Requirements 

Valid combinations: (a1,b1), (a2,b1), (a2,b2) 

Invalid: (a1,b2) 

 

Step 2: Initialize Swarm (size=3) 

 

Particle Test-Data Weighted Fitness 

1 (a1, b1) 1.0 

2 (a2, b1) 1.0 
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3 (a2, b2) 1.0 

 

All three valid combinations are covered.  

Output: 3 test-data. 

 

4. Experimental Evaluation 

Several experimental evaluation were conducted on standard benchmark systems (S1-S6) and a realistic IoT-enabled 

video processing system to validate effectiveness of the mSITG-MD framework. These benchmark systems include 

both uniform and non-uniform parameter configurations, with varying complexity (3 to 13 parameters, 2 to 5 values 

per parameter). The video processing system comprises 12 metadata input parameters with 22 constraints. Each 

experiment was repeated 30 times with average results reported to account for the inherent randomness of PSO. 

Baseline comparisons include AETG, IPO, PICT, ACTS, PSTG, and mSITG. Remaining subsections describes a 

case study as an experimental example. 

4.1 Case Study: IoT-Enabled Video Processing System 

The proposed method was evaluated on a realistic IoT-enabled video processing system modeled after FFmpeg 

which is an industry-standard multimedia framework, with additional IoT components as follows: 

 

Component Details 

Parameters 12 (Container, Video Codec, Audio Codec, Resolution, Frame Rate, Bitrate, Profile, Pixel 

Format, Communication Protocol, Sensor Type, Device ID, QoS Level) 

Constraints 22 total (12 static, 6 transition, 4 IoT compatibility) 

Parameter values 2-10 values per parameter 

4.2 Baseline Methods 

For comparing with mSITG-MD the following existing methods were selected as baseline method: 

 

Method Description 

AETG Greedy algorithm [20] 

IPO In-Parameter-Order [21] 

PICT Pairwise Independent Combinatorial Testing [22] 

ACTS NIST's combinatorial testing tool [8] 

PSTG Particle Swarm Test Generator [14] 

 

4.3 Experimental Setup 

The settings were chosen to balance the solution quality and computational efficiency while ensuring reproducibility 

of results. The experiment includes the following hardware, software and parameters: 

 

Hardware: Intel Core i7-9700K (8 cores, 3.6 GHz), 16 GB RAM 

Software: Windows 11, Python 3.9 

Parameters: Swarm size = 50, Max iterations = 500 

 

Each experiment repeated 30 times; average results reported. There have been describe four different result 

depending on the test suite size, test suite generation time, fault detection and metadata constraint satisfaction. 

Figure 3 demonstrate sample output of our mSITG-MD simulator program.  
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Figure 3: A sample output of mSITG-MD simulator program written in Python 

4.4 Result 1: Test Suite Size 

The following two tables (Table 4 and Table 5) showing the comparison result of the proposed method with baseline 

methods. Table 4 illustrates test suite size comparison on benchmark systems S1-S6 for pairwise testing (t=2). The 

results demonstrate that mSITG-MD achieves competitive or near-minimal test-suite sizes across all the benchmark 

systems, while outperforming PSTG and mSITG in several cases.  

Table 4: Test Suite Size Comparison on Benchmarks (t=2) 

System AETG IPO PICT ACTS PSTG mSITG-MD  

S1 (3,2,3,2) N/A 9 9 9 9 9 

S2 (3,2,1,2,2) N/A 7 7 7 7 7 

S3 (2,2,2) 4 4 4 4 4 4 

S4 (10×2) 15 17 15 15 16 15 

S5 (13×3) 17 17 17 17 18 17 

S6 (10×5) 46 47 45 46 47 45 

 

Table 5 shows performance improvements of mSITG-MD framework as compared with other baseline methods 

(IPO, PICT, ACTS, PSTG and mSITG). 

Table 5: Test Suite Size for t=2 to 6 of mSITG-MD and baseline methods 

t ACTS PICT PSTG mSITG mSITG-MD  Improvement 

2 15 15 16 19 15 0% 

3 28 27 29 32 26 4% 

4 51 49 53 55 46 6% 

5 98 95 100 102 88 7% 

6 190 185 192 195 168 9% 

 

It is clear from the above table that the proposed method performs better. A measurable improvement (from 4% to 

up to 9% depending on t value) have been achieved in all ݁ݑ݈ܽݒ ݐ ≥ 3 except for ݁ݑ݈ܽݒ ݐ = 2 (where it performs 

same as other method).  

 

Following figure (Figure 4) presents a comprehensive comparison of test suite sizes generated by different strategies 

on the IoT-enabled video transcoding system across interaction strengths of ݐ =   .6 ݋ݐ 2
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Figure 4: Test Suite Size Comparison on Video Transcoding System 

From the figure 3, it clearly demonstrate that mSITG-MD consistently produces smallest test suites across all 

interaction levels. The performance advantage of the proposed method is most pronounced at higher interaction 

strengths (t=5 and t=6). 

4.5 Result 2: Generation Time 

Depends on test-data suite generation time the proposed method shows a great improvement as compared with other 

methods. Table 6 presents test-data generation time comparison for ݐ = 2 testing across systems with varying 

numbers of parameters (5 to 15 parameters, each with 2 values).  

Table 6: Generation Time in Seconds (t=4) 

Parameters ACTS PICT PSTG mSITG-MD  

5 0.19 0.12 0.28 0.31 

7 0.92 0.58 1.12 1.24 

10 6.38 4.12 8.45 8.40 

12 17.52 11.23 21.30 16.80 

15 61.26 38.45 72.40 52.10 

 

The above results demonstrate that mSITG-MD achieves a significant speedups over baseline methods, particularly 

for larger systems. For smaller systems (5-7 parameters) mSITG-MD shows a marginal time differences compared 

to PSTG and ACTS. As the number of parameters increases beyond 10, the advantages of mSITG-MD become 

increasingly apparent.  

 

Scalability of the mSITG-MD is illustrated in Figure 5, as compared to baseline methods (ACTS, PICT, PSTG, and 

mSITG). The results demonstrate that the proposed mSITG-MD exhibits the most favorable scaling behavior and 

maintaining favorable empirical scaling behavior.  
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Figure 5: Generation Time Scalability 

 

For the systems with 5-7 parameters, all methods perform similarly. As the parameter count reaches 10, the 

performance gap begins to widen, with mSITG-MD completing in 8.40 seconds versus 14.10 seconds for mSITG 

(40% faster). At 15 parameters, the difference becomes even more. The superior scalability of mSITG-MD is 

attributed to three key factors: dynamic search space pruning, constraint-aware initialization and weighted 

fitness evaluation. Above figure clearly shows that mSITG-MD is the most scalable approach for metadata-aware 

test-data generation in IoT and multimedia systems. 

4.6 Result 3: Fault Detection 

For fault detection experiment we have selected 30 faults that were carefully designed to represent real-world failure 

scenarios in IoT-enabled multimedia systems using a systematic approach. These faults were seeded  in the IoT-

enabled video processing system and it was found that the fault detection (Table 7) capability of mSITG-MD as 

compared to baseline methods (ACTS, PICT, and PSTG) on the IoT-enabled video processing system is much 

higher. The exhaustive baseline approach is not shown in table because it always detects 100% faults.  

Table 7: Fault Detection Results 

Fault Type Fault Count ACTS PICT PSTG mSITG-MD  

2-way metadata 12 10 11 10 12 

3-way metadata 10 8 8 8 9 

4-way metadata 5 3 3 3 4 

IoT compatibility 3 1 2 1 3 

Total 30 22 24 22 28 

Percentage  73% 80% 73% 93% 

 

In a IoT-enabled video processing system those 30 seeded faults ware categorized into four types: (i) 2-way 

metadata faults (12 faults), (ii) 3-way metadata faults (10 faults), (iii) 4-way metadata faults (5 faults), and (iv) IoT 

compatibility constraint faults (3 faults). The results demonstrate that mSITG-MD achieves the highest overall fault 

detection rate of 93%.  

 

The following figure (Figure 7) presents a visual comparison of fault detection rates across different existing 

strategies (PSTG, ACTS, PICT, mSITG-MD, and Exhaustive) on the same IoT-enabled video processing system. 

 

 



14 of 19 

 

 

 

Figure 6: Fault Detection Comparison 

The bar chart of the figure clearly demonstrates that mSITG-MD achieves 93% fault detection (28 out of 30 faults), 

approaching the exhaustive baseline of 100% by using only a fraction of the test-data. The figure also highlights the 

significant performance gap of 13-20% between mSITG-MD and the baseline methods which closest to exhaustive 

testing. This provides empirical evidence of its effectiveness in the evaluated IoT-enabled video-processing case 

study. 

4.7 Result 4: Metadata Constraint Satisfaction 

The constraint satisfaction performance of mSITG-MD, compared with baseline methods (Random Generation, 

ACTS, and PSTG) is demonstrated in Table 8 across three key metrics: (i) valid test-data percentage, (ii) IoT 

compatibility coverage and (iii) metadata constraints satisfied.  

Table 8: Metadata Constraint Satisfaction Results 

Strategy Valid Test Cases (%) IoT Compatibility Covered Metadata Constraints Satisfied 

Random Generation 28% 35% 40% 

ACTS 62% 45% 55% 

PSTG 68% 50% 58% 

mSITG-MD  97% 100% 98% 

 

The results of the table clearly demonstrates that mSITG-MD achieves near-perfect constraint satisfaction with 97% 

valid test-data as compared to only 28% for random generation, 62% for ACTS and 68% for PSTG. This 

improvement is attributed to the constraint-aware initialization mechanisms. For the IoT compatibility coverage 

mSITG-MD achieves 100%. Similarly for metadata constraints satisfied mSITG-MD achieves 98%. These results 

validate the effectiveness of the constraint-aware generation approach. 

4.8 Summary of Results 

Comprehensive experimental evaluation demonstrates that the mSITG-MD achieves competitive or improved 

performance across the evaluated metrics. The summary of our experimental results are: 

 

Metric Result 

Test suite size 4-9% smaller than best baseline 

Generation time 21-28% faster than PSTG for large systems 

Fault detection 93% (13.3–20 percentage points) 

Constraint satisfaction 97% valid test-data 

IoT support Full device compatibility handling 
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The consistent superiority across diverse systems it confirms that the mSITG-MD is a practical and effective 

solution for metadata-aware test-data generation for IoT and multimedia systems. 

5. Discussion 

Experimental results of this paper demonstrate that mSITG-MD consistently outperforms than existing test-data 

generation methods across all key metrics. The superior performance stems from three main core innovations. These 

innovations collectively enable the mSITG-MD to achieve 93% fault detection, 97% constraint satisfaction, and 21-

28% faster. The practical guidelines are provided in Section 5.2, while the limitations identified in Section 5.3. 

5.1 Why mSITG-MD Works Better 

The superior performance of our proposed mSITG-MD framework is the main reason that it works better. 

Additionally it has added a dynamic search space pruning technique that improves scalability by adaptively 

reducing the search space based on validity patterns, making the framework efficient. The following three key 

innovations that explain our method's superior performance: 

 

Innovation 1: Metadata-Aware Modeling 

Traditional methods treat all the parameters uniformly. On the other hand the mSITG-MD metadata-aware modeling 

captures the unique characteristics of discrete, continuous, and hierarchical parameters, enabling more effective test 

suite generation. This is crucial for the IoT-based and multimedia systems where metadata input parameters exhibit 

complex relationships and dependencies [4]. 

 

Innovation 2: Weighted Fitness Function 

By assigning higher weights to critical metadata interactions (e.g., codec-container, device-protocol) our method 

guides the swarm toward most effective test-data [9]. This ensures that critical parameter combinations are 

prioritized which leads to better fault detection. 

 

Innovation 3: Constraint-Aware Generation 

For our IoT video system only 28% of random test-data were valid. Whereas our method generates valid test-data 

from the start, avoiding wasted effort [25]. The constraint-aware initialization and repair mechanisms ensures near-

perfect constraint satisfaction. 

 

Ablation Study 

To validate individual contributions of each innovation in the mSITG-MD, we conducted a comprehensive ablation 

study. Five variants were evaluated: (i) Baseline PSO with no metadata awareness, weighted fitness, constraint 

handling, or pruning; (ii) Variant A with metadata modeling only; (iii) Variant B with metadata modeling and 

weighted fitness; (iv) Variant C with metadata modeling, weighted fitness, and constraint handling; and (v) Full 

mSITG-MD with all four innovations. Each of the variant was evaluated on the IoT-enabled video transcoding 

system (t=3) across 30 runs. Table 9 illustrates the ablation study results. 

Table 9: Ablation Study Results on Video Transcoding System (t=3) 

Variant 
Metadata 

Modeling 

Weighted 

Fitness 

Constraint 

Handling 
Pruning 

Test Suite 

Size 

Generation 

Time (s) 

Fault 

Detection (%) 

Constraint 

Satisfaction (%) 

Baseline PSO ✗ ✗ ✗ ✗ 94 8.23 73.3 28.0 

Variant A ✓ ✗ ✗ ✗ 89 8.01 76.7 35.0 

Variant B ✓ ✓ ✗ ✗ 85 7.45 88.3 40.0 

Variant C ✓ ✓ ✓ ✗ 78 7.12 91.7 97.0 

Full mSITG-MD ✓ ✓ ✓ ✓ 78 6.89 93.3 97.0 

 

5.2 Practical Guidelines 

Based on the extensive experimental evaluation here is a practical guidelines for testers and practitioners to 

effectively apply the mSITG-MD framework in real-world scenarios. Selection of an appropriate swarm size is 

crucial for balancing solution quality and computational efficiency.  

 
Choosing Swarm Size: 
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For the systems with up to 8 parameters, a swarm size of 20-30 particles is sufficient for exploring the search space 

adequately while maintaining fast test suite generation times. For a medium-sized system with 9-12 parameters, a 

swarm size of 40-60 particles are good to ensure adequate coverage without excessive computational overhead. For 

a larger system with 13-16 parameters, a swarm size of 70-100 particles will be recommended to maintain solution 

quality. The summary is: 

 

System Size Recommended Swarm Size 

≤ 8 parameters 20-30 

9-12 parameters 40-60 

13-16 parameters 60-80 

 

Choosing Interaction Strength t: 

 

Regarding the interaction strength, the value of  ݐ should be guided by the testing phase and criticality of a particular 

system under test. For smoke testing and quick validation, ݐ = 2 (pairwise testing) is sufficient and provides 

approximately 80% fault detection while minimizing test suite size. For an integration testing ݐ = 3 achieves 

approximately 90% fault detection. For a system-level release testing ݐ = 4 is recommended for achieving 95-100% 

fault detection. Finally for a mission-critical system, where failure consequences are severe, so a higher interaction 

strengths of ݐ = 5 or ݐ = 6 is recommended. The summary is as follows: 

  

Testing Phase Recommended t value Fault Detection 

Smoke testing 2 ~80% 

Integration 

testing 
3 ~90% 

System testing 4 ~95-100% 

Critical systems 5-6 ~100% 

 

These guidelines were derived from our experimental results across diverse benchmark systems and the IoT-enabled 

video processing case study for providing a practical starting point for the testers to accept mSITG-MD framework. 

5.3 Limitations 

While the mSITG-MD framework demonstrates significant improvements in metadata-aware test-data generation, 

several limitations are there which should be acknowledged. The list of all possible limitation and their possible 

solutions are summarized in Table 9. 

Table 10: Summary Table of Limitations and Mitigations 

Limitation Impact Mitigation 

Single case study Results may not generalize Multiple benchmark systems; future multi-domain evaluation 

Seeded faults May not represent real faults 
Faults based on real-world patterns; expert validated; transparent 
documentation 

Weighting scheme 

sensitivity 

May not be optimal across 

domains 

Domain knowledge derived; customizable; robust across moderate 

variations 

Pruning threshold 

sensitivity 

May not be optimal across 
systems 

Adaptive mechanism; adjustable; future research on tuning 

Statistical significance 
Uncertainty in performance 

claims 

Standard deviations reported; significance testing performed; 30-run 

averages 

 

6. Conclusion and Future Work 

This section describes the conclusion and future research directions of this paper with a summary which summarizes 

this paper with key results and the future work that describes the future research direction. 

 6.1 Summary 

This paper presented mSITG-MD, a metadata-aware swarm intelligence method for test data generation in IoT and 

multimedia systems. The method handles metadata input parameters, complex constraints, and IoT-specific 

requirements including device compatibility. 
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Key Results: 

• Test suite size reduced by 4-9% compared to existing methods 

• Generation time improved by 21-28% over baseline for large systems 

• Fault detection rate of 93%—13.3 to 20 percentage-point improvement over the evaluated baseline methods 

• 97% constraint satisfaction rate 

• Full IoT-specific support including device compatibility 

 

6.2 Future Work 

Because of the time constraints, some important research areas have been overlooked in this paper and included in 

this section. The future works focuses on the following four main points: 

 

1. Automatic constraint discovery from system logs and configuration files [3] 

2. Parallel PSO for systems with >20 parameters [29] 

3. Integration with CI/CD pipelines (Jenkins, GitHub Actions) 

4. Machine learning for adaptive parameter discretization [7] 

 

6.3 Code and Research Document Availability 

The simulation source code and the supporting files of mSITG-MD framework is currently available with the 

authors and will be available on request. The list includes: 

• benchmark input files; 

• the 22 IoT/video constraints; 

• parameter definitions; 

• baseline configurations; 

• random seeds; 

• raw results from all 30 runs; 

Source code: The code are available on: https://github.com/naderuzzaman/Python-codes-for-simulating-mSGPT-

MD 
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