
Enhancing Road Safety with Privacy-Preserving
Blockchain-Based Mobile Crowdsensing
Zaina Maqour 

Mohammed V University
Hanan El Bakkali 

Mohammed V University
Driss Benhaddou 

Alfaisal University
Houda Benbrahim 

Mohammed V University

Research Article

Keywords: blockchain, mobile crowdsensing, privacy-preserving, intelligent transportation systems,
reputation management, road safety, zero-knowledge proofs

Posted Date: October 16th, 2026

DOI: https://doi.org/10.21203/rs.3.rs-11205153/v1

License:   This work is licensed under a Creative Commons Attribution 4.0 International License.  
Read Full License

Additional Declarations: No competing interests reported.

https://doi.org/10.21203/rs.3.rs-11205153/v1
https://doi.org/10.21203/rs.3.rs-11205153/v1
https://doi.org/10.21203/rs.3.rs-11205153/v1
https://creativecommons.org/licenses/by/4.0/


Enhancing Road Safety with Privacy-Preserving

Blockchain-Based Mobile Crowdsensing

Abstract

Road-traffic crashes remain a serious cause of death worldwide, and meeting
modern road-safety goals demands dense, trustworthy, real-time data that static
and centralised sensing infrastructures cannot provide. Mobile crowdsensing
(MCS) is a scalable alternative that captures road telemetry through ubiquitous
mobile devices, yet existing systems treat rapid data dissemination and privacy
as mutually exclusive. They either sacrifice contributor anonymity to preserve
accountability or incur prohibitive on-chain verification costs. This paper presents
RBCrowd4RS, a multi-layer, privacy-preserving, blockchain-based MCS system
for road safety that resolves these issues. It couples a permissioned consortium
ledger with a zk-SNARK anonymous-authentication scheme, in which a citizen
proves authorized membership without revealing their real identity. A four-factor
Gompertz reputation model integrating on-device AI consistency and automated
inactivity decay, coupled with region-gated validator selection, anchors trust
and accountability on-chain. Benchmarked via Hyperledger Caliper on an end-
to-end prototype, constant 520 byte authentication proofs verify on-chain in
2.75ms across one million users, with local filtering adding just 70.5 ± 11.9ms.
Additionally, reputation weighting caps 100 Sybils at 31% voting power and ele-
vates collusion resistance to 59%, proving that unlinkability, accountability, and
real-time performance are simultaneously achievable.

Keywords: blockchain, mobile crowdsensing, privacy-preserving, intelligent
transportation systems, reputation management, road safety, zero-knowledge proofs

1 Introduction

Road safety remains one of the most pressing public-health challenges of our time.
According to the World Health Organisation (WHO), approximately 1.35 million peo-
ple die in road-traffic crashes every year [1]. The classical Safe System (SS) paradigm,
originating with Vision Zero in Sweden [2] and globally endorsed by the WHO, rests
on the principle that no one should die or be seriously injured on the road network.
Its four traditional pillars (safe roads, safe speeds, safe vehicles, and safe users) are
being progressively extended by the rapid growth of Intelligent Transportation Sys-
tems (ITS), which add cyber-physical dimensions: safe computation, safe data, and safe
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communication [3]. Putting these extended pillars into practice requires trustworthy
and real-time road-condition data [4].

Mobile Crowdsensing (MCS) has emerged as a decentralised alternative, enabling
continuous data acquisition from smartphones and embedded vehicular sensors, har-
nessing the computational and sensing power already resident in these devices [5],
making it a low-cost complement to fixed IoT infrastructure. MCS platforms can
identify and geo-reference road anomalies at city scale [6], and efficient routing archi-
tectures such as CREAM [7] have shown that crowd-sourced traffic intelligence can be
delivered in near-real time. Despite these advances, three fundamental challenges per-
sist in road-safety MCS. First, worker privacy : contributors are reluctant to participate
when sensing campaigns may expose daily travel patterns. Incentive and privacy-
preservation schemes for vehicular crowdsensing have been studied [8, 9], but most
rely on pseudonyms that a motivated adversary can trace. Second, data trustworthi-
ness: opening a campaign to untrusted crowds invites noise, fabricated reports, and
Sybil attacks. Reputation frameworks for participatory sensing exist [10], yet without a
tamper-resistant ledger their scores are easily manipulated. Third, on-device computa-
tional overhead : privacy-enhancing techniques such as zero-knowledge proofs (ZKPs)
or homomorphic encryption are typically too expensive for resource-constrained mobile
devices [9], which discourages their adoption at scale.

Recent proposals combine blockchain with crowdsensing but generally treat rapid
data dissemination and cryptographic privacy as mutually exclusive goals. Systems
that prioritise throughput abandon anonymity guarantees; those that pursue cryp-
tographic rigour pay unacceptable verification latency and on-chain storage costs.
No existing framework simultaneously achieves identity unlinkability and a tamper-
resistant reputation ledger anchored on a permissioned consortium blockchain. This
work addresses that exact gap.

We propose RBCrowd4RS, a multi-layer, privacy-preserving, blockchain-based
MCS system for road-safety enhancement. It integrates (i) a zk-SNARK anonymous-
authentication circuit [11] that provides identity unlinkability within the registered
anonymity set via succinct non-interactive arguments of knowledge with O(1) on-chain
verification, (ii) a tamper-resistant reputation ledger based on our prior reputation-
management work [12], (iii) a lightweight edge classifier [13, 14] for on-device quality
pre-filtering to discard low-quality uploads before they consume network and storage
resources, and (iv) a region-gated, opt-in validation mechanism that combines geo-
graphic relevance with contribution history without forcing system-driven committee
assignment.

The main contributions of this work are as follows:

• A multi-layer system that combines a permissioned blockchain with mobile crowd-
sensing, using modular smart contracts and off-chain IPFS storage to acquire,
deduplicate, and anchor real-time road-condition telemetry.

• A PLONK zk-SNARK Merkle-membership scheme providing identity unlinkability
with O(1) on-chain verification (< 12ms verification latency) for anonymity sets
scaling up to 232 participants, eliminating identity traceback backdoors.

• A customized formulation of the RBCrowd model [12] that resolves asymptotic
range-compression for bounded road-safety telemetry scores.
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• A full prototype integration spanning a mobile client and Hyperledger Fabric v2.5.4,
empirically evaluating transaction latency, MVCC contention, zk-SNARK overhead,
and adversarial resilience.

The remainder of this paper is organised as follows. Section 2 surveys related work.
Section 3 presents the system model, its entities, and the layered architecture together
with the required preliminaries. Section 4 details the workflow of the proposed system.
Section 5 reports the end-to-end experimental evaluation, and Section 6 concludes the
paper.

2 RELATED WORK

The evolution from the physical Safe System (SS) paradigm toward cyber-physical
road-safety architectures has produced a large and fragmented body of work spanning
distributed ledgers, mobile crowdsensing, cryptographic privacy, and trust manage-
ment. Table 1 summarises the surveyed schemes across the capabilities that define the
research gap.

The classical SS paradigm, initiated in Sweden [2] and adopted globally by the
WHO [1], rests on four physical pillars: safe roads, speeds, vehicles, and users, under
the principle that no road user should be killed or seriously injured. The growth of
Intelligent Transportation Systems (ITS) [15] has extended this paradigm with cyber-
physical dimensions of safe computation, safe data, and safe communication [3]. This
is a shift that regional ITS reviews identify as particularly demanding in contexts
that lack localized, open-source platforms [4]. Meeting these cyber-physical objec-
tives requires trustworthy real-time data acquisition within the Internet of Vehicles
(IoV). Decentralized ledgers have become a primary integrity mechanism. Sharma
et al. [16] integrate roadside IoT sensors with deep learning and blockchain smart
contracts to trigger emergency responses automatically without a central mediator.
Kang et al. [17] apply reputation and contract theory to optimise consensus manage-
ment in blockchain-enabled IoV, while Javed et al. [18] make trust explicit on-chain
through a smart-contract reputation mechanism for federated learning in O-RAN.
Decentralization mitigates single-point-of-failure risks, but recording observations on
an immutable shared ledger introduces privacy exposure. Federated-learning models
for IoV [19] address this with lightweight signatures and reputation-based node selec-
tion over pseudonymous identities; however, such designs retain a traceback capability
whereby a reputation server can recover a vehicle’s real identity when misbehaviour is
detected. Consequently, network resilience improves while unlinkability is not achieved.

Fixed sensing infrastructure is constrained by deployment cost, which motivates
Mobile Crowdsensing (MCS) [5] as a scalable alternative. MCS exploits the sensing and
computational capacity already present in smartphones and embedded vehicular units.
Capponi et al. [20] survey the MCS design space and identify data trustworthiness,
participant privacy, and incentive efficiency as the three recurring obstacles to large-
scale deployment. In the road-safety domain, El-Wakeel et al. [6] demonstrate that
crowd-sourced smartphone data can identify and geo-reference road-surface anomalies
with practical accuracy. Efficient data dissemination is a prerequisite for such systems:
the CREAM framework [7] balances uploads between multi-hop roadside-unit paths
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and cellular links according to node utility. It reports a delivery ratio of 0.9 on a taxi-
trajectory dataset from Rome, compared with approximately 0.6 for roadside-unit-only
routing. Such routing-oriented studies optimise throughput but do not address the
cryptographic protection required in an open, untrusted sensing environment.

A separate line of work couples data collection with cryptographic incentives to
protect contributor privacy. Wang et al. [8] propose SPPIM, which employs zero-
knowledge proofs and anonymous credentials within smart contracts to validate
participants under a reverse-auction model, scaling rewards by bid, node reputation,
and quantified data quality without disclosing the driver’s identity. More broadly, zero-
knowledge proofs have become a standard building block for privacy in blockchain
systems [21]. Also, blockchain-based crowdsensing schemes increasingly embed anony-
mous authentication and incentive logic on-chain [9]. A persistent obstacle, however,
is the computational cost of these primitives on resource-constrained devices, which
limits their practicality for high-frequency mobile sensing. Existing designs therefore
tend to privilege either verification efficiency or strong anonymity, but rarely both
simultaneously.

Because open crowdsensing admits noisy, fabricated, and Sybil contributions,
reputation and trust management are central to data reliability. Huang et al. [10]
established the case for reputation systems in participatory sensing, and subsequent
IoV work has coupled reputation scoring with consensus and node selection [17, 19].
Reputation-aware trust management for vehicular crowdsensing continues to be
refined for accountability and attack resistance [22]. In prior work, we introduced
RBCrowd [12], a blockchain-based reputation-management framework that aggregates
data consistency, validator feedback, task-completion rate, and contribution frequency
through a Gompertz function with an automated decay mechanism, yielding bounded
scores that penalise inactivity and resist bad-mouthing and on-off attacks. RBCrowd
establishes the reputation model but does not integrate anonymous authentication,
on-device quality filtering, or a road-safety sensing pipeline. The present work adopts
and extends the RBCrowd scoring model as the trust anchor of a complete, privacy-
preserving road-safety crowdsensing architecture. It thereby couples tamper-resistant
reputation with cryptographic unlinkability; two properties that the surveyed schemes
provide only in isolation.

The reviewed literature integrates zero-knowledge proofs [8, 21] with decentral-
ized intelligence [16, 18, 19] and reputation-based trust [10, 12, 17], forming a strong
baseline for secure vehicular networks. Nevertheless, rapid data dissemination [7] and
cryptographic privacy [8] are consistently treated as mutually exclusive objectives.
This trade-off yields architectures that either forgo unlinkability to preserve account-
ability [22] or incur prohibitive verification latency during consensus. No surveyed
framework simultaneously delivers full unlinkability, constant-cost on-chain verifica-
tion, tamper-resistant reputation, and on-device quality control. The following sections
present RBCrowd4RS to close this gap.
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Table 1 Comparison of Related Blockchain and Crowdsensing Systems.

Scheme Primary focus Blockchain Full anonymity / No identity Reputation On-device O(1)
ledger unlinkability backdoor management quality filter verification

SRTMS [16] Blockchain ITS / emergency response ✓ ✗ ✗ ∼ ✗

Kang et al. [17] Blockchain-IoV consensus ✓ ✗ ✗ ✓ ✗

Javed et al. [18] Blockchain + federated learning IoV ✓ ✗ ✗ ∼ ✗

FL-IoV [19] Federated learning / node selection ✓ ∼ ✗ ✓ ✗

CREAM [7] Social-IoV data dissemination ✗ ✗ ✗ ∼ ✗

El-Wakeel et al. [6] Road-surface crowdsensing ✗ ✗ ✗ ✗ ∼

SPPIM [8] Privacy-preserving incentives ✓ ✓ ∼ ∼ ✗

Huang et al. [10] Participatory-sensing reputation ✗ ✗ ✗ ✓ ✗

RBCrowd [12] Blockchain reputation management ✓ ✗ ✗ ✓ ✗

RBCrowd4RS Privacy-preserving road-safety MCS ✓ ✓ ✓ ✓ ✓

1
✓: fully supported; ∼: partial or with limitations; ✗: not supported.

3 System Model and Architecture

3.1 Core System Entities

The RBCrowd4RS workflow involves four principal actors, illustrated in Fig. 1.

• Citizens (data contributors). Registered participants who capture road-safety
events using smartphone sensors and vehicle telematics. Contributions are priori-
tized according to each citizen’s historical reputation and the cryptographic validity
of the submission.

• Validators. A self-selected subset of citizens who opt in to validate a given sub-
mission on the basis of their reputation and proximity to the reported event. Each
pending submission is listed as an available validation task to every citizen who
is both co-located in the same region as the reported event and above the mini-
mum reputation threshold; any citizen in that eligible set may then choose whether
to open and validate it. Validators vote on the utility of a submission, and their
reputation-weighted votes form the Validator Feedback (VF) factor. Because val-
idators are drawn from the citizen population, they are not depicted as a separate
node in Fig. 1.

• Blockchain and off-chain storage. A permissioned consortium ledger records
data commitments and the reputation state, while the InterPlanetary File System
(IPFS) [23] holds the bulky payloads off-chain; only content identifiers are anchored
on-chain. Both are detailed in Section 3.3.

• Stakeholders (Data Consumers). Institutional entities, comprising transporta-
tion authorities, police, and emergency medical services, that query validated
records to drive road-safety decisions, and that fund the sensing campaign.

3.2 Threat Model

RBCrowd4RS assumes an open-participation, semi-trusted environment: any citizen
holding a valid Certification Authority (CA) credential may register and contribute,
but registration does not imply honest behaviour thereafter, and the consortium’s
blockchain nodes and CA are trusted to follow the protocol yet are not assumed
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Fig. 1 Interaction model among core system entities in the RBCrowd4RS system.

immune to compromise or coercion. Within this setting, the design specifically targets
the following adversary classes.

• Malicious or dishonest citizens. A citizen may submit fabricated, low-quality, or
irrelevant data to accumulate reputation without genuine effort, or mount an on-off
attack : behaving honestly over several contributions to build trust, then submitting
malicious data once a high reputation score is reached.

• Malicious or colluding validators. A validator may submit dishonest feedback to
unfairly demote a targeted citizen (bad-mouthing) or, together with other validators,
collude to accept a deliberately invalid submission. Because RBCrowd4RS does
not assume validators are individually trustworthy, feedback is weighted by each
validator’s own reputation.

• Sybil attackers. An adversary may register many low-cost pseudonymous iden-
tities to inflate its aggregate influence over validation outcomes. Every identity
starts at the same low initial reputation score, so newly created Sybils carry
disproportionately little weight.

• Honest-but-curious linkage adversaries. A party that faithfully follows the
protocol, whether a stakeholder, a fellow citizen, or an operator of a consortium
node, may still attempt to de-anonymise a citizen by correlating on-chain metadata,
submission timing, or location patterns across multiple contributions.

• A compromised or coerced Certification Authority. Unlike reputation-server
designs that retain a real-identity traceback path usable after registration [19], the
CA in RBCrowd4RS participates only in the one-time, offline credential-issuance
step and is not invoked, consulted, or required to be online during authentication
or validation.

3.3 Multi-Layered Architecture Overview

As shown in the architectural diagram in Fig. 2, the system is structured into five
horizontal processing layers alongside a vertical, cross-cutting Security Layer.

Sensing Layer. The Sensing Layer forms the physical foundation of the crowd-
sensing network. Its primary nodes are registered citizens carrying smartphones and
connected vehicles, which opportunistically capture road-safety events such as local-
ized anomalies, potholes, and accidents. Static infrastructure such as roadside cameras
and base stations can also feed this layer, but the workflow evaluated in this paper

6



concerns citizen smartphone image capture; fixed-infrastructure sources are outside
the evaluated pipeline.

Edge Layer. Positioned immediately above physical sensing, the Edge Layer
acts as an intermediary processing boundary designed to reduce network transmis-
sion delays. This layer consists of localized processing units, such as microcontrollers,
aggregators, and edge servers. Instead of directly uploading large volumes of raw, noisy
telemetry to the IPFS, which would cause severe network congestion, the edge units
perform local filtering, data deduplication, and initial anomaly detection.

Data Layer. The Data Layer is responsible for scalable, high-throughput storage
of both processed sensing data and analytical results. Due to the computational and
financial prohibitiveness of direct on-chain storage, the Data Layer leverages the IPFS
as an off-chain distributed storage network. When the edge layer uploads a filtered
payload, IPFS returns a unique, content-addressed cryptographic hash known as a
Content Identifier (CID). Only this lightweight CID is anchored to the blockchain,
which ensures data integrity and traceability while maintaining storage scalability and
preventing ledger bloat.

Blockchain Layer. The Blockchain Layer is the immutable, decentralized execu-
tion environment of the RBCrowd4RS. Built on a consortium blockchain maintained
by pre-authorized entities such as regional transit operators. It manages the system
state through three smart contracts: the UserManager (UM) handles anonymous
registration and authentication; the DataManager (DM) validates submissions,
enforces a Cuckoo-filter (CKF) deduplication check, and anchors content identifiers;
and the ReputationManager (RM) maintains the reputation ledger. Crucially, the
layer performs no heavy data processing on-chain; it executes only lightweight crypto-
graphic verification of proofs and CIDs and stores the globally synchronized reputation
state.

Decision Layer. At the very top of the architecture, the Decision Layer provides
the final interface for data consumers and macro-level decision-makers. The primary
stakeholders operating in this layer include municipal transportation departments,
police networks, emergency medical services, and academic research institutions. These
entities query the verified blockchain records and retrieve the corresponding IPFS
payloads to perform macro-level traffic analysis, prioritize road maintenance schedules,
and coordinate rapid emergency responses following accidents. Because they derive
insights from a transparent, tamper-proof ledger, these institutions can make highly
reliable operational decisions without relying on a centralized intermediary.

Security & Privacy Layer. The vertical Security Layer cuts across all horizontal
layers to ensure end-to-end trust, data confidentiality, and systemic robustness against
adversarial attacks. It comprises three core components:

• Privacy: To prevent malicious entities from tracking a citizen’s identity, this
module leverages zero-knowledge proofs, specifically Zero-Knowledge Succinct
Non-Interactive Arguments of Knowledge (zk-SNARKs). Using zk-SNARKs, data
contributors can generate compact, non-interactive proofs to demonstrate the cryp-
tographic validity of their reported data and prove their reputation score without
disclosing their identity.
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Fig. 2 Layered system architecture illustrating the cross-cutting Security & Privacy Layer.

• Reputation: The system integrates our RBCrowd [12] dynamic scoring model to
maintain real-time trustworthiness metrics on all citizens. The score aggregates four
factors: Data Consistency (DC), Validator Feedback (VF), Task Completion Rate
(TCR), and Contribution Frequency (CF). These factors are combined as a weighted
sum and passed through a Gompertz growth function with an automated decay
mechanism, penalising prolonged inactivity. This dynamic scoring model mitigates
malicious behaviour such as bad-mouthing and on-off attacks.

• Access Control: A hybrid attribute- and role-based access control (A&R-BAC)
model governs which stakeholders may access collected data. Its fine-grained design
supports context-aware permissions across distributed edge-cloud environments. It
is a separate branch of our research project and is deferred to a companion paper;
the present work integrates it only as a background component and focuses on the
decentralized reputation ledger and anonymous authentication.

3.4 Preliminaries

3.4.1 Permissioned Blockchain and Smart Contracts

A blockchain is a distributed, immutable ledger maintained by a network of nodes,
ensuring data integrity without reliance on a centralized authority. In our context,
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public, permissionless blockchains are often unsuitable due to their high consensus
latency, transaction fees, and lack of stakeholder privacy. Consequently, the proposed
RBCrowd4RS system utilizes Hyperledger Fabric (HLF) [24], an enterprise-grade,
permissioned distributed ledger technology (DLT).

Unlike public ledgers, HLF operates on a modular architecture that separates trans-
action execution from ordering and validation. It allows diverse ITS stakeholders to
form a known consortium. HLF employs chaincode, the implementation of smart con-
tracts, to automate system logic upon meeting predefined conditions. Furthermore,
HLF’s channel-based architecture provides data isolation, restricting specific road-
safety telemetry to authorized nodes and thereby providing the ledger-level substrate
on which the deferred A&R-BAC model operates.

3.4.2 PLONK Zero-Knowledge Proof System

The Zero-Knowledge Succinct Non-Interactive Argument of Knowledge (zk-SNARK)
protocol facilitates the validation of information ownership without disclosing the data
itself. Through a non-interactive framework, a prover can demonstrate the validity
of their information without the need for direct engagement with the verifier. To
overcome the toxic waste vulnerabilities of early zero-knowledge setups, our system
leverages the PLONK scheme [11], which utilizes a universal and updatable Structured
Reference String (SRS). The mathematical foundation of this protocol is implemented
via the following polynomial-time algorithms:

1. Setup(1λ) → (U, ppk, pvk): Using a security parameter λ, a universal SRS U is
generated. An arithmetic program C is compiled to produce a public proving key
(ppk) and a public verification key (pvk)

2. GenProof(ppk, x, w)→ π: The prover algorithm takes the proving key ppk, a public
statement x, and a hidden witness w to generate a zero-knowledge proof π. This
proof serves as cryptographic evidence that the prover knows a witness w satisfying
the program requirements, while keeping it entirely confidential.

3. VerProof(pvk, x, π) → {0, 1}: The verifier executes this algorithm to assess the
validity of π. It returns a Boolean result using the verification key pvk and the
public statement x. If the result evaluates to 1, the proof is mathematically sound.

3.4.3 ShuffleNet v2

ShuffleNet v2 [13] is a lightweight convolutional neural network designed for efficient
inference on resource-constrained devices. It is guided by direct-metric design prin-
ciples, balanced channel widths, controlled group convolutions, and reduced network
fragmentation which explicitly target real measured latency and memory traffic on the
target hardware. The result is a model that, at the x1.0 width, uses roughly 2.3M
parameters yet attains classification accuracy competitive with much heavier networks.

We adopt ShuffleNet v2 in the Local Verification step for three reasons aligned
with the constraints of mobile crowdsensing. First, its small footprint (under 9MB
in full precision and under 2.5MB when quantized) fits comfortably on commodity
smartphones. Second, its low inference latency on mobile-class CPUs and embedded
boards makes the quality check effectively instantaneous relative to the cryptographic
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and network operations that follow. Third, by filtering non-road or low-quality images
before upload, it conserves both the participant’s battery and the network bandwidth
that would otherwise be spent transmitting data that the validators would ultimately
reject.

4 Proposed RBCrowd4RS System Workflow

In this section, we describe the proposed scheme in detail, including its operational
workflow.

4.1 Anonymous Authentication Scheme

We propose a privacy-preserving authentication scheme where zk-SNARK proof is used
to guarantee that the blockchain transactions will not reveal any private information of
participants. We specifically implement the PLONK zk-SNARK scheme instantiated
over the BN254 elliptic curve, utilizing the gnark cryptographic library. Further, we
utilize MiMC as the highly efficient in-circuit hash function and relies on an EdDSA
(Baby-Jubjub) signature check to validate the Certification Authority’s credential
issuance. This anonymous authentication mechanism is executed through the User
Manager (UM) smart contract.

4.1.1 System Setup.

The RBCrowd4RS system is designed to collect a homogeneous type of data, focus-
ing on a single sensing task that is executed repeatedly. Consequently, the same
cryptographic parameters can be used at various sensing instances. We adopt a one-
time setup phase executed directly by UM contract at deployment. This setup phase
includes parameter generation, arithmetic program definition, and key generation.
Specifically, the UM generates a universal string U using a security parameter λ and an
on-chain randomness beacon that ensures public verifiability and resistance to setup
manipulation. The universal SRS U and the compiled circuit C are used to generate
a public proving key (ppk), which is distributed to other nodes, and a constant 34.3
kB public verification key (pvk), which is immutably stored in the UM.

4.1.2 Anonymous Registration

The Anonymous Registration phase is a one-time gateway that establishes a citizen’s
eligibility while unlinking their real identity from their future sensing submissions. We
assume all citizens are welcome to contribute to the sensing task. They need only to
apply for an anonymous credential when they want to register on the system. The
complete workflow, as detailed in Algorithm 1, is divided into three primary stages:
Local Initialization, Offline Certification, and On-Chain Registration.

First, the registration process starts by locally selecting a high-entropy random
secret s ∈ Zq. This value represents the witness for all future zero-knowledge proofs
and is never shared with any entity. Using the in-circuit MiMC algorithm, the device
computes a cryptographic commitment H = HashMiMC(s). This commitment H
represents the user’s anonymous anchor on the blockchain.
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During the offline Certification Phase, the citizen provides their real-world identity
(e.g., National ID) and commitment H to the Certification Authority (CA). Upon
successful verification, the CA issues a digital signature σCA = SignEdDSA(H), which
represents the certificate of eligibility.

The citizen then utilizes the ppk and their private witness w = {s, σCA} to gener-
ate a succinct zk-SNARK proof, πreg. This circuit compiles to exactly 13,799 PLONK
constraints. Generating this proof takes an average of 661 ms on the client side, pro-
ducing a compact proof size of exactly 520 Byte. Finally, the UM contract receives
the proof πreg and executes the VerProof(pvk,H, πreg) function. If the proof is valid,
the contract inserts H into a Merkle Tree Ω stored on the ledger.

Algorithm 1: Anonymous Registration

Input: S, ppk, pvk
Output: updated Ω

/* Local Initialisation */

1 Citizen selects high-entropy secret S ∈ Zq locally;
2 H = HashMiMC(s);

/* Certification Phase (Offline) */

3 Citizen provides {RealIdentity,H} to CA;
4 CA verifies identity;
5 σCA = SignEdDSA(H);

/* On-Chain Registration */

6 πreg = GenProof(ppk,H, {s, σCA});
7 UM receives {πreg, H} and executes verification;
8 if VerProof(pvk,H, πreg) == 1 then
9 Insert H into Ω ;

10 return ”Registration Successful”;

11 else
12 return ”Failure”;

4.1.3 Session-Based Anonymous Authentication

This phase is where citizens actually start contributing data through the mobile appli-
cation. When a mobile device detects a road anomaly, it must authenticate the session
without exposing the user’s real identity. Revealing the registration commitment H on
every session, as a naive scheme might, would let the Certification Authority, which
learns H at issuance, attribute every session to a real person. RBCrowd4RS instead
publishes a context-bound pseudonym that is computationally independent of H, and
proves its validity entirely inside the zk-SNARK circuit. The complete authentication
workflow is detailed in Algorithm 2.

On the client side, the device first generates a temporary, one-time session key
pair (sksess, pksess). It then derives its pseudonym P = HashMiMC(s ∥ ctx), binding
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the citizen’s private secret s to ctx, a public context value published by the UM
contract and held constant for a deployment epoch, using the same MiMC hash as the
registration commitment H. Because ctx is fixed by the contract rather than chosen
by the client, each citizen holds exactly one pseudonym per epoch: P is the stable
identifier under which the RM accumulates the trust factors, and a single credential
cannot be turned into several on-chain identities. At the same time, P cannot be linked
to H, and hence to the citizen’s real identity, by any party that does not know s, the
certification authority included. Rotating ctx at an epoch boundary would additionally
sever linkage between epochs, at the cost of carrying reputation across the rotation; we
leave anonymous reputation carry-forward to future work. The device then constructs
the authentication proof

πauth ← GenProof
(
ppk, {root, P, ctx, pksess}⏞ ⏟⏟ ⏞

public

, {s, σCA, πΩ}⏞ ⏟⏟ ⏞
witness

)
,

where root is the Merkle root the citizen believes is currently stored on-chain and
πΩ is the citizen’s own Merkle inclusion path for H = HashMiMC(s). The circuit
constraints enforce, without revealing s, σCA, or πΩ, that (i) H = HashMiMC(s)
is a valid leaf of the Merkle tree rooted at root, reached via πΩ; (ii) H carries a
valid CA signature σCA established at registration; and (iii) the declared pseudonym
satisfies P = HashMiMC(s ∥ ctx). Condition (i) is the depth-20 Merkle inclusion proof
already accounted for in the authentication circuit’s constraint count. The payload
{πauth, P, pksess} is then uploaded to the UM smart contract; neither H nor s ever
leaves the device.

On-chain, the UM contract fetches its own current Merkle root rather than trusting
a client-supplied value, and first checks P against the set N of pseudonyms that
currently hold an open session. If P ∈ N the request is rejected, so a citizen holds at
most one live session at a time; entries are removed from N when a session expires or
is closed. If P /∈ N , the contract executes VerProof(pvk, {root, P, ctx, pksess}, πauth).
Replay protection does not depend on N : because pksess is a public input, a captured
proof verifies only for the session key it was generated with, and every subsequent
submission must be signed with the matching sksess, which an eavesdropper does not
hold. Despite the added Merkle-path and pseudonym constraints, the succinctness of
the PLONK scheme keeps the proof at exactly 520 Byte, and on-chain verification
completes in 2.75 ms. If the proof is valid, the UM registers pksess under P , inserts P
into N for the lifetime of the session, and grants the citizen authorization to upload
their data to IPFS; if the proof fails, the session is denied.

4.2 Data Submission and Verification

After successful authentication, a citizen obtains an active session to submit their
data. This phase ensures the integrity and quality of sensing contributions. Before
initiating any checks, the existence of an active session is verified. If no active session
is found, the submission is locally rejected. Once a session check is validated, data
submission and verification processes are initiated. The process of this phase involves
three steps: local verification, data submission, and validator evaluation. These steps
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Algorithm 2: Anonymous Authentication

Input: s, σCA, ppk, pvk, Merkle path πΩ

Output: Session Status {1, 0}
/* Client side */

1 Device generates a temporary session key pair (sksess, pksess);
2 ctx← current epoch context published by UM ;
3 P ← HashMiMC(s ∥ ctx);

4 πauth ← GenProof
(
ppk, {root, P, ctx, pksess}⏞ ⏟⏟ ⏞

public

, {s, σCA, πΩ}⏞ ⏟⏟ ⏞
witness

)
;

5 Upload {πauth, P, pksess} to UM ;
/* On-chain verification by smart contract */

6 root← current Merkle root stored in UM ;
7 if P ∈ N then
8 return 0 ; // pseudonym already has an open session

9 if VerProof(pvk, {root, P, ctx, pksess}, πauth) = 1 then
10 Register pksess under P in UM ; insert P into N until session expiry;
11 return 1 ; // session opened successfully

12 return 0 ; // proof verification failed

are implemented using different functions in the Data Manager (DM) smart contract.
Algorithm 3 details these steps.

4.2.1 Local Verification

Once authentication is ensured, the citizen is authorized to capture the detected road
anomaly. To preserve network bandwidth and minimize on-chain processing costs,
RBCrowd4RS performs pre-upload verification to filter inconsistent road data. The
data quality is determined as inspired from our previous work [12], specifically the
Data Consistency (DC) factor. This factor considers data quality as proportional to
its similarity to other contributions in the same sensing task. Given that our system
considers collecting road data as the only sensing task, this factor ensures that the
uploaded image actually contains road-related information (e.g., potholes, cracks, or
signs).

To this end, an AI model is implemented to run locally when a citizen captures an
image of a road anomaly. Once the data quality report is generated: if the output is
less than 0.5, the sensed data is rejected; otherwise, the data is uploaded.

4.2.2 Decentralized Storage and Deduplication

The sensed data is never stored directly on the blockchain. Instead, only a crypto-
graphic reference and a fingerprint are handled by the smart contract. The encrypted
data is uploaded to IPFS, which returns a Content Identifier (CID), a unique
cryptographic hash of the data.
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To prevent the same data from being processed and rewarded multiple times, the
DM smart contract maintains a Cuckoo Filter (CKF) on-chain. The DM contract gen-
erates a fingerprint of the incoming report and checks the CKF; if found, the data is
likely redundant. In this case, the submission is rejected to avoid redundant endorse-
ment, ordering and storage cost. If not found, the report is unique. The fingerprint is
inserted into the filter, and the process continues.

4.2.3 Validator Evaluation

After the data consistency check, this phase ensures that submitted data are veri-
fied by reputation-weighted validation. Inspired by the dynamic trust management in
RBCrowd [12], RBCrowd4RS does not have the system pick who validates; instead,
the DM makes the submission discoverable to citizens qualified to judge it and lets
them decide whether to participate. Candidates are restricted to citizens who meet a
minimum reputation threshold and are co-located in the same region as the reported
event; the DM lists the submission to every citizen satisfying both conditions, and
each independently chooses whether to open the task, retrieve the encrypted data from
IPFS, and submit feedback. The resulting validator set V is therefore the variable-size
subset of eligible citizens who opted in, not a fixed-size committee assigned by the
system. Each opted-in validator assigns a binary feedback score {−1,+1}, reflecting
their satisfaction with the quality and utility of the submitted data, weighted by the
validator’s reputation Rv so that reliable validators have greater influence.

4.3 Dynamic Reputation Management

Once the data is accepted, the Reputation Manager (RM) smart contract is trig-
gered to update the citizen’s reputation score. Reputation is stored under the citizen’s
pseudonym P , which is stable across sessions within an epoch; the RM therefore accu-
mulates each citizen’s history without learning, or needing, the citizen’s real identity.
The reputation scheme used in RBCrowd4RS is a direct application of our previ-
ously published RBCrowd framework [12] to the single-task, road-anomaly-sensing
context of this paper. RBCrowd defines five trust factors, Validator Feedback (VF),
Data Consistency (DC), Contextual Alignment (CA), Task Completion Rate (TCR),
and Contribution Frequency (CF), aggregated through a Gompertz function. Because
RBCrowd4RS collects one homogeneous task type (road-anomaly images) rather than
RBCrowd’s heterogeneous task pool, the Contextual Alignment factor, which checks
submissions against task-specific metadata, does not apply; RBCrowd4RS reuses
RBCrowd’s four remaining factors, with their exact formulations recalled below.

4.3.1 Validator Feedback (VF) Factor

As introduced in Section 4.2, each opted-in validator v ∈ V assigns a binary feedback
score fv→i ∈ {−1,+1} to citizen i’s submission. Following RBCrowd [12], the raw
validator-feedback score weights each vote by the validator’s own reputation Rv, and
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Algorithm 3: Data Submission and Validation

Input: D, L, sksess, pksess, CKF
Output: Contribution Status {1, 0}
/* Step 1: Local Verification */

1 if Road Anomaly Detected then
2 if pksess is NOT active OR Session Expired then
3 return 0 ; // Session Inactive - Please Re-authenticate

4 else
5 DC ← ShuffleNetV2(D);
6 if DC < 0.5 then
7 return 0 ; // Inconsistent Data Reject

8 CID ← IPFS Upload(Encrypt(D));
9 σsess ← Signsksess

(CID ∥L);
10 Send {CID,L, pksess, σsess} to DM ;

/* Step 2: On-Chain Verification */

11 if pksess is not registered as an open session in UM then
12 return 0 ; // Unknown or expired session

13 if Verifypksess
(σsess, CID ∥L) ̸= 1 then

14 return 0 ; // Invalid session signature

15 f ← Hash(CID,L);
16 if Query(CKF , f) == True then
17 return 0 ; // Duplicate Report Detected - Rejected

18 Insert(CKF , f);
/* Step 3: Validator Evaluation */

19 E ← EligibleCitizens(Reputation ≥ θrep,Region(L));
20 List submission to E;
21 V ← {v ∈ E : v opts in};
22 foreach v ∈ V do
23 fv→i ← BinaryFeedback(v, CID);

24 V Fi ←
∑

v∈V Rv × fv→i;
25 if |V | ≥ qmin and V Fi > 0 then
26 return 1 ; // Accepted

27 return 0 ; // Rejected or quorum not reached

thresholded at zero to remove the effect of negative cumulative feedback:

V Fi =
∑

v∈V

Rv · fv→i, (1)
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4.3.2 Data Consistency (DC)

In the original RBCrowd framework [12], the Data Consistency (DC) factor was formu-
lated for heterogeneous, multi-task crowdsensing. It evaluated how closely a worker’s
submission di agreed with peer contributions on the same task via pairwise similar-
ity metrics. RBCrowd4RS does not employ this pairwise equation directly because it
focuses on a single sensing task: road-surface anomaly detection. Instead, we adapt
the DC factor into an objective, model-driven metric that assesses data consistency
directly against benchmark road anomaly distributions. Specifically, consistency is
measured locally at the edge using the lightweight ShuffleNet v2 classifier [13]. If the
model’s output confidence for the captured image di meets or exceeds the system
acceptance threshold (DCi ≥ 0.5), the sensed data is accepted for upload, and the
continuous score DCi is committed on-chain as the data consistency component of
citizen i’s reputation update.

4.3.3 Task Completion Rate (TCR) Factor

TCR reflects the historical reliability of citizen i across their set of submissions Si,
weighted by each task’s quality and the citizen’s prior reputation Rold

i .

TCRi =
1

|Si|

∑

k∈Si

DCk
i

√
Rold

i , (2)

normalised as max{0, TCRi}. The
√
Rold

i term introduces a diminishing-return effect
that rewards consistent engagement while preventing runaway reputation inflation [12].

4.3.4 Contribution Frequency (CF) Factor

CF rewards regular participation and penalises long gaps. Let t1, . . . , tn denote the
rounds at which citizen i has contributed; the mean inter-arrival time is

∆ti =
1

n− 1

n∑

k=2

(tk − tk−1), (3)

and the contribution-frequency factor is

CFi = e−β∆ti/∆tmax , (4)

reused exactly from RBCrowd [12], where ∆tmax is the maximum tolerable inactivity
window and β controls the sensitivity of decay to irregular participation.

4.3.5 Gompertz Reputation Aggregation

The four factors are combined into a raw weighted score,

R̂i = γ1V Fi + γ2DCi + γ4TCRi + γ5CFi, (5)
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With
∑

γk = 1. To prevent uncontrolled reputation growth and ensure diminishing
returns for repeated contributions, the aggregated score is passed through a Gompertz
function [10],

Ri = e−e−λR̂i

(6)

Every parameter, λ, β, ∆tmax, and the relative weight of each factor, is reused directly
from RBCrowd’s published values.

5 Performance Evaluation and Discussion

We evaluate RBCrowd4RS along the three axes that determine its practical viability:
(i) the cost of the zero-knowledge proof system that underpins anonymous authen-
tication, (ii) the throughput and latency of the permissioned ledger that anchors
reputation and submission state, and (iii) the security and fairness properties of the
reputation-weighted incentive mechanism.

5.1 Experimental Testbed and Methodology

The prototype is deployed on a commodity x86-64 workstation (Intel Core i7-12700K,
16GB RAM, Windows 11). All services run as Docker containers under Docker Desk-
top v4.73.1 with the WSL2 backend. The ledger tier runs Hyperledger Fabric 2.5.4 [24]
configured as a single organization with one endorsing peer backed by CouchDB and
one Raft ordering node; the three application chaincodes (UserManager, Data-

Manager, ReputationManager) are deployed as external chaincode services in
Go.

The citizen-facing mobile client is a React Native application (RN 0.81.5,
React 19.1.0) built on Expo SDK ∼ 54.0.0 and run through the Expo Go compan-
ion app. The client was exercised on an Infinix X6531 (Infinix Hot 50i) smartphone, a
MediaTek Helio G81 device running Android 14 (XOS 14.5) with 6GB of memory, and
captured images are compressed to 1024× 768 px on-device before upload to conserve
radio bandwidth.

The zero-knowledge tier is implemented with the gnark library [25] using the
PLONK proving scheme [11] over the BN254 elliptic curve with a universal (updatable)
KZG structured reference string, and MiMC [26] as the in-circuit hash. Each reported
proving and verification figure is the mean over 20 timed iterations after a warm-
up run. The ledger load tests are executed with the Hyperledger Caliper benchmark
suite [27], using a closed-loop generator that maintains a fixed number of in-flight
transactions until a target operation count completes.

The reputation properties are evaluated with a faithful re-implementation of the
on-chain scoring logic driven by Monte-Carlo simulation with a fixed random seed for
reproducibility. The participation experiments place a static population of 300 citizens
i.i.d. uniformly at random over a 0.5◦ × 0.5◦ bounding box (≈ 55 × 55 km) centered
on a metropolitan reference point (Casablanca, Morocco: 33.5899◦N, −7.6039◦W);
citizen locations do not move during a run, so no mobility model is applied. Each
of the 3,000 simulated submission events is drawn i.i.d. uniformly within the same
bounding box. For every event, a citizen is eligible to be listed as a candidate validator
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Table 2 Performance and Circuit Complexity of zk-SNARK
Primitives

Circuit Constr. Setup Prove Verify Proof PK
(gates) (ms) (ms) (ms) (B) (MB)

Registration 13,799 870 661±347 5.42 520 1.08
Authentication 18,223 2239 1396±314 2.75 520 2.13

if their reputation is at or above θ = 0.5 and their haversine great-circle distance to
the event is at or below a fixed region radius of 6 km; each eligible citizen then opts in
independently with probability p = 0.45, a disclosed modelling assumption standing
in for the real-world opt-in rate, which is not yet observable from a deployment. This
synthetic domain is a simplification of real pedestrian and vehicular mobility and of
true opt-in behaviour, adopted to isolate the locality effect of region-gating itself;
calibrating p against a real deployment and evaluating under a realistic mobility trace
are left as future work.

5.2 Cryptographic Benchmarks of the zk-SNARK Engine

Table 2 reports the cost of the two production circuits. The Registration circuit
enforces a MiMC commitment opening together with an EdDSA (Baby-Jubjub) sig-
nature check binding the commitment to the Certification Authority, and compiles to
13,799 PLONK constraints. The Authentication circuit enforces the same commitment
opening plus a depth-20 Merkle inclusion proof, and compiles to 18,223 constraints.
Despite this difference, the two circuits produce proofs of identical size (520 byte) and
share a constant verifying key (34.3 kB), a direct consequence of the succinctness of
the scheme: the on-chain verifier cost is independent of the statement complexity.

Proof generation, which executes on the citizen’s device, is the dominant client-side
cost at 0.66 s for registration and 1.40 s for authentication. Crucially, verification, which
executes inside the smart contract on every authentication, completes in 2.75ms for
the production authentication circuit and never exceeds 12ms across the entire range
we tested. The one-time universal setup (0.87 s and 2.24 s respectively) is amortized
over the lifetime of the deployment and is performed once at contract initialization.

To characterize how the authentication proof scales with the size of the anonymity
set, Fig. 3 sweeps the Merkle tree depth from 4 to 32, corresponding to anonymity
sets of 24 to 232 registered citizens. Constraint count and proving time grow linearly
with depth (from 3,999 constraints / 0.25 s at depth 4 to 28,891 constraints / 1.02 s
at depth 32). In contrast, Fig. 4 shows that verification time and proof size remain
essentially flat below 12ms across all depths. The production depth of 20 therefore
supports more than one million anonymous participants while keeping on-chain veri-
fication in the single-digit-millisecond range, confirming that the scheme imposes no
asymptotic on-chain penalty as the user base grows. The relatively high standard devi-
ation on proving time (Table 2) is an artifact of co-locating the prover with the full
Docker-based ledger stack on one machine; the reported means remain stable across
runs.
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Fig. 3 Proving latency and PLONK constraint scaling across Merkle tree depths.

Table 3 Ledger Query Throughput and Latency
Percentiles (GetReputation)

Clients TPS Mean p50 p95 p99
(ms) (ms) (ms) (ms)

1 33.2 30.1 15.0 54.0 54.0
2 115.5 17.3 12.0 56.3 56.3
4 180.1 22.1 16.0 37.2 60.0
8 236.6 33.6 21.0 59.7 74.0

16 214.8 72.8 49.0 121.7 148.0
32 227.4 135.8 103.0 216.5 250.0
64 257.7 232.6 161.0 357.4 406.0

5.3 Ledger Throughput, Scalability, and Latency

We separate the ledger workload into a query (read) path and an invoke (write)
path, since they exercise different parts of the Fabric pipeline. The read path
(GetReputation) is satisfied entirely by peer endorsement and does not involve order-
ing, whereas the write path (InitReputation) traverses the full endorse-order-commit
cycle.

Fig. 5 and Table 3 report the read path under increasing client concurrency.
Throughput rises steeply up to eight concurrent clients (236 tx/s) and reaches a peak of
258 tx/s at 64 clients, while the median latency stays below 70ms until 16 clients before
growing linearly as the system saturates. No read operation failed at any concurrency
level. This confirms that reputation lookups, which occur on every validator-eligibility
check and reward computation, are not a bottleneck.
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Fig. 4 On-chain zk-SNARK verification latency across varying Merkle tree depths.

The write path, shown in Fig. 6, exposes two distinct limiting factors that are
instructive for any reputation-bearing ledger design. First, at a single client the end-to-
end commit latency is 2.1 s, which matches the orderer BatchTimeout of 2 s: an isolated
transaction must wait for the batch timer to expire before its block is cut. This floor
is a tunable configuration parameter, not a fundamental limit, and can be lowered for
latency-sensitive deployments. Second, as concurrency increases, the InitReputation
transactions begin to conflict on a single shared state key, the global leaderboard index
that orders all registered commitments. The resulting MVCC READ CONFLICT rate climbs
from 0% at one client to over 90% at 32 clients, capping effective write throughput at
roughly 4.5 tx/s. This is a textbook hot-key contention pattern; it identifies the global
index as the single point of write serialization and motivates a clear optimization for
production, namely sharding the leaderboard index across composite-key ranges or
updating it asynchronously off the critical path. We report this result transparently
because it reflects an application-level design choice rather than a limitation of the
underlying consensus.

5.4 Edge AI Inference Performance

5.4.1 Implementation

The Local Verification step is implemented as a ShuffleNet v2 x1.0 backbone [13] with a
custom classification head, 1024→256→2 with ReLU and dropout (p = 0.3), replacing
the network’s original 1000-class ImageNet output layer with a binary road/non-road
decision. The PyTorch model is exported through an ONNX intermediate represen-
tation to a float16-quantised TFLite flatbuffer for on-device execution, targeting the
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Fig. 5 Read-path throughput and response latency percentiles under varying client concurrency
(GetReputation).

mobile client. At the time of writing, the backbone is initialised from ImageNet-
pretrained weights and the export pipeline is implemented and verified end-to-end; the
classification head has not yet been fine-tuned on labelled road-anomaly imagery, so
this subsection reports inference-cost measurements only and makes no classification-
accuracy claim. Fine-tuning the head on a labelled road-anomaly dataset and bundling
the exported TFLite model with the mobile client are ongoing work.

With the custom classification head, the resulting architecture contains 1.52M
parameters, compared with approximately ≈ 2.3M parameters for the original 1000-
class ShuffleNetV2 model [13]. The reduction is primarily due to replacing the original
ImageNet classifier with the substantially smaller two-class head.

5.4.2 Benchmark Latency and Cross-Platform Comparison

Because forward-pass latency is determined by the network’s architecture (layer
shapes, channel counts, operation count) rather than by specific weight values, it can
be measured honestly on the current checkpoint even though the head is not yet fine-
tuned. We benchmark the model following the same warm-up-then-time methodology
used for the zk-SNARK benchmarks: 10 warm-up passes followed by 50 timed single-
image (224× 224× 3) forward passes. Fig. 7 shows the resulting single-thread latency
distribution: mean 70.5±11.9ms, median 71.8ms, and 95th percentile 90.5ms. Pinning
inference to all available threads is, counter-intuitively, slower on this model (mean
104.3ms): at 1.52M parameters the tensors are small enough that multi-threading
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Fig. 6 Write-path throughput and MVCC read conflict rate under concurrent client load (InitRep-
utation).

overhead outweighs the benefit of parallel execution, a known effect for lightweight
networks.

Fig. 8 places this measurement alongside representative mobile- and embedded-
class figures already reported in the literature. On an embedded GPU platform
(NVIDIA Jetson Nano), ShuffleNet v2 infers a single sample in 16.96ms [28]; on a
CPU-only single-board computer (Raspberry Pi 4B), reported latencies range from
roughly 105ms with optimised runtimes to 280ms under an unoptimised PyTorch
stack [14]. Our measured 70.5ms single-thread figure sits between these two literature
references, outperforming a Raspberry Pi’s ARM core while remaining well short of a
dedicated embedded GPU.

Two architectural observations follow. First, the local filtering delay, 16-105ms
across the measured and optimized platforms, is at most a fifth of, and typically under
a twentieth of, the 1.40 s spent generating the authentication proof; it is therefore a
negligible addition to the end-to-end submission path once deployed. Second, running
this lightweight model locally remains far cheaper than uploading raw data: a single
high-resolution road image costs several megabytes of radio transmission, which on a
smartphone dominates the energy of a sub-second on-device CNN inference. Discarding
false anomalies at the edge avoids both this radio energy and the downstream IPFS,
ordering, and validation work that an invalid submission would otherwise trigger.
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Fig. 7 Empirical distribution of single-thread inference latency for the on-device ShuffleNet v2
model.

5.5 Region-Gated Validator Selection

Unlike a system that samples a committee for a citizen, RBCrowd4RS lists each pend-
ing submission to every citizen who is simultaneously within the fixed region radius
of the event and at or above the reputation eligibility threshold, and lets each of
them independently decide whether to open and validate it. We simulate 3,000 such
submissions against the 300-citizen population described in Section 5.1 and evaluate
two questions: how many validators a typical submission attracts, and how much the
region gate improves locality relative to drawing the same number of validators from
the whole, ungated citizen pool.

Fig. 9(a) shows the distribution of opted-in committee sizes: the mean is 4.29
and the median is 4, and 79.0% of submissions reach the minimum quorum of 3 val-
idators we require before a verdict is accepted; the remainder need either a wider
region, a higher opt-in rate, or a longer collection window before finalisation, all
deployment-tunable parameters. Fig. 9(b) confirms the locality benefit of gating: val-
idators who actually opt in sit at a median of 4.2 km from the event, against 24.9 km
for an equal-size draw from the ungated pool, a 5.97× reduction, because the region
radius mechanically excludes distant citizens rather than merely down-weighting them.
This locality is a structural property of the gate itself, not an artifact of a selection
algorithm, and holds regardless of how many eligible citizens ultimately choose to
respond.
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Fig. 8 Single-image inference latency across measured and literature-reported platforms.

Fig. 9 Evaluation of region-gated validator selection: (a) distribution of opted-in committee sizes;
(b) validator-to-event spatial locality comparison.

5.6 Reputation Dynamics and Adversarial Resilience

We next evaluate the reputation engine, whose four factors (Data Consistency, Val-
idator Feedback, Task Completion Rate, and Contribution Frequency) are aggregated
per Eq. (5) and passed through the Gompertz mapping of Eq. (6) to produce the final
score Ri ∈ (0, 1). Every newly registered citizen is assigned RBCrowd’s explicit initial

score R0 = 0.5. Fig. 10 plots this mapping: neutral behaviour (R̂i = c = 0.5) repro-
duces the landmark G(c) = 1/e ≈ 0.368, while the score approaches 0 and 0.921 at the
domain extremes, enforcing the intended diminishing returns so that no participant
can grow unbounded influence through sheer volume.

Because reputation also depends on sustained activity, we further verify the
inactivity-decay mechanism: once a worker stops contributing, its last score decays
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Fig. 10 Gompertz reputation mapping curve and asymptotic boundaries.

as Ri ← Ri · exp(−α∆t/∆tmax), where ∆t is the elapsed idle time and ∆tmax = 30
rounds. Fig. 11 simulates an honest worker who is active for 40 rounds, reaching a
mature score near 0.90, and then goes idle. Under a moderate decay rate (α = 2),
the score falls to 0.12 after one further inactivity window and below 0.01 after two,
confirming that stale, unearned trust cannot persist indefinitely; milder (α = 1) and
sharper (α = 4) settings bound the range of practical deployment choices.

The central security claim of the incentive layer is that weighting votes by repu-
tation blunts Sybil and collusion attacks. Fig. 12 quantifies Sybil resistance: because
every freshly created Sybil identity starts at the low initial score while established
honest workers converge near 0.91, an attacker’s effective share of voting power is
consistently below their raw headcount. Under naive one-vote-per-identity counting
an attacker reaches the 50% tipping point with about 100 Sybils; under reputation-
weighting the same 100 Sybils command only 30.6% of the voting power, and the 50%
threshold is pushed out to roughly 235 identities. The attacker must therefore invest
far more effort to influence the validation outcome.

Fig. 13 examines collusion within a validation committee, in which colluding val-
idators all vote to accept deliberately bad data. With an unweighted majority rule the
committee accepts the bad submission as soon as colluders reach 50% of the seats.
Reputation-weighting raises this bar to roughly 59%: acceptance stays near 0% up
to a 55% colluder fraction, crosses 50% acceptance around 59–60%, and only reaches
full acceptance at 65%, because the remaining high-reputation honest validators still
outweigh a numerical majority of lower-scored colluders. Forcing attackers to cap-
ture a supermajority of reputation, rather than a simple majority of seats, materially
strengthens the Byzantine resilience of the validation step.
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Fig. 11 Reputation decay during idle periods across decay rates (α ∈ {1, 2, 4}).

5.7 End-to-End Latency Budget and Discussion

Combining the measured components yields the end-to-end cost of a single anonymous
submission. The client first generates an authentication proof (≈ 1.40 s), which the
UserManager contract verifies in 2.75ms; the encrypted payload is then pinned to
IPFS and its CID, together with the reputation update, is committed through the
ordering service. The critical path is therefore dominated by two factors that are both
independent of the cryptographic verification: client-side proof generation and the
orderer batch-cutting delay. Cryptographic verification, the part executed redundantly
by every peer, contributes less than 10ms. This validates the central design thesis of
RBCrowd4RS: strong anonymity and on-chain verifiability can be achieved without
imposing a prohibitive consensus-time penalty, since the expensive proving work is
pushed to the client and the on-chain verifier remains succinct.

As presented in related work section, RBCrowd4RS is unlike reputation-server
designs that retain a traceability backdoor to the real identity [19]. It achieves identity
unlinkability via the Merkle-membership authentication proof, while still preserving
accountability through the on-chain reputation ledger. Together with the constant-
size, sub-3ms on-chain verification, this places the system in a favorable region of the
privacy/performance trade-off space that prior work treats as mutually exclusive.
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Fig. 12 Attacker voting power share under increasing Sybil identity injection.

6 Conclusion

This paper introduced RBCrowd4RS, a multi-layer, privacy-preserving, blockchain-
based mobile-crowdsensing system that collects road data without forcing a choice
between contributor anonymity and public accountability. The design integrates a con-
sortium ledger and three smart contracts, with a PLONK zk-SNARK authentication
circuit, and a dynamic reputation management model.

Prototype benchmarks via Hyperledger Caliper validate the framework’s efficiency
and security. Authentication proofs remain a constant 520 byte and verify in 2.75ms,
scaling beyond one million participants with O(1) on-chain cost. Region-gated opt-in
validation cuts median validator distance by 5.97× while 79.0% of submissions reach
the minimum validation quorum, confirming that identity unlinkability and real-time
accountability can operate efficiently in practice. Finally, the dynamic reputation man-
agement model maintains a wide reputation margin, mitigates Sybil attacks, and raises
Byzantine collusion tolerance from 50% to 59%. Because the critical path is domi-
nated by client-side proof generation, strong unlinkability and on-chain verifiability
are shown to be attainable in real time.

In future work, we plan to extend this framework in three principal directions. First,
we will fine-tune the ShuffleNet v2 classification head on domain-specific road anomaly
datasets (such as RDD2020/RDD2022) to evaluate on-device detection accuracy, pre-
cision, and false-rejection rates alongside inference latency. Second, to eliminate the
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Fig. 13 Bad-data acceptance rate versus committee colluder percentage under unweighted and
reputation-weighted consensus.

write-path bottleneck identified during load testing, we will implement composite-key
state sharding to alleviate hot-key MVCC contention on the global leaderboard index.
Finally, we intend to integrate our companion attribute- and role-based access con-
trol (A&R-BAC) scheme to deliver end-to-end, policy-governed data consumption for
municipal transportation authorities and emergency services.
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