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Abstract

AscoON was selected by NIST as the standardized lightweight cryptography algo-
rithm, which makes the leakage behaviour of its implementations a practical
concern for Internet-of-Things deployments. Ensemble-based deep learning has
recently been shown to break ASCON with very few traces, but reproductions
are rarely reported with a statistically careful treatment of traces-to-disclosure
(TTD), the number of attack traces after which the correct key byte is ranked
first and stays there. TTD directly governs how fast the key can be found:
fewer traces mean shorter acquisition time and a faster key search. It is right-
censored whenever a key byte is not disclosed within the attack budget. This
paper presents an efficient profiled attack with a reproducible methodology on
the power traces of an unprotected software ASCON-128 implementation. The
attack targets two algebraic outputs of the first-round S-box, y4 for the key word
Ko and yo for K7, and uses a per-byte ensemble of five multilayer perceptrons
whose log-probabilities are averaged before key scoring. We contribute (i) a com-
plete, byte-wise methodology that recovers all 16 key bytes, (ii) a censoring-aware
evaluation using capped medians, a paired Wilcoxon test and a bootstrap confi-
dence interval, and (iii) a contextual comparison with prior ASCON side-channel
studies, distinguishing comparable from non-comparable trace counts. The role
of Al is decisive for attack effectiveness: instead of assuming a Hamming-weight



leakage model and hand-picked points of interest, the neural networks learn the
leakage of the S-box output directly from profiling traces, which turns a partly
successful classical attack into a complete key recovery. Using 100,000 profiling
traces and 30,000 attack traces, both a single MLP and the ensemble place the
correct value of every byte at rank 0, whereas non-profiled CPA with 100,000
traces succeeds for only 2 of 16 bytes. Within a 2,000-trace budget the ensem-
ble discloses 13 of 16 bytes versus 10 for a single MLP, and its capped median
TTD is 423.5 versus 995.5 traces (Wilcoxon p = 0.020; bootstrap 95% CI of the
median difference [10, 802]). We discuss why the K7 bytes are markedly easier
than the Ko bytes and state the limits of this single-dataset, single-device study.

Keywords: Side-channel analysis, Ascon, Deep learning, Ensemble learning,
Multilayer perceptron, Lightweight cryptography, Guessing entropy

1 Introduction

Lightweight authenticated encryption protects data on devices with tight energy, mem-
ory and latency budgets, such as sensor nodes and other Internet-of-Things equipment.
AscoN, designed by Dobraunig, Eichlseder, Mendel and Schléffer [1], was chosen by
NIST as its lightweight-cryptography standard, and its permutation-based, bitsliced
design has attracted analysis both of the algorithm [2-5] and of its implementations [6—
9]. Cryptanalytic strength, however, does not imply that a device leaks nothing. Since
differential and correlation power analysis were introduced [10-12], physical measure-
ments have remained one of the most effective ways to recover a secret key, as our own
earlier power-analysis studies of DES, AES and BC3 implementations also showed [13—
16], so the leakage of a standardised cipher has to be evaluated on real implementations
and not only on paper.

Profiled side-channel analysis models the leakage of a clone device and then
attacks the target [17, 18]. Machine learning entered this area early [19-21], and
deep learning has since become the dominant profiled approach because it needs no
hand-picked points of interest and tolerates misalignment [22-27]. Its results depend
strongly on architecture, optimizer, loss and hyper-parameters [28-30], which makes
single-network results variable and motivates methods that reduce this variance.

Ensembles are a natural answer: averaging several networks reduces variance and
improves generalisation [31-34]. For ASCON in particular, Rezaeezade et al. showed
that an ensemble of neural networks recovers an unprotected key with fewer than 100
traces and a protected one with fewer than 3,000 [35], and Weissbart and Picek anal-
ysed ASCON on a 32-bit microcontroller [36]. Prior ASCON ensemble studies primarily
report the number of attack traces required for key recovery, but to our knowledge
they do not evaluate trace-to-disclosure (TTD) under right-censoring or use paired
statistical comparisons across key bytes.

This article does not introduce a new attack class, but it improves the ensemble-
based profiled attack of Rezaeezade et al. in three respects, which we call efficient.
First, the pipeline is made compact and byte-wise: one 772-200-200-256 MLP per
member, five members per byte and log-probability fusion, so that profiling all 80



networks takes only 287s on a single GPU. Second, the attack covers both key words
of ASCON through two algebraic outputs of the first-round S-box, y4 for Ky and y, for
K, with the K, stage conditioned on the recovered Ky, on an unprotected software
AscON-128 implementation. Third, the evaluation handles censored TTD correctly,
so that the improvement is measured rather than asserted. Under an identical budget,
the ensemble improves on a single network of the same pipeline, discloses 13 instead
of 10 key bytes within 2,000 traces, and lowers the capped median TTD from 995.5
to 423.5 traces; we report this gain with statistics instead of a single headline number
and do not claim it over the original ensemble attack, which we did not reproduce on
the same data.

The study makes three methodological contributions. First, we give a complete,
reproducible methodology for byte-wise full key recovery on ASCON-128 that covers
both key words, with the K; stage conditioned on the recovered K. Second, we
provide a censoring-aware evaluation using capped medians, paired Wilcoxon and sign
tests and a bootstrap over bytes, and we show that the naive median over disclosed
bytes is misleading. Third, we supply figures that make the algorithm and the leakage
targets explicit (Figs. 1 and 3). The rest of the paper is organised as follows: Section 2
reviews related work, Section 3 presents the methodology, Section 4 the results, and
Sections 5—7 discuss, conclude and state limitations.

2 Background and related work

2.1 The Ascon-128 algorithm

ASCON-128 keeps a 320-bit state of five 64-bit words zg, ..., x4 and absorbs data at
rate r = 64 bits [1]. Fig. 1 summarizes the mode. The state is initialised as IV || K || N,
the permutation p® with a = 12 rounds is applied, and 0192/ K is added. Associated-
data blocks are absorbed with p®, b = 6, followed by the domain-separation bit 03!9||1.
Plaintext blocks are XORed into the rate and produce ciphertext blocks; finalization
adds the key, applies p® and adds the key again to obtain the tag.

A round p = pr o ps o pc adds a round constant to xo, applies a 5-bit S-box
to every one of the 64 columns in bitsliced form, and finally diffuses each word by
i — x; @ (x> ;1) ® (x; > r; ) with rotations (19,28), (61,39), (1,6), (10,17)
and (7,41) for zg,...,z4. In the bitsliced form the S-box outputs are

Yo = T4T1 D T3 O X271 O T2 D 2170 D 21 D 2o,

Y1 =24 D x3T2 O 2321 D T3 D T221 O 22 D 1 D X,
Yo = 2473 D x4 D T2 11 D1,

Yz = 2420 D T4 D 2320 O T3 D 22 D 1 D o,

Ys = T4, DXy D x3 D T120 D X1 (1)

Because the S-box inputs at the first round are (IV, Ky, K1, Ng, N1), its outputs mix
known nonce bits with unknown key bits, which is the attack surface described below.



(a) Ascon-128 AEAD: 320-bit state, rate » = 64, rounds ¢ = 12, b = 6
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Fig. 1 The Ascon-128 AEAD algorithm. (a) Mode of operation: initialization, associated-data
absorption, plaintext/ciphertext processing and finalization with @ = 12 and b = 6 rounds. (b) One
permutation round: constant addition pc, the bitsliced 5-bit S-box layer pg and the linear diffusion
layer pr. Redrawn by the authors from the specification [1].

2.2 Side-channel analysis and deep learning

Differential and correlation power analysis exploit the dependence of the power
consumption on an intermediate value [10, 12], and template attacks profile that
dependence with a clone device [17]. Mutual information analysis [37] and the unified
framework of Standaert et al. [18] formalise how key-recovery efficiency is measured,
which is the origin of guessing entropy (GE). Deep learning removes the need for
hand-picked points of interest and tolerates misalignment [22, 23], and public bench-
marks such as ASCAD [24] have supported systematic comparisons of architectures,
optimizers and losses [26, 28-30, 38, 39]. Recent Springer work has proposed siamese
and metric-learning training [40, 41] and interpretability through occlusion [42].
Countermeasures change the picture [43], and transfer or meta-learning address porta-
bility across devices [44, 45]. Non-profiled variants avoid a clone device [46-48].
Surveys [21, 25] and studies of lightweight ciphers for ToT [49] complete the context.



Table 1 Related side-channel work on ASCON. “n.c.” means that the work does not report
a trace count that is comparable with this study.

Work Publisher Setting Reported effort
Rezaeezade et al. [35] Springer Unprotected; pro- < 100 traces;
(ACNS) tected < 3,000 traces
(ensemble)
Weissbart and ePrint 32-bit MCU, pro- CPA about 8,000;
Picek [36] tected and unpro- DL about 1,000
tected (abstract-level)
GroB et al. [6] IEEE Hardware imple- n.c.
mentation
Olesédk et al. [7] IEEE Side-channel com- n.c.
parison
Kandi et al. [§] IEEE Protected hard- n.c.
ware
Eliasi et al. [9] IEEE Hardware vs. Gas- n.c.
ton
This work — Unprotected soft- Rank 0 for 16/16
ware, TRS traces bytes with 30,000
traces; capped
median TTD
423.5

2.3 Earlier power-analysis work by the author

The first author has previously studied power analysis of classical and lightweight-era
ciphers: attacks on DES [13], differential power analysis of BC3 [14], a comparison
across AES, DES and BC3 [15], first-round and last-round attacks on AES devices [16],
correlation power analysis of AES on microcontrollers [50] and of masked AES [51],
and Hamming-weight-model attacks on IoT encryption devices [52]. On the defensive
side, this line of work proposed DPA countermeasures based on a knowledge-growing
system [53] and cognitive artificial intelligence [54]. These studies used the Hamming-
weight and correlation-based (non-profiled) tradition that we take as the CPA baseline
in Section 3; the present article extends this line to a profiled deep-learning attack on
AscoN. The claims here are limited to what those papers’ titles state.

2.4 Side-channel work on Ascon

Table 1 contrasts the works most closely related to ours. The claims in the table are
limited to what the cited titles and abstracts state; where a work does not report a
comparable trace count we say so rather than infer one. Weissbart and Picek analyse
ASCON on a 32-bit microcontroller [36], and Rezaeezade et al. introduce the ensem-
ble attack [35]. The hardware-oriented evaluations [6-9] address implementations and
countermeasures and therefore do not report trace counts that could be compared
with a software profiled attack.



Research gap.

Prior ASCON ensemble studies primarily report the number of attack traces required
for key recovery, but to our knowledge they do not evaluate trace-to-disclosure under
right-censoring or use paired statistical comparisons across key bytes. Three gaps
follow. First, a single trace count hides bytes that are never disclosed within the
attack budget, so medians computed over disclosed bytes only are biased towards the
easy bytes. Second, it is unclear whether an ensemble beats one of its own members
consistently, byte by byte, or only on average. Third, the two key words of AsconN
are attacked through different S-box outputs, yet their difficulty is rarely contrasted.
We close these gaps with a censoring-aware TTD, paired tests over the 16 bytes, and
a separate analysis of Ky and K;.

3 Methodology

The methodology is a profiled attack in six steps (Fig. 2). The 200,000-trace dataset is
split into a profiling half with random keys and an attack half with one fixed key, and
all traces are standardised with profiling statistics only. For every key byte, the known
key and nonce of each profiling trace give the identity-model label of the first-round
S-box output, y4 for Ky and ys for K7. An ensemble of five MLPs is trained on these
labels and fuses its outputs by the mean of the log-softmax values. In the attack phase,
the fused log-probabilities of the observed traces are summed for each of the 256 key
hypotheses, and the hypothesis with the highest score is the recovered byte; for K
the hypotheses use the recovered K. Finally, guessing entropy, TTD and final rank
quantify the attack, and a non-profiled CPA on the same traces serves as a reference.

Split
JRSidateset first 100,000: ran- Standardise o)
LY EEEE —> dom keys (profiling) —T> ., o from profil- —> Ya for Ko bytes,
X 772 samples (int16) Jast 100,000: ing traces only yo for K1 bytes

key, nonce in header (256 classes, per byte)

fixed key (attack)

Ensemble of 5 MLPs

Metrics Key scoring Fusion
772-200-200-256
GE (20 random orders) («— >, log P(yi(g) | t:) [<7—] mean of log-probabilities |<—— g ;| BatchNorm
TTD, final rank for all 256 guesses g | of the 5 members Adam, 20 epochs
|
|
|
|
! K1 stage: profiling labels use the true K ();
: attack hypotheses use the recovered I:"D (ensemble estimate).
|
CPA baseline !

HW of y4 /y2, no profiling

non-profiled reference: rank of the true byte after 100,000 traces

Fig. 2 Methodology: dataset split, standardisation with profiling statistics, byte-wise labels, an
ensemble of five MLPs per byte, log-probability fusion, key scoring and metrics. A non-profiled CPA
baseline is computed on the same traces.



(a) Initial state and first-round S-box (b) Targets (identity model, 256 classes)
byte wndeﬁ {0,..., 7}

xo=IV o |1 |23 }f4a|5]|6]7

y2 = K1 byte b (given Ko byte b)
y2 = (N1ANo) ® N1 ® K1 & Ko (1)

x1=Ko |[o|1|2)3)4|5]|6]|7

xo=Ky1 [0 |1 |28 )4|5|[6]7

x3=No |o |1 |23 )4|5]|6]|7

x4=N; |o| 1|23 4|5 |6]|7

y4s = Ko byte b
ya = N1 ® No® (IVAKp) & (N1AKp) & Ko

power trace: 772 samples (standardised, profiling statistics)

Fig. 3 Leakage targets. (a) The initial state and the bitsliced S-box for byte column b. (b) The
outputs y2 and y4 are the identity-model targets for K7 and Ky, respectively.

3.1 Dataset

The dataset is a TRS file of 200,000 power traces with 772 samples each (stored as
16-bit integers), where the key and the nonce of each trace are stored in the header.
The first 100,000 traces use random keys and form the profiling set. The last 100,000
traces use one fixed key (8552f14d974b863615ff78c469cc3622) and form the attack
set, of which the first 30,000 are used for scoring and GE. The traces come from the
public Zenodo record of Rezaeezade et al. [55], file ascon_cw_unprotected.trs inside
Datasets.zip, which we use as provided.

3.2 Leakage model

The first-round S-box inputs are (xq,...,z4) = (IV, Ko, K1, Ng, N1), so for byte index
be{0,...,7} of the 64-bit words, Eq. (1) gives (Fig. 3)

ya[b] = N1[b] & No[b] & (IV'[b] A Ko[b]) @& (N1[b] A Ko[b]) & Kolb], (2)
y2[b] = (N1[b] A No[b]) @ N1[b] @ K1[b] @ Ko[b] (@ const). (3)

The value y4 depends only on K|y and recovers key bytes 0-7. The value y» depends on
K, given K and recovers bytes 8-15. We use the identity model, so each target is a
class in {0, ...,255}. The labels are formed from the byte-wise y2 expression of Eq. (3)
without the constant, which only permutes the classes and does not change the attack.

3.3 Preprocessing and CPA baseline

Traces are standardised with the mean and the standard deviation of the profiling
set only, so no information from the attack set enters the model. As a non-profiled
reference we compute CPA with the Hamming weight of y, (for Ky) and y (for K1) on
all 100,000 attack traces, and score each guess by the maximum absolute correlation
over the 772 samples. For K7 the CPA baseline is granted the true Ky, which favours
the baseline.



(a) Single MLP (one ensemble member)

Input Dense 772—200 Dense 200— 200 log-softmax
772 standardised RelLU RelLU Densel ozg?t‘:; = 256 classes
samples BatchNorm BatchNorm (identity model)
Adam, Ir 10~3, batch 1024, 20 epochs, cross-
entropy; no dropout; /2247 k trainable parameters
(b) Ensemble of five MLPs for one key byte
R e @ MLP, seed 1 MLP, seed 2 MLP, seed 3 MLP, seed 4
= “single MLP’
[ Fusion: mean of the five log-softmax outputs ‘

Fig. 4 Model used in this work. (a) The single MLP: 772-200-200-256 with ReLU and batch
normalisation. (b) The ensemble of five MLPs (seeds 0-4) fused by the mean of log-softmax outputs.
The member with seed 0 is the “single MLP” baseline.

3.4 MLP and ensemble

The single MLP is a plain feed-forward network (Fig. 4a). It takes the 772 standardised
samples of a trace, passes them through two fully connected hidden layers of 200
units, each followed by a ReLU activation and batch normalisation, and ends in a
linear layer with 256 outputs, one per class of the identity model, which is converted
to log-probabilities by a log-softmax. It has no convolutional layers and no dropout
and about 247,000 trainable parameters. It is trained with Adam (learning rate 1073),
cross-entropy loss, batch size 1,024 and 20 epochs on the 100,000 profiling traces,
separately for each key byte.

The ensemble (Fig. 4b) trains five such networks per byte with seeds 0, . . ., 4 on the
same data and fuses them by the mean of their log-softmax outputs, i.e. the logarithm
of the geometric mean of the members’ probabilities. Table 2 lists the settings. The
“single MLP” used for comparison is the first member (seed 0) of the same ensemble,
so both methods share the same initial network, training data and budget and the
comparison is paired.

3.5 Attack, GE and TTD

For a byte with hypothesis g € {0,...,255} and attack traces t1,...,t,, the score is
s(g) = >°%_, log P(yi(g) | t;) where P is the fused network output. For K; bytes, y;(g)
uses the recovered K obtained from the ensemble attack on K (in profiling, the true
K is used to form the labels). GE is the mean rank of the true byte over 20 random
orderings of the attack traces. TTD is the smallest ¢ for which GE remains 0 up to



Table 2 Model and training settings.

Item Value

Architecture 772-200-200-256; ReLLU + BatchNorm after each hidden layer
Optimizer Adam, learning rate 1073

Loss; batch size; epochs  Cross-entropy; 1024; 20

Ensemble size 5 members per byte (seeds 0-4), 80 networks in total

Profiling / attack traces 100,000 / 30,000

GE 20 random trace orders, first 2,000 traces

Profiling time 287s for all 80 networks

Hardware NVIDIA A100 (Google Colab)

Algorithm 1 Byte-wise ensemble attack on ASCON-128

Require: Profiling traces with known keys, attack traces {¢;} with nonces, ensemble
size M =5
1: Standardise all traces with profiling mean and standard deviation
2: for b =0 to 15 do
3: Form labels y with Eq. (2) (b < 8) or Eq. (3) (b > 8, true Kj)
4: Train M MLPs with seeds 0, ..., M — 1 on (profiling traces, y)
5
6
7

U + 3", log softmax;, (;) > fusion
s(g) < 32, Lilyi(g)] for all g (use Ko if b > 8)
: K [b] + argmax, s(g); compute GE curve and TTD
8: end for

o: return K, GE curves, TTD per byte

the budget of 2,000 traces. If GE never stays at 0, TTD is right-censored at 2,000.
Algorithm 1 summarizes the procedure.

3.6 Statistical protocol

Because TTD is censored at 2,000, the median over disclosed bytes only would exclude
the hardest bytes and understate the cost. We therefore report the median with cen-
sored bytes set to the cap, the number of bytes disclosed, and paired tests over the
16 bytes: an exact Wilcoxon signed-rank test, a sign test, a bootstrap over bytes for
the median difference, and the geometric-mean ratio of capped TTDs (ensemble over
single). Because all values equal to the cap are ties, these statistics are conservative
for a real improvement.

4 Results

4.1 Profiled attacks versus CPA

Non-profiled CPA with 100,000 traces places the true byte at rank 0 for only two
bytes (bytes 8 and 13), with ranks up to 147 for others (Fig. 5). We use the full 30,000
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Fig. 5 Rank of the true key byte: CPA (100,000 traces) versus the profiled attack (rank O for all
bytes). The axis is symmetric-logarithmic.

Table 3 Per-byte results. TTD is in traces; “>2000” is censored. CPA
rank uses 100,000 traces (0 = recovered).

Byte Word True CPA rank Single TTD Ensemble TTD

0 Ko 85 147 >2000 1864
1 Ky 52 9 >2000 1271
2 Ky f1 3 >2000 >2000
3 Ko 4d 12 156 180
4 Ko 97 9 1327 611
5 Koy 4b 39 >2000 1600
6 Ko 86 20 >2000 1125
7 Ko 36 1 664 236
8 K1 15 0 93 90
9 K ft 1 >2000 >2000
10 K4 78 1 190 68
11 K1 c4 1 23 28
12 K1 69 1 221 170
13 Ky cc 0 1458 >2000
14 K1 36 1 311 120
15 K 22 90 151 69

attack traces to assess final key recovery, while TTD is evaluated only over the first
2,000 traces to quantify early disclosure.

4.2 Traces to disclosure per byte

Table 3 lists the per-byte results and Fig. 6 plots them. Three bytes (2, 9 and 13)
are not disclosed by the ensemble within 2,000 traces, and six by the single MLP (0,
1,2, 5,6,9). Byte 13 is the only one where the single MLP is better (1,458 versus
censored). Note that the final rank is 0 for every byte, so “not disclosed within 2,000
traces” means that more traces are needed for a stable rank 0, not that the byte is
unrecoverable.

10
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Fig. 6 TTD per key byte for the single MLP and the ensemble. Hatched bars are bytes not disclosed
within 2,000 traces (censored).

Table 4 Single MLP versus ensemble (16 bytes, cap = 2,000 traces).

Metric Single MLP Ensemble
Bytes at rank 0 (30,000 traces) 16 16
Bytes disclosed within 2,000 traces 10 13
Naive median TTD (disclosed only) 205.5 180.0
Capped median TTD 995.5 4235
Capped median, Ky bytes / K bytes 2000 / 205.5 1198 / 105
Networks trained 16 80
Wilcoxon (exact), sign test p = 0.020, p = 0.057
Bootstrap median difference (95% CI) 572 [10, 802]
Geometric-mean ratio (ens./single) 0.71

4.3 Censoring-aware comparison

Table 4 and Fig. 7 summarise the comparison. The naive median over disclosed bytes is
205.5 (single, 10 bytes) versus 180.0 (ensemble, 13 bytes), but this compares different
subsets. With the cap applied the medians are 995.5 and 423.5. The paired Wilcoxon
test gives p = 0.020, the sign test p = 0.057, the bootstrap 95% confidence interval of
the median difference is [10, 802] (point estimate 572) and the geometric-mean ratio of
capped TTDs is 0.71. These results reinforce the finding of lower TTD under ensemble
fusion.

11



(a) Median TTD, disclosed bytes only (b) Median TTD, cap = 2000 (c) Bytes disclosed within

(n = 10 vs 13; not comparable) (n = 16 for both) 2000 traces (of 16)
250 1200
16
205.5 1000 - 995.5
800
3 3 2
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Fig. 7 Summary: naive median (disclosed bytes only), capped median and number of disclosed bytes.
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Fig. 8 Fraction of the 16 bytes disclosed as a function of the number of attack traces.

4.4 Guessing entropy

Fig. 9 shows GE for representative bytes with the ensemble and Fig. 10 compares
single and ensemble on byte 2. Bytes that are quickly disclosed (for example 8, 11 and
15) reach a stable GE of 0 within roughly 100 traces (TTD 90, 28 and 69), whereas
byte 2 stays near GE 0 but does not stay at exactly 0 within the budget.

4.5 Comparison with the literature

Direct comparison with [35] is not fair: their unprotected setting needs fewer than
100 traces, which is about an order of magnitude below our median, but they use
a different dataset, multi-task learning and a different network family, and we did
not reproduce their setting. Weissbart and Picek report much larger CPA and DL

12



Ensemble GE (representative key bytes)
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Fig. 9 GE of the ensemble for representative key bytes 0, 2, 7, 8, 11 and 15.

effort on a microcontroller [36], again on a different device. Our contribution to the
comparison is therefore the observation that, on this dataset, an ensemble with plain
MLPs recovers every byte at rank 0 with 30,000 traces and that the ensemble reduces
the capped median TTD relative to its own first member. The IEEE works listed in
Table 1 address hardware and do not provide numbers that can be compared. Non-
profiled attacks [46, 47] avoid the profiling phase; in our data the non-profiled CPA
baseline is clearly weaker than the profiled attack, but we did not evaluate non-profiled
deep learning.

5 Discussion

The capped median for the ensemble is 105 traces for the K; bytes and 1,198 for Kj.
A plausible explanation is algebraic. In Eq. (3) the key bits enter linearly (K7 ® Kj),
which a Hamming-weight or identity leakage reveals directly, whereas in Eq. (2) the
key interacts with nonce bits through AND terms. We treat this as a hypothesis: it is
consistent with CPA ranks (0 or 1 for seven of the eight K7 bytes, the exception being
byte 15 with rank 90, versus up to 147 for Kj), but we did not run experiments that
isolate the effect, and the K stage also uses the recovered K.
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Averaging log-probabilities reduces the variance of individual MLPs [31, 32]. The
gain is consistent with this view but the effect is not uniform: byte 13 is worse. With
16 bytes and 20 random orderings, per-byte differences of this size may be noise. The
ensemble multiplies the profiling cost by five (287s in total here), but the attack cost
is negligible.

Full key recovery of an unprotected implementation is possible with modest
resources, which supports the case for masking or shuffling [43]. The result concerns
an unprotected implementation and must not be read as a statement about protected
ASCON devices.

6 Conclusion

This article set out to ask whether a compact, byte-wise ensemble of MLPs can recover
the full key of an unprotected software ASCON-128 implementation, and whether such
an ensemble improves on a single network of the same pipeline once traces-to-disclosure
are measured correctly under right-censoring. Both questions are answered by the
results. Both a single MLP and the five-member ensemble place every one of the 16 key
bytes at rank 0 with 30,000 attack traces, so the full key is recovered end to end from
the two algebraic S-box outputs y4 and yo, whereas non-profiled CPA with 100,000
traces recovers only 2 of 16 bytes. This confirms that a profiled deep-learning attack,
not the classical Hamming-weight baseline, is what makes full key recovery practical
on this dataset.

On the second question, the ensemble does improve over its own first member, and
the improvement is measurable rather than asserted. Within the 2,000-trace budget
used for TTD, the ensemble discloses 13 of 16 bytes against 10 for the single MLP,
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and its capped median TTD is 423.5 traces against 995.5 (paired Wilcoxon p = 0.020;
bootstrap 95% CI of the median difference [10,802]). The gain is therefore real at
the level of the whole 16-byte set, even though it is not uniform byte by byte and
the underlying evidence remains moderate. A secondary finding, that the K; bytes
are disclosed far earlier than the K bytes, points to the algebraic structure of the
two S-box targets as the likely explanation, although we did not isolate this effect
experimentally.

Taken together, these results answer the research problem for the setting studied
here: an efficient ensemble pipeline, evaluated with censoring-aware statistics, both
recovers the full ASCON-128 key and discloses it faster than a single network under an
identical budget. We stress that this answer is scoped to one public dataset, one fixed
key and one device, and Section 7 states what would be needed to generalise it.

7 Limitations and future work

The study uses a single dataset, a single fixed key and a single device, and the ensemble
comparison is limited to 16 paired bytes, so the statistical evidence is moderate. The
single MLP is the first ensemble member rather than an independently tuned baseline,
and no hyper-parameter search was done, so the pipeline is better described as efficient
than as optimized. The K7 stage depends on the correctly recovered Ky, so errors
would propagate. CPA baselines used the same traces but no pre-processing beyond
standardisation. Protected implementations, cross-device portability [44, 45], CNN
architectures [23], focal loss [29] and automated tuning [30] are natural next steps. An
untested idea, multi-coordinate leakage fusion over several S-box output bits, is left
as future work and is not evaluated here.
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