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Abstract

Malware propagation poses a significant threat to the security and reliability of com-
puter networks. This study develops a nonlinear epidemic model to investigate malware
transmission under two levels of security protection, namely weak and full protection. The
proposed model is qualitatively analyzed to establish the positivity and boundedness of
solutions, ensuring its mathematical feasibility. The equilibrium points are derived, and
their stability properties are investigated. The basic reproduction number Ry is obtained
as the principal threshold parameter governing malware persistence. Sensitivity analysis
is performed to identify the parameters that have the greatest influence on Ry. Numer-
ical simulations using the ode45 solver are conducted to validate the analytical results
and illustrate the transition between malware-free and endemic states. Furthermore, a
deep neural network (DNN) is integrated to provide an independent and computation-
ally efficient approximation of the model dynamics. The DNN demonstrates excellent
predictive accuracy for the infected I(¢) and quarantined Q(t) compartments, achieving a
mean squared error (MSE) of 9.94 x 10~!! with strong regression performance. The results
demonstrate that the proposed hybrid mathematical-DNN framework accurately captures
nonlinear malware dynamics and provides an efficient alternative to conventional numeri-
cal ODE solvers. The framework offers a useful computational approach for cybersecurity
analysis.

Keywords: Malware propagation, Two-level protection, Deep neural network, Sensitivity anal-
ysis,, Simulation

1. Introduction

The concept of malware has evolved significantly since its theoretical inception by John von
Newumann in 1996. Malware is a type of malicious software designed to disrupt computer
systems. It can cause problems by stealing information, damaging files, or making devices
act strangely without the owner knowing. With the rapid development of Internet, malware
has emerged as one of the most critical threats to network security globally [3]. Such viruses
commonly spread through removable storage media like USB drives and frequently originate
from suspicious emails or corrupted links that trick users into opening infected files. Once
a system is compromised, it poses a serious threat to the user’s privacy and data security.
The nature of cyber threats has changed dramatically since the early 2000s, with modern
malware such as WannaCry, NotPetya, and Ryuk demonstrating a scale and sophistication far
beyond earlier computer viruses. These development highlight the need for updated models
that can accurately capture the dynamics of present-day cyber threats. Common indicators of
an infected system include sluggish performance, unresponsive icons, unexpected shutdowns,
changes to the browser’s default homepage, hidden desktop icons and turning off of the system’s
firewall, a critical defense mechanism [4].



Analysis of malicious software is crucial in network security as it aids in comprehending,
identifying, and minimizing the impact of harmful software threats. Dynamic models are highly
effective in forecasting the spread of viruses and assist in creating appropriate strategies to min-
imize the damage. TConventional mathematical models for malware spread are influenced by
epidemiological concepts, with adaptations of SIR-type models. This strengthened the rationale
for applying epidemic theory to studying malware propagation in computer network. Several
mathematical models have been suggested to tackle how computer viruses spread and how to
control their dynamics. For instance, in a study by Zhu et al. [10], a model known as SIR
for malware propagation was introduced and examined, incorporating delays and an optimal
control approach. Xiao et al. [18] developed an SIRS model to explore malware spread, con-
sidering dispersion mechanisms and time delays. Their research pinpointed critical transition
points and delved into the dynamics underlying these shifts. The role of removable devices is
significant in disseminating harmful elements across networks. Prajapati [11] investigated the
propagation of malicious objects through networks via removable devices. Additionally, Liu et
al. [12] put forth a delayed e-epidemic SEIRS malware dissemination model utilizing a general
non-monotonic incidence rate. Mishra and Keshri [13]| introduced the SEIR-V model, which
considers that sensor nodes can either be exposed to a disease that hinders transmission or be
immunized against future infections.

Mohanty et al. [16] developed the SETAQR model under conventional antivirus defense to
curb malware spread. Mishra et al. [14] proposed the SIQRS model, which excludes the latent
(or exposed) phase of infection, instead allowing sensors to exhibit reduced transmission rates
as a symptom of infection. In [15] Khanh developed a SIQR model capturing the propagation
dynamics of worms under quarantine in wireless sensor networks. Biswal and Swain [17] in-
troduced the SIQVD model to examine malware spread within wireless sensor networks. More
recently, Choudhary et al. [1] formulated an SPIQR model to analyze malware transmission
dynamics in networks, identifying strategies to control spread by regulating the reproduction
number.

Deep learning is now considered a powerful approach to approximating the solutions of
dynamical systems and differential equations [26]. There are several advantages of using neu-
ral networks such as immediate learning of non-linear functions from data, fast inference after
training, and usage as surrogates for computationally expensive simulations [27]. The applica-
tion of deep neural networks in the field of epidemiology has attracted much attention recently,
in particular, in terms of predicting the spread of disease and analyzing intervention strategies
[28, 29]. In this research, the authors use a feedforward neural network (deep neural network)
as a fast substitute model for the suggested epidemiological model. This work aims to build
a computationally efficient surrogate model that can accurately reproduce the dynamics of
the infected I(¢) and quarantined Q(¢) compartments. The suggested DNN surrogate model
is trained using solutions of the ODE system and is evaluated in terms of both interpolation
and extrapolation cases. It can be seen that the effectiveness of DNN surrogate models in
epidemiology is proved [30].

Existing malware propagation models incorporate defensive mechanisms such as quaran-
tine, vaccination, antivirus protection, and recovery, but typically treat all protected nodes as
equally secure. However, real-world computer networks may not exhibit uniform security pos-
tures, since devices differ in patch status, configuration completeness, and update frequency.
To address this gap, we proposed SP1P2IQR framework, an extension of [1], which introduces
two distinct protection states: weakly protected and fully protected nodes. Thereby capturing
the varying degrees of resilience that different hosts exhibit against malware infection. Weakly
protected nodes run outdated antivirus definitions, unpatched software, or minimal firewall con-
figurations, making them susceptible to reinfection or compromise. represent fully protected
nodes with significantly higher resistance. Fully protected nodes maintain up-to-date patches,
robust intrusion detection, and strict access controls, offering substantially higher resistance to
malware.

The specific objectives of this work are as follows:



Formulation of SP1P>IQR model for malware propagation in computer networks.

e To present a qualitative analysis of the model, including non-negativity of solutions,
boundedness, and existence and uniqueness of the solution.

To identify the most influential model parameters through sensitivity analysis.

To implement a deep neural network approach to improve the predictive accuracy of the
model.

2. Mathematical Model

In this section, an epidemic-type compartmental model is formulated to describe malware
propagation in a computer network. The total computer population is divided into six mutually
exclusive compartments: susceptible nodes S(t), weakly protected nodes Pj(t), fully protected
nodes Py(t), infected nodes I(t), quarantined nodes Q(t), and recovered nodes R(t). The
size of the compartment class varies with time ¢ but the total size of the population N(t) =
S(t) + Pi(t) + Po(t) + I(t) + Q(t) + R(t).

To formulate the model, certain assumptions have been made. In particular, weakly pro-
tected computers can still become infected, although their susceptibility is reduced, whereas
fully protected computers are assumed to be completely resistant to malware infection. The
parameter II denotes the entry of new computer node into the network. Susceptible nodes
may acquire security protection, moving to the weakly protected class P, at rate a; or to the
fully protected class P, at rate as, depending on the level of security measures adopted. Fully
protected nodes are assumed to be completely resistant to malware infection, reflecting com-
prehensive and continuously updated defenses, whereas weakly protected nodes may lose their
protection due to antivirus subscription expiry, security software failure or being disabled, or
missed update cycles. Susceptible and weakly protected nodes become infected through contact
with infected nodes with contact rate 5. For weakly protected nodes, the transmission rate
is scaled by a protection-efficacy parameter € € [0,1]. When e = 0, transmission proceeds at
the baseline rate 5. As in € = 1, the security protection reaches maximum effectiveness, and
transmission is prevented from P;. Weakly protected computers may lose their protection, due
to expiry or failure returning to the S at rate v. Weakly protected nodes may be upgraded to
full protection through a security update at rate 0. Infected nodes transfered to the quarantine
class at rate 7. Infected nodes can recover through system updates, antivirus intervention, or
malware removal at rate ¢. The parameter 6 represents the recovery rate of quarantined nodes.
Recovered nodes may lose their acquired immunity or security status over time returning to
the susceptible class at rate A. Nodes in every compartments are removed from the network
due to hardware failure, replacement, or other forms of permanent loss at the natural removal
rate L.

Incorporating the above assumptions and transition dynamics, the model is formulated as
the following system of non-linear ordinary differential equations:

B =TI - BST — 1S — S — uS + 7P + AR, )

dd% 20415—5131—’ypl—(l—e)BPl[—uPl,

% =S+ 0P — uhbs,
A — BST+ (1 —€)BPT — (n+ ¢+ ),
B — ¢TI +60Q — (A + p)R, /

(2.1)

with the initial conditions S(0) > 0, P;(0) > 0, P»(0) > 0,1(0) > 0,Q(0) > 0, R(0) > 0, and
description of the parameters are given in Table 1.



Parameters Values
II Rate of entry of new computer network nodes
15} Malware transmission rate
aq Rate of adoption of weak protection
Q9 Rate of direct adoption of full protection
) Rate of upgrading to full protection
7y Rate of loss/expiry of weak protection
€ Protection efficacy against malware transmission
i Rate of quarantine of infected computers
o) recovery rate of infected computers
0 Recovery rate of quarantined computers
A Rate of loss of recovery /immunity
1 Natural disconnection rate of nodes

Table 1: Caption
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Figure 1: Flow between compartments in model (2.1)
Table 2: Parameters values for the model (2.1)
Parameter Values References

I1 0.20(MFE), 0.5 (EE) [1]
B 0.30 (MFE), 0.5 (EE) [1]
oy 0.30 Assumed
oy 0.10 Assumed
L 0.05 [1]
v 0.55 [1]
5 0.15 1]
€ 0.50 Assumed
n 0.90 (MFE), 0.25(EE) [1]
o) 0.01 [1]
6 0.65 [1]
A 0.01 1]




3. Elementary characteristics

3.1 Invariant region
We now show that all state variables of the model remain non-negative for given non-negative
initial conditions [2].

THEOREM 3.1. All solutions are bounded and enter the region

QZ{(’SaPlaPQa]aQ?R)GRSi—N(t)g

=g

} | (3.1)

Proof. Let (S(t), Pi(t), Py(t), 1(t),Q(t), R(t)) be a solution of the model with non-negative
initial conditions in (). Since

ast — oo.

differentiating Eq. (3.2) with respect to time ¢, we obtain

AN . ..
from the model system (2.1), we get

dN

— =1l — uN. 4

7 p (3-4)
After simplification,

N(t) =5+ (N(0) = )e (3.5)
; ; : .

Taking, t — oo, we have N(t) < % Which implies that 0 < N < %, then trajectories of
the model (2.1) are bounded in the region 2. Hence, we have established that Q is positively
invariant and attracts all solution in Ri.

3.2 Non-negativity of solution
THEOREM 3.2. All solutions of the model with non-negative initial conditions (S, P1, P», I, Q, R)(0) >
0 € Q remain non-negative for t >0 [5, 6].

Proof First, set ( = 51, from the first equation of (2.1), we have

dsS
E:H—CS—alS—agS—uS+7P1+/\R,

or
% ZH—CS—OQS—(IQS—MS,
4 ((+ar+ar+p)S >1L

Suppose a solution of system (2.1) exists on [0, 00), then for all ¢ € [0, 00), the above equation
can be expressed as

% (S(t)ef()t(C+oz1+a2+,M)(S)ds> > H€f5(<+a1+02+u)(s)ds
implies that
S(t)ef;((+a1+a2+u)(s)ds _ S(O) > 11 fot ef(;u(§+al+a2+u)(w)dw
S(t)ef()t(<+061+02+ﬂ)(s)d8 2 S(O) + ]___[ fot efow(C"l‘Oél-‘rOLQ—i-u)(w)dw

S(t) > S(O)e_f()t(C+Oél+042+u)(s)ds
+Ile™ Jy (CHon+ag+u)(s)ds f(f efow(C+oc1+a2+u)(w)dw > 0.
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Hence, S(t) is positive for all values of ¢ € [0, 00). Taking second equation of the system (2.1)

dc% a1 S — 0P, —yP, — (1 —¢€)BIP, — uP,

G > (0 +v+ (1 —eBI+p)P,

Integrating inequality in the above equation by separating variables, we get

Pi(t) > Py(0)e~CT1+A=984mt > (0 gince (6 +~ + (1 — €)1 + p) > 0. (3.6)
Third equation of the system (2.1) implies that

% :OJQS+5P1—/LP2

dP
e 2 —ub.

On integrating, we obtained
Py(t) > Py(0)e " > 0, since p > 0. (3.7)

Similarly, this can be proven for the compartments I(t), Q(t) and R(t).

3.3 Existence and Uniqueness of solution
[8] The general first-order ODE is in the form:

2 =g(t,z), z(ty) = 2. (3.8)

The following theorem is used to establish the existence and uniqueness of the solution to our
model.

THEOREM 3.3. Suppose D denotes the domain
[t —to| < a,|z— 20| < b, 2= (21,22, 2n); 20 = (2105 2205 -+, Zn0), (3.9)
and suppose g(t, z) satisfies the Lipschitz condition:
lg(t, 21) — g(t, 2)]| < Kllz1 — 2. (3.10)

whenever the pairs (t,z1) and (t,22) € D, where k is a positive constant. Then, there ezist a
constant 0 > 0 such that system (3.8) has a unique (exactly one) continuous vector solution
z(t) of the in the interval |t —to| < §*. It is important to note that condition (3.10) is satisfied
by requirement that:

dgi
, 1,j=1,2,...n 3.11
92, (3.11)
be continuous and bounded in the domain D.
LEMMA 3.1. If g(t, z) has continuous partial derivative g—g;f on a bounded closed convexr domain

R (i.e, conver set of real numbers), where R is used to denotes real numbers, then it satisfies
a Lipschitz condition in R. Qur interest is in the domain:

1<e<R (3.12)
So, we look for a bounded solution of the form
0 <R < o0

THEOREM 3.4. Let D denotes the domain defined in (3.9) such that (3.10) and (3.12) hold.
Then there exists a solution of model (2.1), which is bounded in the domain D.



Proof. Let

g =11—8ST — 1S — xS — uS +~vP, + AR,

g2 =18 — 6P, —vP, — (1 —€)BPI — uP,
g3 = S + 0P — P,

ga = BSI+ (1= €)BP I — (n+ ¢+ p)l,

g5 =nl — (0 + p)Q,

g6 = I +00Q — (A + p)R.

Now, we want to show that dgz_,

ij=1,2,..,

purpose, we explored the following partial derivatives. For class S, from Eq. (3.13);

%I—ﬁl—al—az—u 9 Z‘—ﬂf—al—%—ﬂ < 00,
(9g1 agl
2 = — | = 7‘<OO,
0P, ‘
691 agl
oP, ‘ ’
8g1 891
05,2 |-as] <.
o1
891_ agl _
or = gl = A <
For class Py, from Eq. (3.14);
992 _ 4, 19%2] ~ |ay| < o0
a8 “lost ’
B 0
8_;21:—5 v—(1—e)BI —p, 8—}’;21 =\—5—7—(1—6)51—u < 00,
57 =0 [5h| = ol <o
o )
Y20, |22 = o] <.
09 09>
0Q 7 1oQ ’
dga 92|
ok =" lor| =101 <~
Now for class Py, from Eq. (3.15);
995 _ g, |22 = | < o0
ES “lost ’
1 1
02 < <
2 2
dg3 0o
W:07 — ‘O‘<oo

n are continuous and bounded.

For this



995 _ |99

ano, 20 = 0] < oo,
893_ 092 .

Likewise, the same outcome can also be established for the classes I,Q) and R. This confirms
that all partial derivatives are continuous and bounded. Consequently, by Theorem (3.3), we
conclude that system (2.1) possesses a unique solution within the region D.

3.4 Equilibrium Points
The malware-free equilibrium (MFE) in the absence of a virus is obtained by setting I = 0.
Thus, the MFE is given by

Ey = (S0, Pro, Ps0,0,0,0), (3.19)

where g

Q100
_ @S 3.20
N Sy +o (3:20)

So + 0P,
Py = 2220010 (3.21)
o
and (s

Sy = O+y+p) (3.22)

(g +p)(0+v+p) +oa(64+p)

Therefore, the malware-free equilibrium is

H(5 + v+ ,u) 06150 OégSg + 5P10’ O, 07 O) . (323)

FEy =
0 <(a2—|—,u)(5+7+u)+0z1(5+u)’5—|—7—|—J’ o

Following the next-generation matrix technique [32, 7|, the basic reproduction number
Ry of the model is derived. The model incorporates two infected compartments, namely [
and ). The rate of appearance of new infections F and the rate of transfer between infected
compartments )V are given by

f:(ﬂSH(l—e)BPﬂ) V:( (n+6+p)l )

0 —nI + (04 1)@
At the MFE point, the Jacobian matrices of F and V are calculated and given as
_ (BSo+(1—¢€)BPw 0 _((n+o+p) O
F= < 0 NE V= By o+p) (3.24)

The spectral radius of the next generation matrix FV~! is the number R, which is given by

BSo [1+(1—€)051i|.

Ro =
T nto+nu O+ +p

Substituting Sy, we obtain

UG +v+p+ (1 —€)aq)

o = 0T llas + W0+ + )+ a0+ )]

(3.25)

This expression quantifies the potential for malware spread in the computer networks.

The following theorem is established for the stability of the malware-free equilibrium.

THEOREM 3.5. The MFE point of model (2.1) is locally asymptotically stable if Ry < 1 and
unstable if Ry > 1.



Proof The Jacobian matrix of system (2.1) evaluated at the MFE Ej is given by

—(041 + oo + ,U) Y 0 —ﬂSO 0 A
(03] —((5—1—7—4—/1) 0 —(1—6)5P10 0 0
Qg o — L 0 0 0
I(Eo) = 0 0 0 BSot(1—BPo—(n+é+u) 0 0
0 0 0 n —(0+ ) 0
0 0 0 [0) 0 —(A+pw)
(3.26)
The Jacobian becomes block triangular matrix. Its eigenvalues are Aj, Ao, A3 = —p, Ay =

B1So+ (1 —€)Pio] — (n+ ¢+ n), s = and A\g = —(A + p), where Aj, Ay, are the eigenvalues of
the block matrix

—(a1 + g + ) Y
J1 = . 3.27
! ( ay (647 +n) (3:27)
The characteristic polynomial associated with .J; is

M+ AN+ B =0, (3.28)

where

A=a1+ay+d+v+2u>0
and

B =a;(6+ pn) + (ag + ) (0 + v+ p) > 0.

Therefore, by Routh-Hurwitz criteria both roots A;, A, have negative real parts. Assuming
Ro < 1, eigenvalue \y = (n+ ¢ + p)(Ro — 1) < 0. Since all the parameters in the model are
non- negative, it follows that the all eigenvalues of J(Ey) have negative real parts when Ry < 1.
Hence, Ej is locally asymptotically stable.

THEOREM 3.6. In the absence of quarantine rate of infected computers, the MFE point, Ey,
15 globally asymptotically stable whenever Ry < 1.

Proof. Define the Lyapunov function as

n
Lio=1+—-0. 3.29
1 +9+MQ ( )

The time derivative is given by

ic, dl o dQ
L _dl n 4@ 3.30
i A b+ adt (3:30)

Substitution from the model equation (2.1)

L = [BSI+ (1= BRI — (n+ 6+ ] + %[l — (0 + w)Q),

2 3.31
—[BS+ (1= 98P — (+ 6+ 1) + o) - Q. (3:31)
at Ey, we have
L = [3Sy+ (1= )BPio — (n+ b+ 1) + 7o) — 1Q 532
= [(Ro = 1)+ ragtegr | (0 + 0+ )T = 1Q
By setting n = 0, we have

= (Ro = 1D(¢ + p)I.

Hence, whenever Ry < 1, the Lyapunov derivative % < 0, and hence, the MFE point is
globally asymptotically stable [25].



3.5 Endemic equilibrium

THEOREM 3.7. A unique endemic equilibrium point E* = (S*, P, Py, I*,Q*, R*) for the model
described by the system (2.1) exists only when Ro > 1.

For convenience, we define Ay =6+~v+p, As=(1—€)p, As=n+¢+u, Ay= %,
and As = oy + as + .

The components of EE point are given as:

* o S*
Pl T A+ AT
§* — Az(A1+kT%)
B(A1+AxI*)+Az0
x asS*+0PF
P2 — L 3
Q=i
= o
R* = A4I*,

and I* is calculated by solving the quadratic equation provided for I:
32[2 + Bll + BU - O

where,
BQ - 6142(143 - )\A4),
B = A3(BA; + A2 A5) — MNAL(BA; + Asa) — T15A,,
BO = ﬂH(Al + AQOQ) + ’}/051143 — A3A1A5
= A3C(1 — Ry),

in which, C'= a1(6 + p) + (a2 + p)A;x.

(3.34)

Proof
To confirm the uniqueness and positivity of the equilibrium point, we prove that [ is greater
than zero, when Ry > 1 and is unique.

From the equation ByI? + Byl + By = 0, we have I = s "27;%2_432]30- As Az — AA4 > 0,
clearly By is positive. When

Ro>1, = By<0

_ 2 B/ (B2_ 3.3
s PEER  g PoEEE g GF)

This implies for Ry > 1, there exists a unique endemic equilibrium point [9].

4. Sensitivity analysis

This section presents a sensitivity analysis of the basic reproduction number Ry. This analysis
aims to identify how model parameter associated with R, affects it, as measured by the sen-
sitivity index. The normalized forward sensitivity index to a specific parameter v is calculated
by following formula [31]

8R0 14
— X —.
ov RO

From (4.1), the sensitivity indices of Ry with respect to some of the parameters are given
below:

TR — (4.1)

THo=1>0,
TR =1>0,
Ro — __ n
T% = (n+oé+1) (;0; )
_ az(0+y+p
Ta; T (aotp) () o (5+p) <0,
TRo — g 1 _ (a1+az+p) (42)
g eyt +A—e)ar  (a2+wu)(S+y+p)+ai(6+p) |7
TRO _ 1 o (a2+/i)
v = V| Grrmt-0ar  learm@tmtai (6t |
Ro 2]
Tt = ~wminam <0
0 — __
T¢ T (ntotn) <0.
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Table 3: The values of sensitivity index of R,

Parameters | Sensitivity index

I6] 1

IT 1

n -0.8065
Q9 -0.4348

4] -0.2246

¥ +0.1329

€ -0.1667

) -0.0323

0.6

-0.0323

Sensitivity indices

-0.6

-0.8065
I

I I I I I I I
yei II 7 o S v € &P
Parameters

Figure 2: Sensitivity of Parameters towards Ry

The impact of a parameter on R is directly linked to the magnitude of its sensitivity index;
the higher the value, the stronger the parameter’s effect. The sign of the index also indicates
the direction of the impact: a positive index means that increasing the parameter raises Ry,
while a negative index suggests that an increase in the parameter lowers Ry. Substituting
the parameter values given in Table 2 into the sensitivity formula yields the corresponding
sensitivity indices. The results are illustrated in Fig. 2, and the values of the sensitivity indices
listed in Table 3.

The parameters that have the most significant impact on Ry is the quarantine rate 7.
The result emphasize the crucial role of the quarantine rate in the spread of malware. The
value TURO = —0.8064 shows that increasing (decreasing) the quarantine rate by, say, 10%, the
Ry decreases (increases) by 8.064%. Direct adoption of full protection ay is more effective at
suppressing R, than adopting weak protection «; makes sense since fully protected nodes are
modeled as immune, while weakly protected ones can still be infected. Loss/expiry of weak
protection v is one of the parameter that increases R since it pushes nodes back into the fully
susceptible class.

5. Result and discussion

This section presents a numerical investigation of the proposed model (2.1). Using the pa-
rameter values listed in Table 1, the basic reproduction number is calculated to be Ry =
0.3261, which is less than unity. This result suggests that malware cannot sustain itself
within the network, and the system converges toward the malware-free equilibrium F, =
(0.8696, 0.3478,2.7826, 0,0, 0) over time.

Next, setting II = 0.5, = 0.5, = 0.25, while holding all other parameters fixed,
the reproduction number rises to Ry = 4.2076, exceeding unity. This implies that mal-
ware persists within the network, and the model admits a unique, stable endemic equilibrium
E = (0.5462,0.1476,1.5352,1.4410,0.5146, 5.8155). Now, we consider the initial values of the
state variables as S(0) = 32, P1(0) = 6, P»(0) =6,1(0) =6,Q(0) =0,R(0) =0
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Figs. 3 and 4 present the time evolution of the model solution about the equilibrium point
for the cases Rg < 1 and Ry > 1, respectively. Fig. 3 shows that the susceptible nodes de-
cline sharply over the first few time units before recovering slightly and settling at the positive
equilibrium state. Weakly protected nodes follow a similar pattern: rapid depletion as nodes
migrate to full protection or revert to the susceptible class, followed by a small rebound as
inflow from S resumes, and stabilize. The fully protected nodes declining steadily throughout,
with the rate of decline slowing as the susceptible and weakly protected compartments them-
selves approach equilibrium. The infected nodes increase intially and reachingit peak collapsing
rapidly and become stable, reflecting the fact that quarantine and recovery outpace new infec-
tions. This underscores the importance of a quarantine rate and a prompt security response
in preventing malware from becoming established. Quarantined nodes rising as the initial in-
fection is detected and isolated, then declining to zero in step with. Recovered nodes, which
initially increases as infection and quarantne are high and then decline and become stable.

Fig. 4 shows the susceptible nodes collapsing to a very low level almost immediately, and
no rebound of the kind observed in the Ry < 1. The weakly protected nodes exhibiting the
same behavior. Fully protected nodes declining continuously across the entire simulation after
the slight increase in the statring. Ffter reaching the peak the infected nodes decline from their
initial value but, in contrast to infected class in Fig. 3, flattening at a small yet strictly positive
plateau near [* = 1.4410 rather than vanishing this, indicating that malware persists in the
network at a low but steady prevalence. These results illustrate the central threshold behavior
of the model whenever the effective transmission pressure keeps Ry below unity, the network
self-clears and returns to the malware-free state, once Ry exceeds unity, the network instead
settles into the persistent endemic state.

Fig. 5 illustrates the effect of the quarantine rate n on the infected, quarantined, and
recovered compartments when Ry > 1. As 7 increases, the peak of I(t) drops sharply and the
infected population is driven toward steady state much faster. Quarantined Q)(t) shows a higher,
earlier peak for larger 1 as more infected nodes are being intercepted, while the recovered node
rises modestly with 7 since more nodes pass through quarantine-driven recovery. Fig. 6 shows
the effect of the direct full-protection adoption rate as on I(t) and R(t). Variation in oy over
the range 0.1 — 0.5 produces a marginal change in the infected and recovered curves.

To examine the combined influence of model parameters on the spread of malware, a
sensitivity analysis of Ry is performed shown via contour and surface (3D) plots. As illustrated
in Fig. 7, the joint variation of § with ay shows that increase in malware transmission rate
leads to a significant increase in Ry, while the increase in direct adoption of full protection
suppresses it. A similar but stronger reduction in Ry is observed when the quarantine rate 7 is
increased simultaneously with changes in  in Fig. 8. The (ay and 1 surface further indicates
that simultaneous strengthening of complete protection and quarantine can substantially reduce
the reproduction number Ry of malware shown in Fig. 9. The combined effect of § and ay
shown in Fig. 10. Fig. 11 shows that improving the effectiveness of weak protection e and
speeding up quarantine 7 can significantly reduce the reproduction potential of the malware.
The surface and contour plots relating to v and ¢ in Fig. 12 also show how important it is to
control the loss of weak protection while encouraging the upgrading of weakly protected nodes
to full protection. Overall, this analysis indicates that it is important to keep transmission low,
improve protection effectiveness, increasing full-protection adoption and upgrading rates, and
accelerating quarantine as all these measures together are essential for maintaining R,.

5.1 Deep Neural Network approach for Malware Dynamics

Reasons to utilize DNN in the present research include the necessity to have a computation-
ally inexpensive and accurate surrogate model capable of emulating the nonlinear dynamics
of malware spread. The use of conventional computational methods guarantees accuracy but
demands iteratively solving the problem for every simulation. On the contrary, after training,
the DNN model gives instant predictions and, thus, is ideal for real-time applications in cy-
bersecurity. Also, DNN is known for its capability to detect complex patterns and relations in
high-dimensional data, which makes it able to emulate the interaction of compartments regard-
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less of whether one knows the math behind them or not. We use a feedforward neural network
(Deep neural network) as a quick stand-in for the proposed model (2.1). In this section, we eval-
uated the model under consideration using the deep neural network approach. The dynamics
of the quarantined compartment @(¢) and infected compartment I(¢) were approximated using
a multi-layer feedforward neural network with five hidden layers. The network architecture is
composed of four hidden layers, each with 20, 15, 10, and 5 neurons; an input layer with 12
neurons (matching to the constructed features); and an output layer with two neurons that rep-
resent the two target variables, I(¢) and Q(t). All hidden layers utilized the hyperbolic tangent
(tansig) activation function to add non-linearity, and the output layer used a linear (purelin)
activation function for regression. In order to strike a compromise between model complexity
and generalization capacity, this design was chosen empirically. The network architecture is
summarized in Table 4 and illustrated in Fig. (13). The Levenberg-Marquardt backpropagation
technique (trainlm), whose robustness and quick convergence make it ideal for medium-sized
regression problems, was used to train the network. The Levenberg-Marquardt approach is
especially useful for minimizing the mean squared error (MSE) loss function because it com-
bines the benefits of gradient descent and the Gauss-Newton algorithm. After 936 epochs,
the training procedure was stopped when the final gradient magnitude was 6.83 x 107% and
the performance condition of MSE < 1 x107!° was met. The dataset comprising 500 time
points (sampled from ¢t = 0 to ¢ = 40) was partitioned using a manual index-based division to
ensure appropriate representation across training, validation, and testing phases. Specifically,
70% (350 samples) of the data was allocated for training, 15% (75 samples) for validation, and
15% (75 samples) for testing. The validation set was utilized for early stopping to prevent
overfitting, while the test set provided an unbiased evaluation of the model’s generalization
performance. The network architecture is summarized in Table (4) and illustrated in Fig. (13).
The Levenberg-Marquardt backpropagation technique (trainlm), whose robustness and quick
convergence make it ideal for medium-sized regression problems, was used to train the network.
The Fig. (15) shows the graphical representation of the comparison of actual (ODE — 45)
and DNN prediction for the compartment [(t) and Q(¢) along with the prediction error and
relative error for both the compartments of the model (2.1). Fig. (16) and (18) shows the
neural network’s training progress. At epoch 936, the network reached convergence with a final
MSE of 9.94 x 107!, a gradient magnitude of 6.83 x 107°, and a mu value of 1 x 107%. The
Levenberg-Marquardt algorithm’s effectiveness for this regression job was demonstrated by the
training, which was finished in two minutes and ten seconds. The performance requirement
of MSE < 1 x 1071% was effectively fulfilled. The regression plots for both compartments are
shown in Fig. (17), which illustrates the relationship between actual and predicted values.
The Fig. (19) shows the absolute error between ODE45 solution and DNN predication. The
promise of deep learning as a computationally effective surrogate model for intricate epidemi-
ological systems is effectively demonstrated by the suggested DNN framework. The method’s
efficacy in forecasting the dynamics of infected and quarantined compartments is confirmed by
the excellent accuracy attained in both interpolation and extrapolation scenarios.

Table 4: Neural Network Architecture Summary

Layer ‘ Number of Neurons ‘ Activation Function
Input Layer 12 -
Hidden Layer 1 20 tansig
Hidden Layer 2 15 tansig
Hidden Layer 3 10 tansig
Hidden Layer 4 5 tansig
Output Layer 2 purelin
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Figure 7: Effects the parameters 5 and as on Ry

Figure 8: Effects the parameters 5 and n on R
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Training Results

Training finished: Met performance criterion @

Training Progress

Unit Initial Value Stopped Value Target Value

Epoch 0 936 3000

Elapsed Time - 00:02:10 -

Performance 766 994e-11 1e-10

Gradient 258 6.83¢-06 1e-12

Mu 0.001 1608 1e+10

Validation Checks 0 0 100 -

Training Algorithms
Data Division: Index divideind

Training: Levenberg-Marquardt trainim
Performance:  Mean Squared Error mse
Calculations:  MEX

Figure 14: Training progress showing performance (MSE), gradient, and mu values over epochs.
The network met the performance criterion at epoch 936.
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Figure 15: Comparison of DNN-predicted and ODE-45 solutions for the infected I(t) and Q(¢)
compartments, with prediction errors and relative errors
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Figure 17: Regression plots of DNN predictions versus ODE-45 solutions for (a) infected I(¢)
and (b) quarantined Q(t) compartments, showing the correlation between actual and predicted
values
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6. Conclusions

This study developed and analyzed a nonlinear six-compartment epidemic-type model to study
malware propagation in computer networks under two level of security protection. The model
was shown to possess non-negative and bounded solutions, ensuring the mathematical feasibil-
ity of the proposed dynamics, while existence and uniqueness of solutions were also established.
The basic reproduction number Ry was obtained as the principal threshold quantity governing
malware persistence. The analytical results demonstrate that the malware-free equilibrium is
locally asymptotically stable when Ry < 1, whereas if Rg > 1, a unique endemic equilibrium
exists. The numerical simulations confirm this threshold behavior. The sensitivity analysis
reveals the parameters that have the most significant impact on malware transmission. The
malware transmission rate § and the network-node entry rate II have the strongest positive
effects on Ry, whereas the quarantine rate 1 has the strongest negative sensitivity. These
findings indicate that rapid quarantine, increased adoption of full protection, and enhanced ef-
fectiveness of security software are particularly important intervention mechanisms. Numerical
simulations are facilitated by the ode45 approach. This hybrid numerical-DNN framework that
has been proposed proves not only the validity of the theoretical model but also serves as an
effective knowledge tool in the realm of cybersecurity applications. The findings illustrate the
utilization of artificial intelligence in epidemiological modeling techniques and the facilitation
of predictive analysis in the area of infectious disease dynamics. The major conclusions that
were drawn from the DNN model implementation are:

e The DNN demonstrated an outstanding predictive performance with R? > 0.99 and MSE
of 9.94 x 107! for both I(t) and Q(t) classes.

e The Levenberg-Marquardt optimization algorithm demonstrated an efficient training pro-
cess and was able to converge in 936 epochs (2 minutes 10 seconds).

e The consistency of results obtained during training, validation, and test runs proved the
high generalization ability of the model without any overfitting.

e The error analysis showed the robustness of the predictions with the maximal relative
errors below 5% for all parameters and confirmed the adequacy of the model as a surrogate
one.

e The hybrid approach provides fast and accurate predictions for cybersecurity problems.

The DNN is a powerful prediction tool that effectively captures nonlinearities of the mal-
ware spreading model.

Future work may extend the model by incorporating time delays, stochastic network ef-
fects, or additional security interventions to represent more realistic and dynamically changing
computer-network environments.
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