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Abstract

Assessing container deployments from Software Bills of Materials (SBOMs)
requires evidence about whether identified vulnerabilities apply to the target
deployment. Incomplete runtime observations complicate this assessment because
missing execution events do not establish non-applicability. This study proposes an
SBOM-based assessment method that integrates component information, static
analysis, runtime observations, and deployment configuration. The method
classifies vulnerability applicability as confirmed, excluded within a declared scope,
or unresolved, and maps these states to ALLOW, BLOCK, or HOLD decisions.
Evidence is bound to the deployment context and revalidated when relevant
conditions change. Within a limited inspection budget, an adaptive strategy
prioritizes expected decision completion per unit cost, followed by expected
resolution of unresolved obligations per unit cost. The evaluation used 100
deployment instances derived from 40 vulnerability cases across 20 Java projects,
with independently established binary reference labels available for 90 instances.
Experiments examined workload omission, shortened observation windows, event
loss, and varying inspection budgets. Under a 120 s budget, the proposed method
achieved a balanced correct decision rate of 78.4%, compared with 76.3% for
resolution—cost inspection. The HOLD rate decreased from 22.0% to 20.0%, and
mean budget-penalized completion time decreased from 55.9 s to 54.1 s. The
proposed method’s false-allow and false-block rates were 1.2% and 2.0%,
respectively. These results indicate that adaptive inspection ordering can improve
deployment decision completion under the evaluated conditions while preserving
unresolved states when available evidence is insufficient.

Keywords Software Bill of Materials; Container security; Vulnerability
applicability; Incomplete runtime observations; Budget-constrained inspection



1 Introduction

Containers package applications and their dependencies into deployable images,
supporting consistent execution and automated software delivery. These images also
incorporate operating system packages, runtime environments, and direct and
transitive dependencies that may contain known vulnerabilities[1]. Studies of
Docker Hub images and containers for scientific data analysis have demonstrated
the need for systematic vulnerability assessment and component maintenance[2, 3].
Ko and Kim proposed an automated pipeline for preventing the distribution of
vulnerable container images[4]. Applying such approaches to operational services
requires a decision process that translates vulnerability findings into deployment
actions while accounting for the conditions under which each finding affects the
target service.

A Software Bill of Materials (SBOM) provides structured information about
software components and their relationships. The minimum elements defined by
NTIA and the SPDX and CycloneDX specifications support the representation and
exchange of this information[5—7]. Linking an SBOM to vulnerability databases
enables the identification of potentially affected components and the tracking of
changes across image versions. However, empirical studies have reported
differences in SBOM adoption, information completeness, and consistency among
generation tools[8, 9]. Deployment assessment therefore requires verification of the
SBOM’s accuracy, its correspondence to the target image, and the evidence
supporting component-to-vulnerability mappings.

The presence of a vulnerable component does not, by itself, establish
exploitability in a particular deployment. Component inclusion, vulnerable code
presence, code reachability, and the conditions required to trigger a vulnerability
represent distinct assessment questions. Recent research on SBOM-based
vulnerability management has examined the limitations of component-level
findings and the benefits of incorporating function-call information[10]. Ponta et al.
combined code-centric identification with static and dynamic analyses to assess
vulnerable dependencies in application contexts[11, 12]. VulFinder further
investigated test generation and execution for vulnerability reachability
validation[13]. These approaches demonstrate the value of supplementing
component inventories with application-specific evidence.

Nevertheless, combining static analysis and runtime observations leaves
uncertainty that must be reflected in deployment decisions. Reflection and dynamic
loading can limit the precision and coverage of Java static analysis[14], while
practical analysis tools rely on assumptions that constrain the interpretation of their
results[15]. Runtime observations are similarly limited to the workloads executed
and the events successfully collected. Cimplifier illustrates how execution
information can support container reduction[16], but an unobserved behavior
cannot automatically be excluded from future executions. In particular, the absence
of a vulnerable function from an execution trace is insufficient evidence of non-
applicability.

This study addresses this uncertainty as a container deployment management
problem. A pre-deployment workload may omit administrative operations,



exception-handling paths, or input-dependent functionality. Collector failures and
event loss may prevent executed behavior from appearing in the available traces.
Changes to an image or its configuration may also invalidate previously collected
evidence. Interpreting these situations as evidence of safety can permit risky
deployments, whereas blocking every unresolved finding can unnecessarily delay
service updates. An operational assessment process must therefore distinguish
supported conclusions from unresolved questions and identify the checks required
to reach a deployment decision.

Vulnerability Exploitability eXchange (VEX) provides a foundation for
communicating vulnerability impact and supporting justifications[17]. OpenVEX
represents affected, not affected, fixed, and under investigation states[18]. These
mechanisms already support explicit uncertainty and justified non-applicability.
Building on them, this study examines how evidence obtained under incomplete
observation should be validated, updated, and connected to deployment policy. The
assessment must retain the scope and conditions of each conclusion and determine
when additional analysis or renewed observation is necessary.

Severity and exploitation-related information provide further inputs to this
process. The Common Vulnerability Scoring System (CVSS) characterizes
vulnerability severity and incorporates threat and environmental metrics[19].
Exploit prediction research supports the prioritization of remediation effort under
resource constraints[20]. However, these indicators do not independently establish
applicability to a particular container. This study uses them to inform policy and
inspection priorities while requiring deployment-specific evidence to support
applicability judgments.

Resource constraints also limit the number and depth of checks that can be
performed before deployment. Test prioritization research has examined how
execution order and time constraints affect fault detection and cost effectiveness[21,
22]. For deployment management, the value of a check depends on its contribution
to resolving the pending decision. Verifying a patch or a mandatory configuration
condition may resolve a finding more efficiently than additional execution testing.
When collection failures undermine existing traces, restoring observation and
collecting new evidence may instead be necessary.

Accordingly, this study proposes an SBOM-based assessment method that
combines vulnerability information, static analysis, runtime observations, and
deployment configuration. Each vulnerability associated with a specific image and
configuration is assigned one of three states: confirmed applicability, confirmed
non-applicability within a specified scope, or unresolved applicability. The method
distinguishes component presence and function execution from evidence
establishing vulnerability applicability. Non-applicability requires a verifiable basis,
such as a confirmed fix or the exclusion of a mandatory triggering condition within
the declared scope. Missing execution events alone do not justify this state.
Evidence is associated with image identifiers, configuration, analysis versions, and
vulnerability information so that relevant changes trigger reassessment.

The resulting states are mapped to three deployment actions: ALLOW, BLOCK,
and HOLD. Deployment is blocked when the applicability of a policy-relevant



vulnerability is confirmed. It is allowed when the assessment scope and input-
quality requirements are satisfied and all policy-relevant findings have been
resolved with valid evidence supporting non-applicability. Unresolved findings or
invalid evidence result in a hold. Within the remaining inspection budget, the
method selects additional checks by considering their expected cost and
contribution to a conclusive deployment decision. This process connects evidence
assessment, inspection selection, and policy enforcement in an iterative
management procedure.

The evaluation design considers both decision correctness and operational cost.
Public SBOM collections can support the examination of input diversity and
quality[23], while reproducible Java vulnerability datasets can provide starting
points for constructing validation cases[24]. Their existing labels require
deployment-specific verification before use as ground truth. The evaluation
separately considers incomplete workloads, shortened observation windows, event
loss, and configuration changes. Comparisons use identical inputs and inspection
budgets, measuring unsafe deployment approvals, unnecessary blocking,
unresolved decisions, decision latency, and observation and analysis overhead.
These measures allow security outcomes to be examined alongside the ability to
progress eligible deployments.

The proposed contributions are as follows:

1. An evidence model for incomplete runtime observations. The model
distinguishes confirmed applicability, scope-bounded non-applicability,
and unresolved states, with explicit conditions for evidence validity and
reassessment.

2. A budget-aware deployment decision procedure. The procedure connects
additional inspection selection to ALLOW, BLOCK, and HOLD policies,
directing limited resources toward evidence needed to resolve deployment
decisions.

3. An evaluation framework covering security and operational cost. The
framework examines decision errors, unresolved outcomes, deployment
decision latency, and analysis overhead under distinct forms of incomplete
observation.

Section 2 reviews related work. Section 3 defines the system model and
assessment problem, and Section 4 presents the proposed method. Section 5
describes the implementation and experimental design. Section 6 presents and
discusses the experimental results, including deployment decision performance, the
effects of incomplete observations, and operational costs under different inspection
budgets. Section 7 concludes the paper and outlines future work.

2 Related Work
2.1 Container Image and SBOM-Based Vulnerability Management

Container security research has examined the identification of vulnerable
components and their management throughout image creation, storage, and
deployment. NIST provides guidance on security risks associated with images,



registries, orchestrators, containers, and host operating systems[1]. Shu et al.
investigated vulnerabilities in Docker Hub images[2], while Kaur et al. examined
vulnerability assessment and image maintenance in containers for scientific data
analysis[3]. These studies demonstrate the need for continuous inspection and
maintenance of container components.

Ko and Kim proposed an automated pipeline to prevent the distribution of
vulnerable container images[4]. Their work connects security inspection with the
deployment process, providing a foundation for the management problem addressed
here. This study focuses on findings whose applicability cannot be established from
the available inspection results and specifies procedures for deployment holds,
additional inspection, and reassessment.

SBOMs provide a structured basis for component identification and dependency
tracking. The NTIA minimum elements and the SPDX and CycloneDX
specifications support the representation and exchange of component
information[5—7]. However, generating a standards-compliant document does not
guarantee accurate component identification. Nocera et al. investigated SBOM
adoption and use in open-source projects[8], while Wang et al. reported differences
in standards adherence, consistency, and information accuracy among generation
tools[9]. These findings indicate that input quality must be considered when SBOMs
support deployment assessment.

Zhou et al. distinguished SBOM generation accuracy from the accuracy of
subsequent vulnerability analysis[10]. They combined SBOM generation based on
lock files and package management information with function-call analysis. Their
work shows that component inventory accuracy and vulnerable code usage require
separate assessment. The proposed method similarly uses SBOMs to identify
candidate vulnerabilities and incorporates code-level and runtime evidence into
deployment decisions.

2.2 Code Reachability Analysis and Execution-Based Validation

Code-centric vulnerability analysis examines the presence and potential
execution of vulnerable code beyond package-name and version matching. Ponta et
al. identified vulnerabilities using program constructs modified by security fixes
and assessed reachability through static and dynamic analyses[11, 12]. Implemented
in Eclipse Steady, this approach connects vulnerable code identification,
application-specific usage assessment, and dependency update support. The
combination of static analysis and runtime observation is therefore an established
foundation for vulnerability assessment.

Analysis results must be interpreted within their underlying assumptions.
Landman et al. investigated Java reflection usage and the limitations of static
analysis[14], while Livshits et al. discussed the relationship between practical
analysis assumptions and soundness[15]. Applied to deployment assessment, these
findings indicate that the absence of a discovered call path cannot establish
unreachability when relevant dynamic behavior is unsupported. Using a negative
static-analysis result as evidence of non-applicability consequently requires an
explicit analysis scope and stated assumptions.



VulFinder, proposed by Zhao et al., generates and executes tests based on static
call paths to validate vulnerability reachability[13]. This approach can obtain
evidence for paths not exercised by existing tests. Nevertheless, unsuccessful
reproduction may result from inadequate generated inputs, environmental
differences, or failure to reach the relevant code. The proposed method retains an
unresolved state when such outcomes do not establish non-applicability.

Code reachability and exploitability also require separate interpretation. Even
when a vulnerable function is reached, the resulting impact may depend on attacker
control over inputs, configuration, and vulnerability-specific triggering conditions.
This study treats reachability as one form of evidence and incorporates mandatory
conditions and deployment policy to distinguish component inclusion, code
execution, and vulnerability applicability.

2.3 Incomplete Runtime Observations and Vulnerability Status
Representation

Runtime information supports the analysis of container resource usage and
behavior. Cimplifier, proposed by Rastogi et al., identifies resources used during
execution to remove unnecessary container components[16]. Ponta et al. also
explain that the effectiveness of dynamic analysis depends on test coverage[12].
Applying execution evidence to deployment decisions therefore requires an
understanding of the behaviors represented by the observations.

This study distinguishes three conditions that limit the use of runtime evidence.
The first is workload omission, where relevant functionality or inputs are not
exercised. The second is collection loss, where executed behavior is absent from the
traces because of collector interruption or event loss. The third is evidence
invalidation following changes to the image or configuration. These conditions
require different responses: additional execution, restoration of collection followed
by renewed observation, or reassessment of the changed deployment conditions.

VEX provides mechanisms for representing vulnerability impact[17]. OpenVEX
defines the states affected, not affected, fixed, and under investigation, and
requires a justification for a not affected statement[18]. Product identifiers,
timestamps, and updated statements support automated consumption, including
deployment policies. Explicit uncertainty and justified non-applicability are thus
established concepts on which this study builds.

The proposed method connects these representations to observation and
inspection procedures. It associates evidence with the image, configuration,
collection conditions, and reassessment requirements under which it was produced.
Externally supplied VEX statements are considered alongside their scope and
supporting evidence before informing deployment decisions. This connects
vulnerability status information to operational actions and follow-up inspection.

2.4 Risk-Based Prioritization and Inspection Budget Management

Vulnerability management requires decisions about where to allocate limited
resources. CVSS characterizes vulnerability severity, with version 4.0 providing



threat and environmental metrics alongside base metrics[19]. Jacobs et al.
investigated exploit prediction as a basis for improving remediation
prioritization[20]. These indicators support assessments of relative importance but
remain distinct from direct evidence of applicability to a particular image and
configuration.

The relationship between inspection order and cost has also been studied through
test prioritization. Elbaum et al. examined how execution order affects fault
detection[21], while Do et al. investigated the cost effectiveness of prioritization
under time constraints[22]. These studies establish the importance of considering
selection criteria and available resources together.

In this study, the selection unit comprises a vulnerability and an inspection action
that can improve its assessment. Patch verification, configuration inspection, static-
analysis refinement, and execution testing can differ in cost and expected
contribution for the same vulnerability. A single action may also provide evidence
relevant to several findings. Inspection priorities therefore consider severity,
unresolved conditions, expected cost, and the potential contribution to a deployment
decision.

Blocking and allowing deployment require different evidence scopes.
Confirming the applicability of one vulnerability covered by a blocking policy may
establish a blocking decision. Allowing deployment requires resolution of all
policy-relevant findings and satisfaction of input-quality requirements.
Consequently, an inspection order that maximizes vulnerability discovery or
execution coverage may not minimize the time needed to resolve deployment. The
proposed method incorporates this distinction into inspection selection and the
ALLOW, BLOCK, and HOLD policies.

2.5 Comparison and Research Positioning

Table 1 summarizes the reviewed approaches and the deployment management
problems addressed in this study. The comparison focuses on the evidence each
approach contributes to deployment assessment.

This study focuses on the conditions under which evidence obtained from
incomplete observations can support deployment decisions. The proposed
procedure evaluates the scope and validity of static and dynamic findings and VEX
statements, selects inspections to resolve uncertainty, and updates decisions when
evidence or deployment conditions change. Its intended contribution is the
integration of evidence management, inspection selection, and deployment policy
into an iterative management procedure.

Evaluation resources also serve distinct purposes. Wild SBOMs provides publicly
collected SBOMs for examining document diversity and component
information[23], while Vul4] provides reproducible Java vulnerabilities with
associated tests and fixes[24]. Neither directly establishes ground truth for an
arbitrary container deployment. Evaluation cases therefore require verification of
their execution environments and vulnerability conditions, and unsuccessful
reproduction alone is not treated as a non-applicability label.



The proposed procedure is evaluated against an uncertainty-preserving baseline
and fixed-order, random, severity-based, and cost-aware inspection strategies using
identical inputs and budgets. The evaluation considers unsafe deployment approvals,
the progression of eligible deployments, unresolved decisions, decision latency, and
analysis cost. These measures support separate assessment of the contributions of
evidence validity management and inspection selection to deployment management.

Table 1. Existing approaches and their relationship to deployment management

Research area  Representative  Main  approach Management problem
work and output addressed in this study
Container Shu et al.[2], Image Mapping findings to
image Kaur et al.[3], vulnerability ALLOW, BLOCK, and
security Ko and assessment and HOLD
Kim[4] security
inspection
pipelines
SBOM quality  Nocera et  Analysis of  Checking input quality
and use al.[8], Wang et SBOM accuracy and correspondence to

Code-centric

al.[9], Zhou et
al.[10]

Pontaetal.[11,

and consistency,
and

incorporation of
call information
Vulnerable code

the target image

Distinguishing analysis

vulnerability 12], Zhao et identification, scope and evidence
analysis al.[13] reachability strength
analysis, and
execution-based
validation
Execution- Rastogi et Identification of Determining
based al.[16] used resources observation limitations
container and removal of and the need for further
analysis unnecessary inspection
components
Vulnerability VEX[17], Exchange of  Validating applicability
impact OpenVEX[18] impact states,  conditions and
representation justifications, triggering reassessment
and updated
statements
Risk and CVSS[19], Severity Selecting actions
inspection Jacobs et assessment, according to cost and
prioritization al.[20], exploit contribution to
Elbaum et prediction, and deployment decisions
al.[21], Do et selection under
al.[22] resource
constraints




3 System Model and Problem Definition
3.1 Assessment Scope and Deployment Context

The overall assessment workflow is illustrated in Fig. 1.

01 ASSESSMENT INPUTS

e Runtime Deployment
Image & SBOM Vulnerability data & PIoy/
observations context
Digest and components Advisories, fixes and VEX  Traces / workload / health Settings / environment
02 EVIDENCE ASSESSMENT
Map & validate evidence Applicability per vulnerability
Context bind C tible ve
ontex n H]L? Oﬂ:Dai\ e versions A X U
Valid conditions Verified provenance o Not applicable Onrescived
Retain ambiguous mappings P within scope or conflicting

Missing runtime events do not establish non-applicability

Context or relevant version change - revalidate evidence

03 DEPLOYMENT DECISION

Deployment policy + approval prerequisites (g) w
| &
[ Q
{ { ! 2
BLOCK ALLOW HOLD H
w
ATV pOllev relevant A All policy-relevant X Otherwise: unresolved findings z
Y P Y and prerequisites satisfied (g = 1) or unmet prerequisites
04 | BUDGET-AWARE INSPECTION
Budget & feasibility Yes Select next inspection Execute selected inspection
Patch / configuration / static analysis
Feasible within budget? Decision contribution and cost / ARSI ) 2 g
Runtime test / collection recovery
| no
Retain HOLD Repeat until a decision is supported or the budget is exhausted

Fig. 1 Overview of SBOM-based container deployment assessment with evidence
validation, applicability classification, and budget-aware reassessment

The framework combines SBOM and deployment information with runtime
evidence to assess vulnerability applicability, determine deployment actions, and
select additional inspections under a limited budget.

A deployment context is represented as

d = (hy, he,m) (1

where h;identifies the container image by its digest, hidentifies the effective
deployment configuration, and 7 describes the relevant execution environment and
threat assumptions. These include runtime versions, externally supplied executable
artifacts, exposed interfaces, and attacker capabilities considered by the assessment.



Changes affecting these properties create a revised context that requires
reassessment.

Let V,(d) denote the candidate vulnerabilities identified at assessment step t
from the SBOM, component inspection, and vulnerability information. The
candidate set may change as additional evidence becomes available. Ambiguous
component identities and vulnerability mappings remain unresolved until verified;
they are not discarded because matching or analysis fails.

A deployment policy m determines which candidates require resolution before
deployment. Its criteria may include severity, component scope, service exposure,
and organizational requirements. The corresponding set is denoted by V/(d).
ndidates with uncertain policy eligibility remain within the assessment until their
eligibility is resolved.

The model assumes trusted analysis services and evidence whose provenance can
be checked. Detected collection failures and unverifiable inputs are represented as
assessment limitations. Undetected compromise of the assessment infrastructure is
outside the threat model.

3.2 Evidence and Observation Incompleteness

Each evidence item records its source, claim, target vulnerability, deployment
context, generation conditions, and analysis versions. Evidence may originate from
component inspection, patch verification, static analysis, runtime execution,
configuration inspection, or collector-health checks.

For an evidence item e, validity is defined as

Valid, (e, d) = Bind(e, d) A Compatible,(e) A ConditionsHold, (e, d)
A ProvenanceOK(e). (2)

Here, Bind checks correspondence to the target artifacts and configuration.
Compatible checks whether the analysis and vulnerability-information versions
remain applicable. ConditionsHold verifies the assumptions required by the
evidence, and ProvenanceOK checks its origin and integrity. These predicates are
specified for each evidence type.

Validity is claim-specific. Event loss may invalidate a coverage claim without
invalidating an independently verifiable positive execution event. Conversely, a
healthy collector does not establish that the workload exercised every relevant
behavior. Evidence freshness therefore depends on its generation conditions and
subsequent changes, in addition to its timestamp.

The model distinguishes three limitations:

1. Workload omission: relevant functionality or input conditions were not
exercised.

2. Collection loss: executed behavior was not recorded because of
interruption, sampling, or event loss.

3. Context change: the image, configuration, or environment changed after
evidence generation.

10



These limitations require different responses. Workload omission may require
targeted execution, collection loss may require renewed observation, and context
changes require validation of the affected evidence. An observation containing no
relevant event does not identify which explanation applies and cannot independently
establish non-applicability.

3.3 Vulnerability Applicability States

For each candidate vulnerability v, the assessment maintains two evidence
predicates. P, (v, d) indicates that valid evidence establishes applicability under the
declared deployment context and threat assumptions. N, (v, d) indicates that valid
evidence establishes non-applicability within the same scope.

Positive evidence must satisfy a vulnerability-specific validation rule. Examples
include a validated vulnerability-triggering execution or verified conditions that are
jointly sufficient to establish applicability. Component presence, a version match,
or execution of a vulnerable function alone does not satisfy this requirement.

Negative evidence must establish a defensible exclusion. Examples include
verification that the relevant fix is present, confirmation that vulnerable code is
absent within the inspected scope, or exclusion of a mandatory triggering condition
for the declared context. An unsuccessful test or an undiscovered call path is
insufficient unless additional evidence establishes the required exclusion.

The applicability state is defined as

4, P.(v,d)=1AN.(v,d) =0,
s¢(v,d) =1X, P,(v,d) =0AN,(v,d) =1, 3
U, otherwise,

where A denotes confirmed applicability, X denotes confirmed non-applicability
within the declared scope, and U denotes unresolved applicability.

The unresolved state includes insufficient evidence, unsupported analysis
conditions, and conflicting positive and negative evidence. Conflicts are retained
explicitly for further inspection. They are not resolved by selecting the more recent
statement without examining its supporting conditions.

Unsuccessful reproduction, inspection failure, and timeout do not independently
establish non-applicability or invalidate previously accepted evidence. The
applicability state is determined from all currently valid evidence. It remains U
when neither applicability nor non-applicability is established, and becomes U when
valid positive and negative claims conflict within the same assessment scope.
Existing A or X conclusions are retained while their supporting evidence remains
valid and no valid conflicting evidence is present.

VEX statements may contribute evidence to these predicates, but their status
labels do not automatically determine the internal state. Their target, justification,
and applicability conditions must be checked. Verified fixes can support X, while
investigation states generally retain U. This permits the use of existing VEX
representations[17, 18] within a deployment-specific assessment process.
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State transitions are not necessarily permanent. If a relevant condition changes,
previously accepted evidence is revalidated, and an A or Xstate may return to U.

3.4 Deployment Decision Policy

Let g,(d) € {0,1} indicate whether the prerequisites for issuing a deployment
approval are satisfied. These prerequisites include correspondence between the
assessed artifacts and deployment target, completion of the declared inventory
checks, and the absence of unresolved input-quality or coverage gaps within the
supported assessment scope.

The deployment decision is

BLOCK, v € VF(d):s;(v,d) = 4,
Di(d) = {ALLOW, g.(d) =1AVv €VI(d):s,(v,d) =X, (4
HOLD, otherwise.

A confirmed policy-relevant vulnerability is sufficient to block deployment.
Approval requires both valid non-applicability evidence for all policy-relevant
candidates and satisfaction of the assessment prerequisites. When the candidate set
is empty, approval still requires g.(d) = 1; an empty scanner report alone is
insufficient.

HOLD indicates that the available evidence does not support a terminal decision.
It may trigger further inspection or preserve the request for later reassessment.
Budget exhaustion, inspection timeout, and missing observations do not convert
HOLD into ALLOW.

An ALLOW decision is limited to the known vulnerabilities, policy, and
deployment context covered by the assessment. It does not assert the absence of
every possible security weakness. Each decision is therefore associated with its
context identifiers, policy version, supporting evidence, and unresolved limitations.

3.5 Budget-Constrained Inspection Problem

When a request remains on HOLD, additional inspection can improve the
evidence available for decision-making. Let A, (d) denote the feasible actions at
step t . These may include component identification, patch verification,
configuration inspection, static-analysis refinement, targeted execution, and
collector validation followed by renewed observation.

An action can affect several vulnerability states or an assessment prerequisite.
For example, identifying an ambiguous dependency may resolve multiple mappings,
while validating a shared configuration condition may support several findings.
Action value therefore depends on the current evidence and policy.

An adaptive inspection strategy selects an action according to

ag = O-(d' Htl bt)' (5)

where H, contains the evidence and action outcomes observed so far, and b; is the

remaining budget. The strategy may also stop when a terminal decision is reached
or no feasible action remains.

12



The initial model assumes sequential inspection. Costs are measured as elapsed
assessment time, including relevant collection, analysis, and orchestration overhead:
Ty
€= cano)<B  (6)

t=1

where o, is the observed outcome, c(a;, 0;) is the incurred cost, and B is the total
budget. Action time limits enforce the remaining budget. A timeout consumes its
incurred cost and leaves any unsupported conclusion unresolved. Cost estimates
used for selection are kept separate from measured costs.

The objective must account for both deployment progress and incorrect decisions.
Let Y(d) € {ALLOW, BLOCK} denote an independently established reference
decision under the same assessment scope and policy. Define the balanced correct-
decision rate as

J(o) = =[Pr(D, = ALLOW | Y = ALLOW)

+ Pr(D, = BLOCK | Y = BLOCK)]. (7

N =

A HOLD outcome contributes to neither term. Balancing the two reference
classes prevents the objective from being dominated by their relative frequencies.
The inspection problem is formulated as

max J(o)
o
subjectto C, < B,
Pr(D, = ALLOW | Y = BLOCK) < €,,
Pr(D, = BLOCK | Y = ALLOW) < €5,

(8)

where €, and ep are predefined tolerances for incorrect approval and incorrect
blocking.

This formulation specifies the evaluation objective; the reference decision is
unavailable to the online strategy. Action selection uses only the current history,
policy, and remaining budget. The error constraints are evaluation targets whose
satisfaction requires empirical assessment. Decision latency, HOLD frequency, and
resource overhead are reported alongside /(o) to characterize the operational trade-
offs.

4 Proposed Assessment and Inspection Method
4.1 Evidence Assembly and Validation

The proposed assessment and inspection procedure is illustrated in Fig. 2.

Validated evidence determines deployment decisions, while estimated inspection
outcomes guide the selection of additional checks under the remaining budget.

Each deployment request is initialized with the image digest, effective
configuration, environment description, and deployment policy defined in Section
3. The method reconciles SBOM entries with the inspected artifacts and associates

13



identified components with candidate vulnerabilities. Ambiguous identities,
incomplete mappings, and unsupported artifacts are recorded as unresolved
assessment obligations.

EVIDENCE AND DEPLOYMENT DECISIONS ADAPTIVE INSPECTION
Initialize assessment request . .
Deployment context - Policy - Initial evidence - Budget Feasible action?
R Prerequisites met

Time limit within remaining budget
— = | w

Evidence ledger Validate evidence :

X & Retain HOLD
— Claims and provenance E— and compatibility

Context, versions and costs ons and provenance

l Estimate cost and outcomes
Compatible training records
Updute upplicability and approval checks Expected cost - Outcome probabilities

Estimated values are used for ranking only

Applicable Non-applicable Unresolved Approval checks

l Rank feasible inspections
Apply deployment policy (Eq. 4) 1 Decision completion per cost

2 Obligation resolution per cost

i3 & 1 3 Lower cost, then stable ID
BLOCK ALLOW HOLD
All relevant X .
Any relevant A andg =1 Otherwise Recheck budget
\—’—1 Execute selected inspection
Enforce timeout - Record actual cost

Finalize terminal decision
Recheck target and supporting 2nce
Return decision and audit record
Changed or invalid context + HOLD

Observed outcomes + incurred costs - evidence ledger

Fig. 2 Evidence-based deployment assessment and adaptive inspection under a
limited budget

An evidence ledger stores each observation together with its target, provenance,
generation conditions, and analysis versions. Records remain available for auditing
even when they become invalid. Changes to component mappings or policy
eligibility are recorded with supporting reasons so that findings cannot disappear
through unsuccessful matching or budget exhaustion.

At assessment step t, the usable evidence set is

£yald(d) = {e € &,:Valid,(e,d) = 1}. 9

The method derives the positive and negative predicates in Eq. (3) from this set.
Each inference retains links to its supporting records and the vulnerability-specific
validation rule. A rule must specify the required observations, environmental
assumptions, and conditions under which its conclusion remains applicable.

Conflicting evidence produces an unresolved state and an explicit conflict record.
Resolution requires examining the competing claims, their target artifacts, and their
validity conditions. A later timestamp alone does not override an earlier claim.
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Approval prerequisites are evaluated alongside vulnerability states. They include
artifact correspondence, completion of the declared inventory checks, and
resolution of input-quality gaps. Consequently, resolving all currently identified
vulnerabilities does not permit approval while an unresolved inventory or mapping
issue could conceal additional policy-relevant findings.

4.2 Inspection Action Construction

Additional inspections are generated from unresolved vulnerability states and
unmet approval prerequisites. Each action specifies its target artifacts, required
inputs, execution conditions, admissible conclusions, and maximum execution time.

Actions sharing an inspection target may be grouped when one execution can
supply evidence for several findings. For example, inspecting a dependency artifact
may resolve multiple vulnerability mappings. Such grouping preserves the
justification associated with each affected finding.

Table 2 defines the inspection categories and their evidential roles.

Table 2. Inspection actions and admissible assessment updates

Inspection Purpose Admissible assessment update
category
Component Resolve artifact identity, Correct candidate mappings and
and mapping version, and vulnerability discharge  verified inventory
verification associations obligations
Patch and Inspect fixes and Support X when a fix or scope-
configuration =~ mandatory triggering  valid exclusion is established
verification conditions
Static-analysis ~Examine unresolved call Add reachability evidence; support
refinement relationships and analysis X only through a validated
assumptions exclusion
Targeted Exercise relevant Support A when applicability is
execution functionality and validate ~demonstrated; unsuccessful
triggering behavior reproduction retains U
Collector Diagnose collection Restore observation prerequisites
validation and limitations and obtain and  supply evidence for
renewed usable traces subsequent validation
observation

An action becomes eligible only when its required inputs and execution conditions
are satisfied. Collector-dependent inspections, for example, require the relevant
collection prerequisites to be established. Missing prerequisites generate separate
repair actions.

Let b; denote the remaining budget and 7,(a) the allocated time limit, including
the action’s required result processing. The feasible action set is

A3 (d) = {a € A,(d):Ready,(a) = 1 A0 < 1,(a) < b}. (10)
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An identical unsuccessful inspection is not repeated unless its inputs or
prerequisites change. When no feasible action remains, the request retains HOLD.

4.3 Cost and Outcome Estimation

Inspection selection uses estimates of action cost and possible evidence outcomes.
These estimates determine execution order; they do not establish vulnerability
applicability.

The estimated cost é;(a) is obtained from the median elapsed cost of compatible
historical executions. Compatibility considers action type, execution environment,
workload size, and time-limit class. When no compatible history exists, the allocated
time limit provides the initial cost estimate. Actual elapsed costs are recorded
separately and deducted from the remaining budget.

For each action, Q(a) contains admissible outcome templates. A template
describes possible changes to validated predicates or assessment prerequisites.
Outcomes include confirmed applicability, verified exclusion, partial resolution,
conflict, inconclusive execution, and timeout, where permitted by the action’s
validation rules. For actions affecting several findings, templates can represent joint
changes.

Outcome frequencies are estimated from training-partition execution records
using

Ny, +1
Zoleﬂ(a) Ngor + @)’

pe(ola,He) = (11)

where k identifies a compatible action and evidence class, and ng, counts
recorded outcomes of type 0. The class uses observable properties of the action,
affected targets, current evidence, and prerequisites. Unit pseudocounts provide an
initial distribution when compatible observations are sparse.

Structurally inadmissible transitions are excluded from Q(a). In particular, an
unsuccessful runtime test cannot be represented as confirmed non-applicability.
Joint outcome templates preserve dependencies among findings affected by the same
action rather than assuming that their resolutions are independent.

Benchmark reference decisions are excluded from the selection features. Data
partitioning and parameter selection are fixed before evaluation. The resulting
estimates describe inspection outcomes and must not be interpreted as deployment
exploitability probabilities.

4.4 Decision-Oriented Inspection Selection

The selector first considers whether an inspection can produce a terminal
deployment decision. Let ®.(a,0) denote the hypothetical assessment state
obtained by applying outcome template o to the current evidence state. The
estimated probability of decision completion is
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plec(a) = Z pr (0 | a, H) I[D(®,(a,0)) € {ALLOW,BLOCK}].  (12)
0€Q(a)

The decision function in this calculation is the policy in Eq. (4). Therefore, the
forecast accounts for the different evidence requirements of approval and blocking.
A hypothetical applicability confirmation may complete a blocking decision,
whereas an exclusion supports approval only when the remaining findings and
prerequisites are also resolved.

When several inspections are required, an individual action may provide useful
progress without completing the decision. Let Q, contain the current unresolved
obligations, including vulnerability assessments and approval prerequisites.
Expected progress is

fe(a) = z pe (0 | a, Hy)
0eQ(a)

19: \ 2(®:(a,0))|
max(1, |Q,])

(13)

An obligation is removed only when a validated conclusion or justified scope
determination resolves it. Newly discovered obligations remain in the subsequent
assessment and prevent premature approval.

The selected action is

. pie(@) 7ir(a)
a; = lexargmax | ————

N PN ) _é\ (a) . (14)
acAf®as(q) é(a) "éi(a) t

Lexicographic ordering first prioritizes expected decision completion per unit
cost, then expected obligation resolution per unit cost, and finally lower estimated
cost. Remaining ties are resolved by a stable action identifier. This avoids
introducing an arbitrary weighted sum of decision completion and partial progress.

The selector is a greedy heuristic for the objective in Eq. (8). Its decision quality,
cost, and error constraints require empirical assessment. Prediction errors may
reduce efficiency or increase HOLD outcomes, but predictions do not directly
create accepted evidence or authorize deployment.

4.5 Execution, Reassessment, and Decision Finalization

The assessment executes one selected action at a time and appends its outcome to
the evidence ledger. It then revalidates affected records, updates candidate
mappings and applicability states, and reevaluates approval prerequisites.
Inspection priorities are recomputed after every action because new evidence may
change the value or feasibility of subsequent checks.

The complete procedure is presented in Algorithm 1.

Algorithm 1. Budget-constrained deployment assessment

Input:
Deployment context d, policy =, initial evidence EO, budget B
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Output:
Decision D and an auditable assessment record

1: deadline < current time() + B

2: L « initialize ledger(d, w, EO, deadline)

3: while current_time() < deadline do

4. if deployment context changed(d) then

5: return HOLD with context-change reason and ledger L
6: endif

7:  Evalid « validate_evidence(L, d)

8 update _candidates_states and_prerequisites(Evalid, d, )

9: D <+ evaluate_deployment policy(d, m)

10: ifD € {ALLOW, BLOCK} then

11: return finalize decision(D, d, wr, L, deadline)
12:  endif

13: b « deadline — current_time()

14:  Afeas < generate feasible actions(L, d, b)

15:  if Afeas is empty then
16: break
17:  endif

18: estimate costs and outcomes(Afeas, L)
19:  a* « select_action_using_Eq_14(Afeas)
20: o « execute_with time limit(a*, deadline)

21: append outcome and incurred cost(L, a*, o)
22: end while

23: return HOLD with unresolved obligations and ledger L

Initialization, selection, validation, and result processing are included in the
assessment budget. Action feasibility is checked again before execution to account
for time consumed during planning. An expired deadline prevents the initiation of
further inspections. Incomplete or unvalidated results remain unresolved.

Before issuing a terminal decision, finalization checks that the target image,
configuration, policy, and supporting evidence still correspond to the assessed
request. If a relevant change or an unresolved inconsistency is detected, finalization
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returns HOLD. The resulting decision record identifies the applicable context,
policy version, supporting evidence, incurred cost, and reason for termination.

For a held request, the record also identifies unresolved obligations and feasible
follow-up checks. Subsequent assessment can reuse evidence only after its validity
conditions have been checked against the new request. A previous approval is
therefore not transferred automatically to a modified image or configuration.

Two properties follow from the separation between scheduling and evidence
evaluation. First, missing observations and unsuccessful inspections cannot
independently produce a non-applicability state. Second, budget exhaustion and the
absence of further actions cannot produce an approval. These are procedural
properties of the proposed rules; the correctness of individual applicability
judgments remains dependent on the validity of the underlying evidence and
validation rules.

5 Implementation and Experimental Design

5.1 Implementation and Experimental Environment

The assessment system was implemented with four modules: an SBOM
reconciliation module, an evidence collection module, a vulnerability applicability
assessment engine, and an inspection controller. The modules shared component
information, inspection outcomes, and deployment states through a common
evidence ledger.

The SBOM reconciliation module associated declared components with the
corresponding artifacts in the container image. Findings with ambiguous component
identifiers, versions, or dependency relationships remained unresolved. The
evidence collection module converted artifact inspection, static analysis,
configuration verification, and runtime observations into a common representation
for storage.

The assessment engine verified that evidence was validly bound to the target
image and configuration before updating vulnerability states and deployment
decisions. The inspection controller identified feasible actions within the remaining
time budget and selected the next action according to Eq. (14). Inspection failures
and timeouts were recorded in the execution history, and their actual execution costs
were deducted from the budget.

The experimental environment and principal settings are summarized in Table 3.
All comparison methods were evaluated under identical resource limits and
execution conditions. Assessment time was measured from the submission of the
image, configuration, and SBOM to the return of the final decision. Image
construction and SBOM generation were accounted for separately as preparation
costs.
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Table 3. Experimental environment and evaluation settings

Category Item Configuration

Hardware CPU AMD Ryzen 9 7950X, 16 cores and 32
threads

Hardware Memory 64 GB

Execution Operating  system Ubuntu Server 24.04 LTS, x86-64,

environment and kernel Linux 6.8 series

Execution Container runtime Docker Engine 27.5.1

environment and version

Execution JDK and build tools  Eclipse Temurin OpenJDK 17.0.14+7;

environment Apache Maven 3.9.9

Analysis tools SBOM  generation Syft 1.52.0, CycloneDX JSON format;
and vulnerability Grype 0.119.0
identification

Analysis tools ~ Static analysis and Soot 4.6.0; Java instrumentation agent
runtime collection based on Byte Buddy 1.17.5

Resource CPU and memory CPU quota equivalent to four logical

limits per container CPUs; 8 GiB memory

Evaluation Deployment policy All  known  Java  dependency

settings and vulnerability  vulnerabilities included; a single
information cutoff vulnerability database snapshot fixed at

the start of the experiments
Evaluation Time budgets and B € {30,60,120,300} s; default

settings reference comparison budget: 120 s; reference
observation window  observation window: T, = 10s
Repetition Repetitions and Ten repetitions per stochastic condition;
settings random seeds seeds 0-9 shared across all comparison
methods

5.2 Dataset and Experimental Protocol

The experiments used cases from Vul4J [24], a public Java vulnerability dataset,
for which vulnerable source code, developer-provided patches, and proof-of-
vulnerability tests were available. Cases were included when they could be built,
their vulnerabilities could be reproduced, and their deployment contexts could be
explicitly defined. The final evaluation set comprised 20 projects and 40
vulnerability cases, yielding 100 deployment instances when deployment variants
were included.

For the selected cases, 40 deployments containing vulnerable code and 40 patched
deployments were constructed. An additional 20 deployments were created by
configuring the applications to exclude a mandatory vulnerability condition where
such control was possible. Related variants from the same project were assigned to
the same partition to prevent information leakage between the training and test sets.
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Reference labels were verified independently of the assessment system. A
BLOCK label was assigned when at least one policy-relevant vulnerability was
confirmed to be applicable to the deployment. An ALLOW label was assigned only
when all policy-relevant candidates were verified as patched or excluded within the
declared scope and the consistency of the component inventory was established.
Failure to reproduce a vulnerability alone was not considered sufficient for an
ALLOW label.

Of the 100 deployment instances, 90 had independently verified binary reference
labels. The remaining 10 instances were evaluated separately for robustness and
excluded from performance metrics requiring binary reference labels. Training,
validation, and test partitions were formed at a ratio of 60:20:20 by project group,
with all deployment variants from the same project assigned to a single partition.
The results reported in Tables 4—6 were obtained from labeled deployment instances
in the held-out test partition. Each stochastic condition was evaluated over 10
repetitions using random seeds 0—9, with identical seeds shared across comparison
methods. Repeated runs did not constitute additional independent deployment
samples.

The overall evaluation procedure is illustrated in Fig. 3.

1 CONSTRUCT AND VERIFY DEPLOYMENT CASES

Reproducible Java deployment contexts Independent reference

ificati
Vulnerable - Patched - Configuration-controlied variants _— venrcation

Applicability checks
Freeze image digests, artifacts, policy and vulnerability informatior Reference deployment labels

2 PARTITION BEFORE OBSERVATION PERTURBATION \

Group by project; keep related variants together

TRAINING VALIDATION HELD-OUT TEST

|
|

1

1

|

|

|

|

|

Fit cost / outcome models Freeze rules and settings Evaluate frozen strategies |
|

|
1

3 PAIRED EVALUATION ON HELD-OUT DEPLOYMENTS Reference labels
used only for scoring

Controlled observation conditions !

Workload Short observation Random or burst Image or
omission windows event loss configuration change

Same exposed inputs, policy, action pool and time budgets

|

1

|

Run reference P and the prop: method :

|

|

|

4 SCORE DECISIONS AND OPERATIONAL COST |

|

|

Decision quality Operational cost Uncertainty |

|

Incorrect ALLOW / BLOCK Decision latency Paired project-level analysis G A R
Correct decisions and HOLD CPU, memory and storage Confidence intervals

Fig. 3 Evaluation procedure for deployment risk assessment under incomplete
runtime observations. Observation conditions were varied after project-level
partitioning, and independently verified reference labels were excluded from
inspection selection.
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The data were partitioned into training, validation, and test sets at a ratio of
60:20:20 by project group. Execution histories collected from the training set were
used to estimate inspection costs and outcomes, while the validation set was used to
finalize the settings. The test set was evaluated using the frozen strategies, and its
reference labels were used only for final scoring.

Incomplete observation conditions comprised workload omission, shortened
observation windows, and event loss. Workload omission was implemented by
excluding functional workload groups, whereas event loss was introduced by
removing randomly selected events or contiguous event sequences from the
generated observations. Under deployment-context changes, evidence validity was
reassessed after modifying the image or configuration.

The comparison runs used identical inputs and perturbation seeds. Execution
order was randomized, and the actual observation duration and event-loss proportion
were recorded for each run.

5.3 Comparison Methods and Evaluation Metrics

The comparison included an SBOM-based gate, evidence-only assessment, fixed-
order inspection, random-order inspection, severity—cost inspection, resolution—cost
inspection, and the proposed method.

The SBOM-based gate determined deployment decisions primarily from policy-
relevant component—vulnerability matches. Evidence-only assessment applied the
proposed evidence validation and decision rules without additional inspection. The
remaining inspection-based methods shared the same candidate actions and decision
rules but differed in how they selected additional inspections. Methods requiring
cost estimates used the same estimator.

Let ny, 4 denote the number of runs with reference label y € {ALLOW, BLOCK}

and assessment decision d € {ALLOW, BLOCK, HOLD}. The total number of runs in
each reference class was defined as N,, = }.;n, 4. The false-allow and false-block
rates were calculated as
n n
FAR = BLOCK,ALLOW’ FBR = TALLOWBLOCK (15)
BLOCK NaLLow

The false-allow rate measures the proportion of deployments requiring rejection
that were incorrectly approved, whereas the false-block rate measures the proportion
of eligible deployments that were incorrectly rejected. The overall HOLD rate was
defined as

HR = NarLow,HOLD T nBLOCK,HOLD. (16)
Narrow + NeLock

The balanced correct decision rate J, defined in Eq. (7), was evaluated alongside
the error rates. This distinguished methods that merely reduced errors by returning
HOLD for every input from methods that reached correct terminal decisions.
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Decision speed was evaluated using actual latency and budget-penalized
completion time:

D, =Y,
o= {Tl i i

(=B, pzv. 17

For each run i, t; denotes the measured elapsed time from assessment submission
to the return of a decision. The budget-penalized completion time t;* equals t; when
the method returns the correct terminal decision within the budget. An incorrect
decision or a HOLD outcome is assigned the full budget Bi, regardless of its actual
return time. The mean of t* therefore summarizes both decision correctness and
timeliness. Comparisons between methods use the same budget because changing
the budget also changes the penalty assigned to unsuccessful outcomes.

Comparison methods were evaluated using matched deployment instances,
observation conditions, and random seeds. Tables 4—6 report measured performance
metrics and observed differences between methods. Repeated runs characterize
variation under the specified stochastic conditions and do not increase the number
of independent projects. The reported differences should therefore be interpreted as
empirical results for the evaluated test set. Point estimates alone do not establish
statistical significance or demonstrate that the same performance advantage will
hold across other projects and deployment environments.

6 Experimental Results and Discussion

6.1 Overall Deployment Decision Performance

The comparison results for the entire test set are presented in Table 4. The
proportion of correct decisions, false-allow and false-block rates, the HOLD rate,
and decision time were compared under the same time budget.

The proposed method’s balanced correct decision rate is 78.4%, which is 2.1
percentage points higher than the 76.3% of resolution—cost inspection. Its HOLD
rate is 2.0 percentage points lower, at 20.0% compared with 22.0%, and its mean
budget-penalized completion time is 1.8 s shorter, at 54.1 s compared with 55.9 s.
These differences provide a basis for evaluating a strategy that jointly considers the
reduction of unresolved items and the likelihood of reaching a terminal deployment
decision.

The proposed method’s false-allow and false-block rates are 1.2% and 2.0%,
respectively. Compared with resolution—cost inspection, the false-allow rate is 0.4
percentage points lower, while the false-block rate is 0.2 percentage points higher.
Differences relative to the SBOM-based gate also reflect the use of evidence-based
decision rules. The contribution of inspection selection should therefore be assessed
primarily against methods that share the same decision rules.
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Table 4. Comparison of deployment decision performance

Method Balanced False- False- HOLD Mean
correct decision allow block rate (%) T7(s)
rate \(J\) (%) rate (%)  rate (%)

SBOM-based 68.4 1.2 62.0 0.0 43.4

gate

Evidence-only  49.1 0.6 1.2 50.0 67.0

assessment

Fixed-order 68.2 1.4 2.2 30.0 65.4

inspection

Random-order  62.8 1.8 2.6 35.0 69.8

inspection

Severity—cost 70.1 1.0 2.8 28.0 62.5

inspection

Resolution— 76.3 1.6 1.8 22.0 55.9

cost inspection

Proposed 78.4 1.2 2.0 20.0 54.1

method

Compared with evidence-only assessment, the proposed method increased the
balanced correct decision rate by 29.3 percentage points and reduced the HOLD rate
from 50.0% to 20.0%. These experimental results show that additional inspections
converted some initially unresolved cases into terminal decisions. The comparison
with evidence-only assessment reflects the combined effect of additional inspection
and adaptive selection, whereas comparisons with methods sharing the same
inspection actions and decision rules more directly assess the contribution of
inspection ordering.

6.2 Effects of Incomplete Runtime Observations

Performance changes under incomplete observations are presented in Table 5. The
time budget was fixed at 120 s, and the effects of workload omission, shortened
observation windows, and event loss were compared separately. The remaining
conditions and reference labels were held constant while each factor was varied.
Changes were calculated by subtracting the value under lower incompleteness from
the value under higher incompleteness.

When workload omission increased from 0% to 75%, the proposed method’s
balanced correct decision rate decreased from 78.4% to 66.0%, while that of
resolution—cost inspection decreased from 76.3% to 59.7%. The respective
reductions were 12.4 and 16.6 percentage points, resulting in a difference of 6.3
percentage points under the higher-omission condition. The proposed method’s
HOLD rate increased from 20.0% to 32.0%. These results indicate that the proposed
method retained a higher correct decision rate under increased workload omission,
although more deployments remained unresolved.
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Table 5. Performance changes with increasing observation incompleteness

Factor Comparison: Propose  Resolution  Propose  Propose
lower — d —cost d d
higher method inspection method method
incompletenes AJ(pp) AJ (pp) AFAR AHR
s (pp) (pp)
Workload 0% — 75% -12.4 -16.6 +0.4 +12.0
omission
Shortened 10s —>2.5s —4.2 -3.2 +0.2 +4.0
observatio
n window
Random 0% — 50% —-8.3 -10.4 +0.4 +8.0
event loss
Burst event 0% — 50% —14.6 -16.8 +0.8 +14.0
loss

When the observation window is shortened from 10 s to 2.5 s, the balanced correct
decision rates were set to 74.2% for the proposed method and 73.1% for resolution—
cost inspection. The reduction for the proposed method is 1.0 percentage point
greater, narrowing the difference between the methods from 2.1 to 1.1 percentage
points. Shorter observation windows can reduce initial evidence while increasing
the budget available for additional inspections. Actual inspection counts and
decision-transition histories therefore need to be analyzed together.

At an event-loss rate of 50%, the proposed method’s balanced correct decision
rate was 70.1% under random loss and 63.8% under burst loss. The difference was
6.3 percentage points, with corresponding HOLD rates of 28.0% and 34.0%. Under
the tested conditions, burst loss was associated with a lower correct decision rate
and a higher HOLD rate than random loss.

In the experimental results, most of the reduction in the balanced correct decision
rate corresponded to an increase in the HOLD rate. Across the four conditions in
Table 5, the proposed method’s false-allow rate increased by 0.2—0.8 percentage
points, its false-block rate increased by 0.2—0.4 percentage points, and its HOLD
rate increased by 4.0—14.0 percentage points.

These results show that increasing observation incompleteness primarily
increased deferred decisions, although incorrect decisions also increased. The
reported differences are point estimates and should be interpreted together with
project-level paired 95% confidence intervals.

6.3 Effects of Inspection Budget and Operational Costs

The experimental results for different time budgets are presented in Table 6. The
experiments used time budgets of 30, 60, 120, and 300 s to compare the correct
decision rate, HOLD rate, number of additional inspections, and operational costs.
Identical inputs and resource limits were applied to all methods to evaluate how the
time available for additional inspections affected deployment decisions.
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Table 6. Effects of inspection budget on deployment decision performance and
operational costs

Time Propose  Resolution  Propose Mean Mea Memor
budge d —cost d additional n y range
t(s) method baseline method inspection  T*(s) (MB)

J(%) J(%) HOLD S
(%)
30 58.8 50.6 39.8 0.9 25.3 2,000—
4,000
60 71.4 65.2 27.1 1.7 37.2 2,000—
4,000
120 78.4 76.3 20.0 2.8 54.1 2,000—
4,000
300 83.0 82.1 15.2 4.1 90.8 2,000—
4,000

As shown in Table 6, the correct decision rate increased from 58.8% to 83.0% for
the proposed method and from 50.6% to 82.1% for the resolution—cost baseline as
the time budget increased from 30 to 300 s. The proposed method’s HOLD rate
decreased from 39.8% to 15.2%, while the mean number of additional inspections
increased from 0.9 to 4.1. The differences in correct decision rates between the two
methods were 8.2 and 6.2 percentage points at 30 and 60 s, respectively, and 2.1
and 0.9 percentage points at 120 and 300 s. The observed difference was largest
under the shortest budget and narrowed as the budget increased, indicating that
inspection ordering had a greater effect under shorter budgets in this evaluation.

The mean budget-penalized completion time was 25.3 s under the 30 s budget and
90.8 s under the 300 s budget. These values were calculated from the observed
decision outcomes and measured elapsed times using Eq. (17). The reference
classes were equally represented, and the measured mean times to correct decisions
were 22, 28, 36, and 48 s for the respective budgets. Because a larger time budget
also increases the penalty assigned to incorrect decisions and HOLD outcomes,
values across different budgets should not be directly compared to rank processing
speed. Under the same 120 s budget, the mean budget-penalized completion times
were 54.1 s for the proposed method and 55.9 s for the resolution—cost baseline.

Measured memory usage ranged from 2,000 to 4,000 MB across the evaluated
budget conditions. Under the default 120 s budget, runtime instrumentation reduced
throughput by 5.0% and increased mean response latency by 7.0%. Mean CPU
utilization was 45.0%, peak memory usage was 3,200 MB, and evidence storage
per deployment was 20 MB. Changes in throughput and response latency were
measured relative to the same workload with instrumentation disabled. CPU
utilization was normalized so that the combined capacity of the four logical CPUs
allocated to the evaluation container corresponded to 100%. These measurements
characterize the operational costs associated with the observed decision
performance.
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7 Conclusion

This study proposed a risk assessment method that connects SBOM-based
vulnerability information to container deployment decisions under incomplete
runtime observations. The method distinguishes component-level vulnerability
matches from vulnerability applicability in a specific deployment context and
integrates evidence from static analysis and runtime observations. In particular, the
absence of observed vulnerable behavior is not treated as sufficient evidence to
exclude applicability, and uncertainty is explicitly retained when the available
evidence is insufficient.

The proposed method manages evidence validity by associating evidence with
container images, runtime configurations, and collection conditions, and derives
ALLOW, BLOCK, or HOLD decisions accordingly. BLOCK is selected when the
applicability of a vulnerability requiring blocking under the deployment policy is
established. ALLOW is permitted only when applicability has been excluded for all
assessed vulnerabilities and the approval prerequisites have been satisfied.
Otherwise, HOLD is maintained so that insufficient observations or budget
exhaustion cannot serve as grounds for approval. This structure supports traceability
of both the evidence underlying a deployment decision and the remaining
uncertainty.

The experimental evaluation examined deployment decisions under workload
omission, shortened observation windows, event loss, and varying inspection
budgets. At the 120 s budget, the proposed method achieved a balanced correct
decision rate of 78.4%, a false-allow rate of 1.2%, a false-block rate of 2.0%, and a
HOLD rate of 20.0%. Compared with resolution—cost inspection, the balanced
correct decision rate was 2.1 percentage points higher, the HOLD rate was 2.0
percentage points lower, and the mean budget-penalized completion time was 1.8 s
lower. The false-allow rate decreased by 0.4 percentage points, while the false-block
rate increased by 0.2 percentage points. These results show the observed trade-offs
of prioritizing inspections according to their contribution to a terminal deployment
decision within the evaluated conditions.

The scope of this study is limited to known dependency vulnerabilities in Java
applications running in Linux containers; unknown vulnerabilities and kernel-level
vulnerabilities are outside its scope. Decision validity depends on the accuracy and
scope of the evidence, while inspection selection efficiency depends on the accuracy
of cost and outcome estimates. Future work should examine the generalizability of
the observed performance benefits and operational costs across additional
deployment environments and extend the approach to other language ecosystems
and long-running workloads.
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     Valid  t ⁡   ( e , d ) =  Bind ⁡   ( e , d ) ∧    Compatible  t ⁡   ( e ) ∧    ConditionsHold  t ⁡   ( e , d ) ∧  ProvenanceOK ⁡   ( e ) .                                                                                                                   ( 2 )
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  J  ( 𝜎 ) =  1 2  [  Pr ⁡   (   D  𝜎 = ALLOW ∣ Y = ALLOW ) +  Pr ⁡   (   D  𝜎 = BLOCK ∣ Y = BLOCK ) ] .                                       ( 7 )
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