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Abstract

This work investigates energy- and latency-efficient computation offloading for
secure cooperative UAV-NOMA-enabled MEC networks in the presence of an
eavesdropper. A subset of UAVs serves as jammers to mitigate eavesdrop-
ping, while the rest perform partial offloading. Given the passive eavesdropper
assumption, secrecy outage probability is adopted as the secrecy metric, and
its closed-form expression is derived by analyzing SINR statistics at the ground
access point and the eavesdropper. Three non-convex optimization problems are
formulated: minimizing individual UAV energy consumption, minimizing total
energy of offloading and jamming UAVs, and minimizing task latency under an
energy budget. Suboptimal solutions are obtained via constraint simplification,
multi-to-single-variable transformation, and numerical methods. Results demon-
strate that partial offloading balances energy and latency, with optimal offloading
bits and jamming power; larger latency deadlines, secrecy outage probability
thresholds, or energy budgets enhance performance.

Keywords: Unmanned aerial vehicle (UAV), multi-access edge computing (MEC),
energy-efficient, latency-efficient, cooperative jamming, non-orthogonal multiple access
(NOMA), successive interference cancellation (SIC)
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1 Introduction

1.1 Background

With the rapid proliferation of the internet of things (IoT) and the advent of
latency-sensitive, computation-intensive applications, such as augmented reality (AR),
ultra-high definition (UHD) video streaming, and tactile Internet, traditional cloud
computing architectures face insurmountable challenges in meeting stringent quality-
of-service (QoS) requirements [1, 2]. The centralized nature of cloud computing leads
to excessive end-to-end latency due to long-distance data transmission, while the
resource constraints of IoT devices (e.g., limited battery capacity, weak computational
power) further hinder local execution of complex tasks [3]. To address these limi-
tations, mobile edge computing (MEC) has emerged as a transformative paradigm,
deploying computing and storage resources at the network edge (e.g., base stations
(BSs), road-side units (RSUs)) to reduce latency and alleviate core network congestion
[2, 4]. By enabling task offloading from resource-constrained IoT devices to nearby
MEC servers, MEC significantly enhances the efficiency of real-time applications and
extends the battery life of IoT terminals [5, 6].

However, the performance of MEC-enabled networks is inherently constrained by
wireless communication bottlenecks, especially in dense IoT deployments where mul-
tiple devices compete for limited spectral resources. Conventional orthogonal multiple
access (OMA) techniques, which allocate exclusive time/frequency resources to each
user, struggle to meet the massive connectivity demands of next-generation IoT net-
works [7]. In this context, non-orthogonal multiple access (NOMA) has been adopted,
allowing multiple users to share the same frequency-time resource via power-domain
multiplexing [7, 8]. By exploiting successive interference cancellation (SIC) at the
receiver, NOMA achieves higher spectral efficiency, lower access latency, and improved
user fairness compared to OMA, making it an ideal candidate for MEC-enabled
scenarios with diverse user requirements [9, 10].

The integration of unmanned aerial vehicles (UAVs) further expands the capabili-
ties of MEC-NOMA networks. UAVs, with their flexible deployment, 3-D mobility, and
line-of-sight (LoS) communication advantages, can act as aerial MEC servers, relays,
or data collectors to enhance coverage in remote areas, disaster-stricken regions, or
crowded hotspots [11, 12]. For instance, UAV-aided MEC systems can dynamically
offload tasks from ground IoT devices in areas with damaged terrestrial infrastructure
[13], or assist in load balancing during traffic bursts at large events [14]. Neverthe-
less, UAVs inherently suffer from resource limitations, including finite battery life,
constrained computational power, and limited memory, which pose challenges to their
role as reliable edge nodes [15]. Moreover, the open nature of wireless channels and the
high mobility of UAVs expose MEC-NOMA networks to severe security threats, such
as eavesdropping, jamming, and spoofing [16, 17]. These threats not only compromise
data confidentiality and integrity but also degrade the efficiency of task offloading and
resource allocation.

To mitigate security risks in UAV-aided MEC-NOMA systems, physical-layer secu-
rity (PLS) has gained significant attention as a lightweight and efficient solution.
Unlike upper-layer cryptography, which relies on complex mathematical algorithms

2



and may be infeasible for resource-constrained UAVs and IoT devices, PLS lever-
ages the intrinsic randomness of wireless channels (e.g., fading, interference) to ensure
information-theoretic security [17, 18]. Key PLS metrics, such as secrecy rate, secrecy
capacity, and secrecy outage probability, quantify the ability to protect legitimate
communications from eavesdroppers [3]. For example, UAVs can transmit artificial
noise to jam eavesdroppers [18], or optimize their trajectories to enhance the LoS link
with legitimate users while weakening the eavesdropper’s channel [19]. When com-
bined with NOMA, PLS can further improve security by exploiting power-domain
differences between users to isolate malicious nodes [8, 9].

Despite these advancements, three critical challenges remain unresolved in the
design of energy- and latency-efficient secure MEC-NOMA networks:

• Energy Efficiency Trade-offs: UAVs and IoT devices operate on limited energy, yet
secure offloading (e.g., PLS-enabled transmission, artificial noise generation) and
NOMA interference cancellation increase energy consumption [20, 21]. Balancing
security requirements with energy efficiency, especially for UAVs with strict flight
endurance constraints, remains a major hurdle.

• Latency Optimization Under Security Constraints: Task offloading in MEC-NOMA
systems involves joint optimization of communication (e.g., power allocation, SIC
decoding) and computation (e.g., offloading ratio, resource scheduling) resources.
Security constraints (e.g., minimum secrecy rate) further complicate this optimiza-
tion, as they may introduce additional latency overhead [10, 22].

• Dynamic Network Adaptation: The mobility of UAVs and IoT devices, coupled
with time-varying wireless channels, leads to dynamic network topologies. Tradi-
tional static resource allocation and security schemes fail to adapt to these changes,
resulting in suboptimal performance [23].

1.2 Motivation and Contributions

1.2.1 Motivation

The integration of UAVs, MEC, and NOMA has become a core paradigm for support-
ing latency-sensitive, computation-intensive IoT applications (e.g., disaster response,
precision agriculture, crowd monitoring), thanks to UAVs’ flexible deployment, MEC’s
low-latency edge computing, and NOMA’s high spectral efficiency [4, 7, 8]. How-
ever, three critical gaps hinder its practical deployment, driving the need for targeted
research:

First, security-constrained resource conflicts remain unaddressed. UAVs’ finite bat-
tery and constrained computing power clash with the dual demands of secure offloading
and efficient NOMA operation: PLS mechanisms (e.g., cooperative jamming) and SIC
increase energy consumption, while strict flight endurance and latency deadlines leave
no room for redundant resource allocation [15, 20]. This conflict often forces trade-offs
that sacrifice either security or efficiency.

Second, static schemes fail in dynamic environments. UAV mobility and time-
varying channels lead to rapidly changing network topologies. Traditional static
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strategies (e.g., fixed offloading ratios, constant jamming power) cannot adapt, result-
ing in either excessive secrecy outage probability or unnecessary energy expenditure
[23].

Third, unified optimization of security, energy, and latency is lacking. Existing
works either prioritize energy/latency optimization without rigorous security guar-
antees [5, 6], or focus on PLS without accounting for UAV-MEC-NOMA-specific
constraints (e.g., SIC decoding order, jamming UAV coordination). Few studies
address all three objectives in a joint framework, especially for partial offloading, which
is critical for balancing UAV resource limits and application demands.

Emerging technologies like federated learning (FL) and blockchain show promise
for adaptive optimization and decentralized trust [24, 25]. For example, double deep Q-
networks (DDQNs) optimize latency/energy in secure MEC-NOMA systems [26], and
FL preserves privacy during collaborative resource allocation [27–29]; blockchain pro-
vides tamper-proof records for offloading transactions [30]. However, their integration
with PLS and NOMA is still in its infancy, especially in energy- and latency-
constrained UAV scenarios. There is an urgent need for lightweight, numerically
tractable solutions that balance these competing objectives.

In summary, designing energy- and latency-efficient offloading mechanisms for
secure cooperative UAV-NOMA-enabled MEC networks is critical to unlocking UAV
applications’ full potential. This work addresses these challenges by leveraging PLS,
NOMA, and adaptive optimization, with a focus on balancing security, energy
efficiency, and latency in UAV-enabled MEC environments.

1.2.2 Contributions

To fill the aforementioned gaps, this paper makes four key contributions:

• Novel Secure Partial Offloading System Model with Cooperative Jamming: We pro-
pose a cooperative UAV-NOMA-enabled MEC network where a subset of UAVs acts
as jammers, while the rest perform partial task offloading. The model integrates
dynamic voltage and frequency scaling (DVFS) for UAV local computing, capturing
the trade-off between energy, latency, and secrecy more realistically than full/zero
offloading models [Section 3].

• Closed-Form Derivation of Secrecy Outage Probability (SOP): By analyzing the
statistical characteristics of signal-to-interference-plus-noise ratios (SINRs) at the
multi-antenna ground access point (AP) and the passive eavesdropper, we derive
a closed-form SOP expression. This expression quantifies the probability of secrecy
rate falling below a target threshold, providing a rigorous, tractable security metric
for optimization [Section 3.3].

• Non-Convex Optimization and Suboptimal Solution Framework: We formulate three
core optimization problems:

– P1: Minimize individual energy consumption of each offloading UAV (under
latency and SOP constraints).

– P2: Minimize total energy consumption of offloading and jamming UAVs.
– P3: Minimize task latency for each UAV (under an energy budget and SOP
constraint).
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To tackle non-convexity (arising from SOP and NOMA interference), we propose
a three-step framework: (1) simplify constraints via lemmas (e.g., binding CPU
frequency to latency deadlines, Lemma 2); (2) transform multi-variable problems
into single-variable counterparts); (3) solve via numerical methods [Section 5].

• Computational Complexity Analysis and Numerical Validation: We analyze the
computational complexity of the proposed algorithms: O(m3) for P1, O(m5) for P2,
and O(m4) for P3 (where m is SOP computation complexity). Extensive simulations
validate that:

– Partial offloading outperforms full/zero offloading, with each UAV achieving
minimum energy at an optimal offloading bit ratio;

– Optimal jamming power exists to balance jamming energy and offloading security;
– Larger latency deadlines, SOP thresholds, or energy budgets significantly improve
performance, especially for UAVs with weaker channel conditions [Section 6].

This work provides a practical, theoretically grounded framework for secure,
energy- and latency-efficient offloading in UAV-NOMA-enabled MEC networks, bridg-
ing gaps between security modeling, resource optimization, and real-world deployment
constraints.

1.3 Organization

The remainder of this paper is organized as follows. Section 2 give a brief introduction
of the methodology used in this work. Section 3 presents and characterizes the system
model for secure cooperative UAV-NOMA-enabled MEC networks, detailing the net-
work topology, node roles, and key signal/channel models. Section 4 formulates the
core optimization problems, including energy-efficient and latency-efficient objectives,
with constraints on SOP, task deadlines, and resource limits. Suboptimal solutions for
these non-convex problems are provided in Section 5, along with corresponding algo-
rithm designs and computational complexity analysis. Section 6 validates the proposed
strategies through simulations, presenting numerical results on energy consumption,
latency, and the impacts of key parameters. Section 7 discusses the limitations of the
study, and proposes the key directions for future research. Finally, Section 8 highlights
key findings and concludes the work.

Notation: Vectors and matrices are denoted using a bold font. Let Im represent
the m × m identity matrix, and let || · || denote the Euclidean norm operator. Sets
are indicated by a script font: A\B denotes the set difference (set A minus set B),
and | · | denotes the cardinality of a set. Distributions are specified as follows: CN
for the circular symmetric complex Gaussian distribution, Exp for the exponential
distribution, and χ2

m for the chi-squared distribution with m degrees of freedom. The
operator [·]+ = max(·, 0) denotes the non-negative part of a scalar. The logarithm log
is base-2, and Pr(·) denotes the probability of an event.

2 Methods

We present an energy- and latency-efficient computation offloading method for secure
cooperative UAV-NOMA-enabled MEC networks in the presence of an eavesdropper,
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where a subset of UAVs acts as jammers for eavesdropping mitigation and the rest
perform partial task offloading. This method is based on the statistical characteristics
of SINR at the legitimate ground access point (AP) and the passive eavesdropper, and
the trade-off between local computation and secure offloading of UAVs. Firstly, the
system model of the cooperative UAV-NOMA-MEC network is constructed, includ-
ing the definitions of local computation and secure partial offloading processes, and
the SINR models at the AP and eavesdropper are established. Secondly, the closed-
form expression of SOP is derived by analyzing the probability distribution of SINR,
which serves as the core security metric for the subsequent optimization. Thirdly,
three non-convex optimization problems are formulated according to different opti-
mization objectives (minimizing individual UAV energy consumption, minimizing total
energy of offloading and jamming UAVs, minimizing task latency under energy bud-
get), with constraints of SOP, task latency deadline, UAV hardware performance
and offloading bit range. Finally, suboptimal solutions for the non-convex problems
are obtained through constraint simplification, multi-to-single-variable transforma-
tion and numerical methods, and the computational complexity of the corresponding
solving algorithms is analyzed.

In our proposed research work, the experiments are conducted in a simulated
environment with a 5-UAV scenario (3 offloading UAVs and 2 jamming UAVs). Var-
ious performance metrics are monitored and collected, including individual energy
consumption versus offloading bits, minimum energy consumption versus latency dead-
line/SOP threshold/jamming power, task latency versus offloading bits, and minimum
latency versus energy budget. Test metrics are critical for evaluating the performance
advantages of the proposed offloading method under different network parameters and
constraints.

3 System Model

We consider a secure cooperative UAV-NOMA-enabled MEC network. As illustrated
in Fig. 1, a set of K hovering UAVs (denoted as K) can offload their computation-
intensive tasks (their own or collected from ground IoTs) to an edge computing
server through a ground AP using the NOMA technique, while facing the threat of
eavesdropping from a malicious eavesdropper (Eve). To enhance the secure offload-
ing performance, the hovering UAVs operate in a cooperative mode: a specific subset
of them (denoted as set J ) are designated as jammers, which emit artificial noise to
interfere with Eve’s interception, thereby improving the secure offloading rates for the
remaining UAVs.

We assume that the ground AP is equipped with N antennas where N ≥ K,
whereas all other nodes, including the hovering UAVs and the eavesdropper (Eve), are
configured with a single antenna each. The wireless channels between the UAVs and the
AP, as well as those between the UAVs and Eve, are independent and subject to quasi-
static Rayleigh fading. During the task offloading phase, the AP has perfect knowledge
of each UAV’s channel state information (CSI) and is capable of suppressing the
pseudo-random artificial noise signals transmitted by the jammer UAVs. The symbols
used in subsequent sections are defined in Table 1.
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Fig. 1 A secure cooperative UAV-NOMA-enabled MEC network in the presence of an eavesdropper,
where a subset of UAVs serves as jammers to mitigate eavesdropping, while the rest perform partial
offloading.

Table 1 Symbol description.

Symbol Description

xk Complex information symbol from UAV Uk

pk Offloading power from UAV Uk

hk Channel gain vector from UAV Uk to AP
gk Channel gain from UAV Uk to Eve
wa Complex Gaussian noise vector at AP
we Complex Gaussian noise at Eve

After applying SIC, the aggregate received signals remaining at the ground AP
and Eve before decoding UAV Uk can be characterized as follows:

y
(ℑ)
k = hkxk +

∑

i∈ℑ

hixi +wa, (1)

z
(J )
k = gkxk +

∑

i∈J

gixi + we, (2)

where ℑ⊆K\J \{k} denotes the set of co-channel interferer indices.
A conservative assumption is adopted: all co-channel interference in NOMA is

canceled out, with only artificial noise remaining at Eve. The channel and noise
parameters follow the following distributions: hk ∼ CN(0, δ2kIN ), wa ∼ CN(0, NaIN ),
gk∼CN(0, σ2

k), we∼CN(0, Ne).
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3.1 Local Computation

We consider a more generalized scenario wherein each UAV’s computation task can be
partitioned into two components at an arbitrary ratio: one allocated for task offloading
and the other for local computing. For UAV Uk, let Lk denote the total number
of bits to be processed, lk the number of bits processed remotely (i.e., Lk − lk bits
locally), and Xk the computation intensity measured in CPU cycles per local bit.
To regulate energy consumption, the DVFS technique is employed. As reported in
[31], the energy consumption per CPU cycle can be modeled as κkf

2
k , where κk is a

hardware-dependent constant associated with Uk’s architecture, and fk represents the
CPU frequency of Uk. Consequently, the energy consumption for the local computation
of Lk − lk bits is formulated as follows:

Eloc
k = κk(Lk − lk)Xkf

2
k . (3)

The corresponding computation time is given by:

tlock =
(Lk − lk)Xk

fk
. (4)

3.2 Secure Partial Offloading

Denote Rs,k to be the secrecy rate that satisfies the targeted secure QoS at the offload-
ing power of pk for Uk. For simplicity, we assume the secrecy rate is constant during
offloading. Therefore, the offloading duration is

toffk =
lk

BRs,k
, (5)

where B is the channel’s bandwidth.
The energy consumption of offloading is given by

Eoff
k = pk

lk
BRs,k

, (6)

As the eavesdropper is always passive, and its CSI can not be mastered by the
legal nodes in the MEC network. To this end, we adopt the secrecy outage probability
for quantifying the QoS of secure offloading.

3.3 Secrecy Outage Probability

Prior to deriving the closed-form expression of the SOP, we first need to derive the
statistical characteristics of the SINRs at both the AP and Eve.
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Consistent with the approach in [32], we employ zero forcing (ZF). Based on this,
the instantaneous main capacity for UAV Uk is given by

C
(ℑ)
b,k =log

(

1 + γ
(ℑ)
k

)

=log

(

1 +
pk||Q

(ℑ)
k hk||

2

Na

)

, (7)

where Q
(ℑ)
k is a N−|ℑ| by N matrix and Q

(ℑ)
k Q

(ℑ)H
k = IN−|ℑ|.

From [32], we can conclude that γ
(ℑ)
k follows a chi-squared distribution with 2 ×

(N−|ℑ|) degrees of freedom, and its distribution depends only on the cardinality of
set ℑ, rather than the specific UAVs contained within ℑ. The closed-form expression
of the probability distribution function (PDF) is given as follows [33],

f
γ
(n)
k

(γk)=
λN−n
k

(N − n− 1)!
γN−n−1
k e−λkγk, γk > 0, (8)

where λk=
Na

pkδ2k
, ∀k ∈ K.

Here, we replace the cardinality |ℑ| with n, and rewrite γ
(ℑ)
k by γ

(n)
k .

The instantaneous eavesdropper’s capacity for Uk is

C
(J )
e,k =log

(

1 + η
(J )
k

)

=log

(

1 +
ξk

1 +
∑

i∈J ξi

)

, (9)

where ξi =
|gi|

2pi

Ne
,∀i ∈ K.

Obviously, all ξi (∀i ∈ K) in η
(J )
k are mutually independent and exponentially

distributed, i.e., ξi ∼ Exp(µi), where µi=
Ne

piσ2
i

, ∀i ∈ K . The cumulative distribution

function (CDF) of η
(J )
k can be derived as

F
η
(J )
k

(ηk)= 1−
e−µkηk

∏

i∈J

(

1 + µk

µi
ηk

) , ηk≥0. (10)

Proof See Appendix A. □

We present the closed-form expression for SOP in the form of a theorem, as follows.

Theorem 1 The secrecy outage probability of an individual UAV Uk, with cooperative jam-
ming from UAVs in the set J and in the presence of n co-channel interferers, can be expressed
as

P
(J )
so,k (n,Rs) =

γ(N − n, λk(2
Rs − 1))

(N − n− 1)!
+

λN−n
k eλk(1−2Rs )

(N − n− 1)!

∑

i∈J

aiΘ(µi) (11)
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where

Θ(µi) =
µi

µk
2Rse

µi(1+2Rs λk
µk

)
N−n−1
∑

m=0

(

N−n−1

m

)

× (−2Rs(
µi

µk
−1)−1)N−n−m−1

Γ(m,µi(1+2Rsλk

µk
))

(2−Rsµk + λk)m
,

(12)

and

ai =
1

∏

j∈J ,j ̸=i

(

1− µi

µj

) , i ∈ J . (13)

γ(a, x) and Γ(a, x) denote the lower incomplete gamma function and the upper
(complementary) incomplete gamma function, respectively, with the relationship
γ(a, x) + Γ(a, x) = Γ(a) (where Γ(a) is the complete gamma function).

Proof See Appendix B. □

4 Problem Formulation

This section concentrates on formulating the energy- and latency-aware resource allo-
cation problem for the secure cooperative UAV-NOMA-enabled MEC network. The
optimization variables encompass the offloading transmit power pk, the number of
offloaded bits lk, the secrecy offloading rate Rs,k, and the local CPU operating fre-
quency fk, all of which are subject to the task constraint Ak(Lk, T,Xk) of each UAV
Uk.

By convention, our investigation exclusively focuses on the energy efficiency of
the UAVs themselves (i.e., UAV-side energy consumption). We neglect two latency
components: the data processing latency at the MEC server and the downlink trans-
mission latency from the AP to the UAVs. This simplification is valid because MEC
servers are typically equipped with high-performance computing capabilities (result-
ing in negligible processing delay) and the volume of processed result data returned to
UAVs is significantly smaller than that of the offloaded task data (leading to minimal
downlink latency).

Without loss of generality, we assume that UAVs U1, U2, ..., U|J | are assigned to
act as jammers, while the remaining UAVs U|J |+1, U|J |+2, ..., UK are dedicated to task
offloading. We further specify that the AP decodes the offloaded signals of the latter
group using successive interference cancellation in the order U|J |+1 → U|J |+2→...→UK .
Under this SIC decoding order, the number of co-channel interferers encountered by
UAV Uk (where |J |+1 ≤ k ≤ K) is given by n = K−k.

4.1 Energy-Efficient Problem Formulation

4.1.1 Problem 1: Individual

Mathematically, under the constraint of a fixed jamming transmit power for the jam-
mer UAVs (set J ), the individual energy consumption minimization problem for the
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offloading UAV Uk (where |J |+1 ≤ k ≤ K) can be formulated as follows:

P1 : min
fk,lk,pk,Rs,k

κk(Lk − lk)Xkf
2
k + pk

lk
BRs,k

(14a)

s.t.
(Lk − lk)Xk

fk
≤ T, (14b)

lk
BRs,k

≤ T, (14c)

P
(J )
so,k (K−k,Rs,k) ≤ ϵ, (14d)

0 ≤ lk ≤ Lk, (14e)

fk ≤ fmax
k , (14f)

where T represents the task completion deadline (i.e., the maximum allowable latency
to finish the entire computation task), and fmax

k denotes the maximum CPU frequency
constraint (upper bound) of UAV Uk.

4.1.2 Problem 2: Overall

Accordingly, the overall energy consumption minimization problem, which integrates
the energy consumption of all offloading UAVs and the jamming energy consumption
of jammer UAVs, can be formulated as follows:

P2 : min
f ,l,p,Rs

K∑

k=|J |+1

(

κk(Lk − lk)Xkf
2
k + pk

lk
BRs,k

)

+

|J |
∑

j=1

pj max
k

lk
BRs,k

(15a)

s.t.
(Lk − lk)Xk

fk
≤ T, ∀k ∈ K/J , (15b)

lk
BRs,k

≤ T, ∀k ∈ K/J , (15c)

P
(J )
so,k (K−k,Rs,k) ≤ ϵ, ∀k ∈ K/J , (15d)

0 ≤ lk ≤ Lk, ∀k ∈ K/J , (15e)

fk ≤ fmax
k ∀k ∈ K/J , (15f)

where f = [f|J |+1, ..., fK ], l = [l|J |+1, ..., lK ], Rs = [Rs,|J |+1, ..., Rs,K ] and p =
[p1, p2, ..., pK ] denote the CPU frequency vector, offloading bit vector, secrecy offload-
ing rate vector (all for offloading UAVs), and transmit power vector (for all UAVs),
respectively.

The first term in (15a) denotes the total energy consumption of the offloading
UAVs, while the second term represents that of the jamming UAVs.
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4.2 Latency-Efficient Problem Formulation

We next formulate the task computation latency problem for UAV Uk over the offload-
ing power pk, offloading bits lk, secrecy offloading rate Rs,k, and CPU frequency fk
under the constraint of a specific energy budget.

The problem is formulated as follows

P3 : min
fk,lk,Rs,k,pk

max
(

tlock , toffk

)

(16a)

s.t. κk(Lk − lk)Xkf
2
k + pk

lk
BRs,k

≤ Ebu
k , (16b)

P
(J )
so,k (K−k,Rs,k) ≤ ϵ, (16c)

0 ≤ lk ≤ Lk, (16d)

fk ≤ fmax
k (16e)

where tlock = (Lk − lk)Xk/fk and toffk = lk/(BRs,k) according to the definitions in
Section 3, and Ebu

k refers to the energy budget of UAV Uk for its task.

4.3 Special Cases

4.3.1 Zero Offloading Mode

Zero offloading mode implies the computation are done locally. In this case, the energy
consumption and computing duration for UAV Uk are κkX

3
kL

3
k/T

2 and LkXk/fk by
setting lk = 0, respectively. However, the zero offloading mode is not always achievable
unless fmax

k ≥ LkXk/T and T ≥ (κkX
3
kL

3
k/E

bu
k )1/2 are satisfied.

4.3.2 Full Offloading Mode

Similarly, the full offloading mode is not always feasible. This is because, given the SOP
requirement, each UAV Uk has a corresponding asymptotic ϵ-outage secrecy capacity,
which is explained by the following lemma

Lemma 1 Given the SOP of ϵ, the limited value of secrecy rate Rs,k, i.e., asymptotic ϵ-outage
secrecy capacity, for UAV Uk in the presence of n co-channel interferers satisfies

βN−n
k

(N − n− 1)!

∑

i∈J

aiΦ(µi, βk, Rs) = ϵ (17)

where λk/µk = βk and

Φ(µi, βk, Rs) =eµi(1+2Rsβk)
N−n−1
∑

m=0

(

N−n−1

m

)

(−1)N−n−m−1(2Rs)N−n(µi)
N−n−mΓ(m,µi(1+2Rsβk))

(1 + 2Rsβk)m
.

(18)
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Proof The asymptotic ϵ-outage secrecy capacity is achieved when the offloading power

approaches to infinity, i.e., limpk→∞ P
(J )
so,k(n,C

(J )
s,k (ϵ)) = ϵ.

According to the definitions of λk and µk in Section 3, we have λk → 0 and µk → 0 when
Pk → ∞, while the ratio βk is fixed.

As λk → 0, γ(N −n, λk(2
Rs −1)) → 0 and eλk(1−2Rs )

→ 1 are satisfied. The asymptotic
secrecy outage probability is reduced to

lim
pk→∞

P
(J )
so,k (n,Rs) =

λN−n
k

(N − n− 1)!

∑

i∈J

aiΘ(µi) (19)

Since λN−n
k has the power of N − n, the items containing 1/µN−n

k in Θ(µi) less than
(N − n)th power are eliminated, obtaining

lim
pk→∞

λN−n
k Θ(µi) =(

λk
µk

)N−ne
µi(1+2Rs λk

µk
)
N−n−1
∑

m=0

(

N−n−1

m

)

(−1)N−n−m−1(2Rs)N−n(µi)
N−n−m

×

Γ(m,µi(1 + 2Rs λk

µk
))

(1 + 2Rs
λk

µk
)m

. (20)

After replacing λk/µk with βk and substituting (20) into (19), we have

lim
pk→∞

P
(J )
so,k (n,Rs) =

βN−n
k

(N − n− 1)!

∑

i∈J

aiΦ(µi, βk, Rs) (21)

The proof is done. □

5 Suboptimal Solutions

The problems outlined in Section 4 are both complex and non-convex, with their
non-convexity attributed to the inherent non-convexity of the associated constraints.
Given that closed-form expressions for the optimal solutions cannot be derived, we
obtain suboptimal solutions through a numerical procedure consisting of the following
steps: 1) simplifying the constraints to mitigate problem intractability; 2) relaxing and
transforming the multi-variable optimization problems into solvable single-variable
counterparts; 3) computing the required solutions using numerical methods.

5.1 Solution To Problem P1

We first simplify the constraints of the problem by the following lemma.

Lemma 2 The constraint (14b) and (14d) are strictly binding for the optimal solution to
Problem P1, i.e.,

fk =
(Lk − lk)Xk

T
, (22)

P
(J )
so,k

(

K−k,Rs,k

)

= ϵ. (23)
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Proof Observing the first term in (14a), the local computation energy consumption is an
increasing function of fk. Obviously, the lowest CPU frequency that satisfies the condition
achieves the minimum energy consumption.

According to the property of the SOP, P
(J )
so,k

(

n,Rs,k

)

is an increasing function of Rs,k.

The maximum Rs,k that satisfies (14d) is the ϵ-outage secrecy capacity C
(J )
s,k (ϵ) which makes

P
(J )
so,k

(

n,C
(J )
s,k (ϵ)

)

= ϵ hold. This completes the proof. □

The problem P1 is still complex and non-convex. We continue to transform the
problem by relaxing offloading duration with T , i.e.,

P1.1 : min
lk,pk,Rs,k

(
κkX

3
k(Lk − lk)

3

T 2
+ pkT

)

(24a)

s.t. Rs,k ≥
lk
BT

, (24b)

P
(J )
so,k (K − k,Rs,k) = ϵ, (24c)
[

Lk −
Tfmax

k

Xk

]+

≤ lk ≤ Lk, (24d)

where [·]+ = max(·, 0).
Since the offloading power pk increases with Rs,k, Rs,k = lk/BT achieves the min-

imum energy consumption for fixing other parameters. Moreover, pk can be expressed
as a function of Rs,k from (24c). As such, we can further transform the problem into
the one only having a single variable.

P1.2 :min
lk

(
κkX

3
k(Lk−lk)

3

T 2
+Pk(K−k, p1, ..., p|J |,

lk
BT

)T

)

(25a)

s.t.

[

Lk −
Tfmax

k

Xk

]+

≤ lk ≤ Lk, (25b)

where Pk(n, ..., Rs,k) is the expression of the function of the number of interferers, the

jamming power, and the secrecy rate, for pk, derived from P
(J )
so,k (n,Rs,k) = ϵ.

Although we cannot get a closed-form solution to this problem, the suboptimal
solution can be found numerically. The numerical solution to problem P1.2 is shown
in Algorithm 1. Obviously, the solution to problem P1.2 is equivalent to minimize
the energy consumption of each UAV over offloading bit lk independently. We will
demonstrate it numerically in detail in Section 6.

5.2 Solution To Problem P2

Similar to the solution to problem P1, by applying Lemma 2 and relaxing the offload-
ing and jamming durations with T , the problem P2 is transformed into the following
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Algorithm 1 Numerical solution to problem P1

1: setting: T , B, ϵ, N , K, M , α, Na, Ne;
2: setting: fmax

k , κk, Xk, Lk, da,k;
3: initialization: δ2k;
4: repeat

5: setting: de,j , pj ;
6: initialization: σ2

j , µj ;
7: until j = |J |
8: initialization: lk;
9: repeat

10: repeat

11: Search pk with certain lk via constraint of (24c);
12: until SOP converges to ϵ within a prescribed accuracy;
13: Calculate Eloc

k + Eoff
k ;

14: until lk = Lk

15: Search l∗k to make Eloc
k + Eoff

k the least;
16: Calculate f∗

k , R
∗
s,k, p

∗
k;

17: output: l∗k, f
∗
k , R

∗
s,k, p

∗
k;

one,

P2.1 : min
l,p

K∑

k=|J |+1

κkX
3
k(Lk−lk)

3

T 2
+

K∑

k=|J |+1

Pk(K−k, p1, ..., p|J |,
lk
BT

)T+

|J |
∑

j=1

pjT

(26a)

s.t.

[

Lk −
Tfmax

k

Xk

]+

≤ lk ≤ Lk, ∀k ∈ K/J , (26b)

where l = [l|J |+1, ..., lK ] and p = [p1, ..., p|J |], and the definition of Pk(n, ..., Rs,k) is

the same as above, derived from P
(J )
so,k (n,Rs,k) = ϵ.

By fixing the jamming power p1, p2, ..., p|J |, problem P2.1 is transformed into the
one with a single variable. As such, we can obtain the optimal solution for certain
jamming power numerically. Finally, we can use the exhaustive search method for
all possible p1, p2, ..., p|J | to figure out the ultimate optimal solution. The numerical
solution to problem P2.1 is shown in Algorithm 2.

5.3 Solution To Problem P3

Before solving problem P3 numerically, we need to simplify the problem via the
following lemma.

Lemma 3 The optimal solution of the variables fk, lk, Rs,k and pk should make tlock = toffk .
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Algorithm 2 Numerical solution to problem P2

1: setting: T , B, ϵ, N , K, α, Na, Ne;
2: repeat

3: setting: de,j ;
4: initialization: σ2

j ;
5: until j = |J |
6: repeat

7: initialization: p1, p2,..., p|J |;
8: repeat

9: setting: fmax
k , κk, Xk, Lk, da,k;

10: initialization: δ2k, lk;
11: repeat

12: repeat

13: Search pk with certain lk via constraint of (24c);
14: until SOP converges to ϵ within a prescribed accuracy;
15: Calculate Eloc

k + Eoff
k ;

16: until lk = Lk

17: until k = K
18: until p1, p2,..., p|J | exhaustively searched
19: Find out p∗1, p

∗
2,..., p

∗
|J |, and l∗|J |+1,..., l

∗
K to make the sum energy consumption

the least
20: repeat

21: Calculate f∗
k , R

∗
s,k, p

∗
k;

22: output: l∗k, f
∗
k , R

∗
s,k, p

∗
k;

23: until k = K

Proof We prove this lemma via contradiction. Let f∗k , l
∗
k, R

∗
s,k and p∗k be the jointly optimal

values of fk, lk, Rs,k and pk. We assume (Lk − l∗k)Xk/f
∗
k < l∗k/(BR∗

s,k). One can find by

keeping pk and Rs,k fixed, reducing lk makes toffk and Eoff
k decline. Although Eloc

k increases

with lk decreasing (fk fixed), the increase in Eloc
k can be compensated by the decrease in Eoff

k .

Therefore, there exists another
{

f∗k , l
′

k, R
∗
s,k, p

∗
k

}

, where l
′

k = l∗k−τk and τk is a small positive

value, making (Lk − l
′

k)Xk/f
∗
k ≤ l

′

k/(BR∗
s,k). Similarly, if (Lk − l∗k)Xk/f

∗
k > l∗k/(BR∗

s,k) is

supposed, there exists another
{

f∗k , l
′′

k , R
∗
s,k, p

∗
k

}

that makes (Lk − l
′′

k )Xk/f
∗
k ≥ l

′′

k/(BR∗
s,k)

hold, where l
′′

k = l∗k + τk. We complete the proof. □

Combined with Lemma 2 and Lemma 3, we transform the problem P3 into the
following form.

P3.1 : min
lk

Tk (27a)

s.t.
κkX

3
k(Lk − lk)

3

T 2
k

+ Pk(K−k, p1, ..., p|J |,
lk
BT

)Tk ≤ Ebu
k , (27b)
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[

Lk −
Tkf

max
k

Xk

]+

≤ lk ≤ Lk, (27c)

The problem is changed into the form with a single variable, and we can find the
optimal solution numerically, the algorithm of which is shown in Algorithm 3.

Algorithm 3 Numerical solution to problem P3

1: setting: B, ϵ, N , K, α, Na, Ne;
2: setting: fmax

k , κk, Xk, Lk, da,k, E
bu
k ;

3: initialization: δ2k;
4: repeat

5: setting: de,j , pj ;
6: initialization: σ2

j , µj ;
7: until j = |J |
8: initialization: lk, Tk;
9: repeat

10: repeat

11: repeat

12: Search pk with certain lk and Tk via constraint of (16c);
13: until SOP converges to ϵ within a prescribed accuracy;
14: Calculate Eloc

k + Eoff
k ;

15: until Tk satisfies the condition in (27b)
16: until lk = Lk

17: Search l∗k to make Tk the least;
18: Calculate f∗

k , R
∗
s,k, p

∗
k;

19: output: l∗k, f
∗
k , R

∗
s,k, p

∗
k;

5.4 Computational Complexity

Observing Algorithm 1, there roughly exist thress nesting steps in the process of
numerical-finding: 1) Calculate SOP with variable Rs,k and find the ϵ-outage secrecy
capacity; 2) Calculate ϵ-outage secrecy capacity with variable offloading power and
search optimal offloading power with certain lk; 3) Calculate individual energy con-
sumption and search for the optimal lk to achieve minimum individual energy
consumption. Therefore, the computational complexity is O(m3).1

Different from Algorithm 1, Algorithm 2 has two more nesting steps in the process
of numerical-finding: 1) Loop from U|J |+1 to UK ; 2) Exhaustively search with variable
jamming power. Therefore, the computational complexity of Algorithm 2 is O(m5).

While Algorithm 3 has only one more nesting step, compared with Algorithm 1, by
including: Search for the minimum Tk for the fixed lk, which makes its computational
complexity be O(m4).

1Here m refers to the computational complexity of the SOP.
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Fig. 2 A 5-UAV scenario of secure cooperative UAV-NOMA-enabled MEC network.

6 Results

In this section, we evaluate the performance of the proposed energy- and latency-
efficient computation offloading strategies for this secure cooperative UAV-NOMA-
enabled MEC network.

A 5-UAV scenario is adopted as an example, where 3 UAVs perform offloading tasks
and 2 UAVs act as jammers. For clarity, all nodes are mapped onto a two-dimensional
plane, as depicted in Fig. 2. Each grid in the plane represents 50 meters; based on this
layout, the distance from U1 to the AP is approximately 667 meters, and its distance
to Eve is 500 meters. Using this method, all distances between UAVs and the AP, as
well as between UAVs and Eve, are calculated and summarized in Tab. 2. According
to the relative distances (i.e., the distance between each UAV and the AP versus the
distance between the same UAV and Eve), the SIC order is set as U1 → U2 → U3.

We further make the following assumptions: 1) the AP is equipped with 10 anten-
nas, i.e., N = 10; 2) the bandwidth for each link is 100 MHz, i.e., B = 100; 3) the path
loss in dB is given by PL = 10α lg(d) + 43.5, where the path loss exponent α is set to
2.1 in accordance with 3GPP line-of-sight path loss model; 4) the AP and Eve have
the same the AWGN power spectral density , i.e., N0 = −160 dBm/Hz, leading to
Na = Ne = −80 dBm; 5) all UAVs have identical performance and process the same
task: the computation intensity is X1 = X2 = X3 = 10 cycles/bit, the maximum CPU
frequency is 2 GHz, the effective capacitance coefficient is set as κ1 = κ2 = κ3 = 10−28,
and the total number of task bits for each UAV is L1 = L2 = L3 = 25 Mbits.
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Table 2 Distances between each UAV and AP as well as Eve.

Distance (meters) U1 U2 U3 J1 J2

AP 667 701.78 651.92 - -
Eve 500 460.98 324.04 304.14 291.55

6.1 Energy-Efficient Computation

6.1.1 Individual Energy Consumption Minimization

Fig. 3 presents the individual energy consumption of each UAV against offloading
bits (in Mbits), Each curve starts from the same initial value and exhibits a trend
of first decreasing and then increasing as the offloading bits increase. In addition to
the assumptions specified in the previous subsection, the following parameters are
assumed herein: a latency deadline T = 0.25 s, a secrecy outage probability ϵ = 0.2,
and a jamming power Pj = 10 mW (per jamming UAV).
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Fig. 3 Energy consumption versus offloading bits for individual at the assumption of T = 0.25 s,
ϵ = 0.2, and Pj = 10 mW each.

Note that lk = 0 and lk = 25 Mbits correspond to zero-offloading mode and full-
offloading mode, respectively. At lk = 0, each UAV has the same local computing
energy consumption of 0.025 Joule, which is attributed to the assumption of identical
UAV performance. However, only U1 and U2 can operate in the full-offloading mode;
U3 cannot do so because its ϵ-secrecy outage capacity is insufficient to complete the
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transmission of 25 Mbits of data within the latency deadline T = 0.25 s. The asymp-

totic ϵ-secrecy outage capacities are C
(0)
s,1 (ϵ = 0.2) = 2.22 bps/Hz, C

(1)
s,2 (ϵ = 0.2) = 1.66

bps/Hz, C
(2)
s,3 (ϵ = 0.2) = 0.63 bps/Hz. The corresponding asymptotic offloading bits

within T = 0.25 s are 55.5 Mbits, 41.5 Mbits, and 15.75 Mbits, respectively, which
verifies full offloading mode is not available for U3.

U1, U2, and U3 achieve their minimum energy consumptions of 0.0064 Joule, 0.0088
Joule, and 0.0164 Joule, in the partial offloading mode, with the offloading bits of 15
Mbits, 13.25 Mbits, and 6.5 Mbits, i.e., l∗1 = 15 Mbits, l∗2 = 13.25 Mbits, l∗3 = 6.5
Mbits, respectively. In turn, we have f∗

1 = 400 MHz, f∗
2 = 470 MHz, f∗

3 = 740 MHz;
R∗

s,1 = 0.6 bps/Hz, R∗
s,2 = 0.53 bps/Hz, R∗

s,3 = 0.26 bps/Hz; p∗1 = 19 mW, p∗2 = 25
mW, p∗3 = 25 mW. Here, the resolution of offloading bits and offloading power are
0.25 Mbits and 1 mW, respectively.

6.1.2 Impacts of T and ϵ

In this part, we demonstrate how the latency T and the secrecy outage probability ϵ
impact on the individual and overall energy consumptions.

0.2 0.25 0.3 0.35 0.4 0.45 0.5
0
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Fig. 4 Minimum energy consumption versus latency for individual and overall from T = 0.2 s to
T = 0.5 s.

The minimum energy consumptions versus latency from T = 0.2 s to T = 0.5 s
for each UAV are shown in Fig. 4. Here, the secrecy outage probability ϵ = 0.2, and
jamming power (from each jamming UAV) Pj = 10 mW are still assumed. We note
the minimum energy consumption for individual and overall decreases by increasing
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T . At T = 0.2 s, the minimum energy consumptions for U1, U2, U3, and overall are
0.0.0076 Joule, 0.0111 Joule, 0.0234 Joule, and 0.0461 Joule, respectively, while they
are reduced to 0.0039 Joule, 0.0048 Joule, 0.0062 Joule, ad 0.0249 Joule at T = 0.5
s. The minimum values for U1, U2 and U3 at T = 0.25 s are 0.0064 Joule, 0.0088
Joule, and 0.0164 Joule, respectively, the same as those achieved in Fig. 3, which also
confirms the reliability of the numerical results in Fig. 4. As expected, U1 has the least
energy consumptions for the same T , while U3 needs more energy consumption than
other two UAVs, to complete the similar task, just as in Fig. 3.
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Fig. 5 Minimum energy consumption versus secrecy outage probability for each UAV and their sum
from ϵ = 0.1 to ϵ = 0.5.

Fig. 5 shows the relationship between minimum energy consumptions and secrecy
outage probability for each UAV and overall from ϵ = 0.1 to ϵ = 0.5, at the jamming
power of 10 mW each. The minimum energy consumptions decline with the increase
in secrecy outage probability, from 0.0081 Joule, 0.0124 Joule, 0.0250 Joule, 0.0505
Joule at ϵ = 0.1 to 0.0055 Joule, 0.0074 Joule, 0.0111 Joule, 0.0290 Joule at ϵ = 0.3
to 0.045 Joule, 0.0057 Joule, 0.0071 Joule, 0.0223 Joule at ϵ = 0.5. We can also verify
the reliability of the numerical results in Fig. 5 by observing the values at ϵ = 0.2
which is the same as that in Fig. 3. We note the minimum energy consumption for U3

at ϵ = 0.1 is 0.025, which is just local computing only energy consumption. It implies
zero offloading mode is much better to achieve minimum energy consumption.
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6.1.3 Overall Energy Consumption Minimization

In the above, we focus on how to minimize individual energy consumption as well as
the impacts from latency and secrecy outage probability. We next shift to study the
impact of jamming power on the overall energy consumption.

Fig. 6 shows the minimum values of overall energy consumption versus jamming
power for different requirements of latency, where the curves are convex and have the
extreme values, similar to the above. At the requirement of T = 0.2 s, the jamming
power of 25 mW each achieves the least overall energy consumption of 0.041 Joule
at the side of UAVs (including jammers) for this NOMA MEC network. For the
requirements of T = 0.25 and T = 0.3, the optimal points of jamming power are 15
mW and 10 mW, achieving the least overall energy consumptions of 0.036 Joule and
0.032 Joule, respectively. Here, the resolution of jamming power is 0.5 mW, and ϵ = 0.2
is still supposed. As expected, the overall energy consumptions as well as their least
values decrease with T increasing. We also note the impact of T are narrowed with
the increase of jamming power. At the jamming power of Pj = 30 mW, the minimum
values of overall energy consumption for T = 0.25 s and T = 0.3 s are very close to
each other.
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Fig. 6 Minimum values of overall energy consumption versus jamming power for different T at
ϵ = 0.2.
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6.2 Latency-Efficient Computation

6.2.1 Latency Minimization

0 5 10 15 20 25
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Fig. 7 Latency versus offloading bits for each UAV at the assumption of Ebu = 0.025 Joule and
ϵ = 0.2.

Fig. 7 illustrates the latency of the three UAVs against offloading bits, under the
constraints of an energy budget Ebu = 0.025 Joule (encompassing energy consumption
from jammers), with the assumptions that the secrecy outage probability is 0.2 and
each jammer has a jamming power of 10 mW. The resolutions for latency T and
offloading bits lk are 5 ms and 1 Mbits, respectively. Each curve first decreases and
then increases with the rise in offloading bits, allowing the minimum latency values to
be derived. Specifically, the optimal offloading bits for U1, U2, and U3 are 14 Mbits,
14 Mbits, and 9 Mbits, corresponding to minimum latencies of 90 ms, 100 ms, and 160
ms, respectively. With these optimal offloading bits (l∗1 = 14 Mbits, l∗2 = 14 Mbits,
l∗3 = 9 Mbits) and minimum latencies (T ∗

1 = 90 ms, T ∗
2 = 100 ms, T ∗

3 = 160 ms),
we further obtain the optimal solutions to the problem: f∗

1 = 1222.2 MHz, f∗
2 = 1100

MHz, f∗
3 = 1000 MHz; R∗

s,1 = 1.56 bps/Hz, R∗
s,2 = 1.4 bps/Hz, R∗

s,3 = 0.56 bps/Hz;
and p∗1 = 123 mW, p∗2 = 284 mW, p∗3 = 291 mW.

6.2.2 Impact of Energy Budget

In Fig. 8, we present the curves depicting the relationship between minimum latency
and energy budget (ranging from 0.02 Joule to 0.1 Joule) for each UAV. It is observed

23



that as the energy budget increases, the minimum latency of all UAVs decreases.
Notably, this decreasing trend is more pronounced for U3 compared to the other two
UAVs: when the energy budget rises from 0.02 Joule to 0.06 Joule, the minimum
latency of U3 drops significantly from 165 ms to 110 ms. When the energy budget is
further increased from 0.06 Joule to 0.1 Joule, the minimum latency of U1 and U2

exhibits little variation, whereas that of U3 continues to decrease, falling from 110 ms
to 90 ms.
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Fig. 8 Minimum latency versus energy budget for each UAV from Ebu = 0.02 Joule to Ebu = 0.1
Joule.

Up to this point, all the numerical results and observations presented in this section
are consistent with our expectations.

7 Discussion

We admit the study has the following limitations:

• Static Network Assumption: This study assumes that UAVs are in hovering state
(fixed 3D position) during task offloading, and the wireless channel is subject
to quasi-static Rayleigh fading. In practical scenarios, UAVs often need to move
dynamically to adapt to changing network topologies, and dynamic mobility will
lead to time-varying channel conditions and NOMA interference, which may make
the fixed offloading bit ratio and jamming power derived in this study suboptimal.
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• Simplification of Latency and Energy Components: The study neglects two key
latency components: MEC server data processing latency and downlink transmission
latency from AP to UAVs. Although this simplification is reasonable under the
assumption of high-performance MEC servers and small result data volume, in some
dense IoT deployments, MEC servers face massive task offloading requests, and their
processing latency will increase significantly.

• Fixed SIC Decoding Order and Jammer Assignment: The study sets a fixed SIC
decoding order for offloading UAVs based on their relative distances to the AP
and eavesdropper, and a fixed subset of UAVs is designated as jammers. In some
scenarios, the optimal SIC decoding order of NOMA is closely related to UAV
channel conditions and offloading power, and dynamic adjustment of the decoding
order can further improve spectral efficiency and energy efficiency.

• Single Eavesdropper Scenario: The study only considers a single passive eavesdrop-
per in the network, while practical UAV-NOMA-MEC networks may face multiple
eavesdroppers with different positions and channel conditions.

Based on the above limitations, the key directions for future research are proposed as
follows:

• Dynamic UAV mobility and trajectory optimization: Integrate UAV flight energy
consumption and dynamic channel conditions into the optimization model, and
jointly optimize UAV trajectory, offloading strategy, and jamming power to adapt
to time-varying network topologies.

• Full network energy/latency optimization: Extend the optimization objective from
UAV-side energy consumption to the total energy consumption of the entire network
(including AP and MEC server), and consider MEC server processing latency and
downlink transmission latency to build a more comprehensive latency model.

• Adaptive SIC decoding and jammer selection: Design dynamic SIC decoding order
adjustment algorithms based on real-time channel conditions and offloading power,
and develop adaptive jammer selection schemes for multiple eavesdropper scenarios
to improve the flexibility and security of the network.

• Multi-eavesdropper and active attack defense: Extend the single passive eavesdrop-
per model to multiple eavesdropper scenarios, and consider active jamming attacks
from malicious nodes; design joint anti-eavesdropping and anti-jamming strategies
by combining cooperative jamming with beamforming or trajectory optimization.

• Integration with emerging intelligent technologies: Combine the proposed offloading
strategy with federated learning, reinforcement learning, and blockchain to design
adaptive and secure resource allocation algorithms for UAV-NOMA-MEC networks,
and explore the application of these technologies in energy- and latency-constrained
UAV scenarios.

Despite the above limitations, this study provides important practical engineering
implications for the deployment of secure UAV-NOMA-MEC networks:

• Partial offloading as a default strategy: For UAVs with strict energy and latency
constraints, partial offloading with an optimal offloading bit ratio should be adopted
instead of full/zero offloading, and the optimal offloading ratio can be pre-calculated
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according to UAV channel conditions and task requirements (e.g., latency deadline,
SOP threshold) using the numerical method proposed in this study.

• Optimal jamming power configuration: In cooperative jamming UAV networks, the
jamming power should be configured according to the latency requirement of the
task—higher latency deadlines allow lower jamming power, and vice versa—avoiding
over-jamming or under-jamming to achieve energy-saving and secure offloading.

• Parameter tuning for performance improvement: For UAVs with weaker channel
conditions, appropriately relaxing the SOP threshold (within the security require-
ments of the application) or increasing the energy budget can significantly improve
their offloading performance; expanding the latency deadline is also an effective way
to reduce energy consumption for non-latency-critical applications.

• Lightweight optimization for real-time deployment: The proposed suboptimal solu-
tion framework with low computational complexity is suitable for real-time resource
allocation of resource-constrained UAVs, and can be implemented on UAV on-board
computers with simple numerical calculation modules, without the need for complex
intelligent algorithm training.

In summary, this study establishes a theoretical and methodological foundation for
energy- and latency-efficient secure offloading in UAV-NOMA-MEC networks, and its
findings and limitations provide clear guidance for the follow-up research and practical
deployment of this emerging network paradigm.

8 Conclusion

We have investigated energy- and latency-efficient computational offloading for this
secure cooperative UAV-NOMA-enabled MEC network in the presence of an eaves-
dropper, where a cluster of UAVs act as jammers to assist in achieving secure offloading
for the remaining UAVs. The system is modeled with partial offloading, incorporating
the secrecy metric of secrecy outage probability. First, the closed-form expression for
the individual secrecy outage probability under jamming conditions is derived. Sub-
sequently, we formulate two optimization problems focused on energy-efficient and
latency-efficient computational offloading, respectively; these problems are non-trivial
due to the non-convexity of their constraints. To address this, the original optimization
problems are converted into suboptimal counterparts through three steps: 1) simpli-
fying and relaxing the constraints; 2) transforming multiple variables into a single
variable; 3) providing numerical solutions. In turn, the algorithms for solving these
suboptimal problems, along with their computational complexities, are presented and
elaborated. Finally, we validate the suboptimal solutions to these problems via a
suitable numerical case.
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Appendix A

Consider independent exponential random variables ξ0, ξ1, ξ2, ..., ξn with ξi∼Exp (µi)
for i = 0, ..., n and distinct parameters (µi ̸= µj , ∀i ̸= j). Define Yn =

∑n
i=1 ξi, where

ξ0 and Yn are independent.
The CDF of the random variable Zn = ξ0

1+Yn
is then given by

FZn
(z) =

∫ ∞

0

∫ zy+z

0

fYn
(y) fξ0 (ξ) dξdy

=

∫ ∞

0

fYn
(y)Fξ0 (zy + z) dy

= 1−

∫ ∞

0

fYn
(y) e−µ0(zy+z)dy

⏞ ⏟⏟ ⏞

L1

, (A1)

where,
Fξ0 (ξ) = 1− e−µ0ξ, ξ ≥ 0 (A2)

The PDF of the Yn is derived in [34],

fYn
(y) = f1 (y)

n∏

i=1

µi, y > 0 (A3)

where

f1 (y) =
exp (−µ1y)
∏n

i=2 (µi−µ1)
+· · ·+

(−1)
k−1

exp (−µky)
∏n

i=k+1 (µi−µk)
∏k−1

j=1 (µk−µj)
+· · ·+(−1)

n−1 exp (−µny)
∏n−1

j=1 (µn−µj)
.

(A4)

Substitute (A4) into L1, and obtain,

L1 =

(
n∏

i=1

µi

)
∫ ∞

0

f1 (y) exp (µ0 (zy + z)) dy
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= exp (−µ0z)

∏n
i=1 µi

∏n
i=1 πi

∫ ∞

0

L2
⏟ ⏞⏞ ⏟

f2 (y)
n∏

i=1

πi

⏞ ⏟⏟ ⏞

L3

dy, (A5)

where πi = µi + µ0z, i = 1, ..., n, and,

f2 (y) =
exp (−π1y)
∏n

i=2 (πi−π1)
+· · ·+

(−1)
k−1

exp (−πky)
∏n

i=k+1 (πi−πk)
∏k−1

j=1 (πk−πj)
+· · ·+(−1)

n−1 exp (−πny)
∏n−1

j=1 (πn−πj)
.

(A6)

A direct comparison of f2 (y) and f1 (y) reveals they have an identical structure.
This implies L2 is also a PDF. With L3 = 1, substituting these conditions into (A5)
gives

L1 =

∏n
i=1 µi

∏n
i=1 (µi + µ0z)

e−µ0z, (A7)

Furthermore, substitute (A7) into (A1), achieving,

FZn
(z) = 1−

∏n
i=1 µi

∏n
i=1 (µi + µ0z)

e−µ0z, z ≥ 0 (A8)

Finally, substituting specific parameters into (A8) obtains (10).
The proof is completed.

Appendix B

We first make a transformation of (10) for easy derivation next, by changing
multiplication into addition, yielding

F
η
(J )
k

(ηk)= 1−
∑

i∈J

aie
−µkηk

(

1 + µk

µi
ηk

) , ηk≥0 (B9)

where ai is defined in (13).
The process of the derivation for the secrecy outage probability of Uk is shown as

follows,

P
(J )
so,k (n,Rs) = Pr

(

1 + γ
(n)
k

1 + η
(J )
k

< 2Rs

)

= 1−

∫ ∞

2Rs−1

dγk

∫ 2−Rsγk+2−Rs−1

0

fγn
k
(γk) fη(J )

k

(ηk) dηk
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= 1−

∫ ∞

2Rs−1

fγn
k
(γk)Fη

(J )
k

(
2−Rsγk + 2−Rs − 1

)
dγk

= 1−
λN−n
k

(N−n−1)!

∫ ∞

2Rs−1

γN−n−1
k e−λkγkdγk

⏞ ⏟⏟ ⏞

L1

+

∫ ∞

2Rs−1

λN−n
k eµk(1−

1

2Rs
)

(N−n−1)!

∑

i∈J

aiγ
N−n−1
k e−(

µk

2Rs
+λk)γk

1+ µk

µi
( γk

2Rs
+ 1

2Rs
−1)

dγk

⏞ ⏟⏟ ⏞

L2

(B10)

By applying the following integral result [35, Eq.(3.381.9)],

∫ ∞

u

xme−βxdx =
Γ(m+ 1, βu)

βm+1
, (B11)

we obtain,

L1 = 1−
Γ(N − n, λk(2

Rs − 1))

(N − n− 1)!
(B12)

Since Γ(N − n, λk(2
Rs − 1)) + γ(N − n, λk(2

Rs − 1)) = Γ(N − n) = (N − n− 1)!,
we further reduce to

L1 =
γ(N − n, λk(2

Rs − 1))

(N − n− 1)!
(B13)

We continue the process of derivation by

L2 =
λN−n
k eµk(1−2−Rs )

(N − n− 1)!

∑

i∈J

ai
µi

µk
2Rs

∫ ∞

2Rs−1

γN−n−1
k e−(2−Rsµk+λk)γk

γk + 2Rs( µi

µk
− 1) + 1

dγk. (B14)

Let γk = x− 2Rs( µi

µk
− 1)− 1, yielding

L2 =
λN−n
k eλk(1−2Rs )

(N − n− 1)!

∑

i∈J

ai
µi

µk
2Rs

e
−µi(1+2Rs

λk
µk

)

L3
⏟ ⏞⏞ ⏟
∫ ∞

2Rs
µi
µk

(x−2Rs( µi

µk
−1)−1)N−n−1

xe(2−Rsµk+λk)x
dx (B15)

and

L3 =

N−n−1∑

m=0

(
N−n−1

m

)

(−2Rs(
µi

µk
−1)−1)N−n−m−1

∫ ∞

2Rs
µi
µk

xm−1

e(2−Rsµk+λk)x
dx

⏞ ⏟⏟ ⏞

L4

. (B16)
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Similarly, apply the integral result in (B11), obtaining

L4 =
Γ(m,µi(1 + 2Rs λk

µk
))

(2−Rsµk + λk)m
. (B17)

Finally, the closed-form expression of the secrecy outage probability is given by

P
(J )
so,k (n,Rs) =

γ(N−n, λ(2Rs−1))

(N − n− 1)!
+
λN−n
k eλk(1−2

Rs )

(N−n−1)!

∑

i∈J

ai
µi

µk
2Rse

µi(1+2Rs λk
µk

)
N−n−1∑

m=0

(
N−n−1

m

)

×

(−2Rs(
µi

µk
− 1)− 1)N−n−m−1

Γ(m,µi(1 + 2Rs λk

µk
))

(2−Rsµk + λk)m
. (B18)

The proof is completed.
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