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Abstract

Symbolic execution can assess the feasibility of interprocedural control flow
paths, including those associated with reports from static security analyzers,
helping reduce unnecessary investigation of false-positive reports. However, its
computational cost limits its practical application.
This study aims to develop and implement a method for interprocedural path
feasibility analysis using directed symbolic execution, assess its scalability across
paths of varying length and complexity, and evaluate its effectiveness as a post-
processing step for static analyzers.
The proposed method is based on symbolic execution. Because symbolic exe-
cution is resource-demanding, the method directs execution by eliminating
redundant program branches unrelated to the path being verified. To enable
automated path feasibility analysis, the study presents automatic symbolization
approaches supporting variables and memory locations with unknown values,
entry-point function parameters, dynamically linked functions' return values and
pointer arguments. To mitigate path explosion in loops, the method limits loop
iteration counts without terminating symbolic execution.
The method achieved 95.3% recall on the extracted GNU Coreutils paths. Inte-
gration with MLH static analysis tool increased precision from 56.6% to 100%
on the evaluated Juliet subset while preserving recall. When applied to Infer and
Clang Static Analyzer reports, the method maintained or improved their base-
line performance, whereas KLEEF reduced the corresponding F1-scores to 0 and
0.074, respectively.
The results indicate that the proposed method scales effectively for real-world
programs, improving static analysis precision while preserving detected true
positives on the benchmarks.

Keywords: software security testing; directed symbolic execution; static analysis;
path feasibility; symbolic memory modeling; empirical evaluation
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1 Introduction

Ensuring the security and reliability of software systems is a fundamental challenge
in modern software engineering. As the systems grow in complexity and size, there is
an urgent need for automated software analysis techniques. Static analysis addresses
this challenge by analyzing program code without executing it. While these meth-
ods are scalable, they often produce false positives. One of the typical representations
employed by static analyzers is the control flow graph (CFG). In a CFG, nodes repre-
sent basic blocks and edges represent possible control transfers between them. When
analysis extends across function boundaries — tracking how calls and returns connect
individual procedure CFGs into a unified whole — the result is an interprocedural
CFG (ICFG). This structure enables static analyzers to explore possible execution
paths through a program.

To balance code analysis performance and the level of false positives, static ana-
lyzers rely on path feasibility analysis—the process of determining whether a specific
path in an ICFG is actually executable at runtime.

For instance, consider the source code example in Figure 1, and its CFG presented
in Figure 2. A static analyzer might report a potential vulnerability along the control
flow path BB1 → BB2 → BB4 → BB5, which reaches the call to vulnerable_function.

1 int main()

2 {

3 int x = rand();

4 int y = rand();

5 if (x <= y) {

6 x = y + 1;

7 } else if (x > y) {

8 x = y - 1;

9 }

10
11 if (x == y) {

12 vulnerable_function();

13 }

14
15 return 0;

16 }

Fig. 1 An infeasible path example

However, the reported path is infeasible because the code's semantics prevent its
execution. To filter out such false-positive results, additional path feasibility analysis
needs to be performed.

We propose a symbolic-execution-based (King 1976) method to determine the fea-
sibility of any path in a given set of interprocedural control flow graph (ICFG) paths
extracted from C and C++ programs. Symbolic execution is a program analysis tech-
nique that interprets a program's execution using symbolic values rather than concrete
inputs. During the interpretation, symbolic execution constructs path constraints that
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Fig. 2 CFG of the function from Figure 1

are solved using satisfiability modulo theories (SMT) (De Moura and Bjørner 2008)
solvers. While symbolic execution is a powerful technique, it is computationally expen-
sive. Since it attempts to explore all possible program paths, the required resources
increase rapidly, often leading to path explosion. To address these challenges for path
feasibility analysis, we propose a method that directs symbolic execution, focusing
only on the target path and eliminating exploration of unrelated program branches.

Additionally, to be practical for static analyzers, path feasibility analysis must be
fully automated and satisfy several key requirements:

• Automated Memory Symbolization: When the symbolic executor encounters reads
from an uninitialized memory location, it should automatically symbolize the
unknown values.

• Memory Model: Since a static analyzer may identify a bug originating from an
arbitrary function, the sizes and connectivity of the involved data structures are not
always known. Therefore, the symbolic execution engine must employ a memory
model that supports symbolic pointers, enabling the analysis of arbitrary pointer
parameters, complex data structures, and dynamic memory allocation.
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• External Function Behavior: To ensure comprehensive exploration of all possible
execution paths, the symbolic executor must model the side effects of calls to
external functions (i.e., functions whose bodies are unavailable to the analysis).

• Loop Bounding: To prevent the symbolic execution from becoming trapped in long
or infinite loops, a robust loop-bounding strategy must be integrated. This ensures
that the engine can limit loop exploration and continue analyzing subsequent parts
of the target path.

The main contributions of this work are as follows:

1. A directed symbolic execution algorithm for determining the feasibility of any ICFG
path in a specified set.

2. Fully automatic symbolization strategies for variables with unknown values,
external function return values, and pointer arguments.

3. A memory model supporting symbolic pointer reasoning.
4. A loop-bounding algorithm that limits iterations without terminating symbolic

execution.
5. An empirical evaluation on real-world software and the Juliet test suite (NIST

2026).

The remainder of this paper is organized as follows. Section 2 presents the path
feasibility analysis algorithm. In Section 3, we describe approaches for the automatic
symbolization. Section 4 presents the memory model. Section 5 describes an algo-
rithm for limiting loop iteration counts without interrupting the symbolic execution.
Section 6 provides implementation details. Section 7 is dedicated to related work.
Section 8 provides the developed testing system and evaluation results. Section 9
presents the conclusion and future work.

2 Interprocedural path feasibility analysis

This section presents an algorithm, based on directed symbolic execution, for deter-
mining whether at least one path in a specified set of ICFG paths is feasible. All paths
are assumed to share a common entry block and a common target block. Unlike stan-
dard symbolic execution, which attempts to explore all reachable execution paths, the
proposed method directs execution to a predefined set of basic blocks corresponding
to the set of paths. This algorithm is particularly useful for verifying program proper-
ties that may involve multiple valid control flow variations within a specific execution
scope.
Algorithm description:

Input:

1. First basic block of all paths' entry-point function (Bentry).
2. Last basic block of all paths (Btarget).
3. The set of basic blocks representing the allowed execution scope (Sallowed).
4. A set of basic blocks that represents the specific milestones that must be reached

to consider the verification successful:
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Sreq = {Bentry, B1, B2, . . . , Btarget} ⊆ Sallowed. (1)

5. Loop iteration bound Cmax.

Output: A boolean value indicating whether there is a feasible path that starts from
Bentry, remains entirely within Sallowed, covers the set Sreq, and reaches Btarget.

1. Preprocessing: If the reported path begins at a basic block other than the entry
block of the corresponding function, Sallowed is extended to include all basic blocks
that belong to the CFG paths originating from the function's entry basic block and
reaching Bentry. After, Bentry is replaced by the entry basic block of the function.

2. Initialization: Symbolic execution is initialized at Bentry. Entry-point function
parameters and external variables are made symbolic.

3. Execution Loop: The engine symbolically executes the program instructions.
3.1. Automatic Symbolization: Uninitialized local variables, memory locations, and

environment-dependent values are made symbolic.
3.2. Basic Block Marking: If the executed basic block belongs to Sreq, it is marked.
3.3. Pruning: At every branching point, for each successor basic block Bsuccessor,

exploration of the corresponding branch is pruned if Bsuccessor /∈ Sallowed.
3.4. External Consistency: Calls to external functions trigger a re-symbolization of

errno, return values, and memory locations referenced by pointer arguments
to account for side effects when the function body is unavailable.

3.5. Loop Iteration Limit: If a loop header executes more than Cmax times, the
engine forces the current symbolic state to exit the loop (detailed in Section 5).

4. Verification:

4.1. When Btarget is reached and all basic blocks in Sreq are marked, the algorithm
reports that at least one path in the specified set is feasible. Otherwise, it
continues the Execution Loop.

4.2. If the symbolic execution terminates without reaching Btarget, or without exe-
cuting all elements in Sreq, the algorithm reports that no feasible path was
found in the specified set.

The preprocessing step is required to handle cases where a static analyzer reports
a path that begins at an arbitrary basic block rather than at the function entry. The
pruning step eliminates exploration of regions outside the specified scope, thereby
improving scalability.

2.1 Single path analysis

This subsection discusses the special case of determining the feasibility of a single
ICFG path.

Path: Let P denote a sequence of basic blocks in the program's ICFG:

P = ⟨Bentry, B1, B2, . . . , Btarget⟩. (2)

Where:
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• Bentry is the first basic block of the path's entry-point function.
• Btarget is the final basic block in the sequence.

In this case, we apply the algorithm where

Sallowed = Sreq = {B | B ∈ P}. (3)

Although P is defined as a sequence of basic blocks, the pruning and verification
steps use set-based matching rather than exact sequence matching. This is necessary to
support the loop-bounding approach, which may force execution to exit a loop before
all repeated occurrences of loop blocks in P have been traversed. Consequently, the
algorithm verifies whether all basic blocks in P were executed and whether the target
block remains reachable, rather than requiring exact reproduction of the original path.

3 Automatic symbolization approaches

For path feasibility analysis, the symbolic executor must be able to explore all
potential paths reaching the target endpoint. To enable this, we propose a set of
automated symbolization strategies that require no manual configuration. Specifically,
our approach automatically symbolizes entry-point function parameters, uninitialized
local variables and memory locations, external global variables, return values and
pointer arguments of external functions, and pointer-referenced memory locations.

1 int foo(int a)

2 {

3 if (a < 10)

4 return 1;

5 else if (a > 10)

6 return 0;

7 else

8 return -1;

9 }

Fig. 3 Entry-point function example

The example in Figure 3 illustrates the need for automatic symbolization. The
control flow of foo contains three feasible execution paths, each determined by the
value of the input parameter a: (1) a < 10, (2) a > 10, and (3) a == 10. To explore
all three paths, the symbolic executor must treat a as a symbolic value rather than
assigning it a concrete value. Automatic symbolization of entry-point function param-
eters enables the generation of the corresponding path constraints and ensures that all
feasible paths dependent on the function inputs are systematically analyzed without
requiring user intervention.
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3.1 Automatic symbolization of entry-point function

parameters

Static analyzers may report ICFG paths originating from arbitrary functions rather
than only from program entry points. In such cases, symbolic execution must begin
at the given entry-point function. The suggested approach is to symbolize every
parameter of the entry-point function.

3.2 Automatic symbolization of uninitialized local variables

and memory locations

According to the C and C++ standards, a non-static, uninitialized local variable's
value is indeterminate, meaning it can hold any arbitrary value. Therefore, the engine
must create a symbolic object for each uninitialized variable and allocated memory
region whose content is not explicitly initialized (allocated by new, malloc, etc.).
These symbolic objects remain unconstrained until they are overwritten by program
assignments or restricted by accumulated path constraints.

Although reading an uninitialized object constitutes Undefined Behavior (UB),
our model treats such values as symbolic for path feasibility analysis. Conservatively
modeling all possible runtime values, rather than strictly adhering to the compiler's
optimization assumptions. While this may introduce spurious feasible paths com-
pared to a strict standard-compliant execution, it ensures that paths resulting from
uninitialized memory usage are not missed.

3.3 Automatic symbolization of external global variables

External global variables may be initialized in separate modules that are not available
to the analyzer. Consequently, the value of such a variable may be unknown at the
beginning of symbolic execution. These variables are made symbolic.

While this approach is generally effective, there are special global variables such
as errno (Linux 2026a) and environ (Linux 2026b) that require individual processing
for more precise analysis.

3.3.1 Automatic symbolization of errno

Because the implementation of an external function is unavailable, its effect on errno
is treated as unknown. Therefore, after every external function call, the errno should
be made symbolic. This allows the symbolic executor to explore dependent execution
paths.

3.3.2 Automatic symbolization of environ

Without symbolic environment variables, analysis can be incomplete because the tar-
get program's execution paths may depend on environment variables. To enable the
symbolic executor to explore these paths, the environment variables must be consid-
ered symbolic. Treating environ as an ordinary global symbolic variable may cause
non-termination or excessive state generation during calls to the setenv (Linux 2026c)
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and getenv (Linux 2026d) functions. The reason is that these functions iterate through
the environ array, comparing strings. If the length of the symbolic variable is not
constrained, the engine can never prove that it has reached the end of the array. Con-
sequently, it will continue to create new execution states for every possible character
position.

The developed algorithm automatically makes the environ global variable sym-
bolic at the beginning of the symbolic execution by creating a fixed count of symbolic
environment variables with fixed lengths. The number of symbolic environment vari-
ables and their maximum lengths are configurable parameters. This approximation
may miss behaviors that depend on a larger number of variables or longer strings than
the configured bounds.

3.4 Automatic symbolization of external function return value

Programs may call external functions whose implementations are unavailable to the
analysis, such as dynamic library functions. If such a call returns a value, the engine
symbolizes the returned value.

3.5 Automatic symbolization of external function pointer

arguments

If an external function has non-constant pointer or reference parameters, it may
modify the memory reachable through those arguments. Thus, during processing an
external call, the engine re-symbolizes the memory regions referenced by such pointer
and reference arguments.

3.6 Function pointers and virtual functions

Symbolic function pointers demand another approach. A symbolic executor should
determine what functions can be called using a function pointer. Our approach
searches candidate functions by function signature and return value. If the engine
finds a matching function, it forks the symbolic state for that function.

The solution takes into account virtual function calls. To resolve virtual function
calls, the algorithm does the following:

1. Build a virtual function registry: Extract all virtual function pointers from the
program's virtual tables.

2. Identify caller's potential types: During processing a virtual function call instruc-
tion, examine the first argument type. If it is a pointer to a class type (e.g., Base*),
collect all classes that derive from Base, as the actual runtime type could be any
of these derived classes.

3. Generate call candidates: For each derived class identified in step 2, look up its
corresponding virtual table to find the function that occupies the same vtable
slot as the one being called. Each candidate will have the same virtual function
signature but will be the override implementation specific to that derived class
(e.g., Base::f1(), Derived1::f1(), Derived2::f1()).
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4. Fork symbolic states: Create a separate symbolic state for each candidate function,
allowing the symbolic execution to explore all possible execution paths.

The algorithm is complete but not sound. It will find all possible candidates for
a virtual function; however, the list of candidates may include non-virtual functions,
which are redundant in this case. As a result, this approach makes the symbolic
executor execute redundant paths.

4 Memory model

For a symbolic executor, modeling memory objects with statically known sizes is
straightforward. For example, for a static array, it will allocate an object of a known
size to model it. However, if an array is passed to a function, its size is not available.
We aim to develop a flexible approach to handle such situations.

1 struct S1;

2 struct S2 {

3 struct S1* arr;

4 };

5
6 void foo(struct S2* arg)

7 {

8 ...

9 }

Fig. 4 Example of arrays with unknown size

As an illustrative example, consider the code example in Figure 4. Assume that
symbolic execution starts at foo. The parameter arg is represented as a symbolic
pointer, but the size and structure of the memory region referenced by that pointer are
unknown. Also, the number of objects of each arg[i].arr is unknown. Some approaches
allocate fixed-size arrays under symbolic pointers or allocate an array at the first
memory access again with a fixed size. These approaches are simple and easy to
implement, but are limited to predefined array sizes. We introduce a more flexible
approach.

The key of the proposed memory model is as follows: for a symbolic pointer of
type T*, the algorithm does not create the memory object referenced by the pointer
until that memory is accessed. When the address is accessed for the first time, a
single memory object of type T is created, and the relationship between the symbolic
pointer and the accessed memory is recorded. For subsequent dereferences for the same
base pointer (the original symbolic pointer value from which subsequent addresses are
derived using pointer arithmetic), the algorithm considers possible aliasing scenarios:
(A) There is an old memory object with the same offset as the current dereference. In
this case, the same memory object is reused. (B) There is an old memory object, the
offset of which may differ from the current dereference offset. So, the pointer could
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either reference one of the previously allocated memory objects created from the same
symbolic base or it could reference an entirely new memory location.

To explore these possibilities, the algorithm forks the symbolic state according
to the equality of corresponding offsets. For each existing memory object allocated
with some offset from that symbolic base, it creates a state that reuses that object.
Additionally, it creates one more state representing the case where the pointer does
not alias any currently allocated objects, requiring a new memory object.

1 int foo(int *arr)

2 {

3 if (arr[5] < 10)

4 return 1;

5 else if (arr[5] > 10)

6 return 0;

7 else

8 return -1;

9 }

Fig. 5 Simple symbolic pointer dereferencing example

1 void foo(int i, int j, int k, char *arr)

2 {

3 char a = arr[i];

4 char b = arr[j];

5 char c = arr[k];

6 }

Fig. 6 Example for possible aliasing scenarios

This approach systematically explores feasible memory configurations while main-
taining the relationship between symbolic pointers and their accessed memory
locations. To mitigate potential state explosion caused by aliasing of symbolic point-
ers, the count of newly created states per pointer is user-configurable, allowing a
trade-off between analysis precision and scalability.

For the code example in Figure 5, at the beginning, the engine will create only
a symbolic pointer for the parameter arr. When execution reaches line 3, a symbolic
executor creates a symbolic memory under arr[5] and records a mapping between the
address arr+5 and the created object. As a result, our approach enables the symbolic
executor to explore all three feasible execution paths of the function.

To clarify how additional states are created based on previously allocated objects,
consider the example in Figure 6. Since all the parameters are made symbolic, the sym-
bolic executor will explore five execution states depending on the program's memory
state. The memory states are described in Figure 7.

This memory model supports symbolic exploration of various data structures,
including linked lists, trees, and hash tables, without relying on fixed-size allocations.
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a) i = j ∧ j = k b) i = j ∧ i ̸= k

c) i = k ∧ i ̸= j d) j = k ∧ i ̸= j

e) i ̸= j ∧ i ̸= k ∧ j ̸= k

Fig. 7 Possible aliasing configurations for the three symbolic array accesses in Figure 6

5 Bounding loop iterations

Path explosion is one of the main challenges in symbolic execution, and loops are a
major source of this problem. Especially, a loop whose termination condition depends
on symbolic values may lead to non-terminating symbolic execution. Even loops with
non-symbolic conditions in real-world projects can make symbolic execution compu-
tationally expensive. Therefore, bounding loop exploration is essential in symbolic

11



execution. It is important to notice that after exiting the loop, the symbolic state
should continue its execution. We suggest a fast-bounded loop termination solution.
The high-level description of our algorithm is as follows: it takes as input a maximum
loop iteration bound. If a symbolic state enters a loop more than the given threshold
times, the algorithm redirects the symbolic execution of the state to the loop exit.

Let Cmax denote the maximum number of times a symbolic state is allowed to
enter a given loop. For every loop, the algorithm records its header and exit edges,
as well as the iteration count. If a loop header executes more than Cmax times, the
algorithm redirects the symbolic state using only exit edges whose source basic block
is executed by the current symbolic state at least once.

After redirecting the symbolic state, the engine symbolizes only the memory loca-
tions written during that state’s execution of the loop. After the termination, the
algorithm resets the iteration count of the loop.

Restricting the forced exits to edges whose source basic blocks were already
executed avoids making gaps in execution flow. Symbolization of written memory loca-
tions enables the engine to explore some feasible paths (e.g., paths requiring higher
iteration counts) that could be missed because of termination.

This loop-bounding strategy introduces a deliberate trade-off between complete-
ness and scalability. By forcing a loop exit after Cmax iterations, the analyzer may
explore paths that are logically unreachable under standard execution semantics (false
positives). However, in the context of validating static analysis reports, this trade-
off is acceptable as it prioritizes the reachability of the target defect location over
computationally expensive exploration of all loop behaviors.

6 Implementation

We implemented our method by extending KLEE (Cadar et al. 2008; KLEE 2026)
(v3.1), a symbolic execution engine for C and C++ programs built on the LLVM com-
piler infrastructure (LLVM 2026a). KLEE executes programs represented in LLVM
intermediate representation (LLVM IR), models memory with bit-level accuracy,
and employs constraint-solving optimizations. It supports SMT solvers such as STP
(Ganesh and Dill 2007) and Z3 (De Moura and Bjørner 2008; Z3 2026).

We adapted KLEE to direct symbolic execution by pruning branches that lead
outside the allowed set of basic blocks, avoiding the exploration of irrelevant execu-
tion states. We also implemented automatic symbolization of variables and memory
locations with unknown values, entry-point function parameters, and dynamically
linked functions’ return values and pointer arguments. Finally, we implemented a loop-
bounding strategy that limits loop exploration while allowing symbolic execution to
continue beyond loops. The following subsections describe these extensions in detail.
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6.1 Automatic symbolization of variables and memory

locations

KLEE requires users to explicitly specify which variables should be symbolic. Our
implementation uses the KLEE and LLVM APIs to automatically create sym-
bolic objects for uninitialized local variables and memory locations, external global
variables, and special global variables such as errno and environ.

6.2 Automatic symbolization of entry-point function

parameters

KLEE supports starting symbolic execution from any specified function but only
handles parameters automatically for the main function. In other words, this feature
works if the given entry-point function is main or has no parameters. We extended
this feature, making all parameters of the entry-point function symbolic.

6.3 Automatic symbolization of external function return value

and pointer arguments

When an external function is called, the original KLEE cannot continue symbolic exe-
cution unless it is possible to execute the external function dynamically, concretizing
the arguments of the call. To prevent dynamic behavior and continue symbolic exe-
cution, our method abstracts the function call and creates a symbolic object for the
returned value and memory locations referenced by non-constant pointer arguments
of the external function call.

6.4 Symbolic function pointers and virtual functions

Original KLEE has limited support for symbolic function pointers and virtual func-
tions. We extended this part by implementing the described algorithm. For symbolic
function pointers, we iterate over all defined functions in the module and find exact
matches. For virtual functions, we use LLVM's virtual table information. It keeps
global virtual tables for each class. These classes contain function pointers to all can-
didate functions. Also, every derived class contains a pointer field to its base class.
Using this information, we find all possible candidates from the current module and
create a new symbolic state for every matched function.

6.5 Automatic symbolization of pointer-referenced memory

KLEE resolves symbolic addresses by matching them against existing memory objects.
However, our method supports starting symbolic execution from an arbitrary function,
where memory objects referenced by pointer parameters may not yet exist in the exe-
cution state. To address this limitation, we implemented the memory model described
in Section 4 with KLEE’s existing memory model. For symbolic pointers handled by
our model, the implementation bypasses KLEE’s matching against existing program
objects and creates memory objects on demand when the pointers are dereferenced.
Subsequent accesses reuse previously created objects or create new ones according to
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the aliasing constraints described in Section 4. By avoiding matching against unre-
lated memory objects, our approach also reduces the state forking associated with
symbolic address resolution.

6.6 Bounding loops iterations

LLVM does loop analysis and provides collected information via its API. We collect
loops with headers and exit edges for each function and apply our bounded loop
termination algorithm during symbolic execution.

7 Related work

The problem of determining the feasibility of a specific control flow path is undecidable
in the general case, yet it remains an important component of automated software
analysis, testing, and verification. Research in this area is extensive and can be broadly
categorized into symbolic execution, model checking (Clarke et al. 1986), abstract
interpretation (Cousot and Cousot 1977), and hybrid approaches.

7.1 Symbolic execution

This method treats program inputs as symbolic variables rather than concrete values,
enabling the executor to explore multiple execution paths simultaneously. It uses a
constraint solver to determine possible execution directions.

One of the fundamental limitations of symbolic execution is path explosion, in
which the number of symbolic states grows exponentially with branching and loop
nesting. Our approach mitigates this by directing the symbolic execution strictly to
the target path or subgraph, thereby avoiding the cost of exhaustive execution.

7.2 Model checking

Model checking is an automated formal verification technique that constructs a finite
model of a program and exhaustively checks if a desired property holds. Bounded
model checking (BMC) (Biere et al. 1999) unrolls program loops a finite number of
times and translates the resulting bounded program and the verification property into
a single formula. This formula is then solved using a SAT (Sörensson and Eén 2003;
Moskewicz et al. 2001) or SMT solver to check the feasibility of all paths up to a
certain length.

In contrast, while BMC is effective for finding counterexamples in bounded depths,
it often may not scale to large software systems due to the complexity of the generated
formulas. Our method's loop-bounding strategy provides a similar benefit but focuses
by directing execution toward specific target paths rather than encoding the entire
program state.

7.3 Abstract interpretation

Abstract interpretation (Cousot and Cousot 1977) analyzes programs by interpreting
them over abstract domains rather than concrete values. It is based on lattice theory
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(Davey and Priestley 2002) and computes fixpoints over program states. By merging
states using abstraction operators, it often achieves better scalability than symbolic
execution, at the cost of reduced precision.

Because it is not path-sensitive, abstract interpretation may over-approximate
program behavior and produce spurious reports about feasible execution paths. In
contrast, the proposed method focuses on path-sensitive symbolic execution and aims
to improve precision at the level of individual control-flow paths, thereby reducing the
probability of infeasible path reports.

7.4 Hybrid and specialized tools

Several tools have attempted to bridge the gap between scalability and precision by
combining different techniques.

SATRACER (Li et al. 2021) utilizes a lightweight symbolic executor specifically
designed to filter out infeasible paths reported by static analysis. However, it relies
heavily on deep, specific information generated during the static analysis phase and
has limited memory modeling capabilities. Notably, it does not support symbolic
memory locations, as offsets are always concretized.

Symbiotic (Chalupa et al. 2021) combines instrumentation, program slicing, and
symbolic execution with k-induction (Sheeran et al. 2000). The method relies on loop
summarization yet lacks support for nested loops or inter-procedural function calls.
Furthermore, regarding unbounded loops or infinite execution paths, program slicing
alone is insufficient unless the slicing criterion explicitly excludes the non-terminating
computation from the analysis scope.

Snugglebug (Chandra et al. 2009) uses directed symbolic execution to verify if a
bug report is reproducible. It uses backward symbolic analysis to compute weakest
preconditions along control-flow paths. By propagating constraints from the target
statement back to the entry point, the tool determines the input conditions required
to trigger the specific bug.

Ma et al. (2011) introduce several directed symbolic execution strategies
designed to reach a specific target line in the code. Their work notably proposes
shortest-distance symbolic execution (SDSE), call-chain-backward symbolic execution
(CCBSE), and a mixed strategy, Mix-CCBSE, that mixes CCBSE with a forward
strategy.

Trabish et al. (2018) introduce a semi-automated approach where users manu-
ally annotate 'uninteresting' code regions. By excluding these regions, the symbolic
execution engine can bypass irrelevant computations and reach target locations more
efficiently. However, this method relies heavily on manual user guidance and is
primarily optimized for exploration speed rather than automated precision.

CPAchecker (Beyer and Keremoglu 2011) addresses path feasibility by orches-
trating the interaction between multiple analysis domains. Specifically, it combines
explicit-value analysis with predicate abstraction to identify and prune execution
paths that are determined to be infeasible.

KLEEF (Misonizhnik et al. 2024) is a specialized derivative of the KLEE symbolic
execution engine, fine-tuned to analyze industrial-grade C and C++ codebases. It can
be used in a trace reproduction mode to verify a static analyzer's reports in static
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analysis results interchange format (SARIF) format. KLEEF uses a lazy approach for
symbolic pointers, but unlike our method, it is limited by creating fixed-size arrays
under symbolic pointers.

In contrast to the reviewed tools, the proposed method combines automated sym-
bolization with a lazy memory model that supports symbolic pointers and nested
structures, thus enabling various data structures to be modeled within path feasibility
analysis. It operates without manual instrumentation or reliance on analysis-specific
information produced by a particular static analysis tool.

8 Experimental evaluation

To assess the scalability and effectiveness of the proposed method, we conducted a
series of experiments. The evaluation focuses on three key aspects. First, we measure
the scalability of the approach on complex and long ICFG paths extracted from real-
world software. Second, we assess its impact on static analysis precision and recall by
integrating it as a verification stage in the MLH (Aslanyan et al. 2024) static analysis
tool. Third, we compare the robustness of the method against KLEEF using the Juliet
benchmark suite and reports generated by the Clang Static Analyzer (CSA) (LLVM
2026b) and Infer (Facebook 2026) static analyzers.

Experiments were conducted on Ubuntu 22.04 using an 11th Gen Intel Core i7-
11700 processor (8 cores, 16 threads) with 32 GB of RAM. All experiments were
performed using KLEE's default SMT solver configuration.

8.1 Testing system

To evaluate the effectiveness and scalability of the proposed path feasibility analysis,
we developed a testing system designed to extract real-world execution paths, verify
them using our path feasibility analysis tool, and quantify the improvement. The path
generation and verification process consists of four stages:

1. Bitcode Extraction: We employed gllvm (gllvm 2026) (v14.0.0) to compile the target
project and extract the whole-program LLVM IR.

2. Instrumentation: A custom LLVM (v16.0.4) pass was developed to instrument the
LLVM IR. This pass inserts a trace logging instrumentation call at the entry of
every basic block, allowing us to log the sequence of executed blocks dynamically.

3. Trace Collection: The instrumented LLVM IR was compiled into executable bina-
ries using Clang (LLVM 2026c) (v16.0.4). We then ran the project's existing test
suite. As the tests were executed, the instrumentation logged the exact sequence
of basic blocks, providing us with a set of “ground truth” feasible paths.

4. Verification: Finally, these recorded paths and corresponding LLVM bitcode files
were provided as input to our analysis tool to determine whether the tool could
correctly validate them. A reported path is considered successfully verified if sym-
bolic execution reaches the target location while satisfying all path constraints.
Failure to verify a feasible path is treated as a false negative.
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Since the execution traces were collected from real executions of the target pro-
grams, all extracted paths represent ground-truth feasible paths. Consequently, this
dataset contains only positive samples. Thus, successful verification corresponds to a
true positive, while failure to verify a recorded path corresponds to a false negative.
Therefore, the evaluation primarily measures recall, whereas precision and F1-score
are not applicable due to the absence of infeasible paths.

We benchmarked the tool using GNU Coreutils (GNU 2026) (commit 24450e).
For the experiments, we selected 234 unique ICFG paths. The shortest path contains
22 basic blocks; the longest contains 1218; the arithmetic average path length is 362.
The single path verification algorithm (Section 2.1) was applied. Symbolic execution
was limited to a maximum of 20 million executed instructions.

Analysis performance:

1. Path verification success rate (recall): The tool successfully verified 223 of the 234
paths (95.3%).

2. Standard Execution: 174 paths were verified without requiring loop bounding.
3. Bounded Execution: 49 paths required the loop bounding strategy, with the

iteration count threshold set to 3.
4. Failed Cases: Only 11 paths could not be verified due to exceeding the instruction

count limit or bounded loop termination.

Search strategy analysis: Experiments demonstrated that KLEE's Depth First
Search (DFS) strategy yielded the best performance for the majority of cases, suc-
cessfully verifying 221 of the 223 paths. However, 2 paths required a Breadth First
Search (BFS) strategy. In these specific cases, the bounded loop termination algo-
rithm encountered a loop with a symbolic condition that generated a large number of
symbolic states. Under DFS, the state required to verify the path was pushed to the
end of the queue, making it unreachable within reasonable time limits. BFS allowed
the engine to explore the state space more evenly and find the target state. This find-
ing highlights the importance of adaptive state selection strategies in path feasibility
analysis.

Table 1 Path feasibility analysis results

Blocks Instructions Time (s) Queries Strategy Loop bound

1191 10328647 1270 68673 DFS 3
1155 10124940 1329 68713 DFS 3
1054 10680091 1852 68709 DFS 3
855 12532657 1739 92857 BFS 3
850 13663509 1732 251199 BFS 3
477 13286 23 2116 DFS ∞

308 12845 25 2267 DFS ∞
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Table 1 demonstrates some long and medium-sized paths' feasibility analysis
details. Execution times varied significantly based on path complexity. While simple
paths were verified in under a minute, complex paths involving heavy symbolic pointer
arithmetic and path constraints required up to 30 minutes.

These results provide evidence that the method can handle interprocedural paths of
varying length and complexity in real-world software. However, its scalability remains
sensitive to path complexity, particularly when symbolic pointer reasoning and loop
exploration generate substantial computational overhead.

8.2 Integration with MLH static analysis tool

To evaluate the impact of our method on static analysis precision, we evaluated the
MLH tool, both with and without our path feasibility analysis, using the Juliet Test
Suite. The Juliet suite is a widely recognized benchmark in the software security
community, specifically designed to evaluate the capability of static analysis tools to
detect diverse software vulnerabilities. It contains over 64,099 test cases covering 118
distinct Common Weakness Enumeration (CWE) categories, offering a comprehensive
dataset of both buggy and patched (fixed) code samples.

For this evaluation, we focused specifically on the CWE-401 (Memory Leak) sub-
set, a category where static analyzers often struggle with high false positive rates due
to the difficulty of tracking complex heap management across control flow paths.

For a static analyzer's reports evaluation, a true positive corresponds to a vulner-
ability report associated with a feasible execution path leading to the vulnerability
location, whereas a false positive corresponds to an infeasible or safe reported path.
Precision, recall, and F1-score are computed for static analysis results before and after
applying the feasibility analysis.

MLH specifies each path using two sets of basic blocks: an allowed set and a
required set. To verify feasibility, the execution must reach the designated endpoint
by traversing strictly within the allowed set while visiting every block in the required
set. A path is considered infeasible if any required basic block is not executed during
symbolic exploration.

To enforce these constraints, we employed our path set feasibility algorithm
(Section 2) by mapping the allowed basic blocks to Sallowed, and the required basic
blocks to Sreq.

Table 2 MLH results with and without path feasibility analysis. We use TP, FP, TN, and FN to
denote true positives, false positives, true negatives, and false negatives, respectively.

Method TP TN FP FN Precision Recall F1-score

MLH 868 3940 666 0 0.566 1 0.723
MLH + Path Feasibility 868 4606 0 0 1 1 1

The quantitative results of this evaluation are detailed in Table 2. The data
demonstrates that integrating our path feasibility analysis eliminated false positives
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generated by the MLH static analyzer on the evaluated Juliet CWE-401 subset. Fur-
thermore, the analysis successfully verified all true positives, ensuring that no valid
vulnerability reports were discarded. This confirms that the feasibility analysis algo-
rithm effectively refines static analysis results by filtering infeasible error paths while
preserving recall.

8.3 Comparison with KLEEF

To benchmark the robustness of our approach, we compared our path feasibility anal-
ysis against KLEEF (commit c460ace), a derivative of KLEE designed for industrial
code analysis. Precision, recall, and F1-score were computed for the static analysis
results as described in subsection 8.2.

We utilized the Juliet Test Suite to generate reports using two static analyzers:
Infer and CSA. For the comparative dataset, we selected the CWE-415 (Double-Free)
and CWE-416 (Use-After-Free) subsets. These categories were chosen specifically
because KLEEF explicitly supports verification logic for Use-After-Free (for both Infer
and CSA) and Double-Free (for CSA) reports.

To ensure a fair comparison, both engines were configured with identical resource
limits: a timeout of 10 minutes per report and a memory limit of 2 GB. These limits
were selected because the Juliet test cases are relatively small and are expected to
complete within modest computational resources, while still ensuring that the evalua-
tion finishes in an acceptable time and memory. In practice, none of the evaluated test
cases exhausted either limit. KLEEF was executed using its default search strategy
and solver.

The results of the comparison are provided in Table 3 and Table 4. While our
method verified all true positive results of Infer, KLEEF classified 36 true positive
reports as infeasible and crashed on 60 reports.

For CSA reports, KLEEF verified only 30 out of 780 true positive results and
classified 196 reports as infeasible. It produced no output for the remaining reports.
Our method verified all 780 true positives and classified 473 false positive reports as
feasible paths. The reason for verified false positives is that our method is designed for
path feasibility analysis. When static analyzers generate a false positive report with a
potentially feasible path, our algorithm validates it. In such cases, additional checks
can be applied to enhance the metrics.

Failure analysis of KLEEF indicates that performance degradation is primarily due
to its inability to process reports of a static analyzer, to handle the specific external
function calls, and symbolic pointer arithmetic, leading to early termination.

Table 3 Infer results on CWE-416 (use-after-free)

Method TP FP Precision Recall F1-score

Infer 96 0 1 1 1
Infer + KLEEF 0 0 0 0 0
Infer + Path Feasibility 96 0 1 1 1
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Table 4 CSA results on CWE-416 (use-after-free) and CWE-415 (double-free)

Method TP FP Precision Recall F1-score

CSA 780 475 0.621 1 0.766
CSA + KLEEF 30 0 1 0.038 0.074
CSA + Path Feasibility 780 473 0.622 1 0.767

In summary, KLEEF decreases the F1-score of Infer results from 1 to 0 and the
F1-Score of CSA from 0.766 to 0.074. Our method keeps the same F1-score for Infer
and slightly improves CSA results.

9 Conclusion and future work

This paper presents a method for checking interprocedural control flow path fea-
sibility using directed symbolic execution. By introducing automatic symbolization
approaches—covering uninitialized variables, external function returns, and pointer
arithmetic—and implementing a bounded loop strategy, we effectively addressed the
impact of the path explosion and resource constraints typical of symbolic execution.

Our evaluation demonstrates the practical effectiveness of this approach on both
testing examples and real-world projects. These results indicate that the presented
technique is efficient for eliminating false positives in static analysis.

Despite these advantages, the approach introduces a trade-off between complete-
ness and scalability due to loop bounding and state-space constraints.

In future work, we aim to further improve scalability by parallelizing the analysis.
Specifically, we plan to split large complex paths into smaller segments and analyze
them simultaneously. Additionally, our experiments highlighted that standard state
exploration strategies are not always optimal for targeted path verification. Therefore,
we plan to develop and implement a specialized state selection strategy designed to
prioritize and reach the target path's endpoint more efficiently.
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