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(See evidence_mapping_report.md, reproduced in full below.)
Protocol applied (five stages): (1) identity resolution from WS-DREAM provider/WSDL fields; (2) match to an admissible external evidence source (NVD/CVSS, CISA KEV, CSA STAR/CAIQ/CCM, provider assurance docs, privacy/DPA), evaluated structurally as identifier availability (Section 6.2.2); (3) temporal validity relative to the WS-DREAM crawl date; (4) independent provenance review; (5) admission.
	Stage
	Passing
	Excluded here
	Reason

	Candidate pool
	5,825
	—
	Full WS-DREAM Dataset 1 service list

	(1) Identity resolution
	5,647
	178
	Provider field is a bare IP with no organizational name

	(2) Evidence-source match
	0
	5,647
	No vendor:product:version identifier exists anywhere in the dataset; CVE/CVSS/KEV and CSA STAR/CAIQ/CCM are indexed by product+version or named cloud offering, not by anonymous WSDL endpoint

	(3) Temporal validity
	0
	0
	Not reached

	(4) Provenance review
	0
	0
	Not reached

	(5) Admitted
	0
	5,825 total excluded
	


This is a structural property of a 2009–2010 QoS-only PlanetLab crawl, not a search-effort shortfall; most endpoints are custom ASMX/WSDL services with no declared software identity, and many are no longer live.
Independent re-verification: the Stage-1 identity-resolution counts above were independently recomputed directly from the released wslist.txt file by parsing the Service Provider field for all 5,825 records: 5,647 resolve to a named provider/organization string and 178 resolve to a bare IP address with no organizational name, exactly matching the counts reported above. A supplementary heuristic check searched every WSDL URL for any numeric token resembling a version string (e.g., a d+.d+ pattern in the path); 223 of 5,825 URLs (3.8%) contain such a token, but on inspection these are incidental digits in hostnames or path segments (e.g., IP-derived subdomains, arbitrary endpoint numbering), not a vendor:product:version identifier of the kind CVE/CVSS/CISA-KEV/CSA-STAR matching requires. This heuristic check therefore does not change the 0/5,825 admissibility conclusion; it is reported here to show that the absence of usable identity is not an artifact of an overly strict parsing rule.
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	Item
	Value

	Python
	3.12.3

	NumPy
	2.4.4

	SciPy
	1.17.1

	pandas
	2.x (results/CSV handling)

	Matplotlib
	3.x (Figs. 2–7 only)

	Platform
	Linux x86_64 container, single core

	pymoo
	Not used — the NSGA-II-lineage GA is a native implementation (Sec. 6.5)

	Total wall time, Sec. 7.1 (360 runs + convergence capture)
	≈125 s (single measured run; convergence-trace capture rerun adds a comparable second pass)

	Total wall time, Sec. 7.2–7.9 (all sensitivity studies)
	On the order of a few minutes total, single core

	Seeds
	1–30 (identical across all four algorithms in Sec. 7.1; “matched”); Sec. 7.2–7.9 use deterministic per-study seed offsets documented in run_all.py

	Master candidate-pool seed
	20260916

	Metadata generation seed
	20260917


Released files: common.py (data loading, candidate-pool construction, synthetic metadata, objective function), algorithms.py (reference constrained PSO, custom constrained-domination NSGA-II-lineage GA, MOPSO, Random), run_all.py (driver for Sections 7.1–7.9), save_convergence.py (per-iteration trace capture), make_figures.py (Figs. 2–7), results_7_1.csv (360 rows: policy, algorithm, seed, F, feasible, runtime, SR, PE), convergence.csv (18,000 rows: per-iteration best-feasible-F trace for every Section 7.1 run), stats_summary.json (Friedman, Holm-adjusted p-values, rank-biserial effect sizes), policy_sensitivity_7_2.csv, ablation_7_3.csv, threshold_grid_7_4.csv, staleness_7_5.csv, noise_7_6.csv, location_sensitivity_7_7.csv, weight_sensitivity_7_8.csv, forecast_error_7_9.csv (one file per sensitivity study, Sec. 7.2–7.9), and the evidence-mapping verification script and its output underlying Appendix A. All files are produced directly by the released code from the seeds listed above; no manuscript number in Tables 5–8 or Figs. 2–7 was hand-edited after generation.
Table B1. Objective components, aggregation rules, normalization, and weights (entries in yellow are to be completed from the released common.py before submission).
	Component
	Definition, aggregation rule, normalization, weight

	Q(P)
	[Definition of the aggregate QoS utility, aggregation rule, normalization range, weight]

	C(P), RT(P), TH(P)
	[Aggregation rule over the K classes, normalization range, weights λ_c, λ_rt, λ_th]

	TR(P)
	[Aggregation rule, normalization range, weight λ_tr]

	SR(P), PE(P)
	Maximum over the selected services (Section 4.6); normalized on [0,1]; λ_sr = λ_pe per policy as given in Table 3 (security weight).

	LP(P) = mean of LP_i (Section 4.7)
	[Baseline value of λ_loc (swept in Section 7.7)]

	Latency weight (Table 3)
	[State which objective weight (λ_rt or another) the 'latency weight' of Table 3 refers to]
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The following refresh-cadence defaults are proposed as an operational policy, to be enforced by the evidence and provenance layer (Sec. 4.11) before any admitted evidence record is used in a hard-constraint evaluation. They are not derived from the experiments: the staleness illustration (Sec. 7.5) shows only that unrefreshed evidence can silently violate hard constraints, not what interval is appropriate. The intervals are starting points to be calibrated against the observed change rates of each evidence source.
	Evidence type
	Proposed refresh interval
	Rationale

	CVE/CVSS records
	7 days
	NVD publishes/updates records continuously

	CISA KEV catalog
	7 days
	KEV entries are added as exploitation is confirmed, often with short remediation deadlines

	CSA STAR / CAIQ / CCM attestations
	180 days
	Typical assurance attestation renewal cycle

	Provider security documentation
	180 days
	Aligned with assurance cycle above

	Privacy policy / DPA / subprocessor disclosures
	365 days, or immediately on provider-announced change
	Privacy terms change less frequently but changes are consequential


Enforcement rule: an evidence record older than its type’s refresh interval is treated as stale and the corresponding service is downgraded to unknown for hard-constraint purposes (Sec. 4.9) until re-validated — i.e., the same conservative treatment already applied to unresolved services in Sec. 6.2.2 — rather than being used at its last-known value, which Sec. 7.5 illustrates can silently violate policy.
Appendix D: Extended Evaluation Protocol (Specified, Not Executed)
The experiments below are specified so that they can be run with the released optimizer implementations; no results for them are reported in this paper.
D.1 Hard-versus-soft constraint experiment. Four configurations are run under the same candidate pool, metadata realization, optimizer, policy, and matched seeds: (A) QoS-only, with security/privacy terms removed from both constraints and objective; (B) soft-only, with SR and PE retained as objective terms but without hard feasibility constraints; (C) hard-only, with SR/PE hard constraints retained and their soft weights set to zero; and (D) hard+soft, the full formulation. The primary comparison reports feasibility rate, SR violation rate, PE violation rate, joint violation rate, mean constraint-violation magnitude, and conditional objective quality among feasible runs. The design isolates mandatory enforcement from soft risk preferences, which the ablation of Section 7.3 confounds. Section 4.9 predicts that (A) and (B) cannot guarantee compliance and that (C) and (D) are feasible whenever candidates are filtered; the empirical questions are the cost of mandatory enforcement in objective quality and the effect of the soft terms within the admissible region.
D.2 Independent problem instances. A problem instance is a candidate pool plus a synthetic metadata realization. The recommended design is 10 independent 1,000-service pools sampled from the eligible target-user population, three metadata realizations per pool, and 10–30 optimizer seeds nested within each instance. All optimizers share the pool and realization within an instance. Results are summarized at the instance level, with seeds treated as repeated stochastic trials; comparisons across optimizers use Friedman and Wilcoxon tests over instances with Holm adjustment [23–26], feasibility rates use Clopper–Pearson intervals, and objective quality among feasible runs uses bootstrap intervals.
D.3 Additional analyses. (i) A candidate-filter (or repair) baseline and an exact per-class reference optimum, reporting optimality gaps for every optimizer. (ii) Scenarios in which the synthetic metadata is positively, negatively, and un-correlated with QoS, with QoS–risk trade-off curves or Pareto fronts. (iii) Calibration of the staleness drift against historical changes in NVD/KEV records. (iv) A provider-level matching attempt against CPE vendor fields and CSA STAR entries, and application of the protocol to a dataset that carries product/version or offering identity. (v) Evaluation of the AE–LSTM predictor under the constrained objective. (vi) A weight configuration in which RT carries enough weight for predictor error to matter.
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