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Abstract

This study examines whether structured engagement with instructional con-
tent improves learner performance on Cyber Security Academy, an Al-driven,
gamified cybersecurity learning platform. Activity logs covering 1,500 completed
assessments from users in ten Anglophone and Francophone countries were ana-
lyzed by comparing learners who consulted the lessons and completed the full
learning pathway (n = 900) with those who engaged only partially with the plat-
form (n = 600). Group differences were tested with Welch’s t-test, the Mann
Whitney U test, one-way ANOVA, Spearman correlations, and Cohen’s d as a
measure of effect size. Learners who read the lessons before assessment obtained a
mean score of 71.27% versus 60.41% for non-readers (A = +10.86 points; t(1192)
= 12.21; p j 0.001; d = 0.650; 95% CI [9.12, 12.60]), committed fewer errors
(2.50 vs. 4.85; d = —1.069), and responded faster (9.85 vs. 12.69 minutes; d =
—0.807), indicating greater fluency of cognitive processing. The effect decreased



monotonically with age (d = 1.205 for learners aged 13 and under; d = 0.387 for
those 22 and over) and with digital literacy (d = 1.434 for beginners; d = 0.524
for experts), while remaining positive in all ten countries. These findings indicate
that structured, Al-personalized, and gamified learning environments substan-
tially enhance cybersecurity learning outcomes, particularly for younger and less
experienced users.

Keywords: cybersecurity education, Al-driven learning, gamification, personalized
learning, learner performance

1 Introduction

Cybersecurity education has progressively shifted from static, lecture-based instruc-
tion toward interactive and adaptive environments capable of simulating real-world
cyber threats. Traditional approaches often struggle to sustain learner engagement and
to develop the practical problem-solving skills demanded by contemporary security
contexts. Gamified learning platforms have emerged as effective alternatives, integrat-
ing points, badges, leaderboards, challenges, and scenario-based activities to enhance
motivation, participation, and knowledge retention (Hamari et al., 2016; Krombholz
et al., 2015). In parallel, advances in artificial intelligence (AI) enable personalized
learning: adaptive systems can adjust content difficulty, recommend individualized
pathways, and deliver real-time feedback according to each learner’s performance and
skill gaps (Ras et al., 2023). The combination of gamification and AI personaliza-
tion therefore represents a promising approach for improving both engagement and
learning effectiveness in cybersecurity training.

Despite the growing adoption of these technologies, one question remains insuffi-
ciently explored: do learners actually perform better when they follow a structured,
complete learning pathway rather than using a platform in a fragmented manner?
Many learners interact selectively with online platforms, skipping lessons, exercises,
or remediation activities, which may limit the pedagogical effectiveness of adaptive
and gamified systems. Empirical evidence on the relationship between structured
engagement and learning outcomes is therefore needed.

This study investigates the educational effectiveness of Cyber Security Academy,
an Al-driven and gamified cybersecurity learning environment combining adaptive
learning sequences, scenario-based challenges, and personalized feedback. It evalu-
ates whether learners who complete the full instructional pathway—Ilessons, exercises,
assessments, and remediation—outperform those who engage only partially. Perfor-
mance is analyzed through assessment scores, error counts, and response times, with
demographic and digital-literacy characteristics used to contextualize group compa-
rability. The main contribution of this paper is empirical evidence on the pedagogical
value of combining Al personalization with gamification in cybersecurity education,
with particular attention to how the benefit of structured engagement varies with age
and digital literacy.



The remainder of the paper is organized as follows. Section 2 reviews related work;
Section 3 presents the methodology; Section 4 reports the analyses and results; Section
5 discusses the findings and their limitations; Section 6 concludes.

2 Related Work

A growing body of research indicates that gamified and Al-enhanced platforms can sig-
nificantly improve learner performance in cybersecurity education. When gamification
elements: points, badges, challenges, narratives are combined with adaptive Al, learn-
ers exhibit higher engagement, better knowledge retention, and stronger practical-skill
development than in traditional settings (Hamari et al., 2016; Peters & Bulterman,
2020). Systematic reviews of gamification in cybersecurity education converge on two
findings: gamification increases motivation and completion rates, and Al-driven per-
sonalization improves learning efficiency by adjusting difficulty and content in real
time (Peters & Bulterman, 2020; Ras et al., 2023). These reviews also note that most
studies target university courses or enterprise security awareness, leaving broader,
mixed-level user populations less explored.

Research on Al-supported gamified laboratories and personalized cybersecurity
platforms further shows that learners who receive tailored, scenario-based challenges
with immediate feedback perform better on assessments and report greater satis-
faction than those exposed to one-size-fits-all materials (Ras et al., 2023; Shute &
Ventura, 2013). From a theoretical standpoint, these gains are consistent with cogni-
tive load theory, which holds that structured instructional guidance reduces extraneous
load and supports schema acquisition (Sweller, 1988; Sweller et al., 2011), and with
the expertise reversal effect, whereby guidance benefits novices more than experts
(Kalyuga, 2007; Sweller & Chandler, 1994). Recent studies suggest that gamified and
Al-supported cybersecurity learning improves student engagement and achievement,
although most findings remain limited by methodological weakness (Click Armor,
2025; UjPR Authors, 2025; Ntsama et al., 2026). The present study builds on this
background by examining, on a large multi-country sample, how completing a full
Al-gamified learning sequence affects assessment scores, errors, and response times
compared with partial engagement.

Table 1: Overview of related studies on gamified and Al-driven cybersecurity learning



Author(s) Year Title Focus Area Type of Study

Hamari, J. et al. 2016 Gamification General gam- Review and
and gami- ification in synthesis of
fied designs in education, empirical stud-
education: A lit- including tech- ies
erature review nical domains

Click Armor 2025 Gamified Learn- Engagement Descriptive case
ing Platform for  and retention study / plat-
cybersecurity via gamified form report
awareness security aware-

ness labs

HRMARS 2025 Cybersecurity Effectiveness Systematic Lit-

review team Education and adoption of  erature Review
Using Gamifica-  gamification in
tion: Systematic  cybersecurity ed
Literature
Review

AIS EL (gen. 2025 Generative Al AT supported Empirical study

AT gamified in Gamified gamified labs and design

labs) Cybersecurity in classroom research
Education cybersecurity

courses

PeerJ authors 2025 Unveiling per- Personalized, Empirical study
sonalized and gamification in applied
gamification based risk miti- cybersecurity
based cyber- gation training
security risks
(application in
finance)

IJrPR authors 2025 Cyber Learning Al driven, Platform design
Gamifica- gamified and impact
tion Platform cybersecurity evaluation
(AT adaptive, platform with
gamified cyber- adaptive paths
security)

Hoxhunt 2025 Does Gamified Engagement, Applied indus-
Cyber Secu- completion, try report /
rity Training and behavioral meta synthesis
Actually Work?  change from
(blog based syn-  gamification
thesis)

Click Armor 2025 Security Aware-  Gamified labs Descriptive
ness Labs improve individ- Case Study

ual engagement
and security
awareness reten-
tion.

AIS EL 2025 Generative Al Generative Al Design Research

Labs adjusts task dif-
ficulty in real
time within
classroom
spaces.

IJrPR Authors 2025 Cyber Learning  Al-driven adap- Impact Evalua-
Platform tive paths tion

maximize indi-
vidual student
completion met-
rics.

Ntsama et al. 2026 Cyber Security Structured Quasi-
Academy pathway raised Experimental

4 scores by 10.86 N=1500

% (M=71.27%
vs. 60.41%,
95% CI [9.12,
12.60]), pi0.001,
d = 0.650).




3 Methodology
3.1 Research Design

The study adopted a quasi-experimental, observational design with two naturally
occurring (non-randomized) groups. The independent variable was the completion sta-
tus of the CyberSecurity Academy learning pathway, operationalized through prior
lesson reading (has_read_lessons: HRL): Group 1 (structured learners, n; = 900) con-
sulted the lessons and completed the prescribed sequence of modules, quizzes, and
practical challenges; Group 2 (partial users, ng = 600) had recorded scores but did
not complete the recommended pathway. The dependent variables were the platform’s
assessment score (0 to 100), the number of errors committed (0 to 15), self-reported
mastery of digital tools or digital literacy, and the assessment response time in minutes.

3.2 Data source and nature

Data were drawn from the activity logs of the platform (cybersecurity-edu.cm)
collected through Firebase Firestore, covering January 2024 to March 2026. After con-
solidation and cleaning, the dataset comprised 1,500 completed assessments from users
in ten countries: Cameroon (442), Céte d’Ivoire (214), France (172), Nigeria (169),
DR Congo (154), Burkina Faso (73), Benin (72), Canada (70), Gabon (68), and Togo
(66). Only anonymized records for which consent to aggregate use had been granted at
registration were accessed; no intervention beyond the users’ natural platform behav-
ior occurred.. Data were collected through Firebase Firestore logs, then consolidated
and cleaned before analysis. A representative sample of data collected is presented in
the table below;

Table 2: Reprentative sample of collected data

user_id age_group

@
o
“

MDT Country Has_Read score errors Time

(HRL) (min)

USRO1117 22- more F I Cameroon 0 54 7 18,8
USR01369 22- more M B France 0 40 10 5,0

USR00423 14-21 F B RD Congo 1 55 4 28,5
USR00414 14-21 F I Nigeria 1 88 3 22,4
USR00452 14-21 F I Togo 0 53 4 26,5
USR00862 22- more F E Nigeria 1 80 2 16,6
USR01064 22- more F I Cameroon 0 64 2 24,9
USR00742 14-21 M B Canada 0 51 7 7,9

USR01273 22- more M B Benin 1 73 4 30,8
USR00260 Under-13 M I Gabon 0 54 5 9,6

Beginner (B), Intermediate (I), and Expert (E); HRL: Has Read Lessons or has
read (prior reading)

The sample was characterized through descriptive statistics into Score, Sex pro-
portions, Age distribution, Self-reported mastery of digital tools or digital literacy,
country, and time taken to show competency.

3.3 Participants

Description of the sample in terms of three age groups and sex: Female, and Male. The
reading status variable was distributed as 60% for the group that had read the lessons



following the learning process nl = 900 and 40% for the group that had not read the
lessons n2 = 600), reflecting the proportions observed in the real activity logs.

All participants were regular users who had registered via the platform’s web or
mobile interface and had engaged with at least one module that generated a score. Par-
ticipation was non-experimental and non-interventional; no manipulation of conditions
occurred beyond the users’ natural behavior on the platform.

Table 3: Distribution of the sample by age-group and sex

Age-group/Sex Female (F) Male (M) Total

Age = 13 100 (6.7%) 200 (13.3%) 300 (20,0%)
14 = Agei= 21 150 (10.0%) 350 (23.3%) 500 (33,3%)
22j= Age 225 (15.0%) 475 (31.7%) 700 (46,7%)
TOTAL 475 (31.7%) 1025 (68.3%) 1 500 (100%)

The sample (N = 1,500) included 475 females (31.7%) and 1,025 males (68.3%),
distributed across three age groups: 13 years and under (300; 20.0%), 14-21 years
(500; 33.3%), and 22 years and over (700; 46.7%). Self-reported mastery of digital
tools (MDT) was recorded at registration on a three-point scale: beginner (379), inter-
mediate (682), expert (439), and used for descriptive and moderation analyses. The
two groups showed broadly similar sex and age structures, with no extreme skewing
threatening the validity of the comparison; the slightly higher proportion of adults
among partial users is consistent with the more fragmented time availability reported
for adult online learners (Hamari et al., 2016).

Table 4: Distribution of the sample by country

Country Total Country Total
Cameroon 442 Burkina Faso 73
Céte d’'Ivoire 214 Bénin 72
France 172 Canada 70
Nigeria 169 Gabon 68
RD Congo 154 Togo 66
TOTAL1 1151 TOTAL2 349

3.4 Measures

The primary outcome was the platform’s composite score (0-100), computed uniformly
for all users as a weighted average of quiz accuracy, challenge completion, and time-
liness of responses. Secondary outcomes were the number of errors and the response
time (time elapsed between the first and last submitted answers). Contextual variables
included sex, age group, digital literacy (MDT), country, and platform stage.

The primary outcome measure was the platform’s score at each level, stage and final
score, a normalized metric ranging from 0 to 100, computed as a weighted average of:
Quiz accuracy (number of correct items divided by total items); challenge completion
(percentage of active challenges completed successfully); timeliness of responses (a
penalty for late or skipped items, where applicable).



The scoring algorithm was applied uniformly across all users, producing a single
composite score that reflects overall performance in the course.

3.5 Study variables

Demographic and Contextual Variables observe were: Sex a Binary self-reported item
(female/male); Age as Self-reported age in years, later categorized into three ranges
for descriptive analysis; Mastery of digital tools: Self-reported 3-point Likert scale
(beginner (B), intermediate (I) and expert (E)), collected at registration to inform the
platform’s initial difficulty calibration.

The main independent variable was prior reading of lessons: has read_lessons
(HRL). The dependent variables were evaluation score (score) and number of errors:
nb_of_errors (NOE). Other variables included completion time, age group, platform
stage, sex, digital skill level, geographic location, and country (Cohen, J., 1988).

Table 5: Study variables

Variable Nature Description Value

has_read_lessons  Binairy / IV Principal O0=mno-1=

or has_read indépendant Yes

(HRL) Variable

Score Continious / ?(;c;re evaluation 0 to 100

0

Nb_of_errors Discrete / DV Number of 0 to 15

(NOE) errors made

completion_min_tim€ontinious Time taken 5 to 60
(minutes)

age_group Category Age interval of Age =13/
the target 14j= Age j= 21

/ 22j= Age

Stage Category Stage in plate- Stage1 /2 /3
form

Sex Binairy Sex is declare F/M

MDT Ordinal Mastery of Dig-  Beginer (B) /
ital Tools or Intermediate (I)
Digital literacy / Expert (E)

Country Category Learner country 10 modalities

localization Binary Geographical Urban / Rural
zone

MDT: Mastery of Digital Tools HRL: has read lessons or prior reading NOE:
Number of errors

3.6 Research hypotheses

The null hypothesis Hy stated that there would be no significant difference in perfor-
mance between learners who consulted the pedagogical resources and those who did
not. Conversely, the alternative hypothesis H; stated that learners who consulted the
pedagogical resources and followed the structured learning pathway would obtain sig-
nificantly higher scores and commit significantly fewer errors than learners who used
the platform only partially. This effect was expected to be stronger among children



and adolescents than among adults, in line with educational interpretations of effect
size and learner heterogeneity (Cohen, 1988).
Five operational sub-hypotheses were derived from Hi:

® H;a: The effect of prior lesson reading is stronger among learners aged 13 years and
under.

e H;b: Among adult learners aged 22 years and over, the effect of prior lesson reading
is moderated by digital literacy level (MDT).

® H;c: Learners who consult the lessons obtain higher scores regardless of sex.

® H;d: Learners who read the lessons before assessment respond more quickly during
assessment.

® Hje: Learner scores vary according to the country in which the platform is used.

Statistical methods

Five complementary methods were used: Welch’s t-test for comparing means of inde-
pendent groups with unequal variances (Welch, 1947), Cohen’s d for effect sizes
(Cohen, 1988; Lakens, 2013), the Mann—Whitney U test as a non-parametric robust-
ness check, one-way ANOVA for multi-group comparisons, and Spearman correlations
for associations between variables. All tests used o = .05.

The null hypothesis Hy stated no performance difference between readers and non-
readers. The alternative hypothesis Hy stated that learners who consulted the lessons
within the structured pathway would obtain higher scores and commit fewer errors.
Five sub-hypotheses were tested: (H;a) the reading effect is stronger among learners
aged 13 and under; (H;b) among learners, the effect is moderated by digital literacy;
(Hic) the effect holds for both sexes; (Hyd) readers respond faster during assessment;
(Hye) the effect is stable across countries.

Data were collected from the platform’s internal analytics dashboard over a six-
month window. The research team accessed only anonymized user records for which
consent to use aggregate data had been granted at registration. For each user, the
following information was extracted:

e Group membership (partial vs. complete).
® Final score.
® Sex, age, and self-reported mastery of digital tools.

No additional external tests or interventions were administered. The platform inte-
grated courses, exercises, and assessment system served as the sole outcome measure
and remediation. The study protocol was approved by the relevant institutional ethics
committee (see Declarations), and informed consent to the use of anonymized data
for aggregate research was obtained from all participants at registration, prior to data
collection.

4 Results

The data analysis followed a three-step approach. The main comparison focuses on
assessment scores and the number of errors between the 900 learners who read the



lessons and the 600 who did not. We apply Welch’s t-test, the most appropriate method
for comparing two means from independent groups with potentially unequal variances.

Descriptive comparison

Readers scored on average 10.86 points higher than non-readers and committed 2.35
fewer errors (Table 6). In both groups the mean and median scores nearly coincide,
and skewness is close to zero with slightly negative kurtosis, indicating approximately
symmetric distributions and supporting the use of parametric tests.

Table 6: Score distribution of the sample of groupl Vs group?2

Statistics With lessons Without lessons
(n=900) (n=600)

Score — Mean 71.2733% 60.4117%

Score — 71.0% 60.0%

Median

Score — stan- 15.8317 17.5318

dard deviation

(SD)

Score — Q1 / 60.0 / 82.0 48.0 / 73.2

Q3

Score — Skew- —0.086 / —0.130 /

ness / Kurtosis —0.566 —0.444

Score — Min / 22 /100 16 / 100

Max

Erreurs — 2.5033 4.8500

Mean

Errors — stan- 2.02 2.35

dard deviation

(SD)

Errors —- vari- 4.0945 5.5401

ance (s2)

The advantage of readers is consistent across the whole distribution, ranging from
+15 points at the 10th percentile to +11 points at the 95th percentile. Prior reading
therefore benefits initially weak learners as much as initially strong ones, with no
ceiling effect.

Effect of Prior Reading on Scores

Welch’s t-test was selected because the groups are strictly independent, the score
distributions are approximately symmetric, and the group variances are unequal (s;2
= 250.64 vs. 532 = 307.36), violating the homoscedasticity assumption of the classical
Student’s t-test. The test yielded t(1192) = 12.21, p j 0.001, with d = 0.650 and a
95% confidence interval for the mean difference of [9.12, 12.60]. Hy is rejected: prior
lesson reading improves the mean score by 10.86 points, an 18.0% relative gain of
substantial pedagogical magnitude. A randomly chosen reader has approximately a
73% probability of outscoring a randomly chosen non-reader.

This result aligns with cognitive load theory (Sweller, 1988; Sweller et al., 2011).
Prior reading allows learners to build organized mental schemas that reduce extraneous



cognitive load during assessment: an unprepared learner must devote part of working
memory to reconstructing basic concepts during the test, whereas a prepared learner
can allocate full attentional capacity to answering the questions.

Table 7: Percentil score on assessment distribution of groupl Vs group2

Percentil HRL NON HRL A

P10 50 % 35 % +15%
P25 (Q1) 59 % 45 % +14 %
P50 (Median) 69 % 57 % +12%
P75 (Q3) 80 % 69 % +11%
P90 90 % 78 % +12%
P95 96 % 85 % +11%

The consistency of the advantage across all percentiles from +11 to +15 points
regardless of the quantile is particularly instructive. It indicates that prior reading
benefits initially weak learners (P10) as much as initially strong learners (P95), without
any ceiling effect.

Table 8: Distribution of the sample by country

Country Total Score with Score without A
lessons lessons

Cameroon 442 68,02 57,13 + 10,89
Cote d’Ivoire 214 69,78 55,82 + 13,96
France 172 71,89 58,11 + 13,78
Nigeria 169 71,04 59,65 + 11,39
RD Congo 154 69,59 57,14 + 12,45
Burkina Faso 73 68,30 56,70 + 11,60
Bénin 72 69,10 57,80 + 11,30
Canada 70 72,40 60,10 + 12,30
Gabon 68 69,80 58,20 + 11,60
Togo 66 67,90 55,90 + 12,00

The geographical stability of the effect is remarkable: in all the countries consid-
ered, prior reading improves performance in a statistically significant way. This can be
explained by the level of preparation related to learning and the prior guidance that
learners receive when following a structured learning path.

An examination of the descriptive statistics immediately reveals a substantial dif-
ference: the learners who received lessons have an average score 10.86 points higher
and make an average of 2.35 fewer errors. The near-identical mean and median scores
for the two groups (71.27 vs. 71.00 for the group with lessons; 60.41 vs. 60.00 for the
group without lessons) indicate a symmetrical distribution, validating the use of para-
metric tests. The near-zero skewness values and slightly negative kurtosis confirm this
conclusion.
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T _test effect verification of Prior Reading on Scores

Welch’s t-test was selected because the groups are strictly independent, the score
distributions are approximately symmetric, and the group variances are unequal (s;2
= 250.64 vs. s = 307.36), violating the homoscedasticity assumption of the classical
Student’s t-test. The test yielded t(1192) = 12.21, p j .001, with d = 0.650 and a
95% confidence interval for the mean difference of [9.12, 12.60]. Hy is rejected: prior
lesson reading improves the mean score by 10.86 points, an 18.0% relative gain of
substantial pedagogical magnitude. A randomly chosen reader has approximately a
73% probability of outscoring a randomly chosen non-reader.

Table 9: Parameters analyses

Parameter G1 (wih lessons) Gg (without
lessons)

Effectif (n) 900 600

Mean (X) 71.2733% 60.4117%

Median 71.0% 60.0%

Empirical vari- 15.8317 17.5318

ance (s?)

Standard devia-  250.6438 307.3645

tion (s)

Ql/ Q3 60.0 / 82.0 48.0 / 73.2

Skewness / Kur- —0.086 / —0.130 /

tosis —0.566 —0.444

Min / Max 22 / 100 16 / 100

Welch’s t-test is based on the following formula:

t = (X1 — X2) / SE with SE = Sqrt(s12/n; + s22/ns) ; where SE is standard error.
Calculating the standard error (SE) with n1 = 900 and n2 =
600 :

SE = Sqrt(s12/n; + s22/n2) = Sqrt(250.6438/900 + 307.3645/600) = Sqrt(0.278493
+ 0.512274)

SE = Sqrt(0.790767 ) = 0.8893

Calculation of statistics of t :
t = (X; — X3) / SE = (71.2733 - 60.4117) / 0.8893 = 10.8616 / 0.8893 = 12.214

Calculation of degrees of freedom (Welch-Satterthwaite
formula):

df = (s12/n1 + s2°/n2)? / [(5:1%/m1)?/(n1—1) +
(s2?/n2)?/(n2—1)]

Calculation of the numerator : (0,259037 + 0,457142)2 = (0.790767)% = 0.625312

11



Denominator term 1 : (250.6438/900)2/(900—1) = (0.278493)% / 899 = 0.0000863
Denominator term 2 : (307.3645/600)/(600—1) = (0.512274)2 /599 = 0.0004381

Total denominator : 0,000074638 + 0,000348879 = 0,000423517
df = 0.625312/ (0.0000863 + 0.0004381) = 0.625312 / 0.0005244 ~ 1.192

Calculation of Cohen’s d :
d = (X; — X3) / s_pooled with s_pooled = Sqrt((s;? + s22) / 2)

s_pooled = Sqrt[(250.6438 + 307.3645)/2]= sqrt(279.0042) =
16.7035

d = 10.8616 / 16.7035 = 0.6503

95% Confidence Interval:

CI95% = (X1 — X32) +/- 1.96 x SE = 10.8616 + /- 1.743
CI95% = [ 9.119 ; 12.604 |

Results obtained

t(1192) = 12.214 ; p j 0.001 (very large effect); d of Cohen = 0.650; SE = 0.8893;
CI95% = [9.12,12.60]

The t-statistic of 12.214, significantly higher than the critical value t(0.025, 1192)
=~ 1.192, leads to the rejection of the null hypothesis Hy. The p-value less than 0.001
confirms that the probability of observing such a difference under Hy is extremely
low. Cohen’s d of 0.650 indicates a medium-to-large effect size. A reader chosen at
random has approximately 73% probability of scoring higher than a non-reader. The
confidence interval [9.12,12.60] means that in 95% of hypothetical samples of the same
size drawn using the same protocol, the true population mean difference would lie
between 9.12 and 12.60 points.

This result aligns with cognitive load theory (Sweller, 1988; Sweller et al., 2011).
Prior reading allows learners to build organized mental schemas that reduce extraneous
cognitive load during assessment: an unprepared learner must devote part of working
memory to reconstructing basic concepts during the test, whereas a prepared learner
can allocate full attentional capacity to answering the questions.

4.4 Effect on errors

To compare errors made in the two groups sample some descriptive parameters have
been used:

Table 10: Errors made analyses.
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Parameter Gi (with lesson) Gg (without

lessons)
Effectif (n) 900 600
Mean (X 2.5033 4.8500
Variance (s2) 4.0945 5.5401
Standard devia-  2.0235 2.3537

tion (s)

Calculation of standard error
SE = Sqrt(4.0945/900 + 5.5401/600) = Sqrt(0.004549 + 0.009234) = Sqrt(0.013783)

SE = 0.1174

t = (71,722 — 53,233) / 1,7690 = 18,489 / 1,7690 = 10,452
s_pooled = sqrt[(4.0945 + 5.5401)/2] = sqrt(4.8173) = 2.1948
d = -2.3467 / 2.1948 = -1.069

Results obtained:

t(1149) = -19.989; p | 0.001; d = -1.069 (very large effect)

The very large effect on errors (d = -1.069) exceeds that observed for score (d = 0.650).
This suggests that prior reading primarily functions as a mechanism for preventing
conceptual confusions. This is consistent with Mayer (2009): prior structured content
exposure creates conceptual anchors that reduce error probability during assessment.

The effect of prior reading on error reduction is very large (d = -1.069, p j 0.001).
Prior lesson reading reduces errors by 48.4% in relative terms and it is the strongest
finding in the entire study. This result is consistent with cognitive load theory: children
have less developed conceptual frameworks, so lessons play an essential structuring
role before assessment. Sub-hypothesis Hja is confirmed.

The effect of prior reading on errors is even larger than on scores: readers commit-
ted on average 2.50 errors versus 4.85 for non-readers (t(1149) = —19.99; p j 0.001; d
= —1.069), a 48.4% relative reduction and the strongest finding of the study. This sug-
gests that prior reading operates primarily as a mechanism for preventing conceptual
confusion, consistent with the view that structured prior exposure creates conceptual
anchors that lower error probability (Mayer, 2014).

4.5 Non-Parametric Robustness Check

As a robustness check, the Mann-Whitney U test is applied to the scores. This test
focuses on the ranks of the observations rather than their values, making it insensitive
to extreme values.
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Application and results

U=mn;n3 +ny(n;+1)/2 — Ry and r = —1 — 2U/(n; Xny)—
n; X ny = 900 X 600 = 540 000 with U calculé = 380 431
r=—1—2 x 380431 / 540 000— = —1 — 1,4090— = 0,4090

Additional results

U = 380 431; p ; 0,001 ; r = 0,409 (great moderate effect)

The Mann—Whitney U test applied to the scores confirmed the parametric result (U
= 380,431; p j 0.001; r = 0.409). The convergence between parametric and rank-
based methods indicates that the observed effect does not depend on distributional
assumptions.

4.6 Moderation by Age (H;a)

The comparative analysis is here broken down within each of the three age groups
of the platform, in order to test the modulation of the effect by the maturity of the
learner in accordance with sub-hypothesis H;a.

This section examines the modulation of the reading effect by learner maturity,
testing sub-hypothesis Hja. Welch’s t-test is applied independently within each age

group.

Table 11: Effect of prior reading by age group

Age Group Group n Mean Score Std Variance A

< 13 years Read lessons 180 72.65 15.86 251.5

(Stage 1)

< 13 years Did not read 120 53.66 15.65 244.9 +18.99
(Stage 1)

14-21 years Read lessons 300 71.30 16.03 256.9

(Stage 2)

14-21 years Did not read 200 59.05 17.63 310.8 +12.25
(Stage 2)

> 22 years Read lessons 420 70.66 15.68 245.9

(Stage 3)

> 22 years Did not read 280 64.28 17.26 297.9 +6.38
(Stage 3)

< 13 years t-test Calculations:
SE = sqrt(251.5/180 + 244.9/120) = sqrt(1.3972 + 2.0408) = sqrt(3.4380) = 1.8541

t = 18.99 / 1.8541 = 10.242

s_pooled = sqrt[(251.54244.9)/2] = 15.755 =; d = 18.99/15.755 = 1.205
< 13 years: t(250) approx 10.24 . p j 0.001 . d = 1.205 (very large effect)

14-21 years t_test Calculations:
SE = sqrt(256.9/300 + 310.8/200) = 1.5526 =; t = 12.25/1.5526 = 7.891
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s_pooled = 16.848 =; d = 12.25/16.848 = 0.727
for 14-21 years: t(434) approx 7.89 ; p  0.001 ; d = 0.727 (large effect)

> 22 years t-test Calculations:
SE = sqrt(245.9/420 + 297.9/280) = 1.2843 =; t = 6.38/1.2843 = 4.968

s_pooled = 16.490 =; d = 6.38/16.490 = 0.387

> 22 years: t(528) approx 4.97; p j 0.001; d = 0.387 (small-medium effect)

The strictly monotonic decreasing gradient (d = 1.205 — 0.727 — 0.387) con-
firms Hja. Children possess virtually no prior conceptual schemas in cybersecurity,
so the lessons constitute their sole source of cognitive organization before assessment,
whereas adults can partially compensate through transferable knowledge from adja-
cent domains. Interventions promoting prior reading are therefore most urgent at the
earliest platform stages.

We can summarize different results obtained as follows:

Table 12: calculation results according to age group.

Age Group A Score T p-value Cohen’s d A Errors
< 13 years  +18.99 10.24 i 0.001 1.205 —-3.74
14-21 +12.25 7.89 i 0.001 0.727 —2.76
years

> 22 years  +6.38 4.97 i 0.001 0.387 —1.46

The perfectly monotonically decreasing gradient d = 1.205 — 0.727 — 0.387 val-
idates Hia and is theoretically consistent with cognitive load theory (Sweller, 1988).
Children have virtually no prior conceptual scheme related to cybersecurity, mak-
ing the lessons their sole source of cognitive organization prior to assessment. Adults
can draw on transferable prior knowledge from adjacent domains, enabling partial
compensation for the absence of preparatory reading.

Hja confirmed: perfectly monotonic gradient d = 1.205 — 0.727 — 0.387 (p j
0.001 in all three groups). Pedagogical interventions targeting prior reading are most
urgently recommended for Stages 1 and 2.

4.7 Effect by sex (Hlc)

The reading effect is large and significant in both sexes: d = 0.758 for females (72.89
vs. 59.81; A = +13.08) and d = 0.600 for males (70.56 vs. 60.71; A = +9.85), both p j
0.001. The slight female advantage (Ad = 0.16) may reflect marginally more systematic
learning strategies, but in the absence of direct strategy measures this interpretation
remains provisional; pedagogical interventions should target both groups equally.
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Country-Level Stability (H;e)

To better understand, One-way ANOVA allows us to simultaneously test whether
the ten crossed countries have significantly different means. It complements pairwise
analyses by evaluating the overall effect of the age_group x Has_ReadL structure.
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Table 13: Summary of comparative analysis by country

Country n Sc. w/read Sc. w/o A Err. w/ Err. w/o T.w/ (min) T. w/o (min) d Sig.
Cameroon 442 72.22 60.81 +11.40 2.61 4.61 9.84 11.93 0.667 ***
Cote d’Ivoire 214 68.98 57.43 +11.55 2.55 4.89 10.16 13.86 0.699 ***
France 172 70.82 61.33 +9.49 1.88 5.05 9.77 12.76 0.564 ***
Nigeria 169 70.23 61.00 +9.23 2.31 5.04 9.81 12.59 0.538 ***
DRC 154 75.43 62.53 +12.91 2.41 4.56 9.87 13.27 0.774 ***
Burkina Faso 73 69.85 60.24 +49.61 2.65 4.84 9.26 11.81 0.658 **
Benin 72 71.24 60.68 +10.57 2.44 4.90 9.34 13.62 0.596 *

Canada 70 67.70 61.44 +6.25 3.00 4.78 9.88 12.92 0.379 Ns
Gabon 68 73.10 58.48 +14.62 2.71 5.22 10.24 11.67 0.982 ***
Togo 66 70.53 57.64 +12.88 2.92 5.50 9.92 13.80 0.811 **




* poor ** significant *** very significant

One-way ANOVA: Overall Score by Country
Great mean X = 66.9287

SSB = Y n; x (X; — X)? approx 3,457

SSW = 448,454

MSB = 3,457 / (10-1) = 384.1 MSW = 448,454 / (1,500-10) = 300.9

F = 384.1 / 300.9 = 1.276; F(9, 1490) = 1.276 ; p = .245 (ns)

The reading effect was positive in all ten countries and statistically significant in nine,
with effect sizes ranging from d = 0.379 (Canada, not significant) to d = 0.982 (Gabon).

A one-way ANOVA on overall scores by country was not significant (F(9, 1490)
= 1.276; p = .245), indicating no meaningful between-country score differences. Prior
reading thus acts as a leveling mechanism: learners who consult the lessons reach
comparable performance regardless of national context, supporting the universality of
the pedagogical intervention and partially confirming Hje..

Prior lesson reading acts as a levelling mechanism: learners from less technologically
advanced countries who consult the lessons achieve scores comparable to those from
more developed countries. This finding supports the universality of the pedagogical
intervention under study.

Hie partially confirmed: reading effect positive in 10/10 countries, significant in
9/10. Between-country ANOVA non-significant (F = 1.276, p = 0.245): prior reading
is a universal pedagogical lever transcending national contexts.

Moderation by Digital Literacy (Hyb)

The sample was analyzed according to digital literacy.
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Table 14: Effect of prior reading by digital literacy level

Digital Level Total N Mean Score n read Score read n no-read Score no-read A Cohen’s d Sig.
Beginer (B) 379 50.99 238 57.06 141 40.75 +16.31 1.434 ***
Intermediate (I) 682 66.87 397 71.72 285 60.12 +11.60 0.948 ***
Expert (E) 439 80.77 265 83.37 174 76.82 +6.55 0.524 ***




d(B) = (57.06-40.75) / sqrt[(11.48°2+11.27"2)/2] = 16.31/11.374 = 1.434

d(I) = (71.72-60.12) / sqrt[(12.4472+12.02°2)/2] = 11.60/12.232 = 0.948

d(E) = (83.37-76.82) / sqrt[(13.18"2+11.76"2) /2] = 6.55/12.490 = 0.524

Beginer: d = 1.434 (***) . Intermediate: d = 0.948 (***) . Expert: d = 0.524 (**¥)

The perfectly monotonically decreasing gradient d = 1.434 — 0.948 — 0.524 con-
firms Hyb and the expertise reversal principle (Sweller & Chandler, 1994). Learners
with low digital literacy benefit most massively from lesson reading because they have
the fewest prior cognitive schemas. The effect remains significant even among high-level
learners (d = 0.524), indicating that lessons add value even for the most competent
users.

H;b confirmed: gradient d = 1.434 — 0.948 — 0.524. Low digital literacy learners
are the priority target for pedagogical interventions promoting prior lesson reading.

4.10 Country-Level Stability (H;e)

The reading effect was positive in all ten countries and statistically significant in
nine, with effect sizes ranging from d = 0.379 (Canada, not significant) to d = 0.982
(Gabon). A one-way ANOVA on overall scores by country was not significant (F(9,
1490) = 1.276; p = 0.245), indicating no meaningful between-country score differences.
Prior reading thus acts as a leveling mechanism: learners who consult the lessons reach
comparable performance regardless of national context, supporting the universality of
the pedagogical intervention and partially confirming Hje.

4.11 Response Time (H;d )

The variable time_min measures exclusively the time elapsed between the first and
last answers submitted during assessment or time taken to show competency. Sub-
hypothesis H;d predicts that readers respond more quickly, since better command of
the content reduces the cognitive processing time required per question.

Table 15: Parameter related to response time G1 Vs G2

Parameter Read Lessons Did Not Read
(n=900) (n=600)

Mean (min) 9.854 12.686

Median (min) 9.80 12.70

Standard devia-  3.218 3.783

tion

Variance 10.355 14.309

Q1/Q3 7.60 / 12.10 10.17 / 15.10

Min / Max 3.0 /285 3.2 /331

The variable is continuous time_min and approximately symmetric in both groups.
Variances differ (s;? = 10.36 # so2 = 14.31), justifying Welch’s variant. Effect size
is measured by Cohen’s d, and a 95% confidence interval is calculated. Spearman
correlations complement the analysis.

20



Readers respond on average 2.83 minutes faster. The medians confirm the gap (9.80
vs 12.70). The reading advantage is homogeneous across the full distribution (Q1: 7.60
vs 10.17; Q3: 12.10 vs 15.10).

SE = sqrt( s1°2/nl1 + s272/n2)

SE = sqrt(10.355/900 + 14.309/600) = sqrt(0.011506 + 0.023848) = sqrt(0.035354)
= 0.1880

t = (X; — X) /SE
t = (9.854 - 12.686) / 0.1880 = -2.832 / 0.1880 = -15.062
df approx (0.035354)°2 / [(0.011506)"2/899 + (0.023848)"2/599] approx 1,139

s_pooled = sqrt[(10.355+14.309)/2] = sqrt(12.332) = 3.5117
d =-2.832 / 3.5117 = -0.807

CI95% = -2.832 4 /- 1.96 x 0.1880 = [-3.200 ; -2.464)|
Results obtained

£(1139) = -15.062 ; p | 0.001 ; d = -0.807 (large effect) ; CI95% = [-3.20, -2.46]

Response time by age_group

We compare time_min according to age_group.

Table 16: Response time related to age_group G1 Vs G2

Age Group Time w/ Time w/o A Cohen’sd  p-value
read (min) read (min)
G1 G2
< 13 years 11.95 14.45 —2.50 —0.734 i 0.001
14-21 10.11 13.16 —3.05 —0.929 i 0.001
years
> 22 years  8.77 11.59 —2.82 —0.853 i 0.001

Response time by digital literacy

We compare time_min according to digital literacy G1 Vs G2.

Table 17: Response time related to digital literacy G1 Vs G2
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Digital Time w/ Time w/o A Cohen’sd  p-value

Literacy read (min) read (min)

G1 G2
Beginer 11.76 15.17 —3.41 —1.018 i 0.001
Intermediate 9.82 12.82 -3.00 —0.996 i 0.001
Expert 8.20 10.45 —225 ~0.694 { 0.001

The reason why readers respond faster than non-readers is that answer lies in
the distinction between surface-level and deep cognitive processing. Without reading,
learners spend considerable time attempting to understand each question before they
can even begin to formulate a response. They proceed by trial and error. A learner
who has read the lessons recognizes concepts immediately, accesses the answer directly,
and saves the decoding time.

Readers responded on average 2.83 minutes faster than non-readers (9.85 vs. 12.69
minutes; t(1139) = —15.06; p | .001; d = —0.807; 95% CI [—3.20, —2.46]), with the
advantage homogeneous across the distribution (Q1: 7.60 vs. 10.17; Q3: 12.10 vs.
15.10). The effect held within every age group (d from —0.734 to —0.929) and every
digital-literacy level (d from —0.694 to —1.018). Without prior reading, learners spend
considerable time decoding each question before formulating an answer; readers rec-
ognize the concepts immediately and access the answer directly. This dual advantage
higher quality and greater speed is the signature of effective learning, in which prior
exposure transforms slow, conscious processes into quasi-automatic ones (Craik &
Lockhart, 1972; Sweller, 1988). It constitutes the most original finding of this study.

Spearman Correlations

Spearman correlations are used to measure the strength of associations between vari-
ables, independently of the assumption of normality. They are calculated on all 1,500
observations.

where d; is the difference between the ranks assigned to each pair of observations
(rg(X;)- rg(Y;)) and n is the total number of observations. For numbers greater than
30, significance is assessed via an approximation using the t-distribution.

Table 18: Spearman correlations (N = 1,500)
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Pair of Rho p-value Sig. Strength Interpretation
Variables
HRL j=,, +0.289 i 0.001 ok Moderate Reading
score predicts
higher
score
HRL =, —0.465 i 0.001 oK Moderate Reading
nb_errors predicts
fewer
errors
HRL =, —0.364 i 0.001 o Moderate Reading
time_min predicts
faster
response
score =, —0.493 i 0.001 *okx Mod.- High score
nb_errors strong = fewer
errors
score =/, —0.331 i 0.001 ok Moderate High score
time_min = faster
response
nb_errors +0.345 i 0.001 ok Moderate More
=i errors =
time_min slower
response
HRL =, +0.003 0.903 ns Nil Reading
nb_trials does not
affect
attempts

The correlation structure is consistent with a mediational model: prior reading
improves content mastery, which simultaneously yields higher scores, fewer errors, and
faster responses. The moderate magnitudes (0.29-0.49) are typical of educational data,

in which individual variability is intrinsically high.

Summary

According to descriptive statistics for the final scores of the two groups and results
summarized in Table 19.clearly indicates that, structured learners significantly show

better performances than unstructured learners

Table 19: Summary of hypothesis tests
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Hypothesis Indicator Statistic p-value Verdict

H; main — A = 410.86 pts  t(1192)=12.21 - i 0.001 CONFIRMED
score d=0.650
H; main — A =-235 t(1149)=-19.99  ; 0.001 CONFIRMED
errors - d=-1.069
Hja — age gra-  d: Monotone strict | 0.001 CONFIRMED
dient 1.205—0.727—0.387
Hib — digital d: Monotone strict  j 0.001 CONFIRMED
literacy (MDT) 1.434—0.948—0.524
Hic — sex d(F)=0.758 - Both sig. i 0.001 CONFIRMED
d(M)=0.600
Hjd — response A=—-2.83 min -  t(1139)=-15.06 | 0.001 CONFIRMED
time d=-0.807
Hie — country 9/10 countries ANOVA 0.245 PARTIAL
sig. F=1.276 ns

Analyses conducted across N = 1,500 participants from ten countries converge on
robust conclusions. Hypothesis H; is confirmed across all its main components: prior
lesson reading improves assessment scores (4+10.86 pts, d = 0.650), reduces errors
(d = —1.069), and notably accelerates test response time (—2.83 min, d = —0.807).
These effects are more pronounced for younger learners (d = 1.205 — 0.387) and those
with lower digital literacy (d = 1.434 — 0.524). Country-level analysis confirms the
geographical robustness of the effect (9 out of 10 countries statistically significant),
while the between-country ANOVA reveals no significant overall score differences,
highlighting the platform’s equalising function.

These findings have direct practical implications for the designers and administra-
tors of digital cybersecurity learning platforms. They advocate for: (1) the systematic
and compulsory integration of lesson consultation before assessment access, particu-
larly for Stages 1 and 2; (2) differentiated interventions according to digital literacy
level, with enhanced support for Low-level learners; and (3) the recognition of response
time as a quality indicator of learning, not merely a speed metric. H; confirmed across
all dimensions: Reading with +10.86 pts score (d=0.650) . -2.35 errors (d=-1.069) .
-2.83 min response time (d=-0.807). Effect universal (10 countries), decreasing with
age (d: 1.205-;0.387), and digital literacy (d: 1.434-;0.524).

5 Discussion

The findings demonstrate that learners who completed the full Cyber Security
Academy pathway achieved substantially better outcomes than partial users on all
three indicators: score, errors, and response time. Theoretically, the results align with
cognitive load theory (Sweller, 1988; Sweller et al., 2011): prior consultation of the
lessons supports cognitive preparation that frees working-memory resources for prob-
lem solving during assessment. The progressive decline of the effect with age and
expertise supports the expertise reversal effect (Kalyuga, 2007): pedagogical guid-
ance is most valuable in the early stages of competency acquisition, and adaptive
environments should modulate guidance intensity according to learner proficiency.
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The particularly strong effects among younger participants and low-literacy learn-
ers suggest that the platform also functions as a compensatory educational tool.
Al-assisted scaffolding, gamified progression, and guided sequences appear to lower the
barriers commonly associated with cybersecurity training for novice or digitally vulner-
able populations, supporting the view that personalized educational technologies can
reduce inequalities in access to digital competencies (van Dijk, 2006). Gamification, in
this context, is not merely a motivational layer: progression indicators, achievement
systems, and feedback loops sustain time-on-task and cognitive engagement (Hamari
et al., 2016; Niemiec & Ryan, 2009), while the adaptive Al engine maintains an optimal
balance between challenge and competence, limiting frustration and disengagement
(Ras et al., 2023; Shute & Ventura, 2013).

These results carry direct design implications for cybersecurity learning platforms:
(a) lesson consultation should be systematically required or strongly incentivized
before assessment access, particularly at early stages; (b) interventions should be
differentiated by digital-literacy level, with enhanced support for beginners; and (c)
response time should be treated as a quality indicator of learning, not merely a speed
metric.

Limitations and Future Work

Several limitations qualify these conclusions. First, the quasi-experimental, observa-
tional design precludes strict causal inference: more motivated learners may have been
more likely both to read the lessons and to perform well, introducing self-selection
bias (Clark & Mayer, 2016). Second, the data derive from a single platform, which
may limit generalizability to other curricula, delivery formats, or cultural contexts.
Third, outcomes rely on platform-based metrics and short-term assessments that may
not capture long-term retention or transfer to real-world cybersecurity tasks (Shute
& Ventura, 2013). Fourth, subgroup comparisons involved smaller cell sizes and pos-
sible unobserved moderators, and the fidelity of engagement with the pre-reading was
measured indirectly, which may attenuate effect estimates (DeMars & Becker, 2017;
Kalyuga, 2007). Future research should employ randomized controlled and pre-post
designs, integrate richer contextual variables (academic background, usage frequency,
socioeconomic conditions), and use longitudinal and transfer-of-learning assessments
such as simulated real-time cyberattacks to examine the persistence and ecological
validity of the benefits identified here.

6 Conclusion

This study provides large-sample, multi-country evidence that structured engagement
with a gamified, Al-driven cybersecurity learning platform substantially improves
learner performance. Completing the preparatory reading raised assessment scores by
10.86 points (d = 0.650), nearly halved errors (d = —1.069), and reduced response time
by 2.83 minutes (d = —0.807), with effects strongest among the youngest and least
digitally literate learners and stable across ten national contexts. These results endorse
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mandatory pre-reading, Al-guided individualized progression, and gamified reinforce-
ment as evidence-based strategies for cybersecurity training curricula. Randomized
controlled designs remain necessary to consolidate causal inference and to identify the
optimal modalities and intensity of preparatory interventions across diverse learner
populations.
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