Appendix 1 - Energy Resilience Matrix
	System layers
	System core functions

	
	Plan/Prepare
	Absorb
	Recover
	Adapt

	Infrastructure
	State and capability of equipment and network structure
	System performance to maintain function
	System changes to recover previous functionality
	Changes to improve system resilience

	
	1.1.1
Energy Intensity Ratio (Energy Efficiency) [1], [2], [3], [4], [5], [6]
Total energy consumption (MWh) ÷ Operational output (e.g. TEUs handled)
Unit: MWh per TEU (or per ton cargo)
	1.2.1 
Loss of Load or Unserved Energy [1], [7], [8], [9], [10], [11], [12], [13]
Amount of energy not served during event (MWh) ÷ total demand during the event (MWh)
Unit: MWh or %
	1.3.1
Recovery Time to Full Operation [1], [2], [8], [9], [10], [14], [15], [16], [17], [18], [19]
Time from disruption start (or peak impact) until energy system returns to baseline performance
Unit: Hours / days
	1.4.1
Update System Configuration [1]
Time from lessons-learned report completion to implementation of modifications
Units: Days

	
	1.1.2 
Energy Source Ratio (Self-sufficiency) [1], [2], [17], [18], [20], [21]
Locally generated electricity (MWh) ÷ Total electricity demand (MWh)
Unit: %
	[bookmark: _Hlk225347624]1.2.2
Peak Load Margin Ratio [1], [7], [14], [15], [22], [23]
(Installed capacity (MWh) - Peak load (MWh)) ÷ Peak load (MWh)
Unit: %
	1.3.2
Peak Load Margin Ratio [1], [7], [14], [15], [22], [23] 
(Installed capacity (MWh) - Peak load (MWh)) ÷ Peak load (MWh)
Unit: %
	1.4.2
Technological Improvements [2], [3], [6], [22], [24], [25], [26]
Research and development expenditures ÷ Total budget
Unit: %

	
	1.1.3 
Renewable Energy Share [1], [2], [3], [4], [6], [7], [17], [18], [20], [26], [27], [28], [29], [30], [31]
Electricity from renewable sources (MWh) ÷ Locally generated electricity (MWh)
Unit: %
	1.2.3 
Autonomous Operation Duration [1], [15], [20], [22]
Maximum duration for which the subsystem can operate independently
Unit: hours
	1.3.3
Autonomous Operation Duration [1], [15], [20], [22]
Maximum duration for which the subsystem can operate independently
Unit: hours
	1.4.3
Flexible Network Architecture Index [1], [14], [15], [18], [22]
Nodes with modular or multi-source capability ÷ Total nodes
Unit: %

	
	1.1.4 
Redundant Capacity Ratio [1], [2], [4], [7], [11], [14], [15], [17], [20], [23], [31]
Installed electricity generation capacity ​(MW) ÷ Peak electricity demand (MW)
Unit: %
	[bookmark: _Hlk225347714]1.2.4 
Critical Load Islanding Coverage [1], [15], [20], [22]
Critical load supported during autonomous mode (MWh) ÷ Total critical load (MWh)
Unit: %
	1.3.4
Critical Load Islanding Coverage [1], [15], [20], [22]
Critical load supported during autonomous mode (MWh) ÷ Total critical load (MWh)
Unit: %
	1.4.4
Climate Sensitive Development [2], [3], [20]
CO2 emission in kg
Unit: CO2 kg

	
	1.1.5 
Energy Storage Capacity Ratio [5], [11], [14], [29], [32], [33]
Installed storage capacity (MWh) ÷ Critical load requirement (MWh for X hours)
Unit: %
	[bookmark: _Hlk227749215]1.2.5 
Power Flexibility Options [1], [14], [15], [22], [23], [34]
Number of electricity-based flexibility options available to the port energy system (Load-shifting, Demand response, Energy storage, Distributed generation, Smart charging, Grid switching)
Unit: Count (number of flexibility mechanisms)
	1.3.5
Power Flexibility Options [1], [14], [15], [22], [23], [34]
Number of electricity-based flexibility options available to the port energy system (Load-shifting, Demand response, Energy storage, Distributed generation, Smart charging, Grid switching)
Unit: Count (number of flexibility mechanisms)
	

	
	1.1.6 
Sectoral couplings [35], [36], [37]
Capacity available via sectoral coupling (MWh) ÷ Total electricity demand (MWh) 
Unit: %
	[bookmark: _Hlk227749333]1.2.6 
Load Flexibility Ratio [1], [9], [14], [15], [22], [33], [34], [38]
Flexible electric load (MW) ÷ Peak electric load (MW)
Unit: %
	1.3.6
Load Flexibility Ratio [1], [9], [14], [15], [22], [33], [34], [38]
Flexible electric load (MW) ÷ Peak electric load (MW)
Unit: %
	

	
	1.1.7 
Microgrid Distribution Redundancy Margin [34], [36], [38], [39]
Total available capacity (MW) - Peak required load (MW)
Unit: MW
	[bookmark: _Hlk227749724]1.2.7 
Microgrid Load-to-Capacity Ratio [3], [34], [36], [38]
Peak load (MW) ÷ Distribution capacity (MW)
Unit: %
	1.3.7
Microgrid Load-to-Capacity Ratio [3], [34], [36], [38]
Peak load (MW) ÷ Distribution capacity (MW)
Unit: %
	

	Information
	Data preparation, presentation, analysis, and storage
	Real-time assessment of functionality, anticipation of cascading losses and event closure
	Data use to track recovery progress and anticipate recovery scenarios 
	Creation and improvement of data storage and use protocols

	
	[bookmark: _Hlk227749889]2.1.1
Monitoring & Forecast Coverage [1], [2], [6], [14], [15], [20], [22], [23], [25], [32], [40]
Number of critical systems with real-time monitoring ÷ Total number of critical systems 
Unit: %
	2.2.1
Monitoring & Forecast Coverage [1], [2], [6], [14], [15], [20], [22], [23], [25], [32], [40]
Number of critical systems with real-time monitoring ÷ Total number of critical systems 
Unit: %
	2.3.1
Monitoring & Forecast Coverage [1], [2], [6], [14], [15], [20], [22], [23], [25], [32], [40]
Number of critical systems with real-time monitoring ÷ Total number of critical systems 
Unit: %
	2.4.1
Forecast Accuracy Improvement [1], [14], [20]
Degree to which forecasts improve due to use of past event data
Unit: % reduction in forecasting error (MAE or RMSE)

	
	[bookmark: _Hlk227750115]2.1.2
Access to Real-Time Operational Dashboards [2], [8], [14], [15], [20], [22], [23], [24], [25], [41]
Numbers of stakeholders with access ÷ Total number of relevant stakeholders
Unit: %
	2.2.2
Access to Real-Time Operational Dashboards [2], [8], [14], [15], [20], [22], [23], [24], [25], [41]
Numbers of stakeholders with access ÷ Total number of relevant stakeholders
Unit: %
	2.3.2
Access to Real-Time Operational Dashboards [2], [8], [14], [15], [20], [22], [23], [24], [25], [41]
Numbers of stakeholders with access ÷ Total number of relevant stakeholders
Unit: %
	2.4.2 
System–Documentation Alignment Rate [1], [20]
Components with updated documentation ÷ Total components
Unit: %

	
	[bookmark: _Hlk225348607]2.1.3
Remote Access Reliability [8], [14], [20], [22], [23], [25], [41]
Remote access uptime ÷ Total time
Unit: %
	2.2.3
Remote Access Reliability [8], [14], [20], [22], [23], [25], [41]
Remote access uptime ÷ Total time
Unit: %
	2.3.3
Remote Access Reliability [8], [14], [20], [22], [23], [25], [41]
Remote access uptime ÷ Total time
Unit: %
	2.4.3
Impact Alignment Index [1], [8], [20], [22]
Degree to which updated response plans reflect port stakeholder impacts identified during the event.
Unit: Score (0–1 or 0–100)

	
	2.1.4
Data Backup Frequency [1], [20], [23]
Time between backups are made
Unit: hours or days
	[bookmark: _Hlk225348729]2.2.4
Multi-Channel Communication Coverage [1], [20], [22]
Number of communication channels used for redundancy
Unit: count
	2.3.4
Multi-Channel Communication Coverage [1], [20], [22]
Number of communication channels used for redundancy
Unit: count
	2.4.4
Priority Alignment Index [1], [8], [20], [22]
Degree to which updated response plans reflect port stakeholder priorities identified during the event.
Unit: Score (0–1 or 0–100)

	
	2.1.5
Cybersecurity Maturity Level [1], [9], [15], [23]
Based on NIST, ISO 27001, or port-specific maturity scale.
	2.2.5
Protocol Availability Rate [1], [22]
Physical copies available of protocols ÷ Total required protocols
Unit: %
	2.3.5
Data Restoration Time [1], [15]
Time to restore lost or corrupted monitoring, SCADA, or control systems
Unit: Hours
	2.4.5
Interdependency Mapping [1], [20]
New interdependencies identified / Total interdependencies 
Unit: %

	Governance
	Governance structure and decisions, with anticipation of adverse events
	Contingency protocols and proactive event management
	Recovery decision-making
	Design of new objectives and decision criteria

	
	3.1.1
Resilience Planning Score [1], [8], [14], [20], [22], [24]
Score from a structured survey evaluating resilience plans (e.g., existence of a resilience strategy, training, drills)
Unit: Index (1–5)
	3.2.1
Decision Latency [1], [8], [14], [15], [22], [42]
Time between disruption detection and decision to act (e.g., start backup, shed load)
Unit: Minutes
	3.3.1
Leader Decision Efficiency [8], [14], [15], [18], [22], [42]
Average time between problem identification and leadership decision issuance during recovery.
Unit: minutes/hours
	3.4.1
Leadership Effectiveness Score [1], [8], [20]
Quality rating of leadership performance and clarity of coordination during absorption and recovery activities, based on alignment with resilience objectives.
Unit: Score (0–5) from internal audit rubric

	
	3.1.2
Stakeholder Map Update Frequency [1], [8], [43]
Number of updates / year
	[bookmark: _Hlk225351017]3.2.2
Adaptive Decision Cycle Time [14], [15], [20], [22], [42]
Time required to update operational decisions after new information is received
Unit: minutes / hours
	3.3.2
Adaptive Decision Cycle Time [14], [15], [20], [22], [42]
Time required to update operational decisions after new information is received
Unit: minutes / hours
	3.4.2
Continuity of Command Score [8], [15], [22]
Qualitative score evaluating clarity and functioning of backup decision-making protocols during event
Unit: Score (0–5) from internal audit rubric

	
	3.1.3
Stakeholder Role Awareness Rate [1], [8], [14], [20], [23], [43]
Score from a structured survey/interview evaluating role awareness (e.g., role definition, role description)
Unit: Index (1–5)
	[bookmark: _Hlk225349504]3.2.3
Joint Decision Session Frequency [8], [15], [20], [22], [42]
Number of cross-organizational decision meetings during absorption.
Unit: count
	3.3.3
Joint Decision Session Frequency [8], [15], [20], [22], [42]
Number of cross-organizational decision meetings during recovery.
Unit: count
	3.4.3
Policy Quality Score [1], [8]
Quality rating of documented processes based on clarity, usability, and alignment with resilience objectives.
Unit: Score (0–5) from internal audit rubric.

	
	3.1.4
Resilience Preparation Budget Ratio [6], [15], [22], [24], [26]
Allocated resilience preparation budget ÷ Total budget
Unit: %
	3.2.4
Activation Time of Alternative Command Structure [8], [14], [15], [22], [23], [42]
Time needed to shift from primary to alternative decision-making arrangements
Unit: minutes/hours
	3.3.4
Recovery Budget Sufficiency Ratio [15], [17], [22], [24]
Allocated recovery funds ÷ Estimated recovery need
Unit: %
	3.4.4
Adaptation Budget Ratio [15], [22], [24], [25]
Allocated adaptation budget ÷ Total budget
Unit: %

	Community
	Social network, social capital, institutional norms, and training
	Resourceful and accessible personnel and stakeholders for event response
	Teamwork and knowledge sharing to enhance system recovery
	Additions of or changes to institutions, training programs, and culture

	
	4.1.1
Stakeholder Engagement Index [1], [8], [14], [20], [22], [23]
Number of stakeholder groups involved in resilience planning ÷ Total relevant stakeholder groups
Unit: %
	4.2.1
Community Response Time [1], [14], [15], [22]
Time between issuing a curtailment or mitigation request and port stakeholder compliance
Unit: minutes
	4.3.1
Stakeholder Participation in Recovery Coordination [1], [20]
Stakeholders active in system recovery actions ÷ Relevant stakeholders
Unit: %
	4.4.1
Stakeholder Engagement Index [1], [14], [20], [23]
Number of stakeholder groups involved in resilience evaluation ÷ Total relevant stakeholder groups
Unit: %

	
	4.1.2
Drill Performance Score [1], [20], [23], [25]
Score derived from pre-set evaluation criteria (communication, coordination, recovery speed).
Scale: 1–5 rating
	4.2.2
Demand-Reduction Effectiveness [1], [9], [14], [15], [22], [34]
Actual Curtailed Demand (MWh) ÷ Requested Curtailed Demand (MWh)
Unit: %
	4.3.2
Multi-Stakeholder Coordination Frequency [1], [20]
Number of coordination interactions (meetings, briefings, calls) between port authorities, terminal operators, utilities, emergency services, and local government during recovery.
Unit: count / day (or per recovery phase)
	4.4.2
Organizational Resilience Confidence [1], [14]
Survey-based measure: stakeholders’ self-assessed confidence in handling disruption
Unit: Scale 1–5

	
	4.1.3
Information Sharing Willingness Score [8], [14], [15], [20], [23]
Score from a structured survey/interview evaluating stakeholder willingness to share sensitive operational information
Unit: 1–5
	4.2.3
Emergency Personnel Availability Rate [2], [8]
Available trained personnel ÷ Total trained personnel
Unit: %
	4.3.3
Compliance with Recovery Directives [1], [20], [22]
(Proportion of stakeholders implementing instructions given by the designated Port Energy Response Manager)
Directives implemented ÷ Directives issued
Unit: %
	4.4.3
Stakeholder Awareness Index [1], [20]
Number of stakeholders participating in post-event briefings and information updates ÷ Total relevant stakeholders
Unit: %

	
	4.1.4
Multi-Skill Coverage Index [1], [14], [15], [20], [22], [23]
Staff qualified for ≥2 operational roles ÷ Total Operations & Maintenance staff
Unit: %
	[bookmark: _Hlk225351584]4.2.4
Average Staffing Gap [2], [8]
Required staff - Available staff
Unit: number of personnel
	4.3.4
Average Staffing Gap [2], [8]
Required staff - Available staff
Unit: number of personnel
	4.4.4
Human Resource Reallocation Effectiveness [1]
Extent to which staffing adjustments improve readiness for future adverse events
Staff successfully reassigned to critical roles ÷ Total staff required for critical roles 
Unit: %


Each indicator has been assigned a unique number. The first digit indicates the system layer, i.e., 1 = Infrastructure, 2 = Information, 3 = Governance, and 4 = Community. The second digit indicates the system function, i.e., 1 = Plan/prepare, 2 = Absorb, 3 = Recover, and 4 = Adapt. The third digit indicates the indicator number within that category. 
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