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Attack-Type-Aware Dynamic Bayesian Defense: A Three-Level
Non-Zero-Sum Game for Brute-Force and SQL Injection Attacks

Abstract

Choosing cyber-defense intensity under uncertain, time-varying attacks requires balancing compromise risk
against the cost and disruption of unnecessary intervention. The published three-level attacker—defender game
keeps this trade-off interpretable but pools operationally different attacks into one payoff structure and replays a
static equilibrium without updating the defender's beliefs. This paper proposes an attack-type-aware dynamic
Bayesian defense (ATA-DBD) model that removes both limitations yet retains the three-level action scale. Its
contributions are (i) a family-conditioned non-zero-sum stage game that assigns brute-force and SQL-injection
attacks separate success matrices, losses, costs, and asymmetric penalties, and proves that a pooled game cannot
preserve family-specific defense orderings; (ii) a five-state Bayesian belief process with a myopic posterior-utility
defense rule that includes reconfiguration cost and is monotone under within-family escalation; and (iii) a fully
declared dual-layer evaluation protocol that pairs a 10,000-cycle benchmark matched to the published fixed-level
and mixed-strategy baselines with a held-out stress test conditioned on the public CSE-CIC-IDS2018 attack
timetable. In the matched benchmark, the proposed policy attains defense-success rates of 99.15%, 98.59%, and
99.52% across three economic scenarios while retaining 80.40%, 84.96%, and 79.17% residual energy and
limiting redundancy to 2.28%, 1.32%, and 3.93%. In the calendar-conditioned test, it achieves 84.48% expected
containment, 0.948 mean defender utility, 1.07% benign activation, and 1.27% under-defense, with posterior
macro-F1 of 0.939, and exceeds the outcome-matched reconstruction of the published mixed strategy in utility by
0.249 (95% confidence interval [0.245, 0.253]). The results are controlled-simulation evidence for attack-family-
aware adaptive decision support rather than flow-level intrusion-detection accuracy.

Keywords: Dynamic Bayesian cyber defense; non-zero-sum game; attack intensity; brute-force attack; SQL
injection; adaptive decision support

1 Introduction

Operational cyber defense requires a response decision before the attack state is known with certainty. Brute-force
(BF) activity places sustained pressure on authentication services, whereas SQL injection (SQLi) targets
application inputs and database-facing operations. An inadequate response increases compromise risk; an
unnecessarily strong response consumes resources and can disrupt legitimate use (Alghawazi et al. 2022; Aslan
et al. 2023; Kanta et al. 2024; Paul et al. 2024; Perwej et al. 2021; Wang et al. 2021). This allocation problem is
strategic because attack intensity and defense intensity jointly determine both security loss and operating cost.
Game-theoretic models expose those incentives and resource limits, provided that the action space remains
interpretable and the attack representation is detailed enough for calibration and comparison (Do et al. 2017; Ho
et al. 2022; Igbal et al. 2019; Manshaei et al. 2013).

An intensity label is meaningful only in the context of its attack family. High-intensity brute-force activity is
associated with repeated authentication attempts, request bursts, and account or IP reuse. SQL injection is
expressed through hostile query structure, manipulated parameters, scripted probing, and database-facing
exploitation. A pooled intensity variable would assign a common success and cost structure to mechanisms that
respond differently to defense. The model therefore retains three ordinal action levels but specifies their success
probabilities, losses, and operating costs separately for BF and SQLi (Alghawazi et al. 2022; Li et al. 2019; Paul
et al. 2024; Wang et al. 2021).

The benchmark is the three-level non-zero-sum model of Adisa et al. (2025). It assigns no-, low-, and high-
intensity actions to both players and compares its Level-M mixed strategy with fixed Level-0/1/2 defenses using
residual energy, defense success rate, and defensive redundancy. The source paper discusses password guessing
and SQL injection, reports 100,000 classified records from 275,700 records scraped from three websites, and
evaluates attack—defense interaction over 10,000 cycles.

The compact Level-0/1/2 scale and legacy metrics remain useful for comparison. Three features, however, restrict
the original framework’s use as a sequential attack-family model: BF and SQLi share one payoff structure, attacker
actions are sampled randomly across repeated trials, and the scraped data are not available for independent reuse.
The present work retains the original action scale while adding family-conditioned payoffs, Bayesian state



estimation, and a fully declared simulation design (Adisa et al. 2025; Attiah et al. 2018; Leevy and Khoshgoftaar
2020; Zhang and Malacaria 2021).

These observations define four requirements for the extension. The stage game must be internally coherent, and
its success, loss, and cost parameters must distinguish BF from SQLi. The defense rule must update from uncertain
evidence rather than replay a scenario-level strategy. The evidence claim must also match the data used: Layer B
combines the public attack timetable with synthetic observations and therefore evaluates the decision process
under controlled uncertainty, not flow-level intrusion detection.

To address these gaps, the proposed mechanism combines the refined stage-game utility with a five-state Bayesian
filter. Let § = {B, BF;, BF,,SQLi;,SQLi,} denote the operational state space and let b,(s) be the posterior
probability of state s in window t. Given the preceding defense d;_, the selected myopic defense action is

di = min * arg maxgep {Z b; (s)Up(s,d) — k|d — di_1|¢-
SES (1)

The corresponding prediction and correction stages are

P p(0]5)b.(s)
b(s)= ) P be_1(u), b.(s) = .
) uzes (1) ® © Yves P (0¢|v) b (V) )

Equation (1) selects the lowest-index maximizer when exact ties occur. With x > 0, it remains a myopic rule
because it optimizes the current window only. Equation (2) supplies temporal adaptation through state prediction
and posterior correction; Equation (28) later defines the cumulative expected-utility criterion used for evaluation.

Fig. 1 connects the five-state filter to family-conditioned utility evaluation and the myopic defense rule. Its input
box distinguishes the type of evidence expected in a deployment from the Gaussian observations used in the
controlled benchmark.
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Fig. 1 Architecture of the attack-family-aware Bayesian defense cycle

The feedback path carries b, into the prediction step for window t + 1. Beliefs and selected defense levels
therefore evolve over time even though each action is chosen by a stage-wise maximization.



The resulting model is termed attack-type-aware dynamic Bayesian defense (ATA-DBD), and the paper makes
three contributions.

(1) An attack-family-conditioned three-level non-zero-sum stage game. BF and SQLi receive separate success
matrices, compromise values, losses, cost ladders, failed-attack penalties, and benign-use penalties within the
same interpretable Level-0/1/2 action space (Section 3). Proposition 1 establishes equilibrium existence,
Proposition 2 gives a marginal condition under which high-intensity defense is weakly suboptimal, and
Proposition 3 shows that a pooled intensity-only payoff matrix cannot preserve both family-specific defense
rankings. In the literature reviewed in Section 2, no three-level non-zero-sum cyber-defense game conditions its
payoff semantics on the attack family.

(2) A dynamic Bayesian defense rule. The family-conditioned utilities are embedded in a five-state belief process
over benign, low- and high-intensity BF, and low- and high-intensity SQLi states, and the defense level is selected
by a myopic posterior-utility rule with an explicit reconfiguration cost (Section 4). Under the increasing-
differences condition of Proposition 4, the rule is monotone under within-family escalation: stronger evidence that
an attack is escalating never produces a weaker defense.

(3) A fully declared dual-layer evaluation protocol. Layer A reproduces the published 10,000-cycle benchmark
with fixed Level-0/1/2 defenses, audits both transparent reconstructions of the published mixed strategy, and
carries the outcome-matched reconstruction into the scenario-wise comparison, so that the comparison cannot rest
on a single unexamined interpretation of a baseline whose data are not available. Layer B evaluates the decision
mechanism against all comparators on a held-out calendar built from the public CSE-CIC-IDS2018 attack
timetable under a declared stochastic observation model, with proper scoring rules, ablation, and sensitivity
analyses (Sections 5 and 6). Every parameter, seed, and calendar is stated, so all results can be regenerated
independently.

Section 2 positions the contribution relative to prior cyber-defense games. Sections 3 and 4 develop the stage
game and Bayesian decision rule, Section 5 defines the two evaluation layers, Section 6 reports the results, and
Section 7 concludes.

2 Related Work and Research Positioning

Prior work is compared along three dimensions that determine whether a model can support the proposed defense
rule: payoff structure, information available to the defender, and attack-family resolution. These dimensions
distinguish the roles of static games, sequential Bayesian models, and attack-specific evidence models.

2.1 Static and non-zero-sum attacker—defender games

Cybersecurity game models are commonly classified by payoff structure, timing, information, and number of
players (Do et al. 2017; Igbal et al. 2019; Manshaei et al. 2013). These choices determine whether a formulation
can express resource trade-offs, sequential response, or uncertainty. Applications include advanced-manufacturing
risk assessment, advanced persistent-threat defense, Bayesian incentives for distributed denial-of-service (DDoS)
mitigation, and moving-target defense (Cho et al. 2020; Dahiya and Gupta 2021; Khalid et al. 2023; Sengupta et
al. 2020; Zarreh et al. 2019). Static normal-form games make their action sets, assumptions, and payoffs explicit,
which is useful when comparing a small number of costly defense options. Their one-stage structure does not,
however, represent posterior revision as evidence arrives or tactical changes across monitoring windows (Attiah
et al. 2018; Ho et al. 2022; Manshaei et al. 2013; Zhang and Malacaria 2021). Adisa et al. (2025) provide the
compact benchmark used in this study: a simultaneous three-level non-zero-sum game evaluated against fixed
defenses. Its action scale and resource metrics are retained for comparability; the extension adds family-specific
payoffs and observation-conditioned defense selection.

2.2 Bayesian and sequential cyber-defense games

Harsanyi’s Bayesian framework represents unknown game attributes through a probability distribution over latent
states. In cyber defense, capability, objective, and current intensity are inferred from indirect indicators such as
login failures, repeated source activity, anomalous parameters, request timing, and other noisy traces (Harsanyi
1967; Liu et al. 2021; Zhang and Malacaria 2021). Because those evidence distributions may change, concept-
drift research distinguishes drift detection, interpretation, and adaptation rather than assuming stationarity (Lu et
al. 2019). Bayesian Stackelberg models combine attack estimation with online defensive optimization (Zhang and
Malacaria 2021), while dynamic-defense studies emphasize adaptation in heterogeneous infrastructures (Zheng
et al. 2022). Bayesian inference has also been used in state-transition, mission-impact, and deception settings (Lee
et al. 2024; Pawlick et al. 2019; Yao et al. 2024). None of the studies reviewed here retains the compact three-



level non-zero-sum action scale, assigns separate BF and SQLi payoff semantics, and conditions defense selection
on sequentially updated beliefs. Within this literature, the proposed model is the first to combine these three
properties in one decision framework, and the ablation study in Section 6.4 quantifies the separate contributions
of temporal belief propagation, family conditioning, and Bayesian updating.

Equation (3) states the zero-switching-cost sequence objective motivated by these studies; Equation (28) adds the
reconfiguration term used in the evaluation.
T
Z Up (st dt)l
=1 3)

Policy value therefore depends on state-conditioned actions across windows rather than on a single equilibrium
profile (Dahiya and Gupta 2021; Harsanyi 1967; Zhang and Malacaria 2021; Zheng et al. 2022).

J§ = E"

2.3 Attack-family-conditioned intensity and evidence models

Evidence and defensive response differ by attack family. BF activity is associated with repeated guesses, failed-
login bursts, source reuse, and rate anomalies; SQL injection is associated with suspicious tokens, crafted
parameters, and query manipulation (Alghawazi et al. 2022; Paul et al. 2024; Tang et al. 2020; Wang et al. 2021).
The defensive implications also differ: throttling or step-up authentication can address low-rate BF activity,

whereas SQL injection requires input validation and request filtering. Family conditioning therefore changes qu),
the associated loss and cost parameters, and the ordering of defense levels (Chen et al. 2024; Kasim 2021;
McWhirter et al. 2018; Sepczuk and Kotulski 2018; Xie et al. 2019; Zhang et al. 2022). Section 3 compares those
rankings with an equal-weight pooled game. The only CSE-CIC-IDS2018 content used in Layer B is the published
attack timetable, from which BF and SQLi windows are reconstructed. Packet, flow, and CICFlowMeter records
are not analyzed; the experiment is therefore calendar-conditioned rather than a flow-level intrusion detection
system (IDS) evaluation (Canadian Institute for Cybersecurity n.d.; Catillo et al. 2021; Leevy and Khoshgoftaar
2020; Zuech et al. 2021).

2.4 Comparative research gap and research questions

The preceding comparison reveals a specific unresolved combination. Static non-zero-sum games preserve
interpretable resource trade-offs but do not condition actions on sequential evidence; Bayesian and sequential
games adapt to uncertainty but do not retain the same three-level, family-conditioned benchmark structure; and
attack-specific detection studies distinguish observable patterns without integrating those distinctions into a
strategic payoff system. The present study addresses this intersection through family-specific stage games, a five-
state myopic Bayesian filter, and direct comparison with fixed defenses and both transparent Level-M
interpretations under matched and controlled simulations (Adisa et al. 2025; Wang et al. 2021; Zhang and
Malacaria 2021; Zheng et al. 2022).

Table 1 summarizes this positioning.

Table 1 Positioning of the proposed model relative to the three literature strands compared in Section 2

Literature strand Three-level BF- and Sequential Strategic Fully declared,
(representative studies) ordinal SQLi- belief (game- publicly

intensity specific updating for | theoretic) reproducible

scale for both = payoff defense payoff model evaluation

players semantics selection
Static three-level non- Yes No (pooled) ' No Yes No (scraped records
zero-sum game (Adisa et withheld)
al. 2025)
Bayesian and sequential No No Yes Yes Varies by study
defense games (Dahiya

and Gupta 2021; Lee et
al. 2024; Liu et al. 2021;
Yao et al. 2024; Zhang
and Malacaria 2021;
Zheng et al. 2022)



Literature strand Three-level BF- and Sequential Strategic Fully declared,

(representative studies) ordinal SQLi- belief (game- publicly
intensity specific updating for = theoretic) reproducible
scale for both = payoff defense payoff model evaluation
players semantics selection

Attack-family-specific Not applicable = Yes No No Varies by study

detection and evidence (observable

studies (Alghawazi et al. signatures

2022; McWhirter et al. only)

2018; Paul et al. 2024,
Tang et al. 2020; Wang et
al. 2021)

Proposed (ATA-DBD) Yes Yes Yes Yes Yes

The resulting evaluation is organized around four questions that separately test mathematical consistency,
sequential adaptation, family conditioning, and benchmark performance:

e RQI: Can a three-level non-zero-sum stage game be formulated whose cost, success, and penalty
structure is internally consistent and conditioned on the attack family?

e RQ2: Does adding Bayesian belief updates improve defense decisions under attack uncertainty?

e RQ3: Does attack-family-aware modeling outperform a generic intensity-only model?

e RQ4: Does the proposed policy improve the protection—resource trade-off relative to fixed defenses
and both transparent interpretations of the published Level-M benchmark?

RQI is addressed by the payoff and equilibrium analysis in Section 3. RQ2 is tested by the fixed-prior and no-
update ablations, while RQ3 is assessed through the family-conditioned versus pooled-game analyses. RQ4 is
evaluated through the matched Layer-A benchmark and the Layer-B controlled calendar simulation, including the
formula-faithful and reported-outcome-matched Level-M comparators.

3 Refined Three-Level Non-Zero-Sum Game Formulation

This section formalizes a refined and attack-family-aware three-level stage game that remains directly comparable
with the baseline of Adisa et al. (2025) while being analytically consistent and extensible. The formulation
preserves the ordinal structure of no attack / low-intensity attack / high-intensity attack and no defense / low-
intensity defense / high-intensity defense, but it does so with explicit family-specific payoff design so that brute-
force and SQL injection attacks are no longer treated as operationally identical.

3.1 Notation and action space

Let the attacker’s action set and the defender’s action set be A = D = {0,1,2}, where 0 denotes inactivity or no
escalation, 1 denotes a low-intensity action, and 2 denotes a high-intensity action. In operational terms, defense
Level 1 denotes low-friction controls, such as request throttling and step-up authentication against BF or input
validation and parameter filtering against SQLi, whereas Level 2 denotes high-friction controls, such as source
lockout or blocking against BF or query blocking and strict request filtering against SQLi. Let the attack family
be k; € K = {BF,SQLi}, where BF denotes brute-force/credential-guessing behavior and SQLi denotes SQL
injection behavior. The subscript t indexes a decision window; for now, however, we focus on the single-period
stage game and postpone the dynamic extension to Section 4.

For each attack family k, let Vi, > 0 denote the attacker’s value from a successful compromise, Ry > 0 the
defender’s protection reward for maintaining safe service, and Ly > 0 the defender’s loss if the attack succeeds.
Let c,f‘a be the attacker’s direct operational cost at intensity level a, and let C,Q 4 be the defender’s cost of deploying
defense level d. We also include two non-symmetric penalty terms: 7, 4, the attacker’s failure or detection penalty
when an attempted attack does not succeed, and vy 4, the defender’s usability or false-alarm penalty from
activating defense level d > 0 when no attack is present. This asymmetry is central to the non-zero-sum
formulation adopted here (Adisa et al. 2025; Nash 1951). The notation used throughout this paper is collected in
Table 2.



Table 2 Notation for the stage game and Bayesian model

deviation, and the number of paired replications

Symbol Meaning Domain / definition

a Attacker pure action in the stage game a€eA={0,1,2}

d Defender pure action in the stage game deD ={0,1,2}

d; Defense deployed in window t d. €D

k Attack family k € K = {BF,SQLi}

St Hidden operational state St€ES = {B,BFI,BFZ, SQLi,, SQLiZ}

f(s) Attack-family map f(BF,) = BF; f(SQLi;) = SQLi

1(s) Intensity map t((B)=0; (k) =i

QW) ql(llfi) Family-specific success matrix and entry QU € [0,1]3*3

Vi, Ry, L Compromise value, protection reward, defender loss | Positive normalized design parameters

C,‘:a, C,? a Attack and defense costs Level-0 costs equal zero

Nia> Yi,d Failed-attack and benign-use penalties Nonnegative

Ujk), Ul()k) Family-conditioned stage utilities Equations (5)—(6)

Up(B,d) Common benign-state defender utility Equation (6a)

X,y Attacker and defender mixed strategies x € A(A), y € A(D)

b(s), b (s) Posterior and predicted beliefs Elements of A(S)

0t Six-dimensional standardized observation o € R®

Py, Pg Layer-A and Layer-B transition matrices Equations (39a) and (39)

up () isielrslder utility vector over the three pure defense [Up(s,0), Up (s, 1), Up (s, 2)] T

K Defense switching-cost coefficient Kk = 0.015 in primary simulations

Iz Unc.iiscounted cumulative expected utility under Equation (2‘8); mean ptility is the
policy corresponding per-window sample average

e(d) Energy expenditure €(0) =0, e(1) = 0.003, €(2) = 0.006

LDSR Legacy ordinal defense-success rate Base-paper comparison only

ECR Expected containment rate Uses 1 — ql((}; gi)

BAR, UDR Benign activation and under-defense rates Action-allocation metrics

G ;f’d' ) Eggee:;ziq ]:i)ls;y](sz gain of defense level d over d’ Equation (15)

7 Layer-A marginal intensity law Equation (41)

C,j k; ]c -(;[Illn(:t(’)zrliglil;)sufsaitltiall;k-family spell, its window Equations (33)-(34)

Tj) Tonset Attack-spell onset delay and its mean Equation (51)

s, Mean paired difference, its sample standard Equation (52)

The central interaction term is the family-specific success-probability matrix, introduced in Equation (4):

—[,® (k) _
Q(k) - [qad ]a,dE{O,l,Z}' qu = 0vd (4)

The attacker’s stage utility for family k follows from this matrix according to Equation (5):

U (a, d) = qiVie = cita = Mka(1 = 49D 100} )

The corresponding defender stage utility is given by Equation (6):

Uz()k) (a,d)=(1- qgé))Rk - qg;)Lk - Cch),d = Yi,alia=0,a>0 (6)




A benign window has no attack-family label. To prevent the merged benign state from being evaluated through
an arbitrary family, define its utility by a fixed equal-weight average of the two no-attack rows:

1 1 ou
Up(B,d) = 5 U’ (0,d) +5 U (0,d)

(6a)
The dynamic state utility is therefore
Up(B,d), s=B8B,
UD (S! d) = U[()BF) (ll d)l S = BFi’
(SQL)) ¢ _ .
Uy, (i,d), s=SQLi; (6b)

Equations (5)—(6) are asymmetric by construction. A failed attack can still impose operating or exposure costs on
the attacker, while a defense deployed in a benign window can consume resources and reduce usability. The
players’ payoffs are therefore not negatives of one another, which is consistent with a non-zero-sum formulation
(Nash 1951).

3.2 Model assumptions and consistency conditions

The stage game is internally coherent only when cost ordering, success monotonicity, attack-family heterogeneity,
marginal rationality, and the information pattern are specified jointly. The following assumptions impose these
requirements.

Al: ordered cost of attack, 0 = C,‘éo < C,f_l < C,’ézfor each family k.

A2: ordered cost of defense, 0 = c,f_ 0 < C,g 1 < C,f,’_ 2 and 0 = ¥ o < Vi1 < V2. Stronger defenses therefore cost
more and induce at least as much operational friction as weaker ones.

A3: ordered success with respect to attack and defense. For each family k, qgfi) > qﬂ? > q(gl;) = Ofor all d, and

qé’(‘]) > qc(ﬁ) > qé’? forall a > 0. Stronger attacks are at least as dangerous as weaker ones, while stronger defenses

are at least as suppressive as weaker ones.

A4: family-specific heterogeneity. The matrices QBF) and QLD are not assumed to be identical, and neither are
the corresponding cost and loss parameters.

AS5: marginal rationality rather than universal dominance. We do not require the asset value or protection reward
to dominate every cost parameter. What matters is whether a marginal increase in attack or defense intensity
improves expected utility.

A6: conditional common knowledge within a stage, incomplete information across stages. Conditional on family
k, the stage-game structure is common knowledge; over time, however, the defender does not directly observe the
true attack family and intensity. This assumption preserves stage-game tractability while motivating the Bayesian
extension in Section 4 (Harsanyi 1967).

3.3 Attack-specific payoff design

Separate calibration is used because the same ordinal intensity need not leave the same residual success after
defense. Throttling, lockouts, and stronger authentication directly suppress BF pressure, whereas crafted SQL
injection can remain consequential when application-side validation is weak. Adaptive password guessing can
also alter its candidate distribution after observing outcomes (Murray and Malone 2023; Paul et al. 2024; Wang
et al. 2021). Tables 3 and 4 contain the normalized parameters used throughout the equilibrium and simulation
calculations. They satisfy Assumptions A1-A4 but are not empirical estimates of compromise probability.
Scenario, observation-noise, switching-cost, and intensity-mapping analyses test the influence of these choices.

Table 3 Normalized brute-force parameters

Parameter Level 0 Level 1 Level 2
Attacker cost CQF_a 0.00 0.18 0.34
Defender cost cBg,d 0.00 0.14 0.33
Attacker failure penalty ngF 4 0.00 0.04 0.08
Defender usability penalty ¥Vsr,d 0.00 0.05 0.12




The remaining BF reward, loss, and success-probability parameters are consolidated in Equation (6c):

VBF = 100, RBF = 100, LBF =1.20

0 0 0
Q®M =056 0.24 0.09
0.82 046 0.18 (6¢)
Table 4 provides the corresponding calibration for SQL injection.
Table 4 Normalized SQL-injection parameters
Parameter Level 0 Level 1 Level 2
Attacker cost ngQLi,a 0.00 0.22 0.41
Defender cost ¢gqy;,d 0.00 0.16 0.34
Attacker failure penalty sqriq 0.00 0.03 0.07
Defender usability penalty VsoLi,d 0.00 0.06 0.14
Note: All entries are normalized analytical design parameters and are not estimated from CSE-CIC-IDS2018.
The corresponding SQLi parameters are consolidated in Equation (6d):
Vsqu‘ = 1.20, RSQLi = 1.20, LSQLi = 1.55
' 0 0 0
QU =10.62 034 0.16
0.88 0.58 0.29 (6d)

The family-specific suppression profiles implied by the analytical matrices in Tables 3 and 4 are compared in Fig.
2.

—6— BF, attack level 1
—g—BF, attack level 2
- -SQL, attack level 1}
—A— SQLi, attack level 2

Attack-success probability

0 1 1

Level-0 Level-1 Level-2

Defense intensity level

Fig. 2 Analytical attack-success profiles for brute-force and SQL injection

Fig. 2 shows that Level-1 defense reduces high-intensity BF success from 0.82 to 0.46 (43.9%), whereas the
corresponding SQLi reduction is from 0.88 to 0.58 (34.1%). At attack level 1, the residual success probabilities
under Level-1 defense are 0.24 for BF and 0.34 for SQLi. These different suppression profiles motivate family-
conditioned equilibrium analysis; they are consequences of the normalized design matrices rather than measured
traffic outcomes.



3.4 Payoff matrices

Using Equations (5)-(6), the attacker and defender payoff matrices for family k take the compact form of Equation

(7):

AW = (U (a, ) p® = (U3”(a,d))

a,def0,1,2) a,de{0,1,2} (7

For any given family k, the first row of 4 is identically zero because a = 0 corresponds to no attack. By
contrast, the first row of p®) reflects an economically meaningful benign-state trade-off: the defender preserves
safe service but may still incur friction if it deploys unnecessary defenses. Retaining this row is important because
later benchmarking compares not only success probability, but also resource efficiency, residual utility, and
defensive redundancy (Adisa et al. 2025).

3.5 Static equilibrium analysis
Letx = (xg, x1,X,) T € A(A) be the attacker’s mixed strategy and y = (y,, ¥1,¥2)" € A(D) the defender’s mixed
strategy. For attack family k, the expected utilities become Equation (8):

1390, y) = xTA®y, M (x,y) = xTD Wy ®)

The expected payoff from each pure action is stated in Equations (9) and (10):

2
U000 = ) v U@ d)
=] ©)

2

0% (0 = z %, U (a, d)
a=0 (10)

Under a full-support equilibrium, these payoffs satisfy the system in Equations (11)-(13):

AWy = 3q (11)

T *
(x*(k)) p = HD(k)lT (12)
0 >0,y:% >0, vad (13)

If any component of the candidate solution implied by Equations (11)-(13) is negative, the equilibrium lies on a
boundary support rather than in the full interior, and the game should be solved on the relevant lower-dimensional
support.

Proposition 1. For each attack family k and any admissible parameter set satisfying Assumptions A1-A6, the
refined three-level stage game admits at least one mixed-strategy Nash equilibrium.

Proof. The game is finite: each player has three pure actions and finite payoffs in every cell. Therefore, by Nash’s
existence theorem for finite non-cooperative games, at least one mixed-strategy equilibrium exists. The
admissibility conditions ensure that all payoff entries are well-defined and bounded (Nash 1951).

Proposition 2. Let x be any attacker mix for family k. High-intensity defense is weakly suboptimal whenever the
condition in Equation (14) holds:

2
®)_ )
Z Xa [dar =G5 (R + Lie) < [coz—cia] + Xo[Viz—Vial
a=1 (14)
Proof. From Equation (6), US”(a,2) = U$”(a,1) = (¢%¥ — ¢&) Ry + L) = (cB5 — cB1) = (Y2 = ¥i1) Ltazoy- Taki
roof. From Equation (6), Up”(a,2) = Uy~ (a,1) = (dgy — a5 ) Ric + Li) = (cR2 = cR1) = (Yr2 = Yk1) La=0}- Taking
expectation with respect to x gives the left-hand side of Equation (14) minus its right-hand side. When Equation (14) holds,
the expected payoff difference between defense levels 2 and 1 is non-positive; hence high-intensity defense is weakly
suboptimal.
Define the expected payoff gain of defense level d over d’ under family k by Equation (15):
2
(d'd,) k k ’
6" = Zxa [V (a,d) — U (a,d")]
a=0 (15)



A strict family-dependent ranking reversal occurs when Equation (16) holds:
Gl (x)Gs(g‘Ldi') x)<o0 (16)

Proposition 3 (family-dependent defense ranking). If Equation (16) holds for some attacker mixture x and pair d
# d', the two defense levels are ranked in opposite orders in the BF and SQLi games. A pooled payoff matrix
assigns only one aggregate gain to the pair and therefore cannot preserve both strict family-specific rankings
simultaneously. Different equilibrium supports may follow, but are not asserted without additional uniqueness
assumptions.

Proof. A negative product in Equation (16) means that one gain is positive and the other is negative. Hence d is
preferred for one family and d’ for the other, whereas a pooled game produces only one aggregate ordering.

4 Dynamic Bayesian Defense Model

The one-period utilities become a sequential decision model after the defender assigns probabilities to the latent
state and updates them as observations arrive. Logs, traffic statistics, request patterns, and authentication behavior
provide indirect evidence rather than direct knowledge of attack family and intensity. The Bayesian filter maps
that evidence to the state probabilities used in the defense rule (Harsanyi 1967; Liu et al. 2021; Zhang and
Malacaria 2021; Zheng et al. 2022).

4.1 Sequential decision setting

Consider a finite horizon of discrete traffic windows t € {1,2, ..., T}. Each window may correspond to a fixed
time interval, a batch of network flows, or an application-layer monitoring slice. Within each window, the attacker
has effectively chosen a latent attack family and intensity, but the defender does not observe this choice directly.
Instead, the defender receives a feature vector extracted from the window and must decide which defense level to
deploy. The latent state at each window is represented by Equation (17):

S = {B, BF,, BF,,SQLi,, SQLi,} (17)

The state B denotes a benign window. For an attack state k;, f(k;) = k identifies the family and t(k;) =i
identifies the intensity.

4.2 Hidden state and belief representation
Let S be the five-state space defined in Equation (17). The defender's posterior belief at time ¢ is
b.(s) =Pr(s; =s10.), SES (18)

To model temporal persistence and escalation, we assume a first-order Markov law for the latent state. This yields
the prediction step, shown in Equation (19):

be(s) = ;P (s 1 W)be_y (u) o)

For interpretation, the family and intensity marginals are defined in Equation (20):

bg((BF) = bt(BFl) + bt(BFz): bg((SQLi) = bt(SQLi1) + bt(SQLiz);
b{(0) = b(B), b{(i) = b.(BF;) + b.(SQLi;), i € {1,2} (20)

4.3 Observation model

The observation vector associated with the current window is denoted by Equation (21). In a deployment, ¢ may
extract this vector from monitored data; in the present controlled simulation, o, is generated from the Gaussian
model specified in Equations (37)—(38):

o; = ¢p(w,) € RF, F = 6 in the controlled simulation (21)

The six coordinates are standardized synthetic indicators designed to distinguish authentication-oriented, volume-
oriented, and request-content-oriented evidence. They preserve the qualitative semantics of brute-force and SQL-
injection observations, but they are not CICFlowMeter fields and are not claimed to be measured traffic features.
This abstraction deliberately separates evidence types: SQL injection has been detected from lightweight network-
flow summaries, whereas query-string methods analyze application-layer syntax; the six synthetic coordinates
should therefore be read as generic evidence channels rather than measured replicas of either feature space
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(Crespo-Martinez et al. 2023; McWhirter et al. 2018). Conditional on the hidden state, the likelihood used by the
filter is the product of independent Gaussian densities in Equation (22):

F
p(oilsy =5) = N(o ~;u5-,02), SES
tlSt g tjr Usj )
4.4 Bayesian update rule

The posterior then follows from Bayes' rule as Equation (23):

p(o; | $)b,(s)
Yues P (0 | w)b(w) (23)
The posterior expected attack intensity is obtained from Equation (24):

pe = ) t(s)b(s)
; 24

b.(s) =

4.5 Myopic Bayesian defense rule
The defender evaluates each defense level through the posterior expected utility in Equation (25):
U(d) = D b (IUp(s,d) = kld = d,|
SES (25)
The deployed action is then selected according to Equation (26):

di = min *x arg maxgep U, (d) (26)

Equation (26) defines a myopic posterior-utility policy. The outer minimum is used only to resolve an exact tie by
choosing the lowest defense level, matching the executable implementation. When x > 0, the present action
affects the next window’s switching penalty, so the rule is not claimed to solve a Bellman finite-horizon problem.

For completeness, define up (s) = [Up(s,0), Up(s, 1), Up(s, 2)]7. Equation (27) gives an optional mixed-defense
relaxation. The experiments do not use this relaxation; they implement the pure rule in Equation (26).

yi € +arg maxyeam) {Z be (Dup()Ty =K ) yald = dt_1|]

SES deD

27

4.6 Repeated decision process

The dynamic model unfolds window by window. At each time step, the defender receives the next traffic window,
extracts the feature vector, predicts the next prior from the previous posterior using the transition matrix, updates
the posterior using Bayes’ rule, evaluates the posterior expected utility of each defense level, deploys the
maximizing action, and records the selected action and state-conditioned expected performance measures.

The complete repeated-decision objective across all windows is stated in Equation (28):

T
J§ =B | > (WUn(s0dp) = ld, = dea )
t=1

(28)

Equation (28) summarizes the state-conditioned expected stage utilities accumulated along the policy sequence.
It is a retrospective performance criterion rather than an optimality claim for Equation (26). The mean utility
reported in Equation (47) is the corresponding sample average, obtained by dividing the accumulated sum by T.

Proposition 4 (monotonicity under within-family escalation). Suppose that, for each k € K and d € {0,1}, the
defender utility satisfies increasing differences between attack intensities 1 and 2:

uP@,d+1)-UPed=2uPA,d+1) -, d) (29)

Hold b.(B) and the family masses b¥ (k) fixed, and shift conditional probability within each family from k;
toward k, in the sense of first-order stochastic dominance. Then the selected action under Equation (26) weakly
increases.
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Proof sketch. Equation (29) gives increasing differences in attack intensity and defense level. A within-family
upward shift therefore raises the marginal expected value of stronger defense; monotone comparative statics imply
a nondecreasing stage-wise argmax (Milgrom and Shannon 1994).

4.7 Myopic Bayesian defense-selection algorithm

The complete window-by-window procedure is set out in Algorithm 1.

Algorithm 1. Window-wise myopic Bayesian defense selection

Input: prior by over §; transition matrix P; observation means pg sess noise standard deviation o; state-utility
matrix Up; horizon T; switching cost k.

Output: b, d;”__ and the benchmark metrics.

te=1
Initialize: d, < 0.
Fort=1,..,T:

1. Obtain o, from the declared evidence source.

2. Predict B.(s) = Zy,esP(s|s)bs_1(s") for every s € S.

3. Update b (s) = p(o¢|s) B:(s)/Zsies p(0¢]s) B (s").

4. Compute U, (d) = Zses b (s)Up(s,d) — k|d — d,_,| for d € {0,1,2}.

5. Deploy df=min arg maxgep U (d).

6. Record by, d;, energy expenditure, the LDSR indicator, the ECR contribution, and state-conditioned expected
stage utility.

End For.

Fig. 3 summarizes the five-state myopic Bayesian policy in Algorithm 1. Solid arrows show the within-window
prediction, update, utility-evaluation, and action-selection sequence; the dashed arrow carries the posterior
forward to the next window. Exact ties are resolved by selecting the lowest defense level.

Window t input
measured indicators in deployment
or generated o; in the controlled benchmark

|

i

Prediction Likelihood
bhatt(s) = > u p(ot|s), s €
P(s|u)bt — 1(u) {B, BF1,BF2,5QLil, SQLi2}
( 1
]

Posterior correction
bt(s) proportional to p(o¢s)bhat(s)

l

State-utility evaluation

S sbt(s)UD(s,d)

Prior for window ¢ + 1 -K|d —dt — 1]
be(s)

T 4 . . ™
| Myopic defense decision

dg* = min arg mazd € {0, 1,2} Ut(d)

lowest defense level resolves an exact tie

l

: Record expected decision outcomes
e energy, LDSR, ECR, DR/BAR/UDR,
state-conditioned expected utility

Fig. 3 Window-wise myopic Bayesian defense pipeline
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Fig. 3 separates inference from decision evaluation. The transition and likelihood models determine the posterior
b,, whereas the family-conditioned utility matrix and switching coefficient x determine the selected action.
Observation uncertainty therefore affects defense through the posterior rather than by altering the payoff
parameters.

5 Experimental Design and Benchmarking Protocol

The evaluation uses two layers because source-paper comparability and sequential state inference require different
state processes. Layer A reproduces the 10,000-cycle random-attacker setting with fixed Level-0/1/2 defenses and
the Level-M reconstructions. Layer B uses a calendar-defined hidden-state sequence and Gaussian observations
to test belief updating under temporal persistence. Fig. 4 summarizes the two paths and the decision rules evaluated
in each.

. Official CSE-CIC-IDS2018 timetable
Published three-level protocol
14, 22, and 23 February 2018
random attacker; 10,000 cycles BF and SQLi intervals; XSS-overlap windows
Level-0/1/2 and reported Level-M outcomes ’
removed
| N l
Layer A: matched Monte Carlo benchmark Layer B: controlled calendar simulation
10,000 i.i.d. states; 30 common-random-number runs calendar-defined five-state sequence
fixed defenses, Level-M-R, corrected static, Bayesian no packet or flow records processed
Level-M-F audited separately in Scenario 1 Gaussian observations; o € {0.35,0.70,1.05}
1 g 1
N
Economic scenarios Myopic Bayesian decision layer
S1: moderate protected value five-state prediction and correction
S2: protected value below costs kappa = 0.015; deterministic tie break
S3: protected value far above costs ) Level-0/1/2, Level-M-F, Level-M-R, static, Bayesian
l [
Layer-B outputs
Layer-A outputs LDSR, ECR, DR, BAR, UDR, energy, utility
RE., LDS]_{f DR, ECR, me.an utility Brier score, log loss, macro-F1, balanced accuracy
paired utility confidence intervals ablation and stress sensitivity
l
Bounded interpretation
direct comparison with the published protocol
+ reproducible controlled evidence for adaptive decision support
not flow-level IDS validation

Fig. 4 Dual-layer evaluation workflow

Fig. 4 distinguishes the state and evidence sources. Layer A uses independent matched states, whereas Layer B
uses a calendar-defined sequence and synthetic observations. Method definitions are held fixed within each
applicable layer; the state process and evidence source are what change.

All simulations were run in Python 3.11.2 using NumPy 1.26.4, SciPy 1.13.1, pandas 2.2.2, and nashpy 0.0.40.
Support enumeration generated the reported bimatrix equilibria, and the Lemke—Howson algorithm provided a
numerical consistency check. Within each replication, common random numbers and matched seeds ensured that
all methods encountered identical hidden-state and observation sequences.

5.1 Public attack calendar and window construction

The official CSE-CIC-IDS2018 release provides the documented brute-force and web-attack times used to
construct the temporal calendars in this study. Only the published timetable is used; packet captures, flow records,
and CICFlowMeter features are not processed. The source therefore supports an auditable calendar-conditioned

simulation rather than a flow-level dataset experiment (Canadian Institute for Cybersecurity n.d.; Leevy and
Khoshgoftaar 2020).
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Layer B uses 5-minute non-overlapping windows over the official 09:00-17:00 capture horizon. Let the t-th
window be denoted as in Equation (30):

w; =[6,0, +4), A=5min (30)

Let J), , denote the r-th official interval for attack family k € {BF,SQL1,XSS}. Windows that overlap the official
cross-site scripting (XSS) spells are removed because XSS lies outside the scope of the proposed model. The
retained usable window set is constructed via Equation (31):

Wuse = {wt: Wy n -7XSS,T = @ VT} (31)

For each retained window, the calendar-derived ground-truth family label z, is assigned by Equation (32). This
label is used to construct the hidden evaluation state and is not observed by the defender:

0, W n gk,T = Q’
ke{BF,SQLi} r
k, w¢ N7y, # @ for somer, k € {BF, SQLi} (32)

The five-minute state calendars for 14 and 22 February are used only to calculate the development prior and
transition counts. The 23 February calendar is not used in those calculations and is retained as the hold-out
temporal sequence. The observation means remain analytical design parameters. A day-wise development/hold-
out separation also reduces the risk that transition estimation or calibration will use information from the held-out
calendar; intrusion-detection research shows more generally that preprocessing leakage can inflate apparent
performance and weaken reliability (Bouke and Abdullah 2023).

Table 5 reports the state counts used to estimate the development prior and transition matrix and the separate
counts retained for the hold-out calendar.

Table 5 Calendar-derived state counts

Date Retained attack Usable 5-min | Benign | Brute- SQL Study use

event(s) windows force injection

Level 1 Level 2| Level 1 Level 2

Wed 14- | FTP-BruteForce, 96 57 24 15 0 0 Development
02-2018 | SSH-Bruteforce
Thu 22- | Brute Force-Web, 88 71 10 4 1 2 Development
02-2018 | SQL Injection
Fri 23- Brute Force-Web, 82 66 8 5 1 2 Hold-out
02-2018 | SQL Injection calendar

The two development calendars contain 184 windows, while the hold-out calendar contains 82 windows, 66 of
which are benign. This class structure motivates reporting BAR and balanced accuracy alongside aggregate
LDSR.

5.2 Calendar-to-intensity scenario mapping

The source paper distinguishes low- and high-intensity variants of both password guessing and SQL injection. In
this study, intensity is assigned as a temporal scenario label rather than learned from traffic records.

LetC; = {tj,s' e t]-,e} denote the jth contiguous attack-family spell, let k; € {BF, SQLi} be its family, and let n; =
(k)

|CJ-|. For t € C;, the operational-state intensity satisfies t(s;) = ¢,

1, t—t,<030-n;0rt;,—t<0.30 n;
(BF) _ " J.s j je K —
= k tecC;, k; =BF
e {2, otherwise, I (33)
For SQL injection, the intensity assignment is given by Equation (34):
lESQLL') _ {1, Gs<t<t+ m.ax{l, lnj/3J}, t €, k; = SQL
2, otherwise, (34)

Table 6 summarizes the declared calendar-to-intensity mapping generated by Equations (33)—(34).
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Table 6 Calendar-to-intensity scenario mapping

State Level-0 condition Level-1 rule Level-2 rule Scenario semantics
Family
Brute-force No overlap with official BF | First/last 30% ofa | Interior of a BF Boundary-phase Level 1
interval BF spell spell versus interior-phase
Level 2 (declared
scenario semantics).
SQL injection | No overlap with official First one-third of a | Remaining First-window Level 1
SQLi interval SQLi spell windows of the versus remaining-
SQLi spell window Level 2
(declared scenario
semantics).
Benign No overlap with any - - No modeled attack
retained BF or SQLi spell activity

The Level-1 and Level-2 descriptions in Table 6 are declared scenario semantics. Temporal position within an
attack spell does not by itself establish whether the underlying activity was manual or automated.

5.3 Observation model and benchmark parameterization

Implementation uses the five-state process {s,}/_; defined in Equation (17). The development prior, computed
from the 14 and 22 February calendar counts in Table 5, is given in Equation (35):

by = (128,34,19,1,2) /184 = (0.695652,0.184783,0.103261,0.005435,0.010870) (35)

Each window generates the six-dimensional sensor vector defined by Equation (36):

0r = (lp, e Uy Ve, Yr, he) (36)

where [, is failed-login burst score, 7t account/IP reuse score, Ut request-rate anomaly score, Y+ SQL-token risk
score, Y, parameter-shape anomaly score, and h, payload-entropy score. Conditional on the hidden state, the
observation model takes the Gaussian form of Equation (37):

0¢|Sy = s ~ N (us, 0%1y), o =0.70, (37)

The state-specific means are fixed analytically, as listed in Equation (38):
ug = (0,0,0,0,0,0),
per, = (1.8,1.5,1.3,0.1,0.1,0.2),
per, = (3.0,2.7,2.8,0.1,0.1,0.3),
Usqui, = (0.1,0.1,0.8,1.9,1.7,1.3),
Usqui, = (0.1,0.1,1.4,3.1,2.8,2.3) (38)

The primary o = 0.70 is the midpoint of the predeclared stress grid {0.35,0.70,1.05}; it is not estimated from
CSE-CIC-IDS2018. The low-, moderate-, and high-noise results are all reported in Section 6.5.

The Layer-B transition counts are calculated within the 14 and 22 February development calendars. One unit
pseudocount is added only to admissible transitions B — {B, BF1,SQLi1}, BF; - {B, BF1,BF2}, and SQLi; —
{B,SQLi1,SQLi2}. Equation (39) is then the row-normalized matrix shown immediately below.

0.953488 0.031008 0.000000 0.015504 0.000000

0.108108 0.783784 0.108108 0.000000 0.000000
Py =|0.045455 0.181818 0.772727 0.000000 0.000000

0.250000 0.000000 0.000000 0.250000 0.500000

0.400000 0.000000 0.000000 0.200000 0.400000 (39)
Py =1p;, wherep, = (0.6774,0.1593,0.0020,0.1593,0.0020) (39a)

The switching coefficient is fixed at x = 0.015, equal to 10% of the mean Level-1 defense cost:
0.10%(0.14+0.16)/2. It is not optimized on the hold-out sequence. Section 6.5 reports k¥ € {0,0.015,0.03}.

To benchmark fairly against Adisa et al. (2025), Layer A preserves the same three scenario families used in the
source paper: the protected resource exceeds attack and defense costs; the protected resource is lower than attack
and defense costs; and the protected resource is significantly greater than attack and defense costs. The three
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matched economic regimes are indexed by g € {1,2,3}; their scenario-specific rewards and losses are defined by
Equation (40):

V9, RD, 19) = 2y (Vie, R, L), (A1, A, A3) = (1.00,0.55,2.20) (40)

Let 7 denote the fixed marginal intensity law calibrated for Layer-A matching. It is not estimated from the Layer-
B calendar and is specified in Equation (41):

#t = (1o, 11, m,) = (0.6774,0.3186,0.0040) (41)

Conditional on an attack, BF and SQLi are assigned equal probability because the source paper does not report a
family mixture. This gives p, = (0.6774,0.1593,0.0020,0.1593,0.0020). The Layer-A states are independent
across cycles, every row of P, equals pJ, observations use ¢ = 0.70 and the declared means, and the Bayesian
policy uses k¥ = 0.015.

The source article provides printed strategy expressions and reported aggregate outcomes that do not reproduce
one another under the declared Scenario-1 parameters. We therefore distinguish two interpretations. Level-M-F
follows the printed formula and gives yyr = (0.2,0.2,0.6). Level-M-R is the reported-outcome-matched proxy
used for scenario-wise comparison. The scenario-wise Level-M-R strategy vectors are given in Equation (42):

yD = (0.669,00331), y2 =(1,00), ¥ =(0,0.011,0.989) (42)

The corrected static comparator is generated by averaging the BF and SQLi payoff matrices with fixed equal
family weights and solving the resulting pooled game separately in each economic scenario. The corrected static
equilibrium strategies are reported in Equation (43):

v = (0,0.475888,0.524112), y2 = (0.245550,0.754450,0), y'2 = (0,0,1) (43)

The seven benchmark methods and their executable decision rules are listed in Table 7; the proposed ATA-DBD
policy is labeled "Bayesian" in all tables and figures.

Table 7 Benchmark methods and decision rules

Method Decision Rule Uses posterior Layer A Layer B
evidence?

Level-0 Set d; = 0 in every window No Yes Yes

Level-1 Set d;, = 1 in every window No Yes Yes

Level-2 Set d, = 2 in every window No Yes Yes

Level-M-F (formula) Sample yyr = (0.2,0.2,0.6) No Scenario-1 Yes

audit only

Level-M-R (reported- Sample the declared scenario-wise yyg | No Yes Yes (S1

outcome proxy) vector vector)

Corrected static Sample the equal-weight pooled No Yes Yes (S1
equilibrium y.g vector)

Bayesian Choose the lowest-index defense in Yes Yes Yes
*arg maxgep U (d).

Table 8 summarizes the reward/loss scaling used to construct the three Layer-A economic scenarios; the attack
and defense cost ladders remain fixed.

Table 8 Layer-A economic scenarios and reward/loss scaling

Scenario | Economic regime Reward/loss Expected defense posture
multiplier, 4,

S1 Asset value exceeds cost, but not 1.00 Economical mixed defense
overwhelmingly

S2 Asset value is below the attack/defense 0.55 Cost-sensitive restraint
cost ladder

S3 Asset value greatly exceeds the cost 2.20 Aggressive protection becomes attractive
ladder
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5.4 Evaluation metrics

To preserve direct comparability with Adisa et al. (2025), residual energy (RE), legacy defense-success rate
(LDSR), and defensive redundancy (DR) are retained and defined in Equations (44)—(46). LDSR is explicitly
labeled legacy because it measures ordinal adequacy rather than probabilistic attack success:

T
RE = 100 — Z e(d,), T =10,000,
t=1

(44)
100w
LDSR = — > 1{d, = 1(s))},
T Z B (45)
T
100
DR=—Y 1{d, >0, s, = B}
T Z ' ‘ (46)

t=1
The remaining allocation, containment, delay, and posterior-quality metrics are defined in Equations (47)—(51c).

Brier score and log loss are retained because they are proper scoring rules for probabilistic predictions and
therefore complement the discrete state-classification summaries reported elsewhere (Silva Filho et al. 2023).

— 1
Up = ;Z’{:l[UD (st de) —xlde — de_4], 47)
T 1{s,=B,d, >0
BAR=100 Zt—l T{ t t }'
I 1{s, = B} (48)
T  1{s, #B, d, < (s
UDR — 100 Zt‘—l {Tt t ( t)}'
t=11{s; # B} (49)
T
_ 1
Ce =5 ) e(d),
t=1 (50)
{min{t - tﬁs: teC, d, = l(St)}, if an adequate action occurs in C;,
T; =
J | G |, otherwise,
Nspells
I_' = Z T.
onset Nspells < ) (51)

This metric measures the first ordinally adequate response after attack-family spell onset. It does not measure a
second delay when intensity later escalates within the same family spell; UDR captures any such under-defense
windows. Here T, = Y.7_; 1{s, # B} is the number of attack windows.

100 (F(s0)
BCR = T, Z [1 - qz(st),dt]'

t:sg£B (51a)
L&
Brier = — [b.(s) — 1{s; = s}]?,
DPELAE s

T
1
LogLoss = — ?Z log b, (s¢)

t=1

(51¢)

For posterior classification summaries, define §; = * arg maxgcs b, (s). State accuracy is the percentage of
windows for which §; = s;; macro-F1 is the unweighted mean of the five state-wise F1 scores; and balanced
accuracy is the unweighted mean of the five state-wise recalls. The reported attack-spell onset delay is the mean
of 7; across attack spells C;. If a spell is never adequately defended, the delay is right-censored at its length.
Because fixed rules and memoryless mixed rules do not react to evidence over time, attack-spell onset delay is
reported only for the Bayesian policy. A consolidated overview of all evaluation metrics is given in Table 9.
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Table 9 Evaluation metrics

Metric Operational definition Directly comparable with
Adisa et al. (2025)

Residual energy (RE) Resource remaining after the Layer-A energy schedule Yes

Legacy defense-success Ordinal adequacy: d; is at least the scenario intensity Yes

rate (LDSR)

Defensive redundancy Percentage of all windows with active defense during a benign | Yes

(DR) state

Mean defender utility Per-window state-conditioned expected stage utility including No
switching cost

Benign activation rate Conditional percentage of benign windows with d; > 0 No

(BAR)

Under-defense rate Conditional percentage of attack windows with d; below the No

(UDR) scenario intensity

Mean energy expenditure | Average €(d;) per window No

Expected containment Mean of 1 — qi(’;) across attack windows No

rate (ECR) o

Attack-spell onset delay Windows from family-spell onset to the first ordinally No
adequate action, right-censored at spell length

Brier score Mean squared error of the five-state posterior probability No
vector

Log loss Negative log posterior probability assigned to the true scenario | No
state

State accuracy Percentage of windows for which §; = s, No

Macro-F1 Unweighted mean F1 over the five scenario states No

Balanced accuracy Unweighted mean recall over the five scenario states No

5.5 Statistical analysis

Layer A uses 30 common-random-number replications with seeds 60000—-60029. Each replication contains 10,000
hidden states and one common observation sequence shared by all methods. Means and standard deviations (SD)
are reported, and the Bayesian—Level-M-R utility difference is summarized by the paired 95% t-confidence
interval (CI) in Equation (52).

m+tt >

m+ i

(0.975,n—1) n (52)

Here m is the mean paired difference, s is the sample standard deviation of the paired differences, n is the number
of paired replications, and tgg 975 1} is the 97.5th percentile of the Student’s ¢ distribution with n — 1 degrees of
freedom.

Layer B uses 300 stochastic observation replications with seeds 40000—40299 over the same held-out 23 February
state calendar. These replications quantify simulation uncertainty and are not treated as 300 independent public
test days. Means and standard deviations are reported. Paired confidence intervals refer only to the simulated
observation mechanism. Ablation uses seeds 50000-50299; sensor-noise sensitivity uses 71000-71299;
switching-cost sensitivity uses 72000—72299; and BF-label sensitivity uses 74000-74299. All seeds and output
tables are generated by the simulation code provided as Online Resource 1.

6 Results and Discussion

The results separate internal model properties from comparative policy performance. The equilibrium analysis
first establishes feasibility and family-dependent support behavior; Layer A then tests benchmark comparability,
and Layer B evaluates posterior-conditioned allocation under a persistent calendar-driven state process.

6.1 Equilibrium properties of the refined stage game

The refined stage games were first evaluated for simplex feasibility, support consistency, and economically
interpretable best responses. Across S1-S3, every reported mixed strategy is non-negative and sums to one. Under
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S2, high-intensity defense leaves the equilibrium support, whereas the larger reward/loss scale in S3 shifts mass
toward stronger protection, particularly for SQLi. Table 10 reports the complete scenario—family equilibrium set.

Table 10 Family-conditioned equilibria

Scenario | Attack Attacker equilibrium, Defender equilibrium, Defender equilibrium utility,
Family x* (k) y* (k) 1, (k)
S1 BF (0.621, 0.000, 0.379) (0.000, 0.746, 0.254) 0.445
S1 SQLi (0.548, 0.452, 0.000) (0.000, 0.240, 0.760) 0.584
S2 BF (0.565, 0.435, 0.000) (0.415, 0.585, 0.000) 0.256
S2 SQLi (0.545, 0.455, 0.000) (0.080, 0.920, 0.000) 0.233
S3 BF (0.818, 0.000, 0.182) (0.000, 0.015, 0.985) 1.613
S3 SQLi (0.000, 0.000, 1.000) (0.000, 0.000, 1.000) 0.545

Whenever a full-support candidate is infeasible, the selected boundary support follows the payoff ordering. Family
conditioning also changes the support: in S1, the BF defender mix is concentrated on Level 1, whereas the SQLi
mix places most mass on Level 2. Proposition 3 explains why a pooled game can retain only one of these strict
family-specific rankings.

6.2 Matched benchmark against the published three-level framework

Layer A retains the source paper’s 10,000-cycle setting, fixed Level-0/1/2 baselines, three economic regimes, and
three legacy metrics, while adding mean defender utility and expected containment. Because the published Level-
M expressions and the reported Scenario 1 aggregate outcomes do not reproduce one another under the declared
parameters, Table 11 reports the formula-faithful and outcome-matched interpretations. Table 12 then compares
the six scenario-wise methods across the three economic regimes.

Table 11 Audit of Level-M under Scenario 1

Level-M representation Defender strategy, y | RE (%) | LDSR (%) | DR (%)
Published aggregate result not reported 80.21 78.300 22.430
Level-M-F: printed formula (0.200, 0.200, 0.600) | 58.00 93.468 54.192
Level-M-R: outcome-matched proxy | (0.669, 0.000, 0.331) | 80.14 78.418 22.416

The formula-faithful strategy does not reproduce the published aggregate profile under the declared Scenario-1
parameters. Level-M-R is therefore used for scenario-wise outcome comparison, while Level-M-F is retained as
a separate transparency audit and Layer-B comparator.

Table 12 Layer-A benchmark results

Scenario | Method RE (%) LDSR (%) DR (%) Mean defender utility | ECR (%)

S1 Level-0 100.00 +£0.00 | 67.61 £0.48 | 0.00+0.00 | 0.622+0.007 40.65 +£0.06
S1 Level-1 70.00+0.00 | 99.58+£0.07 | 67.61 +0.48 | 0.673 £0.003 70.69 £ 0.08
S1 Level-2 40.00 +0.00 100.00 £ 0.00 | 67.61 £0.48 | 0.573 £0.001 87.35+0.05
S1 Level-M-R 80.25+0.31 78.32+0.44 | 2222+0.41 | 0.593 £0.006 56.09 +0.44
S1 Corrected static | 54.29+0.14 | 99.80+0.04 | 67.61+0.48 | 0.613 +0.003 79.40+£0.14
S1 Bayesian 80.40+0.31 99.15+0.07 | 2.28+0.17 | 0.858 +£0.003 85.64+0.12
S2 Level-0 100.00 +£0.00 | 67.61 £0.48 | 0.00+0.00 | 0.342+0.004 40.65 +£0.06
S2 Level-1 70.00+0.00 | 99.58+£0.07 | 67.61 +0.48 | 0.286 £ 0.002 70.69 + 0.08
S2 Level-2 40.00 +0.00 100.00 £ 0.00 | 67.61 £0.48 | 0.125 +0.000 87.35+0.05
S2 Level-M-R 100.00 £0.00 | 67.61 £0.48 | 0.00+0.00 | 0.342+0.004 40.65 +0.06
S2 Corrected static | 77.38 £0.16 | 91.66 £0.28 | 51.04 £0.55 | 0.294 +0.002 63.25+0.26
S2 Bayesian 84.96+0.24 | 98.59+0.11 1.32+0.12 | 0.422 £0.003 79.08 £0.18
S3 Level-0 100.00 +£0.00 | 67.61 £0.48 | 0.00+0.00 | 1.367+0.016 40.65 +£0.06
S3 Level-1 70.00£0.00 | 99.58+0.07 | 67.61+£0.48 | 1.706 +0.008 70.69 £0.08
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S3 Level-2 40.00 +0.00 100.00 +£0.00 | 67.61 £0.48 | 1.767 +0.003 87.35+0.05
S3 Level-M-R 40.33+£0.03 | 99.99+0.01 67.61+£0.48 | 1.766 +0.003 87.17+0.06
S3 Corrected static | 40.00 = 0.00 100.00 +£0.00 | 67.61 £0.48 | 1.767 +0.003 87.35+0.05
S3 Bayesian 79.17+£0.33 | 99.52+£0.06 | 3.93+0.20 | 2.042+0.005 86.44 £0.10

Table 12 shows that the Bayesian policy improves the tested utility—resource trade-off rather than dominating
every individual metric. In S1, it retains 80.40% residual energy, achieves 99.15% LDSR, and limits redundancy
to 2.28%, compared with 80.25%, 78.32%, and 22.22% for Level-M-R. In S2, the policy sacrifices part of Level-
M-R's no-defense energy reserve but raises LDSR from 67.61% to 98.59% and raises mean utility from 0.342 to
0.422. In S3, it retains 79.17% energy with 99.52% LDSR, whereas Level-M-R retains 40.33% with 99.99%. The
Bayesian—Level-M-R utility differences are 0.266 (95% CI [0.264, 0.267]), 0.080 ([0.080, 0.081]), and 0.275
([0.274, 0.276]); the difference is positive in all 30 paired runs in each scenario.

Fig. Sa—c visualizes the RE, LDSR, and DR columns of Table 12. Bars show 30-run means, and error bars show
one standard deviation.
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Fig. 5 Layer-A results: (a) residual energy, (b) LDSR, and (c) defensive redundancy

The graphs make the allocation pattern visible. In S1 and S3, the Bayesian rule avoids the energy cost of permanent
Level-2 defense while maintaining near-complete LDSR; in S2, it gives up the no-defense energy maximum to
reduce under-protection.

6.3 Controlled calendar-simulation results (Layer B)

Layer B evaluates the same decision rules on a fixed hidden-state calendar anchored to the official 23 February
2018 attack timetable while generating observations from the declared Gaussian model. It is therefore a controlled
sequential simulation rather than a packet- or flow-level test. Table 13 reports the moderate-noise results.

Table 13 Layer-B results at 6 = 0.70

Method LDSR ECR DR (%) | BAR (%) | UDR (%) | Mean energy per | Mean defender
(%) (%) window utility

Level-0 80.49 31.50 0.00 0.00 100.00 0.0000 0.778

Level-1 91.46 64.25 80.49 100.00 43.75 0.0030 0.731

Level-2 100.00 85.25 80.49 100.00 0.00 0.0060 0.580

Level-M-F 9441 + 70.30 + 64.21 + 79.77 + 28.67 = 0.0042 +0.0003 0.639 +0.024
2.08 5.31 3.86 4.79 10.65

Level-M-R 86.94 + 49.28 + 26.66 + 33,13+ 66.92 + 0.0020 + 0.0003 0.699 +0.032
242 6.71 4.77 5.93 12.40

Corrected 95.94 + 7538 + 80.49 + 100.00 + 20.79 + 0.0046 + 0.0002 0.646 £0.015

static 1.59 2.71 0.00 0.00 8.13

Bayesian 99.75 + 84.48 + 0.86 + 1.07 + 1.27 + 0.0012 +0.0001 0.948 +0.006
0.53 1.29 1.12 1.39 2.72
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Under the moderate-noise condition ¢ = .70, the Bayesian policy achieves 99.75% LDSR, 84.48% ECR, 1.07%
BAR, 1.27% UDR, and mean utility 0.948. Level-M-R attains 86.94% LDSR, 49.28% ECR, 33.13% BAR,
66.92% UDR, and utility 0.699. The paired utility difference is 0.249, with a simulation-based 95% CI of [0.245,
0.253], and is positive in 300/300 replications. Level-2 retains the highest ECR (85.25%) but activates defense in
every benign window and consequently has lower utility (0.580). Accordingly, the Bayesian advantage is a joint
utility-and-allocation gain; Level-2 remains slightly better on ECR. To separate posterior quality from defense
outcomes, Table 14 reports proper scoring rules, discrete state summaries, and attack-spell onset delay.

Table 14 Bayesian posterior quality and onset delay

Metric Mean = SD
Brier score 0.023 +£0.019
Log loss 0.043 +£0.034
State accuracy (%) 98.51+1.44
Macro-F1 0.939 £0.081
Balanced accuracy 0.945+0.079
Attack-spell onset delay (windows) 0.08 £0.20

At o =0.70, the posterior achieves macro-F1 0.939 £ 0.081, balanced accuracy 0.945 £+ 0.079, Brier score 0.023
+ 0.019, and log loss 0.043 + 0.034. The mean attack-spell onset delay to the first ordinally adequate defense is
0.08 + 0.20 windows. These values characterize posterior performance under the declared synthetic observation
model and do not constitute flow-level IDS accuracy.

Fig. 6 visualizes the utility column of Table 13. Bars show the mean and error bars show one standard deviation
over 300 stochastic observation replications.
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Fig. 6 Mean defender utility in Layer B (c = 0.70)

Fig. 6 shows the highest mean utility for the Bayesian policy (0.948), followed by Level-0 (0.778) and Level-1
(0.731). The advantage reflects selective defense allocation; it should not be interpreted as higher raw containment
than always-on Level-2. Because the success matrices are family-specific, Table 15 disaggregates LDSR and ECR
for BF and SQLi.

Table 15 Attack-family-specific Layer-B results

Method BF-LDSR (%) | BF-ECR (%) | SQLi-LDSR (%) | SQLi-ECR (%)
Level-0 0.00 34.00 0.00 20.67
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Table 15 reports BF/SQLi ECRs of 86.91%/73.95% for the Bayesian rule and 87.54%/75.33% for Level-2.

Level-1 61.54 67.54 33.33 50.00
Level-2 100.00 87.54 100.00 75.33
Level-M-F 72.21+11.86 72.73+599 | 67.56+£27.92 59.74 £ 13.39
Level-M-R 33.03+13.93 51.68 +7.55 33.33 +28.46 38.92 +15.64
Corrected static | 81.33 +8.57 78.10 £2.91 70.00 +£22.89 63.59 +7.34
Bayesian 99.00 £2.74 86.91 +1.33 97.56 +8.70 73.95+4.12

plots those columns with one-standard-deviation error bars.
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Fig. 7 Attack-family-specific ECR in Layer B (¢ = 0.70)

Across both families, the Bayesian rule approaches Level-2 containment while avoiding continuous defense
during benign windows.

6.4 Ablation study

To isolate the contributions of temporal prediction, attack-family separation, and Bayesian updating, Table 16

compares the full policy with three precisely defined ablations.

Table 16 Layer-B ablation results

Policy variant LDSR (%) | ECR (%) BAR (%) UDR (%) Mean defender utility
Full model 99.76 £0.55 | 84.44£1.42 | 1.04£1.25 1.23+2.83 | 0.948 +£0.005
Fixed prior 99.53+£0.75 | 83.77+1.85 | 2.22+1.91 2.40+3.84 | 0.943 £0.008
Pooled family 99.27+0.97 | 83.07+243 | 1.82+1.77 3.75+4.96 | 0.942 +£0.009
No Bayesian update | 95.88 +1.69 | 75.30+2.77 | 100.00 £0.00 | 21.12+8.65 | 0.645+0.016

Removing Bayesian updating produces the largest decline: utility falls from 0.948 to 0.645, ECR from 84.44% to
75.30%, and BAR rises from 1.04% to 100%. Temporal prediction and family separation provide smaller but
consistent additional gains.

Because Table 16 uses the independent seed set 50000—50299, its full-model mean differs slightly from Table 13
through Monte Carlo variation rather than a change in model specification.
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6.5 Sensitivity analysis

Sensitivity to observation noise, switching cost, and the declared brute-force intensity boundary is summarized in
Table 17.

Table 17 Sensitivity analysis of the Bayesian policy

Sensitivity Parameter LDSR ECR BAR UDR Mean defender Additional
factor value (%) (%) (%) (%) utility diagnostic
Sensor noise 6 | 0.35 100.00 85.25 0.01 0.00 0.953 Macro-F1 1.000
Sensor noise ¢ | 0.70 99.79 84.51 0.86 1.08 0.949 Macro-F1 0.936
Sensor noise 6 | 1.05 98.98 82.09 3.71 5.23 0.935 Macro-F1 0.808
Switching cost | 0.000 99.70 84.32 1.05 1.56 0.949 Not applicable
K

Switching cost | 0.015 99.69 84.29 1.03 1.60 0.948 Not applicable
K

Switching cost | 0.030 99.68 84.26 0.95 1.65 0.946 Not applicable
K

BF edge 0.20 99.78 83.39 1.03 1.10 0.943 BF1/BF2=6/7
fraction

BF edge 0.30 99.78 84.52 1.09 1.12 0.948 BF1/BF2=8/5
fraction

BF edge 0.40 99.78 86.75 1.12 1.15 0.958 BF1/BF2=12/1
fraction

Increasing observation noise from ¢ = 0.35 to 1.05 reduces macro-F1 from 1.000 to 0.808 and ECR from 85.25%
to 82.09%, while BAR rises from 0.01% to 3.71%. Increasing k from 0 to 0.03 slightly lowers BAR but raises
UDR and reduces mean utility from 0.949 to 0.946. Changing the BF edge fraction alters the BF1/BF2
composition and ECR, whereas LDSR remains about 99.78%. These are sensitivity results for the declared
simulation, not evidence about unmodeled traffic drift. The moderate-noise rows in Tables 13 and 17 use different
fixed seed sets, which accounts for their small numerical differences.

6.6 Discussion

Family conditioning affects the stage game before the Bayesian update is applied. BF and SQLi can rank the same
defense pair differently, while an equal-weight pooled matrix produces only one aggregate ranking. The
equilibrium results therefore support separate payoff calibration rather than a common intensity model. The
matched benchmark shows that Bayesian selection improves mean utility over Level-M-R in all three scenarios
without dominating every individual metric. In S2, the policy spends energy to avoid the no-defense outcome; in
S3, it accepts a small reduction in LDSR relative to Level-2 while retaining substantially more energy. Layer B
provides a complementary result: at ¢ = 0.70, posterior macro-F1 is 0.939, ECR is 84.48%, BAR is 1.07%, and
UDR is 1.27%. The ablation study identifies posterior updating as the largest contributor, with smaller gains from
temporal propagation and family separation. The scope remains controlled and simulation-based. The CSE-CIC-
IDS2018 timetable supplies attack timing, but the likelihood means, success matrices, and cost coefficients are
analytical design parameters. The findings support the proposed decision rule under declared uncertainty; they do
not establish flow-level detection accuracy, live-system containment, or finite-horizon optimal control.

7 Conclusion

This paper introduced ATA-DBD, an attack-type-aware dynamic Bayesian defense model that retains the
interpretable Level-0/1/2 action scale while assigning BF and SQLi separate success matrices, losses, costs, and
penalties. The resulting stage games can rank the same defense pair differently, which an equal-weight pooled
model cannot preserve (Proposition 3). The family-conditioned utilities are embedded in a five-state Bayesian
process that predicts and updates the latent state before selecting the lowest-index defense that maximizes current
posterior utility; under the increasing-differences condition of Proposition 4, within-family escalation never
lowers the selected level. Evaluating both the formula-faithful and the outcome-matched reconstructions of the
published mixed strategy (Level-M-F and Level-M-R) keeps the benchmark comparison transparent where the
printed strategy and the reported aggregate profile do not coincide. In the matched benchmark, LDSR is 99.15%,
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98.59%, and 99.52%, with residual energy of 80.40%, 84.96%, and 79.17% across S1-S3. In Layer B, ECR is
84.48%, mean utility is 0.948, BAR is 1.07%, UDR is 1.27%, and posterior macro-F1 is 0.939. Level-2 retains
slightly higher raw containment, whereas the Bayesian rule avoids continuous high-intensity defense and achieves
higher utility. These results apply to the declared simulation. Attack timing comes from the public timetable, while
observation means and payoff parameters remain analytical. Future work should estimate these quantities from
packet or flow data and controlled service experiments, extend the state space to additional attack families, and
evaluate finite-horizon or multi-defender policies.
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    c SQLi  A


  a


       c SQLi  D


  d


    𝜂  SQLi , a


       𝛾  S Q L i


  d


       V  S Q L i = 1 . 20 ,   R  S Q L i = 1 . 20 ,   L  S Q L i = 1 . 55


    J  D  𝜋 =   𝔼  𝜋  [   ∑  t = 1  T    U  D  (   s  t ,   d  t ) ]


       Q   ( S Q L i ) =  [    0  0  0   0 . 62  0 . 34  0 . 16   0 . 88  0 . 58  0 . 29 ]


       Q   ( S Q L i ) =  [    0  0  0   0 . 62  0 . 34  0 . 16   0 . 88  0 . 58  0 . 29 ]


       A   ( k ) =    (   U  A   ( k ) ( a , d ) )  a , d ∈ { 0 , 1 , 2 } ,   D   ( k ) =    (   U  D   ( k ) ( a , d ) )  a , d ∈ { 0 , 1 , 2 }


       A   ( k )


  a = 0


       D   ( k )


     x = (   x 0 ,   x 1 ,   x 2 ) ⊤ ∈ Δ ( A )


     y = (   y 0 ,   y 1 ,   y 2  ) ⊤ ∈ Δ ( D )


      Π  A   ( k ) ( x , y ) =   x ⊤   A   ( k ) y ,  Π  D   ( k ) ( x , y ) =   x ⊤   D   ( k ) y


        U -  A , a   ( k ) ( y ) =   ∑  d = 0 2    y  d   U  A   ( k ) ( a , d )


    q  a d   ( k )


        U -  D , d   ( k ) ( x ) =   ∑  a = 0 2    x  a   U  D   ( k ) ( a , d )


    A   ( k )   y  ∗  ( k ) =  Π  A  ∗  ( k ) 𝟏


     (   x  ∗  ( k ) ) ⊤   D   ( k ) =  Π  D  ∗  ( k )   𝟏 ⊤


    x  a  ∗  ( k ) ≥ 0 ,   y  d  ∗  ( k ) ≥ 0 ,   ∀ a , d


  k


  x


  k


       ∑  a = 1 2    x  a  [    q  a 1   ( k ) −    q  a 2   ( k ) ] (   R  k +   L  k ) ≤  [    c  k , 2  D −    c  k , 1  D ] +   x 0  [    𝛾  k , 2 −    𝛾  k , 1 ]


    U  D   ( k )  ( a , 2 ) −   U  D   ( k )  ( a , 1 ) =  (   q  a 1   ( k ) −   q  a 2   ( k ) )  (   R  k +   L  k ) −  (   c  k , 2  D −   c  k , 1  D ) −  (   𝛾  k , 2 −   𝛾  k , 1 )   𝟏   { a = 0 }


       G  k   (  d ,    d ′ ) ( x ) =   ∑  a = 0 2    x  a  [   U  D   ( k ) ( a , d ) −   U  D   ( k ) ( a ,   d ′ ) ]


  A = D = { 0 , 1 , 2 }


    G  B F   ( d , d ′ )  ( x )   G  S Q L i   ( d , d ′ )  ( x ) < 0


  t ∈ { 1 , 2 , … , T }


  𝒮 =  { B , B   F 1 , B   F 2 , S Q L   i 1 , S Q L   i 2 }


  B


    k  i , f  (   k  i ) = k


  𝜄  (   k  i ) = i


  𝒮


  t


    b  t  ( s ) =  Pr ⁡   (   s  t = s ∣   o  1 : t ) ,     s ∈ 𝒮


      b ˆ  t  ( s ) =   ∑  u ∈ 𝒮  P  ( s ∣ u )   b  t − 1  ( u )


    k t   ∈ K = { B F , S Q L i }


       b  t  K  ( BF )  =   b  t  (  BF 1 ) +   b  t  (  BF 2 ) ,   b  t  K  ( SQLi ) =   b  t  (  SQLi 1 ) +   b  t  (  SQLi 2 ) ,     b  t  I  ( 0 )  =   b  t  ( B ) ,   b  t  I  ( i ) =   b  t  (  BF  i ) +   b  t  (  SQLi  i ) , i ∈  { 1 , 2 }


  𝜙


    o  t


    o  t = 𝜙  (   𝜔  t ) ∈  ℝ  F ,     F = 6  in the controlled simulation


  p  (   o  t |   s  t = s ) =   ∏  j = 1  F  𝒩  (   o  t j ;   𝜇  s j ,   𝜎 2 ) ,     s ∈ 𝒮


    b  t  ( s ) =   p  (   o  t ∣ s )     b ˆ  t  ( s )    ∑  u ∈ 𝒮  p  (   o  t ∣ u )     b ˆ  t  ( u )


    𝜌  t =   ∑  s ∈ 𝒮  𝜄  ( s )   b  t  ( s )


    𝒰  t  ( d ) =   ∑  s ∈ 𝒮    b  t  ( s )   U  D  ( s , d ) − 𝜅  | d −   d  t − 1 |


    d  t ∗ =  min ⁡     ∗ ⁡  a r g   m a x  d ∈ D   𝒰  t  ( d )


  𝜅 > 0


  B F


   u  D  ( s ) =    [   U  D  ( s , 0 ) ,   U  D  ( s , 1 ) ,   U  D  ( s , 2 ) ] ⊤


    y  t ∗ ∈    ∗ ⁡  a r g   m a x  y ∈ Δ  ( D )  {   ∑  s ∈ 𝒮    b  t  ( s )   𝐮  D    ( s ) ⊤ y − 𝜅   ∑  d ∈ D    y  d  | d −   d  t − 1 | }


    J  D  𝜋 =   𝔼  𝜋  [   ∑  t = 1  T   (   U  D  (   s  t ,   d  t ) − 𝜅  |   d  t −   d  t − 1 | ) ]


  T


  k ∈ K


  d ∈  { 0 , 1 }


    U  D   ( k )  ( 2 , d + 1 ) −   U  D   ( k )  ( 2 , d ) ≥   U  D   ( k )  ( 1 , d + 1 ) −   U  D   ( k )  ( 1 , d )


    b  t  ( B )


    b  t  K  ( k )


    k 1


  S Q L i


    k 2


    b 0


  S


      𝜇  s  s ∈ S


    U  D


  T


  𝜅


      b  t ,   d  t ∗  t = 1  T


    d 0 ← 0


  t = 1 , … , T


  k


    o  t


  b  ̂  t  ( s ) =   𝛴  s ′ ∈ S P  ( s | s ′ )   b  t − 1  ( s ′ )


  s ∈ S


    b  t  ( s ) = p  (   o  t | s )   b  ̂  t  ( s ) /   𝛴  s ′ ∈ S   p  (   o  t | s ′ ) b  ̂  t  ( s ′ )


    U  t  ( d ) =   𝛴  s ∈ S     b  t  ( s )   U  D  ( s , d ) − 𝜅  | d −   d  t − 1 |


  d ∈ { 0 , 1 , 2 }


    d  t ∗


  m a   x  d ∈ D     U  t  ( d )


    b  t ,   d  t ∗


    b  t


       V  k > 0


  𝜅


  t


    𝜔  t = [   𝜃  t ,   𝜃  t + Δ ) ,     Δ = 5   min


   ℐ  k , r


  r


  k ∈  { BF , SQLi , XSS }


    𝒲  use =  {   𝜔  t :   𝜔  t ∩  ℐ  XSS , r = ∅   ∀ r }


    z  t


    z  t =  {    0 ,    𝜔  t ∩  (   ⋃  k ∈  { BF , SQLi }     ⋃  r   ℐ  k , r ) = ∅ ,   k ,    𝜔  t ∩  ℐ  k , r ≠ ∅   for some  r ,   k ∈  { BF , SQLi }


    C  j =  {   t  j , s , . . . ,   t  j , e }


       R  k > 0


    k  j ∈  { B F , S Q L i }


    n  j =  |   C  j |


  t ∈   C  j


  𝜄  (   s  t ) =   𝜄  t   (   k  j )


    𝜄  t   ( B F ) =  {    1 ,  t −   t  j , s < 0 . 30 ⋅   n  j  or    t  j , e − t < 0 . 30 ⋅   n  j ,   2 ,  otherwise ,     t ∈   C  j ,     k  j = B F


    𝜄  t   ( S Q L i ) =  {    1 ,    t  j , s ≤ t <   t  j , s +  max ⁡   { 1 ,  ⌊   n  j / 3 ⌋ } ,   2 ,  otherwise ,     t ∈   C  j ,     k  j = S Q L i


  B F


  B F


  B F


  S Q L i


    b  t  ( s )


       L  k > 0


  S Q L i


  S Q L i


  B F


  S Q L i


     {   s  t }  t = 1  T


    b 0 =  ( 128 , 34 , 19 , 1 , 2 ) / 184 =  ( 0 . 695652 , 0 . 184783 , 0 . 103261 , 0 . 005435 , 0 . 010870 )


       o  t = (   l  t ,   r  t ,   u  t ,   v  t ,   𝜓  t ,  h  t )


       l  t


       r  t


       u  t


    c  k , a  A


       v  t


       𝜓  t


      h  t


    o  t |   s  t = s ∼ 𝒩  (   𝜇  s ,   𝜎 2   I 6 ) ,     𝜎 = 0 . 70 ,


       𝜇  B  =  ( 0 , 0 , 0 , 0 , 0 , 0 ) ,     𝜇   BF 1  =  ( 1 . 8 , 1 . 5 , 1 . 3 , 0 . 1 , 0 . 1 , 0 . 2 ) ,     𝜇   BF 2  =  ( 3 . 0 , 2 . 7 , 2 . 8 , 0 . 1 , 0 . 1 , 0 . 3 ) ,     𝜇   SQLi 1  =  ( 0 . 1 , 0 . 1 , 0 . 8 , 1 . 9 , 1 . 7 , 1 . 3 ) ,     𝜇   SQLi 2  =  ( 0 . 1 , 0 . 1 , 1 . 4 , 3 . 1 , 2 . 8 , 2 . 3 )


  𝜎 = 0 . 70


   { 0 . 35 , 0 . 70 , 1 . 05 }


  B →  { B , B F 1 , S Q L i 1 }


  B   F  i →  { B , B F 1 , B F 2 }


  S Q L   i  i →  { B , S Q L i 1 , S Q L i 2 }


  a


    P  B =  [    0 . 953488  0 . 031008  0 . 000000  0 . 015504  0 . 000000   0 . 108108  0 . 783784  0 . 108108  0 . 000000  0 . 000000   0 . 045455  0 . 181818  0 . 772727  0 . 000000  0 . 000000   0 . 250000  0 . 000000  0 . 000000  0 . 250000  0 . 500000   0 . 400000  0 . 000000  0 . 000000  0 . 200000  0 . 400000 ]


    P  A = 𝟏   p  A ⊤ ,   where    p  A =  ( 0 . 6774 , 0 . 1593 , 0 . 0020 , 0 . 1593 , 0 . 0020 )


  𝜅 = 0 . 015


  𝜅 ∈  { 0 , 0 . 015 , 0 . 03 }


  g ∈  { 1 , 2 , 3 }


     (   V  k   ( g ) ,   R  k   ( g ) ,   L  k   ( g ) ) =   𝜆  g (   V  k ,   R  k ,   L  k ) , (   𝜆 1 ,   𝜆 2 ,   𝜆 3 ) = ( 1 . 00 , 0 . 55 , 2 . 20 )


    𝜋 ^


    𝜋 ˆ =  (   𝜋 0 ,   𝜋 1 ,   𝜋 2 ) =  ( 0 . 6774 , 0 . 3186 , 0 . 0040 )


    p  A =  ( 0 . 6774 , 0 . 1593 , 0 . 0020 , 0 . 1593 , 0 . 0020 )


    P  A


    c  k , d  D


    p  A ⊤


  𝜎 = 0 . 70


  𝜅 = 0 . 015


    y  M F =  ( 0 . 2 , 0 . 2 , 0 . 6 )


    y  M R   ( 1 ) =  ( 0 . 669 , 0 , 0 . 331 ) ,     y  M R   ( 2 ) =  ( 1 , 0 , 0 ) ,     y  M R   ( 3 ) =  ( 0 , 0 . 011 , 0 . 989 )


    y  C S   ( 1 ) =  ( 0 , 0 . 475888 , 0 . 524112 ) ,     y  C S   ( 2 ) =  ( 0 . 245550 , 0 . 754450 , 0 ) ,     y  C S   ( 3 ) =  ( 0 , 0 , 1 )


    d  t = 0


    d  t = 1


    d  t = 2


    y  M F =  ( 0 . 2 , 0 . 2 , 0 . 6 )


  d


    y  M R


    y  C S


     ∗ ⁡  a r g   m a x  d ∈ D   𝒰  t  ( d )


    𝜆  g


  RE = 100 −   ∑  t = 1  T  𝜖  (   d  t ) ,     T = 10 , 000 ,


  LDSR =  100  T   ∑  t = 1  T  𝟏  {   d  t ≥ 𝜄  (   s  t ) } ,


  DR =  100  T   ∑  t = 1  T  𝟏  {   d  t > 0 ,     s  t = B }


      U -  D =  1  T   ∑  t = 1  T   [   U  D  (   s  t ,   d  t ) − 𝜅  |   d  t −   d  t − 1 | ]


  BAR = 100       ∑  t = 1  T  𝟏  {   s  t = B ,     d  t > 0 }    ∑  t = 1  T  𝟏  {   s  t = B } ,


  UDR = 100       ∑  t = 1  T  𝟏  {   s  t ≠ B ,     d  t < 𝜄  (   s  t ) }    ∑  t = 1  T  𝟏  {   s  t ≠ B } ,


    𝜂  k , a


      C -  E =  1  T   ∑  t = 1  T  𝜖  (   d  t ) ,


       𝜏  j  =  {     min ⁡   { t −   t  j , s 0 : t ∈   C  j ,     d  t ≥ 𝜄  (   s  t ) } ,  if an adequate action occurs in    C  j ,    |   C  j | ,  otherwise ,       𝜏 - onset  =  1    N spells   ∑  j = 1    N spells    𝜏  j


    T  A =   ∑  t = 1  T  𝟏  {   s  t ≠ B }


  ECR =  100    T  A   ∑  t :   s  t ≠ B   [ 1 −   q  𝜄  (   s  t ) ,   d  t   ( f  (   s  t ) ) ] ,


  Brier =  1  T   ∑  t = 1  T    ∑  s ∈ 𝒮     [   b  t  ( s ) − 𝟏  {   s  t = s } ] 2 ,


  Log L o s s = −  1  T   ∑  t = 1  T     log ⁡  b  t  (   s  t )


      s ^  t =    ∗ ⁡  a r g   m a x  s ∈ 𝒮   b  t  ( s )


      s ^  t =   s  t


    𝜏  j


    C  j


    𝛾  k , d


    d  t


    d  t > 0


    d  t


  𝜖  (   d  t )


  1 −   q  i ,   d  t   ( k )


      s ^  t =   s  t


      m ¯ ±   t   ( 0 . 975 , n − 1 )   s   n


    m -


  s


  n


  d > 0


    t   { 0 . 975 , n − 1 }


  t


  n − 1


    𝒙 ∗  ( 𝒌 )


    𝒚 ∗  ( 𝒌 )


    𝜫  𝑫 ∗  ( 𝒌 )


  B F


  S Q L i


  B F


  S Q L i


  a


  B F


  S Q L i


  𝒚


  𝜎 = 0 . 70


  a ∈ A =  { 0 , 1 , 2 }


  s


  d


  d ∈ D =  { 0 , 1 , 2 }


    d  t


  t


    d  t ∈ D


  k


  k ∈ K =  {  BF ,  SQLi }


    s  t


    s  t ∈ 𝒮 =  {  B ,    BF 1 ,    BF 2 ,    SQLi 1 ,    SQLi 2 }


  f  ( s )


  t


  f  (   BF  i ) = BF ;   f  (   SQLi  i ) = SQLi


  𝜄  ( s )


  𝜄  ( B ) = 0 ;   𝜄  (   k  i ) = i


    Q   ( k )


    q  a d   ( k )


    Q   ( k ) ∈    [ 0 , 1 ]  3 × 3


    V  k


    R  k


    L  k


    c  k , a  A


    d  t − 1


    c  k , d  D


    𝜂  k , a


    𝛾  k , d


    U  A   ( k )


    U  D   ( k )


    U  D  (  B ,  d )


  x


  y


  x ∈ Δ  ( A ) ,   y ∈ Δ  ( D )


    b  t  ( s )


    d  t ∗ =  min ⁡     ∗ ⁡  a r g   m a x  d ∈ D  {   ∑  s ∈ 𝒮    b  t  ( s )   U  D  ( s , d ) − 𝜅  | d −   d  t − 1 | } .


      b ^  t  ( s )


  Δ  ( 𝒮 )


    o  t


    o  t ∈  ℝ 6


    P  A


    P  B


   u  D  ( s )


   [   U  D  ( s , 0 ) ,   U  D  ( s , 1 ) ,   U  D  ( s , 2 ) ]


  𝜅


  𝜅 = 0 . 015


      b ˆ  t  ( s ) =   ∑  u ∈ 𝒮  P  ( s | u )   b  t − 1  ( u ) ,       b  t  ( s ) =   p  (   o  t | s )     b ˆ  t  ( s )    ∑  v ∈ 𝒮  p  (   o  t | v )     b ˆ  t  ( v )   .


    J  D  𝜋


  𝜋


  𝜖  ( d )


  𝜖  ( 0 ) = 0 ,   𝜖  ( 1 ) = 0 . 003 ,   𝜖  ( 2 ) = 0 . 006


  1 −   q  𝜄  ( s ) , d   ( f  ( s ) )


    G  k  d , d ′  ( x )


    𝜋 ˆ


    C  j ,   n  j ,   k  j


  j


    𝜏  j ,     𝜏 -  o n s e t


  𝜅 > 0


    m - , s , n


       Q   ( k ) =    [   q  a d   ( k ) ]  a , d ∈  { 0 , 1 , 2 } ,             q  0 d   ( k ) = 0 ∀ d


       U  A   ( k ) ( a , d ) =   q  a d   ( k )   V  k −   c  k , a  A −   𝜂  k , a ( 1 −   q  a d   ( k ) )  1   {  a > 0 }


       U  D   ( k ) ( a , d ) = ( 1 −   q  a d   ( k ) )   R  k −   q  a d   ( k )   L  k −   c  k , d  D −   𝛾  k , d  1   { a = 0 , d > 0 }


    U  D  ( B , d ) =  1 2   U  D   ( B F )  ( 0 , d ) +  1 2   U  D   ( S Q L i )  ( 0 , d )


    U  D  ( s , d ) =  {      U  D  ( B , d ) ,  s = B ,     U  D   ( B F )  ( i , d ) ,  s = B   F  i ,     U  D   ( S Q L i )  ( i , d ) ,  s = S Q L   i  i


     0 =   c  k , 0  A <   c  k , 1  A <   c  k , 2  A


  k


  0 =   c  k , 0  D <   c  k , 1  D <   c  k , 2  D


  0 =   𝛾  k , 0 ≤   𝛾  k , 1 ≤   𝛾  k , 2


    b  t


       q  2 d   ( k ) ≥   q  1 d   ( k ) ≥   q  0 d   ( k ) = 0


       q  a 0   ( k ) ≥   q  a 1   ( k ) ≥   q  a 2   ( k )


  a > 0


       Q   ( B F )  and    Q   ( S Q L i )


    c  BF , a  A


    c BF  D


  d


    𝜂  BF , a


       𝛾  B F


  d

