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Abstract

Wireless sensor networks must make routing and data-collection decisions under a persistent

tension between security and energy expenditure. Trust scores can suppress compromised nodes,

but frequent reputation updates and repeated authentication consume the same battery resources

that the security layer is intended to protect. We formulate this interaction as a three-state

Caputo fractional differential system coupling normalized residual energy, trust, and compromise

probability. The fractional order 0 < α ≤ 1 provides a parsimonious memory parameter, while a

bounded attack signal represents persistent selective forwarding and intermittent on–off behavior.

A mobile-agent utility functional converts the state variables into an energy-aware forwarding

decision. The model is shown to be well posed on finite horizons, and the physically meaningful

cube [0, 1]3 is positively invariant under standard Caputo comparison assumptions. For constant

attack intensity, the trust–compromise subsystem has a unique admissible equilibrium; its

linearization satisfies the Matignon sector condition for every 0 < α ≤ 1. Hence the fractional

order changes the transient memory profile without altering the constant-attack equilibrium.

Numerical experiments based on a fractional Adams–Bashforth–Moulton predictor–corrector

method quantify this distinction. Under burst attacks, decreasing α slows both trust degradation

and compromise growth over the observation window and reduces energy depletion, but it

also delays recovery and decision updates. The results therefore support a mechanism-level

interpretation of fractional memory rather than the claim that fractionalization is intrinsically

more secure. The framework provides a mathematically explicit basis for designing and testing

energy-aware trust policies in mobile-agent wireless sensor networks.

Keywords: Caputo fractional derivative; wireless sensor networks; mobile agents; trust manage-

ment; energy-aware security; selective forwarding; on–off attack; fractional stability.

2020 Mathematics Subject Classification: 26A33; 34A08; 34D20; 68M12.

1 Introduction

Wireless sensor networks (WSNs) combine low-power sensing, local computation, and wireless

communication in environments where battery capacity and security exposure are both severe design
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constraints. The classical architectural difficulties identified in early WSN studies—limited energy,

bandwidth, memory, and computation—remain relevant in current Internet-of-Things deployments

[1]. Security mechanisms cannot therefore be evaluated independently of their energetic cost. A

trust rule that detects compromised nodes reliably but requires excessive message exchange may

reduce network lifetime enough to defeat its operational purpose.

Trust and reputation mechanisms were introduced precisely because cryptographic protection

alone does not resolve the problem of an authenticated node that later behaves maliciously.

Reputation-based frameworks such as RFSN [2] and subsequent surveys [3, 4, 5] formalized the use

of behavioral evidence for secure node selection, routing, and data aggregation. Internal attacks are

particularly difficult because the adversary may possess legitimate credentials. Selective forwarding

is a representative example: a compromised relay forwards some packets but discards others,

making malicious loss difficult to separate from channel-induced loss. On–off attacks exploit the

same weakness temporally by alternating cooperative and malicious phases so that a reputation

score partially recovers between attacks [6, 7].

Energy awareness introduces a second layer of feedback. Trust-based cluster-head selection

and secure routing protocols explicitly combine residual energy with trust indicators [8, 9, 10, 11].

Recent work continues to emphasize that security and energy efficiency must be treated jointly

rather than as separable objectives [12]. Mobile agents provide a natural implementation mechanism

for this coupling. Instead of transferring all raw measurements repeatedly to a sink, executable

software entities can migrate through selected nodes, aggregate data locally, and return compressed

information. This paradigm has been studied for energy-aware data collection and itinerary

planning [13, 14, 15]. Yet mobile-agent selection remains vulnerable if node trust is treated as a

memoryless scalar updated only from the most recent observation.

The mathematical issue is therefore not simply how to compute a trust score. The more

basic question is how past forwarding behavior, present compromise risk, and energy depletion

should interact over time. Fractional differential equations offer one possible low-dimensional

representation of such history dependence. For the Caputo derivative, the present rate depends on

a power-law weighted history of the state. This feature has been used broadly to model hereditary

and nonlocal processes [16, 17, 18, 19]. In the present setting, the fractional order is not introduced

as an automatic performance-improvement parameter. It is used as an explicit memory scale whose

dynamical consequences can be analyzed.

The contribution of this paper is fourfold.

(i) We introduce a coupled fractional model for normalized residual energy E(t), trust T (t),

and compromise probability C(t) under a bounded attack intensity A(t). The three state

variables enter the same dynamical system rather than being combined only after independent

estimation.

(ii) We define an energy-aware mobile-agent utility functional and a threshold decision rule. The

rule exposes the trade-off between retaining a high-energy node and excluding a node whose

trust has degraded or whose compromise probability has increased.

(iii) We establish basic mathematical properties of the model: finite-horizon existence and unique-

ness, positive invariance of the physical state region, the unique constant-attack equilibrium of
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the trust–compromise subsystem, and local fractional-order stability via the Matignon sector

criterion [22].

(iv) We perform reproducible synthetic experiments using a fractional Adams–Bashforth–Moulton

predictor–corrector scheme [20, 21]. Persistent selective-forwarding and bursty on–off attacks

are compared across α ∈ {1, 0.95, 0.85, 0.75}. A step-refinement test is included to separate

dynamical conclusions from numerical discretization effects.

A central conclusion is deliberately restrained: for constant attack intensity, the equilibrium does

not depend on α. Fractional memory changes how rapidly the system approaches that equilibrium

and how strongly it retains past attack episodes. Consequently, a smaller fractional order can

attenuate short attack bursts over a finite observation horizon, but the same memory can prolong

the influence of earlier events and delay recovery. This distinction is important if fractional models

are to be used as mechanisms rather than as purely curve-fitting devices.

2 Background and related work

2.1 Trust management and internal attacks

A trust-management system typically collects direct or indirect evidence, converts it into a

reputation or trust value, and uses that value in a decision layer. The literature contains Bayesian,

beta-distribution, fuzzy, Dempster–Shafer, machine-learning, and hybrid approaches; comprehensive

reviews are given in [3, 4, 5]. A common design difficulty is temporal manipulation. If old cooperative

behavior is weighted too strongly, an on–off attacker can accumulate enough reputation to survive

subsequent malicious intervals. If old behavior is forgotten too rapidly, normal nodes can be

penalized by transient channel failures. Time-window and trend-based mechanisms have therefore

been proposed specifically against time-varying reputation attacks [6, 7].

The present model does not replace packet-level trust estimation. Instead, it provides a

continuous-time state layer into which packet-level observations can be mapped through A(t) and

parameter calibration. This separation is useful: the trust evidence mechanism may vary across

protocols, while the resulting state dynamics can still be studied in a common analytic framework.

2.2 Energy-aware trust and mobile agents

Residual energy is routinely used in cluster-head selection and routing because repeated selection

of a highly trusted but nearly depleted node can create an energy hole. LEACH-TM, for example,

combines trust management with energy-aware hierarchical routing [8]. More recent schemes

similarly mix trust, residual energy, cryptographic protection, or optimization-based weighting

[9, 10, 11, 12]. Such approaches motivate a state model in which energy and trust are dynamically

coupled rather than ranked independently.

Mobile agents offer a complementary way to reduce communication overhead. Energy-aware

itinerary design, local aggregation, and multiple-agent strategies have been reported in [13, 14, 15].

In a security-sensitive deployment, however, an itinerary planner should avoid nodes that are

energetic but behaviorally suspicious. This motivates the utility rule introduced in Section 7.
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2.3 Why a Caputo state model?

For 0 < α < 1, the Caputo derivative is

CDα
t x(t) =

1

Γ(1 − α)

∫ t

0

x′(s)

(t − s)α
ds. (1)

Unlike an ordinary derivative, (1) weights the complete state history. The kernel has a slow

algebraic tail, so an attack episode can influence the subsequent state even after the external attack

intensity has changed. The Caputo form is convenient for initial-value problems because classical

initial conditions can be used [17, 18, 19]. Stability of commensurate linear fractional systems is

governed by an angular condition on eigenvalues rather than by the sign of the real part alone [22].

We stress a modeling limitation at the outset. A Caputo law is a phenomenological representation

of memory; it is not derived here from a microscopic packet-arrival process. The value of α must

therefore be estimated or justified from data in an eventual deployment. The current paper studies

the mathematical consequences of such a memory law and provides a reproducible synthetic

benchmark.

3 Network assumptions and attack representation

Consider a WSN with a sink, stationary sensor nodes, and one or more mobile software agents. A

mobile agent visits selected nodes, performs local data collection or aggregation, and transfers a

reduced payload along its itinerary. We study the state of a representative candidate node. The

network-level policy can apply the same local state model to every candidate and rank nodes by

the utility introduced below.

Let

E(t) ∈ [0, 1], T (t) ∈ [0, 1], C(t) ∈ [0, 1]

denote normalized residual energy, trust, and compromise probability. The exogenous communica-

tion load is denoted by ρ ∈ [0, 1]. The attack signal

A : [0, ∞) −→ [0, 1]

is assumed piecewise continuous. It is not a binary label: intermediate values can represent partial

packet dropping, uncertain evidence, or a posterior attack score obtained from a detector.

Two attack profiles are used in the experiments.

Persistent selective forwarding. A constant level

A(t) = as, 0 < as < 1, (2)

represents a compromised relay that continuously drops or manipulates a fixed fraction of traffic.
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On–off attack. For low and high intensities 0 ≤ aL < aH ≤ 1,

A(t) = aL + (aH − aL)
m
∑

k=1

1Ik
(t), (3)

where the intervals Ik are disjoint. This profile alternates between nearly cooperative behavior and

aggressive attack phases.

The abstraction in (2)–(3) deliberately separates attack detection from state evolution. A packet-

level detector can be changed without altering the analysis as long as its output is normalized to

[0, 1].

4 Fractional energy–trust–compromise model

We propose the commensurate Caputo system

CDα
t E = −E

(

ε0 + ε1ρ + ε2C + ε3A(t)
)

, (4a)

CDα
t T = λ(1 − T ) − µCT − ξA(t)T, (4b)

CDα
t C = κA(t)(1 − C) − δTC, (4c)

with

0 < α ≤ 1, E(0) = E0, T (0) = T0, C(0) = C0 ∈ [0, 1].

All coefficients are nonnegative, with

ε0, λ, κ, δ > 0.

The terms in (4) have direct interpretations. The baseline term ε0 represents unavoidable node

activity; ε1ρ represents communication load; ε2C penalizes processing, retransmission, or defensive

overhead associated with a compromised state; and ε3A represents attack-induced expenditure.

Trust relaxes toward one at rate λ in the absence of evidence against the node. The terms µCT

and ξAT decrease trust when compromise risk or direct attack evidence is present. Compromise

probability grows with attack exposure through κA(1 − C) and is reduced by trustworthy behavior

through δTC.

For dimensional consistency, the coefficients multiplying the right-hand side have units of

time−α when physical time is dimensional. In normalized simulations below, time is scaled and

the coefficients are dimensionless in the corresponding fractional time unit.

5 Well-posedness and state constraints

Let

x(t) = (E(t), T (t), C(t))T, Ω = [0, 1]3,

and write (4) as CDα
t x = f(t, x).

Theorem 5.1 (Finite-horizon existence and uniqueness). Let A(t) be piecewise continuous and

bounded in [0, 1], and let x0 ∈ Ω. For every finite tf > 0, system (4) admits a unique continuous
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A(t)
attack evidence

C(t)
compromise risk

T (t)
trust

E(t)
residual energy

U(t)
agent utility

forward / visit
decision

Figure 1: State coupling in the proposed model. The external attack signal changes compromise
risk, trust, and attack-induced energy consumption; the mobile-agent decision uses all three states.

solution on [0, tf ].

Proof. For fixed t, the map x ↦→ f(t, x) is polynomial in (E, T, C) and is therefore locally Lipschitz

on R
3. Since A is bounded and piecewise continuous, f is measurable in t and continuous on every

interval not containing a switching point. The Caputo initial-value problem is equivalent to the

Volterra equation

x(t) = x0 +
1

Γ(α)

∫ t

0

(t − s)α−1f(s, x(s)) ds. (5)

Standard local existence and uniqueness for Caputo equations follows from the local Lipschitz

property [17, 19]. The invariant-region result below prevents finite-time escape from the compact

physical region, so the solution extends to every finite horizon.

Theorem 5.2 (Positive invariance). Assume x0 ∈ Ω and A(t) ∈ [0, 1]. Under the standard Caputo

comparison principle, Ω = [0, 1]3 is positively invariant for (4).

Proof. It is enough to inspect the vector field on the six faces of the cube. At E = 0,

fE(t, 0, T, C) = 0,

whereas at E = 1,

fE(t, 1, T, C) = −
(

ε0 + ε1ρ + ε2C + ε3A
)

≤ 0.

At the trust boundaries,

fT (t, E, 0, C) = λ > 0, fT (t, E, 1, C) = −(µC + ξA) ≤ 0.

Finally,

fC(t, E, T, 0) = κA ≥ 0, fC(t, E, T, 1) = −δT ≤ 0.

Thus the field is inward-pointing or tangent on each boundary face. The fractional comparison

principle prevents a first exit through any face; see, for example, the comparison framework in

[23, 19]. Hence trajectories initiated in Ω remain in Ω.
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Remark 5.3. The boundary calculation is simple, but the fractional setting matters: one should

not replace the comparison argument by an ordinary-derivative “first crossing” proof without

justification. The statement above explicitly invokes the Caputo comparison principle.

Proposition 5.4 (Energy comparison bound). Let

gmin = ε0 + ε1ρ, gmax = ε0 + ε1ρ + ε2 + ε3.

Then, for E0 ≥ 0,

E0Eα(−gmaxtα) ≤ E(t) ≤ E0Eα(−gmintα), (6)

whenever the scalar Caputo comparison theorem is applied to (4a).

Proof. Because C, A ∈ [0, 1],

gmin ≤ ε0 + ε1ρ + ε2C + ε3A ≤ gmax.

Compare (4a) with the scalar equations

CDα
t z± = −gmin / maxz±, z±(0) = E0,

whose solutions are Mittag–Leffler functions. The comparison principle gives (6).

6 Constant-attack equilibria and fractional stability

Suppose A(t) ≡ a ∈ [0, 1] and ρ is constant. Because there is no harvesting term in (4a), the full

long-time equilibrium has E∗ = 0. This should not be interpreted as a network failure prediction

at a specific physical time: E is a normalized depletion variable and the model is intended for

finite-horizon policy analysis unless an energy-harvesting term is added.

The nontrivial equilibrium structure lies in the trust–compromise subsystem.

Theorem 6.1 (Unique admissible trust–compromise equilibrium). For a > 0, the subsystem

(4b)–(4c) has a unique equilibrium (T ∗, C∗) ∈ (0, 1)2. It satisfies

T ∗ =
λ

λ + µC∗ + ξa
, (7)

C∗ =
κa

κa + δT ∗
, (8)

where T ∗ is the unique positive root of

δ(λ + ξa)(T ∗)2 +
[

κa(λ + µ + ξa) − λδ
]

T ∗ − λκa = 0. (9)

For a = 0, (T ∗, C∗) = (1, 0).

Proof. At equilibrium, (4b) and (4c) give (7) and (8). Substituting (8) into (7) yields (9). For

a > 0, the leading coefficient is positive and the constant term is negative. Therefore the two roots

of (9) have opposite signs, so there is exactly one positive root. From (7), this root satisfies T ∗ < 1.
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Equation (8) then gives 0 < C∗ < 1. When a = 0, the equations reduce immediately to T ∗ = 1

and C∗ = 0.

Theorem 6.2 (Local asymptotic stability for all 0 < α ≤ 1). Let a ∈ [0, 1] be constant. The

admissible equilibrium of the trust–compromise subsystem is locally asymptotically stable for every

commensurate order 0 < α ≤ 1.

Proof. The Jacobian of the (T, C) subsystem at (T ∗, C∗) is

JT C =

(

−λ − µC∗ − ξa −µT ∗

−δC∗ −κa − δT ∗

)

. (10)

Its trace is strictly negative. Its determinant can be rewritten as

det JT C = (λ + µC∗ + ξa)(κa + δT ∗) − µδT ∗C∗ (11)

= (λ + ξa)(κa + δT ∗) + µκaC∗ > 0. (12)

Hence both eigenvalues have negative real part. If they are real, they lie on the negative real axis

and have argument π. If they are complex, their negative real part implies

| arg(λj)| >
π

2
.

Since 0 < α ≤ 1,
απ

2
≤

π

2
,

and therefore every eigenvalue satisfies Matignon’s sector condition

| arg(λj)| >
απ

2
.

The equilibrium is thus locally asymptotically stable [22].

Corollary 6.3 (Equilibrium is independent of fractional order). For constant attack intensity a,

the coordinates (T ∗, C∗) do not depend on α. The fractional order changes the transient approach

to equilibrium, not the equilibrium itself.

This corollary is central to the interpretation of the numerical results. Any finite-time advantage

observed at smaller α must be described as a transient memory effect; it cannot be advertised as a

different constant-attack steady state.

7 Energy-aware mobile-agent decision rule

We combine the three state variables through

U(t) = wEE(t) + wT T (t) − wCC(t), wE , wT , wC ≥ 0, wE + wT + wC = 1. (13)
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A candidate node is eligible for the mobile-agent itinerary when

U(t) ≥ Θ. (14)

In safety-critical applications, (14) can be supplemented by hard guards

T (t) ≥ Tmin, C(t) ≤ Cmax,

so that a large energy reserve cannot compensate for an unacceptable security state.

The utility is intentionally linear. Its purpose here is not to solve a multiobjective optimization

problem but to expose the dynamic trade-off explicitly. Nonlinear utilities, learned weights, or

context-dependent thresholds can be inserted without changing the state equations. The weights

should ultimately be selected from deployment requirements rather than tuned to improve a single

simulation metric.

8 Numerical method and reproducibility

8.1 Fractional predictor–corrector scheme

For a Caputo system
CDα

t x(t) = f(t, x(t)), x(0) = x0,

we use the Adams-type predictor–corrector method of Diethelm, Ford, and Freed [20, 21]. On the

uniform grid tn = nh, the predictor is

xP
n+1 = x0 +

hα

Γ(α + 1)

n
∑

j=0

bj,n+1f(tj , xj), (15)

where

bj,n+1 = (n + 1 − j)α − (n − j)α.

The corrector is

xn+1 = x0 +
hα

Γ(α + 2)

⎡

⎣f(tn+1, xP
n+1) +

n
∑

j=0

aj,n+1f(tj , xj)

⎤

⎦ , (16)

with

a0,n+1 = nα+1 − (n − α)(n + 1)α

and, for 1 ≤ j ≤ n,

aj,n+1 = (n − j + 2)α+1 + (n − j)α+1 − 2(n − j + 1)α+1.

The future-node coefficient is one and is represented by the first term in brackets in (16).
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Table 1: Baseline normalized parameters used in the numerical experiments.

Parameter Value Interpretation

ε0 0.004 baseline energy expenditure
ε1 0.006 communication-load coefficient
ε2 0.012 compromise-related energy cost
ε3 0.004 attack-related energy cost
ρ 0.45 normalized communication load
λ 0.08 trust recovery coefficient
µ 0.45 compromise-to-trust penalty
ξ 0.30 direct attack-to-trust penalty
κ 0.32 attack-to-compromise coefficient
δ 0.28 trust-mediated compromise removal
(E0, T0, C0) (1, 0.92, 0.05) initial state
(wE , wT , wC) (0.35, 0.45, 0.20) utility weights
Θ 0.30 eligibility threshold
h 0.25 time step
tf 120 final normalized time

0 10 20 30 40 50 60 70 80 90 100 110 120
0

0.2

0.4

0.6

0.8

1

t

A
(t

)

on–off attack
persistent attack

Figure 2: Attack profiles used in the numerical study.

8.2 Parameter set

The experiments are synthetic and are not claimed as calibration to a particular hardware platform.

Their purpose is to test the mathematical mechanism under transparent, reproducible conditions.

The baseline parameters are given in Table 1.

For the on–off scenario,

A(t) =

⎧

⎨

⎩

0.85, t ∈ [20, 35] ∪ [55, 70] ∪ [90, 105],

0.05, otherwise.
(17)

The persistent selective-forwarding benchmark uses A(t) = 0.55.
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0.8
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t

T
(t
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α = 1 α = 0.95 α = 0.85 α = 0.75

Figure 3: Trust trajectories under the on–off attack (17). Lower fractional order attenuates the
finite-time depth of the attack response but retains past attack influence for longer.

9 Numerical results

9.1 Persistent attack: equilibrium check

For a = 0.55, Theorem 6.1 gives

T ∗ ≈ 0.12941, C∗ ≈ 0.82927.

The integer-order trajectory at t = 120 reaches these values to the reported precision. Fractional

trajectories with α < 1 remain farther from the same equilibrium because their relaxation is slower.

This is consistent with Corollary 6.3: the order modifies the transient, not the constant-attack

fixed point.

For comparison, at the low background level a = 0.05,

T ∗ ≈ 0.59514, C∗ ≈ 0.08760.

The large separation between these two equilibria explains the pronounced response to the high

attack intervals in (17).

9.2 On–off trust dynamics

Figure 3 shows the trust state for four fractional orders. Each high-attack interval produces an

abrupt directional change. The ordinary model (α = 1) reacts most rapidly and reaches the lowest

trust minimum. Smaller orders spread the effect of each attack over a longer history and reduce the

instantaneous depth of the trust collapse. The price is slower recovery after the attack is removed.

9.3 Compromise probability

The same memory trade-off appears in C(t); see Figure 4. The maximum compromise probability

decreases from approximately 0.891 at α = 1 to 0.791 at α = 0.75 over the simulated horizon.
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Figure 4: Compromise probability under repeated on–off attack intervals.

0 10 20 30 40 50 60 70 80 90 100 110 120
0

0.2

0.4

0.6
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1

t

E
(t

)

α = 1 α = 0.95 α = 0.85 α = 0.75

Figure 5: Normalized residual energy under the on–off attack.

This reduction should not be read as a universal security gain. Under a sufficiently long persistent

attack, every order approaches the same equilibrium C∗.

9.4 Energy and decision utility

The energy equation reacts to both compromise risk and direct attack intensity. Figure 5 shows

that the lower-order trajectories retain more normalized energy over the finite horizon. Again,

this is a slower-transient effect: the fractional equation responds more gradually to cumulative

expenditure.

The combined utility in (13) is shown in Figure 6. The horizontal line marks the baseline

eligibility threshold Θ = 0.30. Lower α keeps the utility above the threshold for a larger proportion

of the finite simulation window because energy and security states move more slowly. Such retention

can be useful when attack evidence is noisy, but it can also make exclusion of a genuinely malicious

node less immediate. This is a policy trade-off rather than a monotone “smaller is better” effect.
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Figure 6: Energy–trust–compromise utility under the on–off attack. The thin horizontal line is
Θ = 0.30.

Table 2: Finite-horizon metrics for the on–off attack. These values describe the stated synthetic
parameter set and are not hardware-calibrated performance claims.

α E(120) min T max C Eligible fraction

1.00 0.1643 0.1091 0.8909 0.1933
0.95 0.2524 0.1117 0.8775 0.1954
0.85 0.4334 0.1199 0.8427 0.2308
0.75 0.5990 0.1354 0.7915 0.3617

9.5 Summary metrics

Table 2 reports finite-horizon metrics for the on–off scenario. The eligible-time fraction is the

fraction of grid points satisfying U(t) ≥ Θ.

For persistent A = 0.55, the corresponding values are given in Table 3. The difference among

orders is again substantial at t = 120, but Theorem 6.1 shows that this difference is transient.

9.6 Phase-plane memory signature

Figure 7 plots the trust–compromise trajectories for the on–off experiment. Each attack pulse

drives the state toward the persistent high-attack region; the low-attack intervals then pull it

back toward the background equilibrium. Fractional memory changes the geometry and speed of

these excursions. The loops are not periodic orbits: they are forced transient paths created by the

switching attack signal.

9.7 Step refinement

To check that the principal observations are not artifacts of the baseline step, the α = 0.85 on–off

simulation was repeated with h = 0.125 and h = 0.0625. Table 4 reports differences at common

grid points.

The largest errors occur near attack switching times, where A(t) is discontinuous. The reduction
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Table 3: Finite-horizon metrics for persistent selective-forwarding intensity A(t) = 0.55.

α E(120) min T max C Eligible fraction

1.00 0.1104 0.1294 0.8293 0.0603
0.95 0.1906 0.1305 0.8258 0.0686
0.85 0.3659 0.1350 0.8111 0.0956
0.75 0.5362 0.1453 0.7791 0.1414

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.2

0.4

0.6

0.8

1

T

C

α = 1 α = 0.95
α = 0.85 α = 0.75

Figure 7: Trust–compromise trajectories under the same on–off attack profile.

under step refinement is consistent with numerical convergence of the reported trajectories. A

deployment-oriented implementation should align switching events with the temporal grid or use

event-aware quadrature.

10 Interpretation and design implications

The simulations reveal three effects that are easy to conflate.

First, the fractional order acts on response speed and memory, not on the location of the

constant-attack equilibrium. This follows analytically from Corollary 6.3. Consequently, a smaller

α can keep T (t) higher and C(t) lower during a finite burst simply because the state reacts more

slowly. The same mechanism may be undesirable when a rapid exclusion decision is required.

Second, energy and trust cannot be optimized independently. A node with high trust but little

remaining energy may be a poor mobile-agent destination; a node with abundant energy but a

large compromise probability is unsafe. The utility (13) makes this trade-off visible. In practice,

the weights should be set from application loss functions, and hard security constraints should be

imposed when compromise risk exceeds an unacceptable level.

Third, an on–off attacker explicitly exploits memory. Memoryless or very short-window schemes

can overreact to noise, whereas excessively long memory can allow historical cooperation to mask

recent attacks. The Caputo order provides a continuous parameter controlling this balance. It
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Table 4: Step-refinement differences for α = 0.85 under the on–off attack.

Comparison E T C

max |x0.25 − x0.125| 9.21 × 10−4 1.33 × 10−2 1.87 × 10−2

RMS |x0.25 − x0.125| 6.54 × 10−4 1.71 × 10−3 3.07 × 10−3

max |x0.125 − x0.0625| 4.65 × 10−4 7.39 × 10−3 1.04 × 10−2

RMS |x0.125 − x0.0625| 3.29 × 10−4 8.51 × 10−4 1.54 × 10−3

does not eliminate the need for an attack detector; rather, it determines how the detector output

is accumulated dynamically.

These observations suggest a calibration strategy. Given packet traces, one can estimate A(t)

from forwarding failures or anomaly scores, infer E(t) from battery telemetry, and fit α together

with the rate parameters by minimizing a multi-state loss. Model selection should compare the

fractional system against the α = 1 baseline using out-of-sample data. Without such a comparison,

the extra memory parameter is not justified merely because it yields a visually smoother trajectory.

11 Limitations

The present work is a mathematical and synthetic computational study. Several limitations should

be kept explicit.

(i) The attack signal is exogenous. A complete cyber-physical model would couple packet-level

observations, detector uncertainty, and attacker adaptation to A(t).

(ii) The model describes a representative node. Network-wide congestion, interference, topology

changes, and correlated compromise events are not represented explicitly.

(iii) The energy equation is normalized and does not include harvesting, sleep scheduling, or

radio-specific transmit/receive costs. Those mechanisms can be added as additional terms

once a hardware platform is fixed.

(iv) The fractional order is not estimated from field data in this study. The numerical results

therefore establish dynamical consequences, not empirical superiority.

(v) The utility weights and threshold are illustrative. A real deployment requires sensitivity

analysis against mission-specific costs and false-exclusion risk.

These restrictions are intentional. They keep the first model analytically tractable while

identifying exactly which claims are supported by the current mathematics.

12 Conclusion

We developed a Caputo fractional model that couples residual energy, trust, and compromise

probability for energy-aware mobile-agent decisions in wireless sensor networks. The state cube
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is positively invariant, the finite-horizon initial-value problem is well posed, and the constant-

attack trust–compromise subsystem has a unique admissible equilibrium. Its Jacobian satisfies the

Matignon sector condition for every 0 < α ≤ 1.

The analysis clarifies the role of memory. Fractional order does not move the constant-attack

equilibrium; it changes the transient route by which that equilibrium is approached. In the

synthetic on–off experiments, smaller α reduced finite-horizon trust collapse, compromise growth,

and energy depletion, while also slowing recovery and decision dynamics. Thus fractional memory

should be tuned against the temporal structure of attacks and the cost of delayed exclusion, not

treated as an automatic security enhancement.

A natural next step is data-driven calibration with packet traces from a WSN testbed or a

network simulator. This would permit statistical estimation of α, comparison against integer-order

and finite-window trust models, and evaluation of false-positive/false-negative trade-offs at the

routing layer. Extensions to heterogeneous nodes, multi-agent itinerary optimization, distributed

attack intensity, and energy harvesting can then be built on the same state framework.

Data and computational reproducibility

No external dataset is used in the present numerical study. The experiments are synthetic and

are fully specified by Table 1, the attack profiles, and the PECE scheme (15)–(16). The plotting

coordinates used in the figures are embedded directly in this main.tex source.
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