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Abstract 

False Data Injection encompasses a class of malicious data attacks that target critical 

infrastructures controlled by Cyber Physical Systems, specifically threatening the integrity of 

multiple type sensor data within nuclear power plants . This paper proposes the physics assisted 

defence framework that combined a non linear Particle Filter with a time series transformer to 

detect the stealthy false data injection attacks by disclosing the thermodynamic and temporal 

decoupling they induce across coupled nuclear reactor sensor channels. This approach pairs 

non linear particle filter thermodynamics with multi head attention to expose the multi channel 

physical decoupling an attacker cannot fake over time, while conventional detectors that only 

track static linear residuals are easily bypassed by stealth attacks.. Finally, simulations 

conducted on MATLAB and PyTorch systems demonstrate that the proposed method 

effectively detects FDIA in nuclear power plant. 
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1. Introduction 

Smart Infrastructure and services are essential for developing smart cities and industries. 

Moreover modern critical energy infrastructures have increasingly transitioned into integrated 

Cyber Physical Systems (CPS) . Application areas are very diverse as autonomous vehicles, 

civil infrastructure, energy, manufacturing, most of them are security-critical. Within the 

nuclear power plants, this integration is demonstrated in digital instrumentation and control 

architectures, where supervisory control and data acquisition (SCADA) networks, distributed 

control systems (DCS) and smart field sensors interface to maintain safe and stable reactor 

operation. While it offer uninterrupted operation precision, but it simultaneously increases  the 

physical attack surface by exposing deterministic thermodynamic processes to highly capable 

cyber adversaries.  

The concrete impact of this vulnerability was observed in late 2019 at Kudankulam nuclear 

power plant in India. The IT network administrative of the facility was breached through a 

cyber intrusion using the Dtrack malware family, a strain dedicated to state sponsored advanced 

persistent threat (APT) groups. Moreover official post incident audits confirmed the malicious 

footprint was restricted to administrative workstations and did not cross the network 

segregation into the critical reactor protection systems . This security incident highlights the 

growing threat of false data injection attacks, where adversaries manipulate raw sensor 

measurements such as flow rates of by-products or temperatures to induce malicious outcomes 

while remaining consistent with physics-based expectations .  

Before describing the problem statement, we review the literature concerning to cyber physical 

anomaly detection and false data injection attacks in safety critical industrial infrastructure. In  

the authors apply classical Kalman filtering and chi-squared residual tests to identify sensor 

anomalies within supervised control architectures. More recently, researchers have deployed 

data driven machine learning models, such as auto-encoders and deep recurrent networks to 

monitor dual channel industry telemetry. However these studies predominately rely on quasi-

static assumptions that ignore the underlying plant dynamics. In nuclear control loop , a 

falsified sensor channel such as coolant temperature directly couples to neutron flux, precursor 

concentrations. The rate of chain reaction can be traced by rate of flow of xenon poisoning over 

the time. Consequently, attacker can exploit the blind spots of linear estimators to destabilize 

the core undetected , the non-linear dynamics of point reactor kinetics ensure the continuous 

stealth attacks inherently violate physical constraints (𝑐̇ ≠  𝑐). Existing approaches fail toܣ
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harness this coupled thermodynamic behavior, creating a critical gap for hybrid frameworks 

that integrate non-linear particle filtering with cross-attention transformers to detect such 

physical and temporal decoupling in real time. 

In this paper, we present the MATLAB simulation models utilizing the five coupled constraints 

from point reactor kinetics. Prompt neutron flux (݊ߜ), precursor concentrations (ܥߜ), fuel 

temperature (ߜ ௙ܶ), Xenon Poisoning (ܺߜ), and valve positioning (ܸߜ). The machine learning 

framework pairs a particle filer, which evaluates the thermodynamic mismatch using KL 

divergence over a physics centred state swarm with a time series transformer that utilizes multi-

head cross attention over a sliding window to detect cross-sensor and temporal decoupling.  

2. Problem Formulation 

In this section, we formulate the nuclear cyber physical system as multi channel control and 

estimation architecture, containing linearized point reactor kinetics, kalman filter and a chi-

squared residual failure detector operating under SCADA telemetry. 

2.1 Non Linear Point Reactor Kinetics & Physical State Constraints 

To model a cyber physical system of pressurized water reactor (PWR), here are the five 

fundamental physical states selected under operational transients: prompt relative neutron flux 

ߜ) fuel temperature deviation ,(ܥߜ) delayed neutron precursor concentration ,(݊ߜ) ௙ܶ), Xenon-

135 isotopic poisoning concentration (ܺߜ), and primary coolant control valve positioning (ܸߜ). 

These five states are the main core multi-physics necessary to expose cyber physical anomalies: 

i) Coupled Neutronic-Thermodynamic feedback: To manipulate single thermal or 

hydrodynamic channel without modifying the neutron population violates inherent physical 

reactivity feedback mechanism . 

ii) Multi scale temporal invariants: Integrating both rapid neutronic transients (constrained by ݊ߜ and ܥߜ on the order of milliseconds to seconds) and slow thermodynamic or isotopic drift 

(constrained by ߜ ௙ܶ and ܺߜ on the order of minutes to hours) prevents an adversary from 

disguising long-term sensor spoofing as nominal transient behavior . 

iii) Actuator state casuality: Coupling control valve displacement (ܸߜ) helps ensure that any 

independent drift in coolant flow or temperature is cross-checked against physical actuator 

authority. 

A. Linearized state space representation and Jacobian Derivation 
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The standard linearized continuous time equations of the five physical constraints are: 

i) Row 1: Prompt Neutron Flux (̇݊ߜ) 

                         
ௗ(ఋ௡)ௗ௧ = − ఉ

Λ
݊ߜ + ܥߜߣ + ఈ೅

Λ
ߜ ௙ܶ + ఈ೉

Λ
      1         ܺߜ

ii) Row 2: Precursor Concentration (ܥ̇ߜ) 

                               
ௗ(ఋ஼)ௗ௧ = ఉ

Λ
݊ߜ −    2                                    ܥߜߣ

iii) Row 3: Fuel Temperature (ߜ ௙ܶ˙ ) 

                              ௗ(ఋ்೑)ௗ௧ = ݊ߜ௙ߛ − ߬௖ߜ ௙ܶ − ݇steam3                ܸߜ 

iv) Row 4: Xenon Concentration (̇ܺߜ) 

                              ௗ(ఋ௑)ௗ௧ = ݊ߜ௫ߛ −  4                                    ܺߜ௫ߣ

 v) Row 5: Actuator / Valve Dynamics (ܸ̇ߜ) 

                           
ௗ(ఋ௏)ௗ௧ = ݇valveߜ ௙ܶ − ߬௩ܸߜ +  5                     (ݐ)ݑ

Hence Defining the continuous perturbation state vector as (ݐ)ݔߜ = ,݊ߜ] ,ܥߜ ߜ ௙ܶ , ,ܺߜ ்[ܸߜ ∈ℝ5, the linearized continuous time state space equation is: 

(ݐ)ݔ̇                                  = (ݐ)ݔ௖ܣ + (ݐ)ݑ௖ܤ +  6             (ݐ)ݓ

where (ݐ)ݓ ∼ ࣨ(0, ܳ௖) represents continuous Gaussian process noise, and ܣ௖ ∈ ℝ5×5 is the 

system Jacobian matrix: 

௖ܣ                            =
[  
   
 − ఉ

Λ
ߣ ఈ೅

Λ
ఈ೉
Λ

0ఉ
Λ

ߣ− 0 0 ௙ߛ0 0 −߬௖ 0 −݇steamߛ௫ 0 0 ௫ߣ− 00 0 ݇valve 0 −߬௩ ]  
   
 
           7 

Segmenting the continuous dynamics over a sampling interval Δݐ yields the discrete-time state-

space model implemented in the SCADA estimation framework: ݔ௞+1 = ௞ݔܣ + ௞ݑܤ + ,௞ݓ ܣ = ݁஺೎Δ௧, ௞ݓ ∼ ࣨ(0, ܳ)        8 

 

 

B. SCADA Architecture  
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Within a digital nuclear Instrumentation and Control (I&C) system, remote sensor arrays 

measure physical parameters across the core and transmit them to the Supervisory Control and 

Data Acquisition (SCADA) network . The discrete measurement model is defined as: ݕ௞ = ௞ݔܥ +  ௞         9ݒ

where ݕ௞ ∈ ℝ௠ is the received telemetry vector, ܥ ∈ ℝ௠×5 maps the state space to the sensor 

channels, and ݒ௞ ∼ ࣨ(0, ܴ) denotes Gaussian measurement noise. For maintaining real time 

awareness, the SCADA architecture retain a discrete linear kalman filter to compute optimal 

state estimates ̂ݔ௞: ̂ݔ௞|௞−1 = ௞−1|௞−1ݔ̂ܣ +  ௞−1      10ݑܤ

Under nominal conditions, the residual follows a zero-mean Gaussian distribution ݎ௞ ∼ࣨ(0, Σ௞), where Σ௞ = ܥ ௞ܲ|௞−1்ܥ + ܴ. An alarm is flagged if the chi-squared metric exceeds 

a defined threshold ݖ :ߛ௞ = ௞்ݎ Σ௞−1ݎ௞ ≥  11         ߛ

 

2.2 FDIA Problem Formulation 

The hacker with knowledge of linear observation matrix C can compromise the communication 

channels between field sensors and the SCADA server, by injecting a malicious attack vector ܽ௞ ∈ ℝ௠ : ݕ௞௔ = ௞ݕ + ܽ௞ = ௞ݔܥ + ௞ݒ + ܽ௞          12 

In an algebraic stealth attack, the hacker constructs ܽ௞ to lie within the column space of the 

observation matrix by setting ܽ௞ = 𝑐௞, where 𝑐௞ܥ ∈ ℝ5 represents an arbitrary state 

perturbation. By substituting the corrupted measurement into the Kalman Filter innovation 

sequence yields: ݎ௞௔ = ௞௔ݕ − ௞|௞−1௔ݔ̂ܥ = ௞ݕ + 𝑐௞ܥ − ௞|௞−1ݔ̂)ܥ + 𝑐௞) =  ௞   13ݎ

Because ݎ௞௔ = ௞௔ݖ :௞, the test statistic remains completely invariant to the injectionݎ = ௞௔ݎΣ௞−1்(௞௔ݎ) = ௞ݖ <  14        ߛ

Since the linear residual monitor is rendered blind, allowing the hacker to bias core telemetry 

arbitrarily without triggering standard SCADA anomaly alarms. 

3. Threat Model and Decoupling  
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Here, we will analyze a hacker attack on the digital communication network that exists between 

the field instrumentation and supervisory SCADA network of the reactor. It is assumed that 

the hacker has the full information about the linear observation matrix ܥ and the discrete state 

transition matrix ܣ = ݁஺೎Δ௧ . The attacker's objective is to change physical core states toward 

unsafe thermal limits while manipulating transmitted telemetry ݕ௞ so that conventional residual 

based detectors remain blind in this whole operation process . 

Under normal circumstances, the dynamics of the plant evolve in discrete time through: ݔ௞+1 = ௞ݔܣ + ௞ݑܤ + ௞ݕ ௞      15ݓ = ௞ݔܥ +  ௞                  16ݒ

where ݓ௞ ∼ ࣨ(0, ܳ) and ݒ௞ ∼ ࣨ(0, ܴ). The SCADA Kalman filter tracks innovations: ݎ௞ = ௞ݕ −  ௞|௞−1          17ݔ̂ܥ

To execute an algebraic stealth False Data Injection Attack (FDIA), the hacker injects an 

additive corruption eigen vector ܽ௞ ∈ ℝ௠ into the true measurements: ݕ௞௔ = ௞ݕ + ܽ௞          18 

To bypass residual checks (ݖ௞ = ௞்ݎ Σ௞−1ݎ௞ <  the attacker crafts ܽ௞ to lie within the column ,(ߛ

space of the observation matrix by projecting an unconstrained perturbation vector 𝑐௞ ∈ ℝ5: ܽ௞ =         𝑐௞ܥ

To spread the latent bias along the discrete state transition matrix: 𝑐௞+1 =  𝑐௞  19ܣ

Substituting the corrupted measurements into the supervisory filter yields: ݎ௞௔ = ௞௔ݕ − ௞|௞−1௔ݔ̂ܥ = ௞ݕ) + (𝑐௞ܥ − ௞|௞−1ݔ̂)ܥ + 𝑐௞) =  ௞                    20ݎ

Because ݎ௞௔ =  ,௞, the linear innovation residual remains completely invariant to the injectionݎ

masking the sensor manipulation as a nominal operational within the discrete linear domain. 

3.1 Analytical Decoupling Proof: The ̇ࢉ ≠  Principle ࢉࢉ࡭

Since the algebraic stealth attack guarantees residual invariance in a discrete linear estimator, 

it assumes the underlying physical plant strictly restricts to linear time-invariant dynamics. In 

a physical reactor, continuous state evolution is governed by the coupled non linear system ̇(ݐ)ݔ = ,(ݐ)ݔ)݂  .((ݐ)ݑ
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Theorem 1 (Continuous Decoupling of Discrete Stealth Injections). 

Let a nuclear reactor evolve continuously according to coupled Point Reactor Kinetics ̇(ݐ)ݔ ,(ݐ)ݔ)݂=  If an hacker constructs an algebraic stealth injection that preserves discrete .((ݐ)ݑ

residual invariance (ݎ௞௔ = ௞) via 𝑐௞+1ݎ =  𝑐௞, the continuous time representation of theܣ

injection trajectory 𝑐(ݐ) inherently violates the continuous governing equations: 𝑐̇(ݐ) ≠  21       (ݐ)௖𝑐ܣ

where ܣ௖ is the plant Jacobian evaluated at nominal equilibrium. 

Proof. 

Let the sensed state under attack be expressed as (ݐ)~ݔ = (ݐ)ݔ + 𝑐(ݐ), where (ݐ)ݔ denotes the 

true continuous physical trajectory and 𝑐(ݐ) = [𝑐௡, 𝑐஼ , 𝑐் , 𝑐௑ , 𝑐௏]் is the continuous latent bias. 

For the compromised state to remain physically consistent across continuous time, (ݐ)~ݔ must 

satisfy the non-linear governing dynamics: 

(ݐ)̇~ݔ = ,(ݐ)~ݔ)݂ ((ݐ)ݑ = (ݐ)ݔ)݂ + 𝑐(ݐ),  22              ((ݐ)ݑ

Expanding ݂((ݐ)ݔ + 𝑐(ݐ),  via a multi-variable Taylor series about the uncompromised ((ݐ)ݑ

trajectory (ݐ)ݔ: 

(ݐ)̇~ݔ = ,(ݐ)ݔ)݂ ((ݐ)ݑ + డ௙డ௫ | ௫(௧)𝑐(ݐ) + ℋ((ݐ)ݔ, 𝑐(ݐ))       23 

where ℋ((ݐ)ݔ, 𝑐(ݐ)) represents the non-linear higher-order coupling terms established in 

Section II. Because (ݐ)̇~ݔ = (ݐ)ݔ̇ + 𝑐̇(ݐ) and ̇(ݐ)ݔ = ,(ݐ)ݔ)݂  the physical evolution of ,((ݐ)ݑ

the attack vector requires: 𝑐̇(ݐ) = డ௙డ௫ | ௫(௧)𝑐(ݐ) + ℋ((ݐ)ݔ, 𝑐(ݐ))          24 

Hence again the attacker constructs the stealth attack in the discrete domain assuming evolution 

along the static Jacobian evaluated at nominal equilibrium: 𝑐̇linear(ݐ) =  25                 (ݐ)௖𝑐ܣ

Subtracting this linear assumption from the continuous physical requirement gives us the 

continuous decoupling residual (ݐ)ߦ :(ݐ)ߦ = 𝑐̇(ݐ) − (ݐ)௖𝑐ܣ = [డ௙డ௫ | ௫(௧) − (ݐ)௖]𝑐ܣ + ℋ((ݐ)ݔ, 𝑐(ݐ))              26 
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Because operational transients shift the instantaneous operating point away from nominal 

equilibrium (
డ௙డ௫ | ௫(௧) ≠  ௖) and the non-linear coupling terms cannot vanish under anܣ

arbitrary trajectory (ℋ((ݐ)ݔ, 𝑐(ݐ)) ≠ 0), it follows directly that: (ݐ)ߦ ≠ 0 ⟹ 𝑐̇(ݐ) ≠  27               (ݐ)௖𝑐ܣ

While maintaining the algebraic stealth in the discrete linear domain it inherently violates the 

continuous non-linear PRK physics. The attacker cannot spoof a single telemetry channel 

without inducing detectable thermodynamic, kinetic, and actuator contradictions across the 

remaining coupled states . This continuous physical decoupling forms the theoretical 

foundation exploited by our dual layer detection framework. 

4. Physics Assisted Detection Framework 

To disclose the continuous non linear decoupling, we need to deploy a dual layer detection 

framework, basically a non linear particle filter for statistical divergence tripping and a time 

series transformer for cross channel temporal satisfaction. 

4.1 Non Linear Particle Filter and KL divergence 

Unlike classical linear estimators, the particle filter navigates states through non linear point 

reactor kinetics equations, while retaining continuous thermodynamic coupling except 

linearization error . 

Consider a set of ௣ܰ weighted particles {ݔ௞(௜), ௞(௜)}௜=1ே೛ݓ
 these represents the state probability 

distribution. Particles propagate through the non-linear plant dynamics: ݔ௞(௜) = ௞−1(௜)ݔ)݂ , (௞−1ݑ + ,௞(௜)ݓ ௞(௜)ݓ ∼ ࣨ(0, ܳ)                          28 

Weights are updated upon receiving SCADA measurements ݕ௞: ݓ௞(௜) ∝ ௞−1(௜)ݓ ⋅ ;௞ݕ)ࣨ ,௞(௜)ݔܥ ܴ)                                  29 

The normalised particles undergo systematic resampling when the effective sample size drops 

below ௣ܰ/2. Under the algebraic stealth FDIA, the manipulated measurements contradicts the 

underlying kinetics, forcing the posterior ܳ௞(ݔ) away from the prior ௞ܲ(ݔ). To catch this 

mismatch, KL divergence is computed against each state channel ݆ ∈ {1,… ,5}: ࣞ௞ = ∑5௝=1 )௄௅ܦ ௞ܲ௝ ∥ ܳ௞௝) = ∑5௝=1 ∫ ௞ܲ௝(ݔ)݈݊(௉ೖೕ(௫)ொೖೕ(௫))݀30                     ݔ 
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This initial anomaly flag triggers whenever ࣞ௞ ≥ ߬௄௅. while flagging kinetic inconsistency for 

deep temporal classification. 

4.2 Time series transformer with cross attention 

This layer helps us to process the sliding windows of multivariate telemetry, kalman residuals, 

and hence particle state estimates to classify the operational condition. 

A. Input representation: 

At the time of ݇ , an observation window of total length ܹ is estimated using the state estimators 

like ̂ݔ௧, sensor telemetry ݕ௧, and linear residuals ݎ௧: ݖ௧ = ௧்ݔ̂] , ௧்ݕ , ௧்ݎ ]் ∈ ℝ15, ݐ ∈ [݇ − ܹ + 1, ݇]                     31 

Hence the sequence ܼ௞ ∈ ℝௐ×15 is mapped to dimension ݀model through projection matrix ௣ܹ 

and augmented with sinusoidal positional ܧpos: 0ܪ = ܼ௞ ௣ܹ +  pos                                32ܧ

B. Multi head cross attention and classification 

Each layer applies multi head attention across the temporal and spatial channels. The output of 

attention head ℎcan be calculated : 

Attention(ܳℎ, ,ℎܭ ℎܸ) = softmax(ொℎ௄ℎ೅√ௗೖ ) ℎܸ                    33 

The cross attention dynamically weights relationships between the decoupled features like 

identifying whether temperature which changes the production corresponding to response in 

prompt flux and Xenon-135 . The output from ܮ  blocks at the final time step ܪ௅[ܹ, : ] which 

is passed through a dense layer with a softmax activation: ̂ݕ = softmax( ௖ܹܪ௅[ܹ, : ] + ܾ௖) ∈ ℝ3
   34 

Thus, this model outputs probabilities across three distinct scenarios, normal(safe), naive attack 

and stealth attack, shown in table 1, hence it is optimized through categorical cross-entropy 

loss: ℒ = −∑ 2௖=0(௖ݕ̂)݃݋௖݈ݕ        35 
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Results 

A. Data Generation  

The experimental dataset was generated in MATLAB by numerically integrating the five state 

point reactor kinetics system under standard operational transients. Zero mean Gaussian 

process and measurement noise were introduced for realistic SCADA conditions, yielding up 

to 629,760 time indexed observations. The designated attack horizons (ݐ ≥  attack), twoݐ

adversaries were introduced. Firstly, the uncoordinated abrupt offsets (naive) and continuous 

algebraic temperature drift vectors designed to avoid linear monitoring. The sequences of 

ground-truth states, corrupted telemetry, and classical Kalman filter innovation residuals were 

subsequently formatted and exported to PyTorch for benchmarking 

B. Simulation 

The Fig 1. describes cross channel thermodynamic divergence simulated in MATLAB, this 

graph highlights the physical constraints of the attack. During nominal operation (ݐ < 20s), 

telemetry accurately mirrors true reactor states across all channels. At ݐ ≈ 20s, the injection of 

an algebraic negative drift into the temperature channel causes the spoofed SCADA signal to 

decay toward −0.8 while the true core temperature remains stable . Moreover, the 

uncompromised neutron flux (݊ߜ) and Xenon-135 (ܺߜ) readings do not exhibit the 

corresponding reactivity and feedback adjustments that real thermal changes dictate. This 

decoupling directly violates continuous reactor kinetics (𝑐̇ ≠  𝑐), producing the anomalousܣ

cross-channel inconsistencies that trigger the Particle Filter and Transformer detectors. 



12 

 

Fig 1: Working functions of the physical constraints in nuclear reactor simulation 

C. Transformer Classification and Confusion Matrix Evaluation. 

Table 1 shows the time series transformer achieved an overall accuracy and F1-score of 99.90% 

across 629,760 of evaluated samples. The confusion matrix Fig 2 confirms the perfect isolation 

of uncoordinated threats, identifying all 191,881 Naive Attack instances with 1.0000 precision 

and recall. For mathematically masked vectors, the detector correctly classified 186,580 stealth 

attack samples, attaining a 0.9987 precision and 0.9980 recall. Error rates remained minimal, 

exclusively 251 false positives and 383 false negatives. Therefore our model confirms that 

cross attention over non linear states reliably exposes stealthy physical decoupling without 

generating false alarms during normal operations. 
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Table 1: Precision, Recall, and F1-Score Evaluation Under Normal and Compromised 

Operational Conditions 

Operational Constraints Precision  Recall  F1- Score Support 

Normal (safe) 0.9985 0.9990 0.9987 250916 

Naive Attack 1.0000 1.0000 1.0000 191881 

Stealth Attack 0.9987 0.9980 0.9983 186963 

Accuracy - - 0.9990 629760 

Macro Avg 0.9990 0.9990 0.9990 629760 

Weighted Avg 0.9990 0.9990 0.9990 629760 

The confusion matrix Fig 2  demonstrates near-ideal classification fidelity, achieving zero 

misclassifications for Naive Attacks (191,881 true positives) while correctly identifying 250,665 safe operational states and 186,580 stealth attacks. Cross-class confusion is minimal, 

restricted to only 251 false alarms and 383 missed stealth detections across more than 629,000 

evaluated instances. 

Table 2: Confusion matrix for FDIA detection 

Class TP FP FN TN 

Normal(Safe) 250,665 383 251 378,461 

Naive attack 191,881 0 0 437,879 

Stealth attack 186,580 251 383 442,546 

D. Real time dynamic response under eigenvector drift attack 

We evaluate the prior to attack initiation (ݐ < 16s) the reported telemetry mirrors actual core 

conditions within expected noise bounds. At ݐ = 16s, the adversary injects an eigenvector drift 

that drives reported temperatures down to −34∘C by ݐ = 60s, Fig.2 shows prompting 

automated control compensation that drives true core temperatures into a hazardous climb (>2∘C) . While linear estimators fail to catch this smooth trajectory, the Time-Series Transformer 
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correlates the fabricated cooling trend against coupled non-linear kinetics, detecting the 

physical divergence at the injection horizon to trigger an alert before thermal thresholds are 

exceeded. 

                  

Fig 2: Dynamic tracking timeline of real time FDIA detection 

Conclusion 

This paper presented a false data injection attack on nuclear power plant and detection methods 

to override the attack before catastrophic event occurs. The proposed framework uses the 5-D 

physical constraints matrix to map latent state transitions, effectively identifying stealthy 

deviations that avoid traditional residual based monitoring. Specifically the particle filter 

executes non-linear Point Reactor Kinetics across a swarm of states to compute real-time 

physical expectations and flags thermodynamic divergence using Kullback-Leibler metrics. 

Concurrently, the time series transformer monitors these states and residuals across a sliding 

window, leveraging multi-head cross-attention to catch unfeasible cross-sensor and temporal 

correlations introduced by the attack. Extensive experimental results indicate that an algebraic 

stealth FDIA designed to deceive linear residual detectors inherently violates the continuous 

thermodynamic constraints (𝑐̇ ≠  𝑐) of coupled Point Reactor Kinetics. The dual layeredܣ

model demonstrates that tracking non-linear statistical divergence via particle filtering 

alongside transformer based cross attention reliably exposes and detects these stealth injections 

by capturing the physical decoupling so that attackers cannot disguise. This contribution 

notably advances nuclear cybersecurity.   
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